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Abst ract

Renote triggered black hole filtering describes a nmethod of
mtigating the effects of denial-of-service attacks by selectively
discarding traffic based on source or destination address. Renpbte
triggered black hole routing describes a nethod of selectively re-
routing traffic into a sinkhole router (for further analysis) based
on destination address. This docunent updates the "I Pv6 Speci al

Pur pose Address Registry" by explaining why a unique | Pv6 prefix
shoul d be formally assigned by I ANA for the purpose of facilitating
I Pv6 renpte triggered black hole filtering and routing.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6666
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Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Renote Triggered Black Hole (RTBH) filtering describes a class of

met hods of blocking IP traffic either froma specific source

([ RFC5635]) or to a specific destination ([RFC3882]) on a network.
RTBH routing describes a class of nethods of re-routing IP traffic
destined to the attacked/targeted host to a special path (tunnel)
where a sniffer could capture the traffic for analysis. Both of
these nethods operate by setting the next-hop address of an | P packet
with a specified source or destination address to be a unicast prefix
that is connected locally or renmotely to a router’s discard, null, or
tunnel interface. Typically, reachability information for this
prefix is propagated throughout an autononbus system using a dynamc
routing protocol such as BGP ([ RFC3882]). By deployi ng RTBH systens
across a network, traffic to or fromspecific destinations nmay be

sel ectively black-holed or re-routed to a sinkhole device in a manner
that is efficient, scalable, and straightforward to inplenent.
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On sonme networ ks, operators configure RTBH installations using

[ RFC1918] address space or the address bl ocks reserved for
docunentation in [ RFC5737]. This approach is inadequate because RTBH
configurations are not docunentation, but rather operationally

i mportant features of many public-facing production networks.

Furt hernore, [RFC3849] specifies that the I Pv6 docunentation prefix
should be filtered in both |ocal and public contexts. On this basis,
it is suggested that both private network address bl ocks and the
docunent ati on prefixes described in [RFC5737] are inappropriate for
RTBH configurations and that a dedicated |Pv6 prefix should be

assi gned i nst ead.

Thi s docunent updates the "I Pv6 Special Purpose Address Registry"
[ 1 ANA- | PV6RE]G .

1.1. Notational Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. A Discard Prefix for |IPv6

For the purposes of inplenmenting an | Pv6 RTBH configuration, a
uni cast address block is required. There are currently no | Pv6
uni cast address bl ocks that are specifically nom nated for the
pur poses of inplenenting such RTBH systens.

Wiile it could be argued that there are other addresses and address
prefixes that could be used for this purpose (e.g., docunentation
prefixes, private address space), or that an operator could assign an
address block fromtheir own address space for this purpose, there is
currently no operational clarity on what address bl ock woul d be
appropriate or inappropriate to use for this purpose. By assigning a
gl obal Il y uni que discard prefix for IPv6, the |ETF will introduce good
practice for the inplenentation of |Pv6 RTBH configurations and will
facilitate operational clarity by allow ng operators to inplenent
consi stent and determnistic inter-domain prefix and traffic
filtering policies for black-holed traffic.

As [ RFC3882] and [ RFC5635] describe situations where nore than one

di scard address may be used for inplenenting nultiple RTBH scenari os,
a single address is not sufficient to cover all likely RTBH
situations. Consequently, an address block is required.
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3.

Operational Inplications

Thi s assignnent MAY be carried in a dynam c routing protocol within
an autononbus system The assignment SHOULD NOT be announced to or
accepted fromthird-party autononous systens, and |Pv6 traffic with a
destination address within this prefix SHOULD NOT be forwarded to or
accepted fromthird-party autononous systens. |f the prefix or a
subnet of the prefix is inadvertently announced to or accepted froma
third-party autononmous system this may cause excessive vol unmes of
traffic to pass unintentionally between the two networks, which would
aggravate the effect of a denial-of-service attack

On networks that inplenent |Pv6 renpte triggered black holes, sone or
all of this network bl ock MAY be configured with a next-hop
destination of a discard or null interface on any or all 1Pv6 routers
wi thin the autononpbus system

| ANA Consi der ati ons

Per this docunent, | ANA has recorded the allocation of the | Pv6
address prefix 0100::/64 as a Discard-Only Prefix in the "Internet
Prot ocol Version 6 Address Space" and added the prefix to the "I ANA

| Pv6 Special Purpose Address Registry" [IANA-1PV6REG. No end party
has been assigned to this prefix. The prefix has been allocated from
21/ 3.

Security Considerations

As the prefix specified in this docunent ought not nornmally be
transmtted or accepted over inter-donmain BGP sessions for the
reasons described in Section 3, it is usually appropriate to include
this prefix in inter-domain BGP prefix filters [RFC3704] or otherw se
ensure the prefix is neither transmtted to nor accepted froma
third-party autononous system
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