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Abst r act

Thi s docunent describes an extension to the Session Initiation
Protocol (SIP) defined by RFC 3261. The purpose of this extension is
to provide an extensible framework by which SIP nodes can request
notification fromrenote nodes indicating that certain events have
occurr ed.

Note that the event notification mechanisns defined herein are NOT
intended to be a general -purpose infrastructure for all classes of
event subscription and notification

Thi s docunent represents a backwards-conpatibl e inprovenment on the
ori gi nal nechani sm descri bed by RFC 3265, taking into account severa
years of inplenmentation experience. Accordingly, this docunent

obsol etes RFC 3265. This docunent al so updates RFC 4660 slightly to
acconmodat e sone snall changes to the mechani smthat were di scussed
in that document.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6665
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1. Introduction

The ability to request asynchronous notification of events proves
useful in many types of SIP services for which cooperation between
end-nodes is required. Exanples of such services include automatic
cal | back services (based on ternminal state events), buddy lists
(based on user presence events), nessage waiting indications (based
on mail box state change events), and PSTN and | nternet

I nternetworking (PINT) [ RFC2848] status (based on call state events).

The net hods described in this docunment provide a framework by which
notification of these events can be ordered.

The event notification mechani sms defined herein are NOT intended to
be a general -purpose infrastructure for all classes of event
subscription and notification. Meeting requirenments for the genera
probl em set of subscription and notification is far too conplex for a

single protocol. Qur goal is to provide a SlP-specific franework for
event notification that is not so conplex as to be unusable for
simple features, but that is still flexible enough to provide

powerful services. Note, however, that event packages based on this
framework may define arbitrarily el aborate rules that govern the
subscription and notification for the events or classes of events

t hey descri be.

Thi s docunent does not describe an extension that may be used
directly; it nust be extended by other docunents (herein referred to
as "event packages"). |In object-oriented design termnology, it may
be thought of as an abstract base class that nust be derived into an
instantiable class by further extensions. GQuidelines for creating

t hese extensions are described in Section 5.

1.1. Overview of Operation
The general concept is that entities in the network can subscribe to
resource or call state for various resources or calls in the network,
and those entities (or entities acting on their behalf) can send
notifications when those states change.

A typical flow of nessages woul d be:

Subscri ber Noti fi er
|----- SUBSCRI BE- - - - >| Request state subscription
| <=------ 200-------- | Acknowl edge subscri ption
| <------ NOTI FY- - - - - | Return current state information
|-------- 200------- >
| <------ NOTI FY- - - - - | Return current state infornation
[-------- 200------- >|
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Subscriptions are expired and nust be refreshed by subsequent
SUBSCRI BE r equest s.

1.2. Docunentation Conventions

There are several paragraphs throughout this docunment that provide
motivational or clarifying text. Such passages are non-nornmative and
are provided only to assist with reader conprehension. These
passages are set off fromthe remai nder of the text by being indented
t hus:

This is an exanpl e of non-normative explanatory text. |t does not
formpart of the specification and is used only for clarification

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

In particular, inplementors need to take careful note of the meaning
of "SHOULD' defined in RFC 2119. To rephrase: violation of "SHOULD'-
strength requirenments requires careful analysis and clearly
enunerabl e reasons. It is a protocol violation to fail to conply
with "SHOULD'-strength requirenments whinsically or for ease of

i mpl ement ati on.

2. Definitions

Event Package: An event package is an additional specification that
defines a set of state information to be reported by a notifier to
a subscriber. Event packages al so define further syntax and
semantics that are based on the framework defined by this docunent
and are required to convey such state information

Event Tenpl at e- Package: An event tenpl ate-package is a special kind
of event package that defines a set of states that nay be applied
to all possible event packages, including itself.

Notification: Notification is the act of a notifier sending a NOTI FY
request to a subscriber to informthe subscriber of the state of a
resource.

Notifier: A notifier is a user agent that generates NOTIFY requests
for the purpose of notifying subscribers of the state of a
resource. Notifiers typically also accept SUBSCRI BE requests to
create subscriptions.
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Subscriber: A subscriber is a user agent that receives NOTlIFY
requests fromnotifiers; these NOTIFY requests contain information
about the state of a resource in which the subscriber is
interested. Subscribers typically also generate SUBSCRI BE
requests and send themto notifiers to create subscriptions.

Subscription: A subscriptionis a set of application state
associated with a dialog. This application state includes a
poi nter to the associ ated di al og, the event package nane, and
possibly an identification token. Event packages will define
addi tional subscription state information. By definition,
subscriptions exist in both a subscriber and a notifier

Subscription Mgration: Subscription mgration is the act of noving
a subscription fromone notifier to another notifier.

3. SIP Methods for Event Notification
3.1. SUBSCRI BE

The SUBSCRI BE nethod is used to request current state and state
updates froma renote node. SUBSCRIBE requests are target refresh
requests, as that termis defined in [ RFC3261].

3.1.1. Subscription Duration

SUBSCRI BE requests SHOULD contain an "Expires" header field (defined
in [RFC3261]). This expires value indicates the duration of the
subscription. |In order to keep subscriptions effective beyond the
duration comruni cated in the "Expires" header field, subscribers need
to refresh subscriptions on a periodic basis using a new SUBSCRI BE
request on the sane dialog as defined in [ RFC3261].

If no "Expires" header field is present in a SUBSCRI BE request, the
i mplied default MJST be defined by the event package bei ng used.

200- cl ass responses to SUBSCRI BE requests al so MJST contain an
"Expires" header field. The period of time in the response MAY be
shorter but MJST NOT be | onger than specified in the request. The
notifier is explicitly allowed to shorten the duration to zero. The
period of tine in the response is the one that defines the duration
of the subscription

An "expires" parameter on the "Contact" header field has no semantics

for the SUBSCRI BE nethod and is explicitly not equivalent to an
"Expires" header field in a SUBSCRI BE request or response.
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A natural consequence of this schene is that a SUBSCRI BE request with
an "Expires" of 0 constitutes a request to unsubscribe fromthe
mat chi ng subscri ption

In addition to being a request to unsubscribe, a SUBSCRI BE request
with "Expires" of 0 also causes a fetch of state; see
Section 4.4.3.

Notifiers may al so wish to cancel subscriptions to events; this is
useful, for exanple, when the resource to which a subscription refers
is no longer available. Further details on this nmechanismare

di scussed in Section 4.2.2.

3.1.2. Identification of Subscribed Events and Event Cl asses

Identification of events is provided by three pieces of information
Request URI, Event Type, and (optionally) nessage body.

The Request URI of a SUBSCRI BE request, npbst inportantly, contains
enough information to route the request to the appropriate entity per
the request routing procedures outlined in [RFC3261]. It also
contains enough information to identify the resource for which event
notification is desired, but not necessarily enough infornation to
uniquely identify the nature of the event (e.g.,

"si p: adam@xanpl e. com woul d be an appropriate URI to subscribe to
for my presence state; it would al so be an appropriate URI to
subscribe to the state of ny voice nail box).

Subscribers MJUST include exactly one "Event" header field in
SUBSCRI BE requests, indicating to which event or class of events they
are subscribing. The "Event" header field will contain a token that
indicates the type of state for which a subscription is being
requested. This token will be registered with the | ANA and w ||
correspond to an event package that further describes the semantics
of the event or event cl ass.

If the event package to which the event token corresponds defines
behavi or associated with the body of its SUBSCRI BE requests, those
semantics apply.

Event packages may al so define paraneters for the "Event" header

field; if they do so, they nust define the semantics for such
par aneters
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3.1.3. Additional SUBSCRI BE Header Field Val ues

Because SUBSCRI BE requests create a dial og usage as defined in

[ RFC3261], they MAY contain an "Accept" header field. This header
field, if present, indicates the body formats allowed i n subsequent
NOTI FY requests. Event packages MJUST define the behavior for
SUBSCRI BE requests wi thout "Accept" header fields; usually, this wll
connote a single, default body type.

Header val ues not described in this docunent are to be interpreted as
described in [ RFC3261].

3.2. NOTIFY

NOTI FY requests are sent to inform subscribers of changes in state to
whi ch the subscriber has a subscription. Subscriptions are created
usi ng the SUBSCRI BE nethod. |In |legacy inplenentations, it is
possi bl e that ot her neans of subscription creation have been used.
However, this specification does not allow the creation of
subscriptions except through SUBSCRI BE requests and (for backwards-
compati bility) REFER requests [RFC3515].

NOTIFY is a target refresh request, as that termis defined in
[ RFC3261] .

A NOTI FY request does not term nate its correspondi ng subscription;
in other words, a single SUBSCRI BE request may trigger several NOTIFY

requests.
3.2.1. ldentification of Reported Events, Event C asses, and Current
State

Identification of events being reported in a notification is very
simlar to that described for subscription to events (see
Section 3.1.2).

As in SUBSCRI BE requests, NOTIFY request "Event" header fields MJST
contain a single event package name for which a notification is being
generated. The package nane in the "Event" header field MJST match
the "Event" header field in the correspondi ng SUBSCRI BE r equest.

Event packages may define semantics associated with the body of their
NOTI FY requests; if they do so, those senmantics apply. NOTIFY
request bodies are expected to provide additional details about the
nature of the event that has occurred and the resultant resource
state.
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4.

4.

4.

4.

1.

1.

1.

When present, the body of the NOTIFY request MJST be formatted into
one of the body formats specified in the "Accept" header field of the
correspondi ng SUBSCRI BE request (or the default type according to the
event package description, if no "Accept" header field was
specified). This body will contain either the state of the

subscri bed resource or a pointer to such state in the formof a URI
(see Section 5.4.13).

Node Behavi or
Subscri ber Behavi or
1. Detecting Support for SIP Events

The extension described in this document does not make use of the
"Require" or "Proxy-Require" header fields; simlarly, there is no
token defined for "Supported" header fields. Potential subscribers
may probe for the support of SIP events using the OPTIONS request
defined in [ RFC3261].

The presence of "SUBSCRIBE' in the "Allow' header field of any
request or response indicates support for SIP events; further, in the
absence of an "Allow' header field, the sinple presence of an "All ow
Events" header field is sufficient to indicate that the node that
sent the nessage is capable of acting as a notifier (see

Section 4.4.4).

The "net hods" paraneter for Contact may al so be used to
specifically announce support for SUBSCRI BE and NOTI FY requests
when registering. (See [RFC3840] for details on the "nethods"
par anet er.)

2. Creating and Mintaining Subscriptions
From the subscriber’s perspective, a subscription proceeds according

to the following state diagram Events that result in a transition
back to the sanme state are not represented in this diagram
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R +
| init I e +
Fom - + |
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| A + or NOTIFY, | ]
| | state=termnated | |
I I ||
++::::::::|:::::::::::::::::::l::::::::::::::::::::::::::::|::l::::++
| | I I Vo | |
|| Receive NOTIFY, Recei ve NOTI FY, R + |
|| state=active st at e=pendi ng | termnated | ||
|| | | oo +
| | | Re- subscri ption A A ||
| | I \Y tinmes out; [ | 1
| | R + Recei ve NOTI FY, | 1 1]
| ] | | pendi ng | -- state=terminated; --+ | ||
| ] | R + or 481 response | |
| | | t o SUBSCRI BE |11
| | Recei ve NOTI FY, refresh | 1]
| | state=active | 1]
| | | Re- subscri ption | 1]
| ] | \% times out; | 1]
| ] | R + Recei ve NOTI FY, | |
| R >| active | -- state=ternminated; ----- +
| R + or 481 response |
| t o SUBSCRI BE |
| | Subscription refresh |
[ i e p—p—_ ob O

In the state diagram "Re-subscription times out" neans that an
attenpt to refresh or update the subscription using a new SUBSCRI BE
request does not result in a NOTIFY request before the correspondi ng
Ti mer N expires.

Any transition from"notify wait" into a "pending" or "active" state
results in a new subscription. Note that nultiple subscriptions can
be generated as the result of a single SUBSCRIBE request (see
Section 4.4.1). Each of these new subscriptions exists in its own

i ndependent state machine and runs its own set of tiners.
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4.1.2.1. Requesting a Subscription
SUBSCRI BE is a dial og-creating nethod, as described in [ RFC3261].

When a subscriber wishes to subscribe to a particular state for a
resource, it forms a SUBSCRIBE request. |If the initial SUBSCRI BE
request represents a request outside of a dialog (as it typically
will), its construction follows the procedures outlined in [ RFC3261]
for User Agent Cient (UAC) request generation outside of a dialog

This SUBSCRI BE request will be confirnmed with a final response.
200-cl ass responses indicate that the subscription has been accepted
and that a NOTI FY request will be sent inmediately.

The "Expires" header field in a 200-cl ass response to SUBSCRI BE
request indicates the actual duration for which the subscription wll
remain active (unless refreshed). The received value night be
smal l er than the value indicated in the SUBSCRI BE request but cannot
be larger; see Section 4.2.1 for details.

Non- 200-cl ass final responses indicate that no subscription or new

di al og usage has been created, and no subsequent NOTIFY request will
be sent. Al non-200-class responses (with the exception of 489 (Bad
Event), described herein) have the same neani ngs and handling as
described in [RFC3261]. For the sake of clarity: if a SUBSCRI BE
request contains an "Accept" header field, but that field does not
indicate a nmedia type that the notifier is capable of generating in
its NOTIFY requests, then the proper error response is 406 (Not
Accept abl e) .

4.1.2.2. Refreshing of Subscriptions

At any time before a subscription expires, the subscriber may refresh
the timer on such a subscription by sendi ng anot her SUBSCRI BE request
on the sane dialog as the existing subscription. The handling for
such a request is the sane as for the initial creation of a
subscription except as described bel ow

If a SUBSCRI BE request to refresh a subscription receives a 404, 405,
410, 416, 480-485, 489, 501, or 604 response, the subscriber MJST
consi der the subscription termnated. (See [RFC5057] for further
details and notes about the effect of error codes on dial ogs and
usages within dialog, such as subscriptions). |f the subscriber

Wi shes to re-subscribe to the state, he does so by conposi ng an

unrel ated initial SUBSCRIBE request with a freshly generated Call-I1D
and a new, unique "Fronf tag (see Section 4.1.2.1).
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If a SUBSCRI BE request to refresh a subscription fails with any error
code other than those |isted above, the original subscription is

still considered valid for the duration of the nost recently known
"Expires" value as negotiated by the npbst recent successful SUBSCRI BE
transaction, or as comruni cated by a NOTIFY request inits
"Subscription-State" header field "expires" paraneter.

Note that many such errors indicate that there nay be a probl em
with the network or the notifier such that no further NOTIFY
requests will be received.

When refreshing a subscription, a subscriber starts Tinmer N, set to
64*T1, when it sends the SUBSCRI BE request. |If this Timer N expires
prior to the receipt of a NOTIFY request, the subscriber considers
the subscription termnated. |If the subscriber receives a success
response to the SUBSCRI BE request that indicates that no NOTIFY
request will be generated -- such as the 204 response defined for use
with the optional extension described in [RFC5839] -- then it MJST
cancel Tiner N.

4.1.2.3. Unsubscribing

Unsubscribing is handled in the sane way as refreshing of a
subscription, with the "Expires" header field set to "0". Note that
a successful unsubscription will also trigger a final NOTIIFY request.

The final NOTIFY request may or may not contain information about the
state of the resource; subscribers need to be prepared to receive
final NOTIFY requests both with and without state.

4.1.2.4. Confirmation of Subscription Creation

The subscri ber can expect to receive a NOTIFY request from each node
whi ch has processed a successful subscription or subscription
refresh. To ensure that subscribers do not wait indefinitely for a
subscription to be established, a subscriber starts a Tiner N, set to
64*T1, when it sends a SUBSCRIBE request. If this Timer N expires
prior to the receipt of a NOTIFY request, the subscriber considers
the subscription failed, and cleans up any state associated with the
subscription attenpt.

Until Timer N expires, several NOTIFY requests nay arrive from
different destinations (see Section 4.4.1). Each of these requests
est abli shes a new di al og usage and a new subscription. After the
expiration of Timer N, the subscriber SHOULD reject any such NOTIFY
requests that would otherw se establish a new dial og usage with a 481
(Subscription does not exist) response code.
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Until the first NOTIFY request arrives, the subscriber should
consider the state of the subscribed resource to be in a neutra
state. Event package specifications MJST define this "neutral state"
in such a way that makes sense for their application (see

Section 5.4.7).

Due to the potential for out-of-order nessages, packet |oss, and
forking, the subscriber MJST be prepared to receive NOIlI FY requests
bef ore the SUBSCRI BE transacti on has conpl et ed.

Except as noted above, processing of this NOTIFY request is the sane
as in Section 4.1.3.

4.1.3. Receiving and Processing State Information

Subscri bers receive infornmation about the state of a resource to
whi ch they have subscribed in the form of NOTIFY requests.

Upon receiving a NOTIFY request, the subscriber should check that it
mat ches at | east one of its outstanding subscriptions; if not, it
MUST return a 481 (Subscription does not exist) response unless

anot her 400- or 500-cl ass response is nore appropriate. The rules
for matching NOTI FY requests with subscriptions that create a new

di al og usage are described in Section 4.4.1. Notifications for
subscriptions that were created inside an existing dialog match if
they are in the sane dialog and the "Event" header fields match (as
described in Section 8.2.1).

If, for sone reason, the event package designated in the "Event"
header field of the NOTIFY request is not supported, the subscriber
will respond with a 489 (Bad Event) response.

To prevent spoofing of events, NOTIFY requests SHOULD be
aut henti cated using any defined SIP authentication nechanism such as
those described in Sections 22.2 and 23 of [RFC3261].

NOTI FY requests MUST contain "Subscription-State" header fields that
i ndi cate the status of the subscription

If the "Subscription-State" header field value is "active", it neans
that the subscription has been accepted and (in general) has been
authorized. |f the header field al so contains an "expires"

paraneter, the subscriber SHOULD take it as the authoritative
subscription duration and adjust accordingly. The "retry-after” and
"reason" paraneters have no semantics for "active"
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If the "Subscription-State" value is "pending", the subscription has
been received by the notifier, but there is insufficient policy
information to grant or deny the subscription yet. |If the header
field al so contains an "expires" paraneter, the subscriber SHOULD
take it as the authoritative subscription duration and adj ust
accordingly. No further action is necessary on the part of the
subscriber. The "retry-after” and "reason" paraneters have no
semantics for "pending".

If the "Subscription-State" value is "term nated”, the subscriber
MUST consi der the subscription ternmnated. The "expires" paraneter
has no semantics for "terminated" -- notifiers SHOULD NOT include an
"expires" paraneter on a "Subscription-State" header field with a
val ue of "term nated", and subscribers MJST ignore any such
paraneter, if present. |If a reason code is present, the client
shoul d behave as described below. |f no reason code or an unknown
reason code is present, the client MAY attenpt to re-subscribe at any
time (unless a "retry-after" paraneter is present, in which case the
client SHOULD NOT attenpt re-subscription until after the number of
seconds specified by the "retry-after” paraneter). The reason codes
defined by this docunment are:

deactivated: The subscription has been term nated, but the
subscriber SHOULD retry inmediately with a new subscription. One
primary use of such a status code is to allow nigration of
subscri ptions between nodes. The "retry-after" paranmeter has no
semantics for "deactivated".

probation: The subscription has been term nated, but the client
SHOULD retry at sonme later tinme (as long as the resource’s state
is still relevant to the client at that tinme). |If a "retry-after”
paraneter is also present, the client SHOULD wait at |east the
nunber of seconds specified by that paranmeter before attenpting to
re-subscri be.

rejected: The subscription has been term nated due to change in
aut hori zation policy. Cients SHOULD NOT attenpt to re-subscri be.
The "retry-after” paraneter has no semantics for "rejected"

timeout: The subscription has been term nated because it was not
refreshed before it expired. dients MAY re-subscribe
i medi ately. The "retry-after"” paraneter has no senmantics for
"timeout". This reason code is also associated with polling of
resource state, as detailed in Section 4.4.3.

gi veup: The subscription has been tern nated because the notifier

could not obtain authorization in a tinely fashion. |If a "retry-
after” parameter is also present, the client SHOULD wait at | east
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the nunber of seconds specified by that paraneter before
attenpting to re-subscribe; otherwise, the client MAY retry
i medi ately, but will likely get put back into pending state.

noresource: The subscription has been terninated because the
resource state that was being nonitored no Ionger exists. Cients
SHOULD NOT attenpt to re-subscribe. The "retry-after" paraneter
has no semantics for "noresource".

invariant: The subscription has been terni nated because the resource
state is guaranteed not to change for the foreseeable future.
This may be the case, for exanple, when subscribing to the
| ocation information of a fixed-location |and-line tel ephone.
When using this reason code, notifiers are advised to include a
"retry-after" parameter with a |large value (for exanple, 31536000
-- or one year) to prevent older clients that are RFC 3265
compliant fromperiodically re-subscribing. dients SHOULD NOT
attenpt to re-subscribe after receiving a reason code of
"invariant", regardl ess of the presence of or value of a "retry-
after" paraneter.

O her specifications may define new reason codes for use with the
"Subscription-State" header field.

Once the notification is deened acceptable to the subscriber, the
subscri ber SHOULD return a 200 response. |In general, it is not
expected that NOTIFY responses will contain bodies; however, they
MAY, if the NOTIFY request contained an "Accept" header field.

O her responses defined in [ RFC3261] nay al so be returned, as
appropriate. In no case should a NOTIFY transaction extend for any
| onger than the time necessary for automated processing. In
particul ar, subscribers MJST NOT wait for a user response before
returning a final response to a NOTIFY request.

4.1.4. Forking of SUBSCRI BE Requests

In accordance with the rules for proxying non-INVITE requests as
defined in [ RFC3261], successful SUBSCRIBE requests will receive only
one 200-cl ass response; however, due to forking, the subscription may
have been accepted by multiple nodes. The subscriber MJIST therefore
be prepared to receive NOTIFY requests with "From" tags that differ
fromthe "To:" tag received in the SUBSCRI BE 200-cl ass response.
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If multiple NOTIFY requests are received in different dialogs in
response to a single SUBSCRI BE request, each dialog represents a
different destination to which the SUBSCRI BE request was forked.
Subscriber handling in such situations varies by event package; see
Section 5.4.9 for details.

4.2. Notifier Behavior
4.2.1. Subscription Establishnment and Mi nt enance

Notifiers | earn about subscription requests by receiving SUBSCRI BE
requests frominterested parties. Notifiers MJST NOT create
subscriptions except upon receipt of a SUBSCRI BE request. However,
for historical reasons, the inplicit creation of subscriptions as
defined in [ RFC3515] is still permtted.

[ RFC3265] allowed the creation of subscriptions using nmeans other
than the SUBSCRI BE net hod. The only standardi zed use of this
mechani smis the REFER nethod [ RFC3515]. Inplenentation
experience with REFER has shown that the inplicit creation of a
subscription has a nunber of undesirable effects, such as the
inability to signal the success of a REFER request while signaling
a problemw th the subscription, and difficulty perform ng one
action without the other. Additionally, the proper exchange of
dialog identifiers is difficult without dialog reuse (which has
its own set of problems; see Section 4.5).

4.2.1.1. Initial SUBSCRIBE Transaction Processing

In no case should a SUBSCRI BE transaction extend for any |onger than
the tinme necessary for automated processing. |In particular,
notifiers MUST NOT wait for a user response before returning a fina
response to a SUBSCRI BE request.

This requirenment is inposed prinmarily to prevent the non-I1NVITE
transaction tinmeout timer F (see [RFC3261]) fromfiring during the
SUBSCRI BE transaction, since interaction with a user would often
exceed 64*T1 seconds.

The notifier SHOULD check that the event package specified in the
"Event" header field is understood. |I|f not, the notifier SHOULD

return a 489 (Bad Event) response to indicate that the specified

event/event class is not understood.

The notifier SHOULD al so perform any necessary authentication and
aut hori zation per its local policy. See Section 4.2.1.3.
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The notifier MAY al so check that the duration in the "Expires" header
field is not too small. If and only if the expiration interval is
greater than zero AND smaller than one hour AND | ess than a notifier-
configured mnimum the notifier MAY return a 423 (Interval Too
Brief) error that contains a "M n-Expires" header field. The

"M n-Expires" header field is described in [ RFC3261].

Once the notifier deternmnes that it has enough information to create
the subscription (i.e., it understands the event package, the
subscription pertains to a known resource, and there are no other
barriers to creating the subscription), it creates the subscription
and a dial og usage, and returns a 200 (OK) response.

When a subscription is created in the notifier, it stores the event
package name as part of the subscription information

The "Expires" values present in SUBSCRI BE 200-cl ass responses behave
in the sane way as they do in REGQ STER responses: the server MY
shorten the interval but MJST NOT | engthen it.

If the duration specified in a SUBSCRI BE request is unacceptably
short, the notifier may be able to send a 423 response, as
described earlier in this section.

200-cl ass responses to SUBSCRI BE requests will not generally contain
any useful information beyond subscription duration; their primry
purpose is to serve as a reliability mechanism State information
wi |l be comunicated via a subsequent NOTIFY request fromthe
notifier.

The ot her response codes defined in [ RFC3261] may be used in response
to SUBSCRI BE requests, as appropriate.

4.2.1.2. Confirmation of Subscription Creation/Refreshing

Upon successfully accepting or refreshing a subscription, notifiers
MUST send a NOTI FY request imrediately to conmmuni cate the current
resource state to the subscriber. This NOTIFY request is sent on the
same dial og as created by the SUBSCRI BE response. |If the resource
has no neaningful state at the tinme that the SUBSCRI BE request is
processed, this NOTIFY request MAY contain an enpty or neutral body.
See Section 4.2.2 for further details on NOTIFY request generation.

Note that a NOTIFY request is always sent imediately after any

200-cl ass response to a SUBSCRI BE request, regardless of whether the
subscription has already been authorized.
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4.2.1.3. Authentication/Authorization of SUBSCRI BE Requests

Privacy concerns may require that notifiers apply policy to determ ne
whet her a particul ar subscriber is authorized to subscribe to a
certain set of events. Such policy may be defined by mechani sns such
as access control lists or real-tine interaction with a user. In
general, authorization of subscribers prior to authentication is not
particul arly useful.

SI P aut hentication nmechani snms are di scussed in [RFC3261]. Note that,
even if the notifier node typically acts as a proxy, authentication
for SUBSCRI BE requests will always be perforned via a 401
(Unaut hori zed) response, not a 407 (Proxy Authentication Required).
Notifiers always act as user agents when accepting subscriptions and
sendi ng notifications.

O course, when acting as a proxy, a node wll performnornal
proxy authentication (using 407). The foregoing explanation is a
remi nder that notifiers are always user agents and, as such,
perform user agent authentication.

If authorization fails based on an access |list or sone other

aut omat ed nmechanism (i.e., it can be automatically authoritatively
determned that the subscriber is not authorized to subscribe), the
notifier SHOULD reply to the request with a 403 (Forbi dden) or 603
(Decline) response, unless doing so nmight reveal information that
shoul d stay private; see Section 6. 2.

If the notifier owner is interactively queried to determ ne whether a
subscription is allowed, a 200 (OK) response is returned i medi ately.
Note that a NOTIFY request is still forned and sent under these

ci rcunst ances, as described in the previous section.

I f subscription authorization was del ayed and the notifier wi shes to
convey that such authorization has been declined, it my do so by
sendi ng a NOTI FY request containing a "Subscription-State" header
field with a value of "term nated" and a reason paraneter of

"rej ected".

4.2.1.4. Refreshing of Subscriptions

When a notifier receives a subscription refresh, assunming that the
subscriber is still authorized, the notifier updates the expiration
time for subscription. As with the initial subscription, the server
MAY shorten the anmount of tinme until expiration but MJST NOT increase
it. The final expiration tine is placed in the "Expires" header
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field in the response. |If the duration specified in a SUBSCRI BE
request i s unacceptably short, the notifier SHOULD respond with a 423
(I'nterval Too Brief) response.

If no refresh for a notification address is received before its
expiration time, the subscription is renoved. Wen renpving a
subscription, the notifier SHOULD send a NOTIFY request with a
"Subscription-State" value of "termnated" to informit that the

subscription is being renoved. |If such a request is sent, the
"Subscription-State" header field SHOULD contain a "reason=tineout"”
par amet er .

Clients can cause a subscription to be term nated i medi ately by
sendi ng a SUBSCRI BE request with an "Expires" header field set to
"0". Notifiers largely treat this the sane way as any ot her
subscription expiration: they send a NOTI FY request containing a
"Subscription-State" of "term nated", with a reason code of
"timeout." For consistency with state polling (see Section 4.4.3)
and subscription refreshes, the notifier may choose to include
resource state in this final NOTIFY request. However, in some cases,
i ncludi ng such state makes no sense. Under such circunstances, the
notifier may choose to onit state information fromthe term na

NOTI FY request.

The sendi ng of a NOTIFY request when a subscription expires allows
the correspondi ng dial og usage to be termnated, if appropriate.

4.2.2. Sending State Information to Subscribers

Notifiers use the NOTIFY nmethod to send information about the state
of a resource to subscribers. The notifier’'s view of a subscription
is shown in the follow ng state diagram Events that result in a
transition back to the same state are not represented in this

di agr am
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Recei ve SUBSCRI BE

Send NOTI FY
I
\Y/ NOTI FY failure,

R + subscription expires,
A | resp_wait |-- or termnated ----+
| R + per local policy
I I I
I I I
| \Y

Policy grants Pol i cy needed R +
per m ssi on | | term nated |

| | e +
| | A A
| \/ NOTI FY failure, | |
| R + subscription expires, |
| | pendi ng |-- or termnnated ------- + |
| R + per local policy |
I I I
| Pol i cy changed to |
| grant permni ssion |
I I I
| \% NOTI FY fail ure, |
| R + subscription expires, |
R >| active |-- or termnated --------- +

R + per local policy

When a SUBSCRI BE request is answered with a 200-cl ass response, the
notifier MJUST i nmedi ately construct and send a NOTI FY request to the
subscriber. Wien a change in the subscribed state occurs, the
notifier SHOULD i mredi ately construct and send a NOTI FY request,

unl ess the state transition is caused by a NOTIFY transaction
failure. The sending of this NOTIFY nessage is al so subject to

aut hori zation, local policy, and throttling considerations.

If the NOTIFY request fails due to expiration of SIP Tiner F
(transaction tineout), the notifier SHOULD renove the subscription

Thi s behavi or prevents unnecessary transmni ssion of state

i nformati on for subscribers who have crashed or disappeared from
the network. Because such transmissions will be sent multiple
times, per the retransm ssion algorithmdefined in [ RFC3261]
(instead of the typical single transm ssion for functioning
clients), continuing to service themwhen no client is available
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to acknow edge them coul d place undue strain on a network. Upon
client restart or reestablishnent of a network connection, it is
expected that clients will send SUBSCRI BE requests to refresh
potentially stale state information; such requests will reinstall
subscriptions in all rel evant nodes.

If the NOTIFY transaction fails due to the receipt of a 404, 405,
410, 416, 480-485, 489, 501, or 604 response to the NOTIFY request,
the notifier MJST renove the correspondi ng subscription. See

[ RFC5057] for further details and notes about the effect of error
codes on dial ogs and usages within dialog (such as subscriptions).

A notify error response would generally indicate that something
has gone wong with the subscriber or with some proxy on the way
to the subscriber. |If the subscriber is in error, it makes the
nost sense to allow the subscriber to rectify the situation (by
re-subscri bing) once the error condition has been handled. |If a
proxy is in error, the periodic sending of SUBSCRI BE requests to
refresh the expiration tinmer will reinstall subscription state
once the network problem has been resol ved.

NOTI FY requests MJST contain a "Subscription-State" header field with
a value of "active", "pending", or "terminated'. The "active" val ue
i ndi cates that the subscription has been accepted and has been

aut horized (in nmost cases; see Section 6.2). The "pendi ng" val ue

i ndi cates that the subscription has been received, but that policy
information is insufficient to accept or deny the subscription at
this time. The "term nated" value indicates that the subscription is
not active.

If the value of the "Subscription-State" header field is "active" or

"pending", the notifier MJST also include in the "Subscription-State"
header field an "expires" paraneter that indicates the tine remaining
on the subscription. The notifier MAY use this nechanismto shorten

a subscription; however, this nechani sm MUST NOT be used to | engthen

a subscription.

I ncluding expiration information for active and pendi ng
subscriptions is necessary in case the SUBSCRI BE request forks,
since the response to a forked SUBSCRI BE request may not be
received by the subscriber. [RFC3265] allowed the notifier sone
discretion in the inclusion of this paraneter, so subscriber

i npl erent ati ons are warned to handle the lack of an "expires"
paraneter gracefully. Note well that this "expires" value is a
paraneter on the "Subscription-State" header field NOT the

"Expi res" header field.
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The period of time for a subscription can be shortened to zero by
the notifier. |In other words, it is perfectly valid for a
SUBSCRI BE request with a non-zero expires to be answered with a
NOTI FY request that contains "Subscription-Status:

term nat ed; reason=expired". This nerely neans that the notifier
has shortened the subscription tinmeout to zero, and the
subscription has expired instantaneously. The body rmay contain
valid state, or it may contain a neutral state (see

Section 5.4.7).

If the value of the "Subscription-State" header field is

"termi nated", the notifier SHOULD al so include a "reason" paraneter.
The notifier MAY also include a "retry-after" paraneter, where
appropriate. For details on the value and semantics of the "reason"
and "retry-after” paraneters, see Section 4.1.3.

4.2.3. PSTN Internet Interworking (PINT) Conpatibility

The "Event" header field is considered mandatory for the purposes of
this document. However, to maintain conpatibility with PINT (see

[ RFC2848]), notifiers MAY interpret a SUBSCRI BE request with no
"Event" header field as requesting a subscription to PINT events. |If
a notifier does not support PINT, it SHOULD return 489 (Bad Event) to
any SUBSCRI BE requests w thout an "Event" header field.

4.3. Proxy Behavi or

Proxi es need no additional behavi or beyond that described in

[ RFC3261] to support SUBSCRIBE and NOTIFY transactions. |If a proxy
wi shes to see all of the SUBSCRIBE and NOTI FY requests for a given
dialog, it MJST add a "Record-Route" header field to the initia
SUBSCRI BE request and all NOTIFY requests. It MAY choose to include
"Record-Route" in subsequent SUBSCRI BE requests; however, these
requests cannot cause the dialog' s route set to be nodified.

Proxies that did not add a "Record-Route" header field to the initial
SUBSCRI BE request MJST NOT add a "Record-Route" header field to any
of the associated NOTIFY requests.

Not e that subscribers and notifiers may el ect to use Secure/

Mul ti purpose Internet Mail Extensions (S/MME) encryption of
SUBSCRI BE and NOTI FY requests; consequently, proxies cannot rely
on being able to access any information that is not explicitly
required to be proxy-readabl e by [ RFC3261].

Roach St andards Track [ Page 23]



RFC 6665 SI P- Specific Event Notification July 2012

4.

4.

4.

4.

4.

4.

Common Behavi or
1. Dialog Creation and Term nation

Di al ogs usages are created upon conpletion of a NOTIFY transaction
for a new subscription, unless the NOTIFY request contains a
"Subscription-State" of "termi nated."

Because the dial og usage is established by the NOTIFY request, the
route set at the subscriber is taken fromthe NOTIFY request itself,
as opposed to the route set present in the 200-cl ass response to the
SUBSCRI BE r equest.

NOTI FY requests are matched to such SUBSCRI BE requests if they
contain the sane "Call-1D", a "To" header field "tag" paraneter that
mat ches the "Front' header field "tag" paraneter of the SUBSCRI BE
request, and the sane "Event" header field. Rules for conparisons of
the "Event" header fields are described in Section 8.2.1

A subscription is destroyed after a notifier sends a NOTIFY request
with a "Subscription-State" of "terminated”, or in certain error
situations described el sewhere in this document. The subscriber will
general ly answer such final requests with a 200 (OK) response (unless
a condition warranting an alternate response has arisen). Except
when the nechani sm described in Section 4.5.2 is used, the
destruction of a subscription results in the termnation of its
associ at ed di al og.

A subscriber may send a SUBSCRI BE request with an "Expires" header
field of O in order to trigger the sending of such a NOTIFY
request; however, for the purposes of subscription and dial og
lifetime, the subscription is not considered termnated until the
NOTI FY transaction with a "Subscription-State” of "term nated”
conpl et es.

2. Notifier Mgration

It is often useful to allow mgration of subscriptions between
notifiers. Such mgration my be effected by sending a NOTIFY
request with a "Subscription-State" header field of "term nated" and
a reason paraneter of "deactivated". This NOTIFY request is

ot herwi se normal and is formed as described in Section 4.2.2.

Upon receipt of this NOTIFY request, the subscriber SHOULD attenpt to
re-subscribe (as described in the preceding sections). Note that
this subscription is established on a new dial og, and does not reuse
the route set fromthe previous subscription dialog.
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The actual migration is effected by making a change to the policy
(such as routing decisions) of one or nore servers to which the
SUBSCRI BE request will be sent in such a way that a different node
ends up responding to the SUBSCRI BE request. This nay be as sinple
as a change in the local policy in the notifier fromwhich the
subscription is mgrating so that it serves as a proxy or redirect
server instead of a notifier.

Whet her, when, and why to performnotifier mgrations may be
described in individual event packages; otherw se, such decisions are
a matter of local notifier policy and are left up to individua

i mpl ement ati ons.

4.4.3. Polling Resource State

A natural consequence of the behavior described in the preceding
sections is that an imediate fetch without a persistent subscription
may be effected by sending a SUBSCRIBE with an "Expires" of O.

O course, an inmedi ate fetch while a subscription is active may be
ef fected by sending a SUBSCRI BE request with an "Expires” equal to
the nunber of seconds renaining in the subscription

Upon receipt of this SUBSCRI BE request, the notifier (or notifiers,
if the SUBSCRI BE request was forked) will send a NOTIFY request
containing resource state in the sane dial og.

Note that the NOTIFY requests triggered by SUBSCRI BE requests with
"Expires" header fields of O will contain a "Subscription-State"
val ue of "term nated" and a "reason" paraneter of "tineout".

Pol Iing of event state can cause significant increases in |oad on the
network and notifiers; as such, it should be used only sparingly. 1In
particular, polling SHOULD NOT be used in circunstances in which it
will typically result in nore network nessages than | ong-running
subscri ptions.

When polling is used, subscribers SHOULD attenpt to cache
aut hentication credentials between polls so as to reduce the nunber
of nmessages sent.

Due to the requirenent on notifiers to send a NOTIFY request

i mredi ately upon recei pt of a SUBSCRI BE request, the state
provided by polling is limted to the information that the
notifier has i mediate | ocal access to when it receives the
SUBSCRI BE request. |If, for exanple, the notifier generally needs
to retrieve state fromanother network server, then that state
will be absent fromthe NOTIFY request that results from polling.
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4.4.4. "Alow Events" Header Field Usage

The "Al |l ow Events" header field, if present, MJST include a
conprehensive and inclusive |list of tokens that indicates the event
packages for which the user agent can act as a notifier. |n other
words, a user agent sending an "Al |l ow Events" header field is
advertising that it can process SUBSCRI BE requests and generate
NOTI FY requests for all of the event packages listed in that header
field.

Any user agent that can act as a notifier for one or nore event
packages SHOULD i nclude an appropriate "All ow Events" header field
indicating all supported events in all nethods which initiate dial ogs
and their responses (such as INVITE) and OPTI ONS responses.

This information is very useful, for exanple, in allow ng user
agents to render particular interface el enents appropriately
according to whether the events required to inplenent the features
they represent are supported by the appropriate nodes.

On the other hand, it doesn’'t necessarily make nmuch sense to

i ndi cate supported events inside a dialog established by a NOTI FY
request if the only event package supported is the one associ ated
with that subscription.

Note that "Allow Events" header fields MJUST NOT be inserted by
pr oxi es.

The "All ow Events" header field does not include a list of the event

t enpl at e- packages supported by an inplenentation. |f a subscriber

wi shes to determ ne which event tenpl ate-packages are supported by a
notifier, it can probe for such support by attenpting to subscribe to
the event tenpl ate-packages it wi shes to use.

For exanple: to check for support for the tenplatized package
"presence.winfo", a client nmay attenpt to subscribe to that event
package for a known resource, using an "Expires" header val ue of
0. If the response is a 489 error code, then the client can
deduce that "presence.w nfo" is unsupported.

4.5. Targeting Subscriptions at Devices

[ RFC3265] defined a nechani sm by which subscriptions could share
dialogs with invite usages and with other subscriptions. The purpose
of this behavior was to allow subscribers to ensure that a
subscription arrived at the sane device as an established dial og.
Unfortunately, the reuse of dialogs has proven to be exceedingly
confusing. [RFC5057] attenpted to clarify proper behavior in a
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variety of circunstances; however, the ensuing rules renmain confusing
and prone to inplementation error. At the same tinme, the mechani sm
described in [ RFC5627] now provides a far nore el egant and

unanbi guous neans to achi eve the sane goal

Consequently, the dialog reuse technique described in RFC 3265 i s now
depr ecat ed.

Thi s di al og-sharing techni que has also historically been used as a
means for targeting an event package at a dialog. This usage can be
seen, for exanple, in certain applications of the REFER nethod

[ RFC3515]. Wth the renoval of dialog reuse, an alternate (and nore
explicit) means of targeting dial ogs needs to be used for this type
of correlation. The appropriate neans of such targeting is left up
to the actual event packages. Candidates include the "Target-D al og”
header field [ RFC4538], the "Join" header field [ RFC3911], and the
"Repl aces" header field [ RFC3891], depending on the semantics
desired. Alternately, if the semantics of those header fields do not
mat ch the event package’s purpose for correl ation, event packages can
devise their own neans of identifying dialogs. For an exanple of
this approach, see the Dial og Event Package [ RFC4235].

4.5.1. Using GRUUs to Route to Devices

Notifiers MUST inplenment the dobally Routable User Agent UR (GRUU)
ext ensi on defined in [ RFC5627], and MJST use a GRUU as their |oca
target. This allows subscribers to explicitly target desired

devi ces.

If a subscriber wi shes to subscribe to a resource on the sane device
as an established dialog, it should check whether the renote contact
inthat dialog is a GRUU (i.e., whether it contains a "gr" URl
paraneter). |If so, the subscriber creates a new dial og, using the
GRUU as the Request URI for the new SUBSCRI BE request.

Because GRUUs are guaranteed to route to a specific device, this
ensures that the subscription will be routed to the sane pl ace as
the established dial og.
4.5.2. Sharing D al ogs
For conpatibility with ol der clients, subscriber and notifier
i mpl ement ati ons may choose to allow dialog sharing. The behavior of
mul tiple usages within a dialog are described in [ RFC5057].

Subscribers MUST NOT attenpt to reuse dial ogs whose renpte target is
a GRUU.
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Note that the techni ques described in this section are included
for backwards-conpatibility purposes only. Because subscribers
cannot reuse dialogs with a GRUU for their renote target, and
because notifiers nmust use CRUUs as their local target, any two
i npl ementations that conformto this specification will
automatically use the nechani sm described in Section 4.5. 1.

Further note that the prohibition on reusing dial ogs does not
exenpt inplicit subscriptions created by the REFER nethod. This
means that inplenentations conplying with this specification are
required to use the "Target-Di al og" nechani sm described in

[ RFC4538] when the renpte target is a GRUU.

If a subscriber wi shes to subscribe to a resource on the sane device
as an established dialog and the renpote contact is not a GRUU, it MAY
revert to dial og-sharing behavior. Alternately, it MAY choose to
treat the renote party as incapable of servicing the subscription
(i.e., the same way it would behave if the renote party did not
support SIP events at all).

If a notifier receives a SUBSCRI BE request for a new subscription on
an existing dialog, it MAY choose to inplenent dialog sharing
behavior. Alternately, it may choose to fail the SUBSCRI BE r equest
with a 403 (Forbidden) response. The error text of such 403
responses SHOULD indicate that dialog sharing is not supported.

To i npl emrent di al og sharing, subscribers and notifiers performthe
foll owi ng additional processing:

0 \When subscriptions exist in dialogs associated with | NVI TE-created
application state and/or other subscriptions, these sets of
application state do not interact beyond the behavi or descri bed
for a dialog (e.g., route set handling). |In particular, multiple
subscriptions within a dialog expire i ndependently and require
i ndependent subscription refreshes.

o |If a subscription's destruction | eaves no other application state
associated with the dialog, the dialog termnates. The
destruction of other application state (such as that created by an
INVITE) will not terminate the dialog if a subscription is stil
associated with that dialog. This neans that, when dial ogs are
reused, a dialog created with an | NVI TE does not necessarily
term nate upon receipt of a BYE. Sinmilarly, in the case that
several subscriptions are associated with a single dialog, the
di al og does not termnate until all the subscriptions in it are
destroyed.
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4.

5

0 Subscribers MAY include an "id" paranmeter in a SUBSCRI BE request’s
"BEvent" header field to allow differentiation between multiple
subscriptions in the same dialog. This "id" parameter, if
present, contains an opaque token that identifies the specific
subscription within a dialog. An "id" paraneter is only valid
within the scope of a single dialog.

o If an "id" parameter is present in the SUBSCRI BE request used to
establish a subscription, that "id" paraneter MJST al so be present
in all correspondi ng NOTI FY requests.

0 When a subscriber refreshes the subscription timer, the SUBSCRI BE
request MJST contain the same "Event" header field "id" paraneter
as was present in the SUBSCRI BE request that created the

subscription. (Qherwise, the notifier will interpret the
SUBSCRI BE request as a request for a new subscription in the sane
di al 0g.)

o When a subscription is created in the notifier, it stores any
"BEvent" header field "id" paraneter as part of the subscription
information (along with the event package nane).

o If an initial SUBSCRIBE request is sent on a pre-existing dialog,
a mat chi ng NOTI FY request nerely creates a new subscription
associ ated with that dial og.

6. CANCEL Requests for SUBSCRI BE and NOTI FY Transacti ons

Nei t her SUBSCRI BE nor NOTI FY requests can be canceled. |f a User
Agent Server (UAS) receives a CANCEL request that natches a known
SUBSCRI BE or NOTI FY transaction, it MJST respond to the CANCEL
request, but otherwise ignore it. |In particular, the CANCEL request
MUST NOT affect processing of the SUBSCRI BE or NOTIFY request in any
way.

UACs SHOULD NOT send CANCEL requests for SUBSCRI BE or NOTIFY
transacti ons.

Event Packages
This section covers several issues that should be taken into
consi derati on when event packages based on the SUBSCRI BE and NOTI FY
met hods are proposed.

1. Appropriateness of Usage

When desi gni ng an event package using the nethods described in this
docunent for event notification, it is inportant to consider: is SIP
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an appropriate mechanismfor the problemset? 1|s SIP being selected
because of some unique feature provided by the protocol (e.g., user
mobility) or merely because "it can be done"? |If you find yourself
defining event packages for notifications related to, for exanple,
net wor kK managenment or the tenperature inside your car’s engine, you
may want to reconsider your selection of protocols.

Those interested in extending the mechanismdefined in this
docunent are urged to follow the devel opnent of "Cuidelines for
Aut hors of SIP Extensions" [RFC4485] for further guidance
regardi ng appropriate uses of SIP

Further, it is expected that this nmechanismis not to be used in
appl i cations where the frequency of reportable events is excessively
rapid (e.g., nmore than about once per second). A SIP network is
generally going to be provisioned for a reasonabl e signaling vol une;
sending a notification every tinme a user’s GPS position changes by
one hundredth of a second could easily overload such a network.

5.2. Event Tenpl at e- Packages

Nor mal event packages define a set of state applied to a specific
type of resource, such as user presence, call state, and nessagi ng
mai | box state.

Event tenpl ate- packages are a special type of package that define a
set of state applied to other packages, such as statistics, access
policy, and subscriber lists. Event tenpl ate-packages nmay even be
applied to other event tenpl ate-packages.

To extend the object-oriented anal ogy nade earlier, event tenplate-
packages can be thought of as tenplatized C++ packages that mnust be
applied to other packages to be useful

The nane of an event tenpl ate-package as applied to a package is
fornmed by appending a period foll owed by the event tenpl ate-package
nane to the end of the package. For exanple, if a tenplate-package
called "winfo" were being applied to a package called "presence", the
event token used in the "Event" header field would be
"presence. w nfo".

This schene may be arbitrarily extended. For exanple, application
of the "wi nfo" package to the "presence.w nfo" state of a resource
woul d be represented by the name "presence.w nfo.winfo". It
naturally follows fromthis syntax that the order in which

tenpl ates are specified is significant.
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For exanple: consider a theoretical event tenpl ate-package call ed
"l'ist". The event "presence.winfo.list" would be the application
of the "list" tenplate to "presence.w nfo", which would presunmably
be a list of winfo state associated with presence. On the other
hand, the event "presence.list.w nfo" would represent the
application of winfo to "presence.list", which would be represent
the winfo state of a list of presence information.

Event tenpl at e- packages nmust be defined so that they can be applied
to any arbitrary package. 1In other words, event tenpl ate-packages
cannot be specifically tied to one or a few "parent" packages in such
a way that they will not work with other packages.

5.3. Anount of State to Be Conveyed

When desi gni ng event packages, it is inportant to consider the type
of information that will be conveyed during a notification

A natural tenptation is to convey nerely the event (e.g., "a new

voi ce nessage just arrived") w thout acconpanying state (e.g., "7
total voice messages”). This conplicates inplenentation of
subscribing entities (since they have to maintain conplete state for
the entity to which they have subscribed), and also is particularly
susceptible to synchronization probl ens.

Thi s problem has two possible solutions that event packages may
choose to inplenment.

5.3.1. Conplete State Information

In general, event packages need to be able to convey a well-defined
and conplete state, rather than just a streamof events. |If it is
not possible to describe conplete systemstate for transm ssion in
NOTI FY requests, then the problemset is not a good candidate for an
event package

For packages that typically convey state information that is
reasonably small (on the order of 1 KB or so), it is suggested that
event packages are designed so as to send conplete state information
whenever an event occurs.

In sone circunstances, conveying the current state al one may be
insufficient for a particular class of events. |In these cases, the
event packages shoul d include conplete state information along with
the event that occurred. For exanple, conveying "no custoner service
representatives avail able" may not be as useful as conveying "no
custoner service representatives avail able; representative

sip:46@s. xyz.int just |ogged off".
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5.3.2. State Deltas

In the case that the state information to be conveyed is |arge, the
event package may choose to detail a scheme by whi ch NOTI FY requests
contain state deltas instead of conplete state.

Such a schene would work as follows: any NOTIFY request sent in

i medi at e response to a SUBSCRI BE request contains full state
informati on. NOTIFY requests sent because of a state change will
contain only the state informati on that has changed; the subscriber
will then nmerge this information into its current know edge about the
state of the resource.

Any event package that supports delta changes to states MJST incl ude
a version nunber that increases by exactly one for each NOTIFY
transaction in a subscription. Note that the state versi on nunber
appears in the body of the nessage, not in a SIP header field.

If a NOTIFY request arrives that has a version nunber that is
incremented by nore than one, the subscriber knows that a state delta
has been missed; it ignores the NOTIFY request containing the state
delta (except for the version nunber, which it retains to detect
message | oss), and re-sends a SUBSCRI BE request to force a NOTIFY
request containing a conplete state snapshot.

5.4. Event Package Responsibilities

Event packages are not required to reiterate any of the behavior
described in this docunent, although they may choose to do so for
clarity or enmphasis. In general, though, such packages are expected
to describe only the behavior that extends or nodifies the behavior
described in this docunent.

Not e that any behavi or designated with "SHOULD' or "MJUST" in this
docunent is not allowed to be weakened by extension docunents;
however, such docunents may el ect to strengthen "SHOULD' requirenents
to "MJST" requirenents if required by their application

In addition to the normal sections expected in Standards Track RFCs
and S| P extension docunents, authors of event packages need to
address each of the issues detailed in the followi ng subsections.
For clarity: well-forned event package definitions contain sections
addressi ng each of these issues, ideally in the sane order and with
the sane titles as these subsections.
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5.4.1. Event Package Name

Thi s section, which MIST be present, defines the token name to be
used to designate the event package. It MJST include the infornmation
that appears in the I ANA registration of the token. For information
on registering such types, see Section 7.

5.4.2. Event Package Parameters

If paraneters are to be used on the "Event" header field to nodify
the behavi or of the event package, the syntax and semantics of such
header fields MJUST be clearly defined.

Any "Event" header field paraneters defined by an event package MJST
be registered in the "Header Field Paraneters and Paraneter Val ues”
registry defined by [ RFC3968]. An "Event" header field paraneter,
once registered in conjunction with an event package, MJST NOT be
reused with any other event package. Non-event-package

speci fications MAY define "Event" header field parameters that apply
across all event packages (with enmphasis on "all", as opposed to
"several "), such as the "id" parameter defined in this document. The
restriction of a paraneter to use with a single event package only
applies to paraneters that are defined in conjunction with an event
package

5.4.3. SUBSCRI BE Request Bodies

It is expected that npost, but not all, event packages will define
syntax and semantics for SUBSCRI BE request bodies; these bodies wll
typically nodify, expand, filter, throttle, and/or set thresholds for
the class of events being requested. Designers of event packages are
strongly encouraged to reuse existing nedia types for message bodies
where practical. See [RFC4288] for information on media type
specification and registration

This mandatory section of an event package defines what type or types
of event bodies are expected in SUBSCRI BE requests (or specify that
no event bodies are expected). It should point to detail ed
definitions of syntax and semantics for all referenced body types.

5.4.4. Subscription Duration
It is RECOWENDED t hat event packages give a suggested range of tines
consi dered reasonable for the duration of a subscription. Such

packages MJST al so define a default "Expires" value to be used if
none is specified.

Roach St andards Track [ Page 33]



RFC 6665 SI P- Specific Event Notification July 2012

5.4.5. NOTI FY Request Bodies

The NOTI FY request body is used to report state on the resource being
moni tored. Each package MUST define what type or types of event

bodi es are expected in NOTIFY requests. Such packages MJST specify
or cite detailed specifications for the syntax and senantics

associ ated with such event bodi es.

Event packages al so MJST define which nedia type is to be assuned if
none are specified in the "Accept" header field of the SUBSCRI BE
request.

5.4.6. Notifier Processing of SUBSCRI BE Requests

This section describes the processing to be performed by the notifier
upon recei pt of a SUBSCRI BE request. Such a section is required.

Information in this section includes details of how to authenticate
subscri bers and authorization issues for the package.

5.4.7. Notifier generation of NOTIFY requests

This section of an event package describes the process by which the
notifier generates and sends a NOTIFY request. This includes
detailed informati on about what events cause a NOTIFY request to be
sent, how to compute the state information in the NOTIFY, howto
generate neutral or fake state information to hide authorization
del ays and deci sions fromusers, and whether state information is
conplete or what the deltas are for notifications; see Section 5. 3.
Such a section is required

This section may optionally describe the behavior used to process the
subsequent response.

5.4.8. Subscriber Processing of NOTIFY Requests
This section of an event package describes the process foll owed by
the subscriber upon receipt of a NOTIFY request, including any |ogic
required to forma coherent resource state (if applicable).

5.4.9. Handling of Forked Requests

Each event package MJST specify whether forked SUBSCRI BE requests are
allowed to install nultiple subscriptions.

If such behavior is not allowed, the first potential dialog-

establishing nmessage will create a dialog. Al subsequent NOTIFY
requests that correspond to the SUBSCRI BE request (i.e., have
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mat ching "To", "Front, "Call-1D", and "Event" header fields, as well
as "From' header field "tag" paraneter and "Event" header field "id"
paraneter) but that do not match the dialog would be rejected with a
481 response. Note that the 200-cl ass response to the SUBSCRI BE
request can arrive after a matching NOTIFY request has been received;
such responses mght not correlate to the sane dial og established by
the NOTI FY request. Except as required to conplete the SUBSCRI BE
transacti on, such non-matchi ng 200-cl ass responses are ignored.

If installing of multiple subscriptions by way of a single forked
SUBSCRI BE request is allowed, the subscriber establishes a new dial og
towards each notifier by returning a 200-cl ass response to each

NOTI FY request. Each dialog is then handled as its own entity and is
refreshed i ndependently of the other dialogs.

In the case that multiple subscriptions are allowed, the event
package MJST specify whether nerging of the notifications to forma
single state is required, and how such nerging is to be perforned.
Note that it is possible that some event packages may be defined in
such a way that each dialog is tied to a mutually exclusive state
that is unaffected by the other dialogs; this MIST be clearly stated
if it is the case

5.4.10. Rate of Notifications

Each event package is expected to define a requirement ("SHOULD' or
"MUST" strength) that defines an absol ute maxi numon the rate at
which notifications are allowed to be generated by a single notifier

Each package MAY further define a throttle mechanismthat allows
subscribers to further limt the rate of notification

5.4.11. State Aggregation

Many event packages inherently work by collecting information about a
resource froma nunber of other sources -- either through the use of
PUBLI SH [ RFC3903], by subscribing to state information, or through

ot her state-gathering nechani sns.

Event packages that involve retrieval of state infornmation for a
single resource fromnore than one source need to consider how
notifiers aggregate information into a single, coherent state. Such
packages MJUST specify how notifiers aggregate information and how
they provide authentication and authorization
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5.4.12. Exanpl es

Event packages SHOULD incl ude several denonstrative nessage flow
diagrans paired with several typical, syntactically correct, and
conpl et e nessages

It is RECOWENDED that docunents describing event packages clearly

i ndi cate that such exanples are informative and not normative, with
instructions that inplenentors refer to the main text of the docunent
for exact protocol details.

5.4.13. Use of URIs to Retrieve State

6

6

6

Sone types of event packages may define state information that is
potentially too large to reasonably send in a SIP nessage. To

all eviate this problem event packages may include the ability to
convey a URI instead of state information; this URI will then be used
to retrieve the actual state information.

[ RFC4483] defines a nmechanismthat can be used by event packages to
convey information in such a fashion

Security Considerations
1. Access Contro

The ability to accept subscriptions should be under the direct
control of the notifier's user, since nmany types of events may be

considered private. Simlarly, the notifier should have the ability
to selectively reject subscriptions based on the subscriber identity

(based on access control lists), using standard SIP authentication
mechani sms.  The nmethods for creation and distribution of such access
control lists are outside the scope of this docunent.

2. Notifier Privacy Mechani sm

The nere act of returning certain 400- and 600-cl ass responses to
SUBSCRI BE requests may, under certain circunstances, create privacy
concerns by revealing sensitive policy information. In these cases,
the notifier SHOULD al ways return a 200 (OK) response. Wile the
subsequent NOTI FY request nmay not convey true state, it MJST appear
to contain a potentially correct piece of data fromthe point of view
of the subscriber, indistinguishable froma valid response.

I nformati on about whether a user is authorized to subscribe to the
requested state is never conveyed back to the original user under

t hese circunst ances
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I ndi vi dual packages and their related docunments for which such a node
of operation makes sense can further describe how and why to generate
such potentially correct data. For exanple, such a node of operation
is mandated by [ RFC2779] for user presence information

6.3. Denial-of-Service Attacks

The current nodel (one SUBSCRI BE request triggers a SUBSCRI BE
response and one or nore NOTIFY requests) is a classic setup for an
anplifier node to be used in a snurf attack [ CERT1998a].

Al so, the creation of state upon receipt of a SUBSCRI BE request can
be used by attackers to consume resources on a victins machine,
rendering it unusable.

To reduce the chances of such an attack, inplenmentations of notifiers
SHOULD require authentication. Authentication issues are discussed
in [ RFC3261].

6.4. Replay Attacks

Repl ayi ng of either SUBSCRI BE or NOTIFY requests can have detrinental
ef fects.

In the case of SUBSCRI BE requests, an attacker nay be able to instal
any arbitrary subscription that it witnessed being installed at sone
point in the past. Replaying of NOTIFY requests nmay be used to spoof
old state information (although a good versioning nmechanismin the
body of the NOTIFY requests nay help mitigate such an attack). Note
that the prohibition on sending NOTIFY requests to nodes that have
not subscribed to an event also aids in mitigating the effects of
such an attack.

To prevent such attacks, inplenentations SHOULD require
authentication with anti-replay protection. Authentication issues
are di scussed in [ RFC3261].

6. 5. Man-i n-the-M ddl e Attacks

Even with authentication, nan-in-the-mddle attacks using SUBSCRI BE
requests may be used to install arbitrary subscriptions, hijack

exi sting subscriptions, term nate outstandi ng subscriptions, or

modi fy the resource to which a subscription is being made. To
prevent such attacks, inplenmentati ons SHOULD provide integrity
protection across "Contact", "Route", "Expires", "Event", and "To"
header fields (at a mninmun) of SUBSCRIBE requests. |f SUBSCRI BE
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request bodies are used to define further information about the state
of the call, they SHOULD be included in the integrity protection
schene.

Man-in-the-m ddl e attacks nay al so attenpt to use NOTIFY requests to
spoof arbitrary state information and/or terninate outstanding
subscriptions. To prevent such attacks, inplenentations SHOULD
provide integrity protection across the "Call-ID', "CSeq", and
"Subscription-State" header fields and the bodi es of NOTIFY requests.

Integrity protection of nmessage header fields and bodies is discussed
in [ RFC3261].

6.6. Confidentiality

The state information contained in a NOTIFY request has the potential
to contain sensitive information. |nplenentati ons MAY encrypt such
information to ensure confidentiality.

VWhile less likely, it is also possible that the information contained
in a SUBSCRI BE request contains information that users mght not want
to have reveal ed. |nplenentations MAY encrypt such information to
ensure confidentiality.

To allow the rempte party to hide information it considers sensitive,
all inplenentati ons SHOULD be able to handl e encrypted SUBSCRI BE and
NOTI FY requests.

The nechani sns for providing confidentiality are detailed in
[ RFC3261] .

7. | ANA Consi der ati ons

Wth the exception of Section 7.2, the subsections here are for
current reference, carried over fromthe original specification (RFC
3265). | ANA has updated all registry references that pointed to RFC
3265 to instead indicate this docunment and created the new "reason
code" registry described in Section 7. 2.

7.1. Event Packages
Thi s docunent defines an event-type nanespace that requires a centra

coordi nating body. The body chosen for this coordination is the
I nternet Assigned Numbers Authority (1 ANA)
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There are two different types of event-types: normal event packages
and event tenpl ate-packages; see Section 5.2. To avoid confusion,

t enpl at e- package nanes and package nanes share the same nanespace; in
other words, an event tenpl ate-package is forbidden fromsharing a
nane with a package

Policies for registration of SIP event packages and SIP event package
tenpl ates are defined in Section 4.1 of [RFC5727].

Registrations with the | ANA are required to include the token being
regi stered and whether the token is a package or a tenpl at e-package.
Further, packages nust include contact information for the party
responsible for the registration and/or a published docunent that
describes the event package. Event tenpl ate-package token
registrations are also required to include a pointer to the published
RFC that defines the event tenpl ate-package

Regi stered tokens to desi gnate packages and tenpl at e- packages are
di sall owed from containing the character ".", which is used to
separ at e tenpl at e- packages from packages.

7.1.1. Registration Information

Thi s docunent specifies no package or tenplate-package nanmes. Al
entries in this table are added by other docunents. The renai nder of
the text in this section gives an exanple of the type of information
to be maintained by the ANA; it al so denonstrates all four possible
pernut ati ons of package type, contact, and reference.

The table below lists the event packages and tenpl at e- packages
defined for use with the "SI P-Specific Event Notification" mechani sm
[ RFC 6665]. Each name is designated as a package or a tenplate-
package under "Type".

Package Nane Type Cont act Ref erence
exanpl el package [ Doe] [ RFCnnnn]
exanpl e2 package [ RFCnnnn]
exanpl e3 tenpl ate [ Doe] [ RFCnnnn]
exanpl e4 tenpl at e [ RFCnnnn]
PEOPLE

[ Doe] John Doe <john.doe@xanpl e. cons

REFERENCES

[ RFCnnnn] Doe, J., "Sanple Docunent", RFC nnnn, Month YYYY.
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7.1.2. Registration Tenplate

To: ietf-sip-events@ana.org
Subj ect: Registration of new SIP event package

Package nane:

(Package names nust conformto the syntax described in
Section 8.2.1.)

Is this registration for a Tenpl at e- Package:
(indicate yes or no)
Publ i shed specification(s):

(Tenpl at e- packages require a published RFC. Oher packages may
reference a specification when appropriate.)

Person & email address to contact for further information:
(sel f-expl anat ory)
7.2. Reason Codes

Thi s docunment further defines "reason" codes for use in the
"Subscription-State" header field (see Section 4.1.3).

Following the policies outlined in "Quidelines for Witing an | ANA
Consi derations Section in RFCs" [RFC5226], new reason codes require a
St andards Action

Registrations with the I ANA i ncl ude the reason code being registered
and a reference to a published docunent that describes the event
package. Insertion of such values takes place as part of the RFC
publication process or as the result of liaison activity between

st andards devel opnent organi zations (SDOs), the result of which wll
be publication of an associated RFC. New reason codes nust conform
to the syntax of the ABNF "token" el enent defined in [ RFC3261].

[ RFC4660] defined a new reason code prior to the establishment of an
I ANA registry. We include its reason code ("badfilter") in the
initial list of reason codes to ensure a conplete registry.

The 1 ANA registry for reason codes has been initialized with the
fol | owi ng val ues:
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Reason Code Ref er ence
deactivated [ RFC6665]
probation [ RFC6665]
rejected [ RFC6665]
ti meout [ RFC6665]
gi veup [ RFC6665]
nor esour ce [ RFC6665]
i nvari ant [ RFC6665]
badfilter [ RFC4660]
REFERENCES

[ RFC6665] A.B. Roach, "SI P-Specific Event Notification", RFC 6665,
July 2012.

[ RFC4660] Khartabil, H., Leppanen, E., Lonnfors, M, and
J. Costa-Requena, "Functional Description of Event
Notification Filtering", Septenber 2006.

7.3. Header Fi el d Names

Thi s docunent registers three new header field nanmes, described

el sewhere in this docunent. These header fields are defined by the
followi ng information, which is to be added to the header field sub-
regi stry under http://ww.iana. org/assi gnnent s/ si p- par anet ers.

Header Nane: Al | ow Event s
Conmpact Form u

Header Nare: Subscription-State
Conpact Form (none)

Header Nane: Event
Conpact Form o

7.4. Response Codes

Thi s docunent registers two new response codes. These response codes
are defined by the following information, which is to be added to the
met hod and response-code sub-regi stry under

http://ww. i ana. or g/ assi gnnent s/ si p- par anet er s.

Response Code Nunber: 202
Def ault Reason Phrase: Accepted

Response Code Nunber: 489
Def ault Reason Phrase: Bad Event
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8.

Synt ax

Thi s section describes the syntax extensions required for event
notification in SIP. Semantics are described in Section 4. Note
that the formal syntax definitions described in this docunent are
expressed in the ABNF format used in [ RFC3261] and contain references
to el enents defined therein.

New Met hods
Thi s docunent describes two new SI P net hods: SUBSCRI BE and NOTI FY.
.1. SUBSCRI BE Met hod

"SUBSCRI BE" is added to the definition of the el enent "Method" in the
SI P message granmar.

Li ke all SIP nmethod nanmes, the SUBSCRI BE nmet hod name is case
sensitive. The SUBSCRI BE nethod is used to request asynchronous
notification of an event or set of events at a |ater tine.

.2.  NOTI FY Met hod

"NOTI FY" is added to the definition of the el enent "Method" in the
SI P nessage granmar.

The NOTIFY nethod is used to notify a SIP node that an event that has
been requested by an earlier SUBSCRI BE net hod has occurred. It may
al so provide further details about the event.

New Header Fi el ds
.1. "Bvent" Header Field

Event is added to the definition of the el enment "nessage-header
field" in the SIP nessage gramar.

For the purposes of matching NOTIFY requests wth SUBSCRI BE requests,
the event-type portion of the "Event" header field is conmpared byte
by byte, and the "id" paranmeter token (if present) is conpared byte
by byte. An "Event" header field containing an "id" parameter never
mat ches an "Event" header field wi thout an "id" parameter. No other
paraneters are consi dered when performing a conpari son. SUBSCRI BE
responses are matched per the transaction handling rules in

[ RFC3261] .
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Note that the foregoing text nmeans that "Event: foo; id=1234"
woul d match "Event: foo; paramFabcd; id=1234", but not "Event:
foo" ("id" does not match) or "Event: Foo; id=1234" ("Event"
portion does not match).

Thi s docunent does not define values for event-types. These val ues
wi Il be defined by individual event packages and MJST be regi stered
with the | ANA

There MUST be exactly one event type listed per "Event" header field.
Mul tiple events per nessage are disall owed.

The "Event" header field is defined only for use in SUBSCRI BE and
NOTI FY requests and ot her requests whose definition explicitly calls
for its use. It MJST NOT appear in any other SIP requests and MJUST
NOT appear in responses.

8.2.2. "Alow Events" Header Field

"All ow Events" is added to the definition of the el ement "general -
header field" in the SIP nmessage grammar. |Its usage is described in
Section 4.4. 4.

User agents MAY include the "Al | ow Events" header field in any
request or response, as long as its contents conply with the behavi or
described in Section 4.4.4.

8.2.3. "Subscription-State" Header Field

"Subscription-State" is added to the definition of the el enent
"request-header" field in the SIP nmessage grammar. |Its usage is
described in Section 4.1.3. "Subscription-State" header fields are
defined for use in NOTIFY requests only. They MJST NOT appear in
other SIP requests or responses.

8.3. New Response Codes
8.3.1. 202 (Accepted) Response Code

For historical purposes, the 202 (Accepted) response code is added to
the "Success" header field definition

Thi s docunent does not specify the use of the 202 response code in
conjunction with the SUBSCRI BE or NOTIFY met hods. Previous versions
of the SIP Events Framewor k assigned specific nmeaning to the 202
response code.
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Due to response handling in forking cases, any 202 response to a
SUBSCRI BE request may be absorbed by a proxy, and thus it can never
be guaranteed to be received by the UAC. Furthernore, there is no
actual processing difference for a 202 as conpared to a 200; a NOTIFY
request is sent after the subscription is processed, and it conveys
the correct state. SIP interoperability tests found that

i mpl erent ati ons were handling 202 differently from 200, |eading to
inconpatibilities. Therefore, the 202 response is being deprecated
to make it clear there is no such difference and 202 shoul d not be
handl ed differently than 200.

I mpl ement ations conformant with the current specification MIST treat
an incom ng 202 response as identical to a 200 response and MJST NOT
generate 202 response codes to SUBSCRI BE or NOTIFY requests.

Thi s docunent al so updates [ RFC4660], which reiterates the 202-based
behavi or in several places. |Inplenentations conpliant with the
present docunent MUST NOT send a 202 response to a SUBSCRI BE request
and will send an alternate success response (such as 200) inits

st ead.

.3.2. 489 (Bad Event) Response Code

The 489 event response is added to the "Cient-Error" header field
definition. 489 (Bad Event) is used to indicate that the server did
not understand the event package specified in a "Event" header field.

.4. Augnented BNF Definitions

The Augment ed BNF [ RFC5234] definitions for the various new and
nmodi fi ed syntax elenments follows. The notation is as used in

[ RFC3261], and any el enments not defined in this section are as
defined in SIP and the docunents to which it refers.

SUBSCRI BEmM
NOTI FYm
ext ensi on- et hod

9% 53. 55.42. 53. 43. 52. 49. 42. 45 ; SUBSCRI BE i n caps
W 4E. 4F. 54. 49. 46.59 ; NOTIFY in caps
SUBSCRI BEm / NOTI FYm / token

Event ( "Event" [/ "0" ) HCOLON event-type

*( SEM event-param)

event - package *( "." event-tenplate )

t oken- nodot

t oken- nodot

1*( al phanum/ "-" / "I" [ "oy [ ="
I Y Y B |

event-type
event - package
event -tenpl ate
t oken- nodot

; The use of the "id" paraneter is deprecated; it is included
; for backwards-conpatibility purposes only.
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event - param

Al | ow Event s

Subscri ption-
subst at e- val ue

ext ensi on- subst at e
subexp- par ans

event -reason-

event -reason-

9. References
9.1. Nor mati ve

[ RFC2119]

[ RFC2848]

[ RFC3261]

[ RFC3265]

[ RFC3968]

Roach
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= generic-param/ ( "id" EQUAL token )

( "AllowEvents"” / "u" ) HCOLON event-type
*( COWWA event -type)

State = "Subscription-State" HCOLON subst at e-val ue
*( SEM subexp-parans )
"active" / "pending" / "term nated"
/ extension-substate
t oken
("reason" EQUAL event-reason-val ue)
[/ ("expires" EQUAL delta-seconds)
[ ("retry-after" EQUAL delta-seconds)
/ generi c-param
val ue = "deacti vat ed"
"probation"
"rej ected"
"timeout"
" gi veup"
"noresour ce"
"invariant”
event - r eason- ext ensi on
extension = token

~ e~~~ ~— —~— —~
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Appendi x B. Changes from RFC 3265
Thi s docunent represents several changes fromthe mechani sm
originally described in RFC 3265. This section sunmarizes those
changes. Bug nunbers refer to the identifiers for the bug reports
kept on file at http://bugs.sipit.net/.

B.1. Bug 666: Carify use of "expires=xxx" with "tern nated"
Strengt hened | anguage in Section 4.1.3 to clarify that "expires"
shoul d not be sent with "terninated", and nust be ignored if
recei ved.

B.2. Bug 667: Reason code for unsub/poll not clearly spelled out

Clarified description of "timeout" in Section 4.1.3. (n.b., the text
in Section 4.4.3 is actually pretty clear about this).

B.3. Bug 669: Carify: SUBSCRIBE for a duration m ght be answered with
a NOTI FY/ expi res=0

Added clarifying text to Section 4.2.2 explaining that shortening a

subscription to zero seconds is valid. Also added sentence to
Section 3.1.1 explicitly allow ng shortening to zero.
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B.4. Bug 670: Dialog State Mchine needs clarification
The issues associated with the bug deal exclusively with the handling
of multiple usages with a dialog. This behavior has been deprecated
and noved to Section 4.5.2. This section, in turn, cites [ RFC5057],
whi ch addresses all of the issues in Bug 670.

B.5. Bug 671: darify timeout-based renoval of subscriptions

Changed Section 4.2.2 to specifically cite Timer F (so as to avoid
anbi guity between transaction tineouts and retransm ssion tinmeouts).

B.6. Bug 672: Mandate "expires" in NOTIFY

Changed strength of including of "expires"” in a NOIlIFY from " SHOULD"
to "MJST" in Section 4.2.2.

B.7. Bug 673: INVITE 481 response effect clarification
Thi s bug was addressed in [ RFC5057].
B.8. Bug 677: SUBSCRI BE response natching text in error

Fi xed Section 8.2.1 to renove incorrect "...responses and..." --
explicitly pointed to SIP for transaction response handli ng.

B.9. Bug 695: Document is not explicit about response to NOTIFY at
subscription termnation

Added text to Section 4.4.1 indicating that the typical response to a
terminal NOTIFY is a 200 (OK).

B.10. Bug 696: Subscription state machine needs clarification

Added state nmachine diagramto Section 4.1.2 with explicit handling
of what to do when a SUBSCRI BE never shows up. Added definition of
and handling for new Timer Nto Section 4.1.2.4. Added state nachine
to Section 4.2.2 to reinforce text.

B.11. Bug 697: Unsubscription behavior could be clarified
Added text to Section 4.2.1.4 encouraging (but not requiring) ful
state in final NOTIFY request. Al so added text to Section 4.1.2.3

war ni ng subscribers that full state may or may not be present in the
final NOTI FY.
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B.12. Bug 699: NOTIFY and SUBSCRI BE are target refresh requests

Added text to both Sections 3.1 and 3.2 explicitly indicating that
SUBSCRI BE and NOTI FY are target refresh nethods.

B.13. Bug 722: Inconsistent 423 reason phrase text

Changed reason phrase to "Interval Too Brief" in Sections 4.2.1.1 and
4.2.1.4, to match 423 reason phrase in SIP [ RFC3261].

B.14. Bug 741: Guidance needed on when to not include "All ow Events"
Added non-normative clarification to Section 4.4.4 regarding
inclusion of "Al'lowEvents"” in a NOTIFY for the one-and-only package
supported by the notifier.

B.15. Bug 744: 5xx to NOTIFY term nates a subscription, but should not
I ssue of subscription (usage) term nation versus dialog termnation
is handled in [RFC5057]. The text in Section 4.2.2 has been updated
to summari ze the behavi or described by RFC 5057, and cites it for
addi tional detail and rationale.

B.16. Bug 752: Detection of forked requests is incorrect

Renoved erroneous "CSeq" fromlist of matching criteria in
Section 5.4.09.

B.17. Bug 773: Reason code needs | ANA registry
Added Section 7.2 to create and popul ate | ANA registry.

B.18. Bug 774: Need new reason for term nating subscriptions to
resources that never change

Added new "invariant" reason code to Section 4.1.3 and to ABNF syntax
in Section 8.4.

B.19. darify Handling of "Route"/"Record-Route" in NOTlIFY
Changed text in Section 4.3 in order to mandate "Record-Route" in

initial SUBSCRIBE and all NOTIFY requests, and add "MAY"-I| eve
statenments for subsequent SUBSCRI BE requests.
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B.20. Elinminate Inplicit Subscriptions

Added text to Section 4.2.1 explaining some of the problens
associated with inplicit subscriptions, and added nornmati ve | anguage
prohibiting them Renpbved | anguage from Section 3.2 describing "non-
SUBSCRI BE" mnechani snms for creating subscriptions. Sinplified

| anguage in Section 4.2.2, now that the soft-state/non-soft-state
distinction i s unnecessary.

B.21. Deprecate Dial og Reuse

Moved handl i ng of dialog reuse and "id" handling to Section 4.5. 2.
It is docunented only for backwards-conpatibility purposes.

B.22. Rationalize Dialog Creation
Section 4.4.1 has been updated to specify that dial ogs should be
created when the NOTIFY arrives. Previously, the dial og was
establi shed by the SUBSCRI BE 200 or by the NOTIFY transaction. This
was unnecessarily conplicated; the newer rules are easier to
i mpl ement (and result in effectively the sane behavior on the wire).
B. 23. Refactor Behavior Sections

Reor gani zed Section 4 to consolidate behavior along role |lines
(subscriber/notifier/proxy) instead of method |ines.

B.24. darify Sections That Need to Be Present in Event Packages
Added sentence to Section 5 clarifying that event packages are
expected to include explicit sections covering the issues discussed
in this section.

B.25. ©Make CANCEL Handling Mdre Explicit
Text in Section 4.6 now clearly calls out behavior upon receipt of a
CANCEL. We also echo the "...SHOULD NOT send..." requirenment from
[ RFC3261] .

B.26. Renove "State Agent" Term nol ogy

As originally planned, we anticipated a fairly |arge nunber of event
packages that woul d nove back and forth between end-user devices and

servers in the network. 1In practice, this has ended up not being the
case. Certain events, like dialog state, are inherently hosted at
end- user devices; others, like presence, are al nost always hosted in

the network (due to issues |ike conposition, and the ability to
deliver information when user devices are offline). Further, the
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concept of State Agents is the nost mi sunderstood by event package
authors. In ny expert review of event packages, | have yet to find
one that got the concept of State Agents conpletely correct -- and
nmost of themstart out with the concept being 100% backwards fromthe
way RFC 3265 described it.

Rat her than renove the ability to performthe actions previously
attributed to the widely nmisunderstood term"State Agent", we have
simply elimnated this term Instead, we talk about the behaviors
required to create state agents (state aggregation, subscription
notification) without defining a fornal termto describe the servers
that exhibit these behaviors. |In effect, this is an editorial change
to nake |life easier for event package authors; the actual protoco
does not change as a result.

The definition of "State Agent" has been renoved from Section 2
Section 4.4.2 has been retooled to discuss mgration of subscription
in general, without calling out the specific exanple of state agents.
Section 5.4.11 has been focused on state aggregation in particular,
instead of state aggregation as an aspect of state agents.

B.27. M scel | aneous Changes

The foll owing changes are relatively minor revisions to the docunent
that resulted primarily fromreview of this docunent in the working
group and | ESG rather than inplenentation reports.

0o Cdarified scope of "Event" header field paraneters. In RFC 3265,
the scope i s anbi guous, which causes problens with the registry in
RFC 3968. The new text ensures that "Event" header field
paraneters are uni que across all event packages.

0 Renoved obsol eted | anguage around | ANA regi stration policies for
event packages. Instead, we now cite RFC 5727, which updates RFC
3265, and is authoritative on event package registration policy.

0 Several editorial updates after input from working group,

i ncl udi ng proper designation of "dial og usage" rather than
"di al og" where needed.

o0 Carified two normative statenents about subscription termnation
by changing fromplain English prose to RFC2119 | anguage.

0 Renoved "Tabl e 2" expansi ons, per W5 consensus on how SIP Table 2
is to be handl ed.

0 Renoved 202 response code.
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0o Cdarified that "All ow Events" does not |ist event tenplate-
packages.

0 Added clarification about proper response when the SUBSCRI BE
i ndi cates an unknown nedia type in its "Accept" header field.

0o Mnor clarifications to "Route" and "Record- Route" behavi or

0 Added non-normative warning about the Iimtations of state
pol I'i ng.

0 Added information about targeting subscriptions at specific
di al ogs.

0 Added RFC 3261 to list of docunments updated by this one (rather
than the "2543" indicated by RFC 3265).

0o Carified text in Section 3.1.1 explaining the neaning of
"Expires: 0".

0 Changed text in definition of "probation"” reason code to indicate
that subscribers don’t need to re-subscribe if the associated
state is no longer of use to them

0 Specified that the ternination of a subscription due to a NOTIFY
transaction failure does not require sending another NOTIFY
nessage

0o Cdarified how order of tenplate application affects the meani ng of
an "Event" header field value (e.g., "foo.bar.baz" is different
than "foo.baz. bar").
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