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Abst r act

Thi s docunent defines an Elliptic Curve Cryptography extension to the
QpenPGP public key format and specifies three Elliptic Curves that
enj oy broad support by other standards, including standards published
by the US National Institute of Standards and Technol ogy. The
docunent specifies the conventions for interoperability between
conmpliant QpenPGP inplenentations that nmake use of this extension and
these Elliptic Curves.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6637

Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

The OpenPGP protocol [RFC4880] supports RSA and DSA (Digita
Signature Algorithm public key formats. This docunent defines the
extension to incorporate support for public keys that are based on
Elliptic Curve Cryptography (ECC).

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119]. Any

i mpl ementation that adheres to the format and met hods specified in
this document is called a conpliant application. Conpliant
applications are a subset of the broader set of CpenPGP applications
described in [RFC4880]. Any [RFC2119] keyword within this docunent
applies to conpliant applications only.

Elliptic Curve Cryptography

Thi s docunent establishes the m ninmum set of Elliptic Curve
Crypt ography (ECC) public key paraneters and cryptographi c nethods

that will likely satisfy the wi dest range of platforns and
applications and facilitate interoperability. It adds a nore
efficient method for applications to balance the overall |evel of

security with any AES al gorithm specified in [ RFC4880] than by sinply
increasing the size of RSA keys. This docunent defines a path to
expand ECC support in the future.

The National Security Agency (NSA) of the United States specifies ECC
for use inits [SuiteB] set of algorithms. This docunent includes
algorithms required by Suite B that are not present in [ RFC4880].

[ KOBLI TZ] provides a thorough introduction to ECC

Supported ECC Curves

Thi s docunent references three named prine field curves, defined in
[ FI PS-186-3] as "Curve P-256", "Curve P-384", and "Curve P-521".

The naned curves are referenced as a sequence of bytes in this
docunent, called throughout, curve OD. Section 11 describes in
detail how this sequence of bytes is forned.
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5.

Supported Public Key Al gorithms

The supported public key algorithms are the Elliptic Curve Digita
Signature Algorithm (ECDSA) [ FIPS-186-3] and the Elliptic Curve
Diffie-Hellman (ECDH). A conpatible specification of ECDSA is given
in [ RFC6090] as "KT-1 Signatures"” and in [SECl1]; ECDH is defined in
Section 8 of this docunent.

The follow ng public key algorithmI|Ds are added to expand Section
9.1 of [RFC4880], "Public-Key Al gorithns":

I D Description of Al gorithm
18 ECDH public key al gorithm
19 ECDSA public key al gorithm

Conpl i ant applicati ons MJUST support ECDSA and ECDH
Conversion Primtives

Thi s docunent only defines the unconpressed point format. The point
is encoded in the Multiprecision Integer (MPl) format [ RFC4880]. The
content of the MPI is the follow ng:

B=04 ]| x ||y

where x and y are coordi nates of the point P = (x, y), each encoded
in the big-endian format and zero-padded to the adjusted underlying
field size. The adjusted underlying field size is the underlying
field size that is rounded up to the nearest 8-bit boundary.

Therefore, the exact size of the MPI payload is 515 bits for "Curve
P-256", 771 for "Curve P-384", and 1059 for "Curve P-521".

Even though the zero point, also called the point at infinity, may
occur as a result of arithnetic operations on points of an elliptic
curve, it SHALL NOT appear in data structures defined in this
docunent .

This encoding is conpatible with the definition given in [SECL].

I f other conversion nethods are defined in the future, a conpliant
application MJUST NOT use a new format when in doubt that any
reci pi ent can support it. Consider, for exanple, that while both the
public key and the per-recipient ECDH data structure, respectively
defined in Sections 9 and 10, contain an encoded point field, the
format changes to the field in Section 10 only affect a given
reci pi ent of a given nessage.
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7.

Key Derivation Function

A key derivation function (KDF) is necessary to inplenent the EC
encryption. The Concatenation Key Derivation Function (Approved
Al ternative 1) [N ST-SP800-56A] with the KDF hash function that is
SHA2- 256 [ FI PS-180-3] or stronger is REQU RED. See Section 12 for
the details regarding the choice of the hash function.

For conveni ence, the synopsis of the encoding nethod is given bel ow
with significant sinplifications attributable to the restricted

choi ce of hash functions in this docunent. However, [N ST-SP800-56A]
is the normative source of the definition.

/1 I mpl enents KDF( X, oBits, Param);

/1 Input: point X = (x,Y)

/1 oBits - the desired size of output

/1 hBits - the size of output of hash function Hash
/1 Param - octets representing the paraneters

11 Assunmes that oBits <= hBits

/1 Convert the point X to the octet string, see section 6:
/1 ZB =04 || x || vy

/1 and extract the x portion from ZB

ZB = X;

MB = Hash ( 00 || 00 || OO0 || O1 || ZB || Param);
return oBits leftnost bits of MB.

Note that ZB in the KDF description above is the conpact
representation of X, defined in Section 4.2 of [RFC6090].

EC DH Al gorit hm ( ECDH)

The nethod is a conbination of an ECC Diffie-Hellman nethod to
establish a shared secret, a key derivation method to process the
shared secret into a derived key, and a key w appi ng nethod that uses
the derived key to protect a session key used to encrypt a nessage.

The One-Pass Diffie-Hellman nethod C(1, 1, ECC CDH) [ NI ST- SP800- 56A]
MUST be inplenented with the following restrictions: the ECC CDH
primtive enployed by this method is nodified to al ways assune the
cofactor as 1, the KDF specified in Section 7 is used, and the KDF
paraneters specified bel ow are used.
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The KDF paraneters are encoded as a concatenation of the following 5
vari abl e-1 ength and fixed-length fields, compatible with the
definition of the O herinfo bitstring [Nl ST-SP800-56A]

0 a variable-length field containing a curve O D, formatted as
fol | ows:

- a one-octet size of the following field
- the octets representing a curve O D, defined in Section 11
0 a one-octet public key algorithmID defined in Section 5

0 a variable-length field containing KDF paraneters, identical to
the corresponding field in the ECDH public key, formatted as
foll ows:

- a one-octet size of the following fields; values 0 and Oxff
are reserved for future extensions

- a one-octet value 01, reserved for future extensions
- a one-octet hash function ID used with the KDF

- a one-octet algorithmID for the symretric algorithmused to
wap the synmetric key for nessage encryption; see Section 8
for details

0 20 octets representing the UTF-8 encoding of the string

" Anonynous Sender , Which is the octet sequence
41 6E 6F 6E 79 6D 6F 75 73 20 53 65 6E 64 65 72 20 20 20 20

0 20 octets representing a recipient encryption subkey or a naster
key fingerprint, identifying the key material that is needed for
the decryption

The size of the KDF paraneters sequence, defined above, is either 54
or 51 for the three curves defined in this docunent.

The key wrapping nethod is described in [ RFC3394]. KDF produces a
symmetric key that is used as a key-encryption key (KEK) as specified
in [RFC3394]. Refer to Section 13 for the details regarding the

choi ce of the KEK al gorithm which SHOULD be one of three AES

al gorithms. Key wrapping and unw apping is perforned with the
default initial value of [RFC3394].
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The input to the key wapping nethod is the value "' derived from
the session key, as described in Section 5.1 of [RFC4880], "Publi c-
Key Encrypted Session Key Packets (Tag 1)", except that the PKCS #1.5
(Public-Key Cryptography Standards version 1.5) padding step is
omtted. The result is padded using the nmethod described in [ PKCS5]
to the 8-byte granularity. For exanple, the followi ng AES-256
session key, in which 32 octets are denoted fromkO to k31, is
composed to formthe follow ng 40 octet sequence

09 kO k1 ... k31 cO cl1 05 05 05 05 05

The octets cO and cl above denote the checksum This encoding all ows
the sender to obfuscate the size of the symetric encryption key used
to encrypt the data. For exanple, assum ng that an AES algorithmis
used for the session key, the sender MAY use 21, 13, and 5 bytes of
paddi ng for AES-128, AES-192, and AES-256, respectively, to provide
the sane nunber of octets, 40 total, as an input to the key wapping
met hod.

The output of the nmethod consists of two fields. The first fieldis
the MPI containing the epheneral key used to establish the shared
secret. The second field is conposed of the following two fields:

0 a one-octet encoding the size in octets of the result of the key
wr appi ng nethod; the value 255 is reserved for future extensions

0O up to 254 octets representing the result of the key wapping
met hod, applied to the 8-byte padded session key, as described
above

Note that for session key sizes 128, 192, and 256 bits, the size of
the result of the key wapping method is, respectively, 32, 40, and
48 octets, unless the size obfuscation is used.

For conveni ence, the synopsis of the encoding nethod is given bel ow,

however, this section, [N ST-SP800-56A], and [ RFC3394] are the
normative sources of the definition
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Obtain the authenticated recipient public key R

Generate an ephemeral key pair {v, V=vG

Conpute the shared point S = vR

m= symmalg ID || session key || checksum || pkcs5_paddi ng;
curve_ O D len = (byte)len(curve_QD);

Param = curve_O D len || curve_ OD || public_key alg ID || 03
|] 01 || KDF_hash_ID || KEK alg_ID for AESKeyWap || "Anonynous
Sender " || recipient_fingerprint;

Z len = the key size for the KEK alg I D used with AESKeyW ap
Conpute Z = KDF( S, Z len, Param);

Conpute C = AESKeyWap( Z, m) as per [ RFC3394]

VB = convert point V to the octet string

Qutput (MPI(VB) || len(CQ || O.

The decryption is the inverse of the nmethod given. Note that the
reci pi ent obtains the shared secret by cal cul ating

S=rV=rvG where (r,R) is the recipient’s key pair.
Consistent with Section 5.13 of [RFC4880], "Sym Encrypted Integrity
Protected Data Packet (Tag 18)", a Modification Detection Code (MDQ)
MUST be used anytine the symmetric key is protected by ECDH
9. Encoding of Public and Private Keys

The foll owi ng al gorithmspecific packets are added to Section 5.5.2
of [ RFC4880], "Public-Key Packet Formats", to support ECDH and ECDSA.

This al gorithmspecific portion is:
Al gorithm Specific Fields for ECDSA keys:

0 a variable-length field containing a curve O D, formatted
as foll ows:

- a one-octet size of the following field; values 0 and
OxFF are reserved for future extensions

- octets representing a curve O D, defined in Section 11

o Ml of an EC point representing a public key
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Al gorithm Specific Fields for ECDH keys:

0 a variable-length field containing a curve O D, formatted
as foll ows:

- a one-octet size of the following field; values 0 and
OxFF are reserved for future extensions

- the octets representing a curve A D, defined in
Section 11

- Ml of an EC point representing a public key

0o a variable-length field containing KDF paraneters,
formatted as foll ows:

- a one-octet size of the following fields; values 0 and
Oxff are reserved for future extensions

- a one-octet value 01, reserved for future extensions

- a one-octet hash function ID used with a KDF

- a one-octet algorithmID for the synmetric al gorithm
used to wap the symetric key used for the nessage

encryption; see Section 8 for details

observe that an ECDH public key is conposed of the same sequence of
fields that define an ECDSA key, plus the KDF paraneters field.

The foll owing al gorithmspecific packets are added to Section 5.5. 3.
of [ RFC4880], "Secret-Key Packet Formats", to support ECDH and ECDSA

Al gorithm Specific Fields for ECDH or ECDSA secret keys:

o an MPI of an integer representing the secret key, which is a
scal ar of the public EC point

10. Message Encoding with Public Keys
Section 5.2.2 of [RFC4880], "Version 3 Signature Packet Fornmat"
defines signature formats. No changes in the format are needed for
ECDSA.
Section 5.1 of [RFC4880], "Public-Key Encrypted Session Key Packets

(Tag 1)" is extended to support ECDH. The following two fields are
the result of applying the KDF, as described in Section 8.
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11.

12.

12.

Al gorithm Specific Fields for ECDH
o an MPI of an EC point representing an ephemeral public key

0 a one-octet size, followed by a symmetric key encoded using the
met hod described in Section 8

ECC Curve O D

The paranmeter curve ODis an array of octets that define a named
curve. The tabl e bel ow specifies the exact sequence of bytes for
each named curve referenced in this docunent:

ASN. 1 Obj ect OD Curve OD bytes in Curve name in
Identifier | en hexadeci mal [ FI PS-186- 3]
representation

1.2.840.10045.3.1.7 8 2A 86 48 CE 3D 03 01 07 NI ST curve P-256
1.3.132.0. 34 5 2B 81 04 00 22 NI ST curve P-384
1.3.132.0.35 5 2B 81 04 00 23 NI ST curve P-521

The sequence of octets in the third colum is the result of applying
the Distingui shed Encoding Rules (DER) to the ASN. 1 Cbject ldentifier
wi th subsequent truncation. The truncation renoves the two fields of
encoded (bject ldentifier. The first omtted field is one octet
representing the Object ldentifier tag, and the second onmtted field
is the length of the hject Identifier body. For exanple, the

conmpl ete ASN. 1 DER encoding for the NIST P-256 curve ODis "06 08 2A
86 48 CE 3D 03 01 07", fromwhich the first entry in the table above
is constructed by omtting the first two octets. Only the truncated
sequence of octets is the valid representation of a curve O D.

Conpatibility Profiles
1. OpenPGP ECC Profile

A compliant application MJST inplenent N ST curve P-256, MAY

i mpl ement NI ST curve P-384, and SHOULD i npl enent NI ST curve P-521, as
defined in Section 11. A conpliant application MJST inpl enent

SHA2- 256 and SHOULD i npl ement SHA2- 384 and SHA2-512. A conpliant
application MJST inpl enent AES-128 and SHOULD i npl enent AES- 256
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A conpliant application SHOULD foll ow Section 13 regardi ng the choice
of the follow ng algorithns for each curve:

o the KDF hash al gorithm
o the KEK al gorithm

o the message digest algorithmand the hash algorithmused in the
key certifications

o the symmetric algorithmused for nessage encryption.

It is recomended that the chosen symetric algorithmfor nessage
encryption be no | ess secure than the KEK al gorithm

12.2. Suite-B Profile

A subset of algorithns allowed by this docunment can be used to
achieve [SuiteB] conpatibility. The references to [SuiteB] in this
docunent are informative. This docunment is primarily concerned wth
format specification, |eaving additional security restrictions
unspeci fied, such as matching the assigned security |evel of
informati on to authorized recipients or interoperability concerns
arising fromfewer allowed algorithns in [SuiteB] than all owed by

[ RFC4880] .

12.2.1. Security Strength at 192 Bits

To achieve the security strength of 192 bits, [SuiteB] requires N ST
curve P-384, AES-256, and SHA2-384. The synmetric al gorithm
restriction means that the algorithmof KEK used for key wapping in
Section 8 and an [ RFC4880] session key used for nessage encryption
must be AES-256. The hash algorithmrestriction neans that the hash
al gorithms of KDF and the [ RFC4880] nessage di gest cal cul ati on nust
be SHA-384.

12.2.2. Security Strength at 128 Bits

The set of algorithns in Section 12.2.1 is extended to allow N ST
curve P-256, AES-128, and SHA2- 256.
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13. Security Considerations

Refer to [FIPS-186-3], B.4.1, for the method to generate a uniformy
di stributed ECC private key.

The curves proposed in this docunent correspond to the symmetric key
sizes 128 bits, 192 bits, and 256 bits, as described in the table
below. This allows a conpliant application to offer bal anced public
key security, which is conpatible with the symetric key strength for
each AES al gorithm all owed by [ RFC4880].

The foll owi ng table defines the hash and the symmetric encryption

al gorithmthat SHOULD be used with a given curve for ECDSA or ECDH

A stronger hash algorithmor a symmetric key al gorithm MAY be used
for a given ECC curve. However, note that the increase in the
strength of the hash algorithmor the symretric key al gorithm may not
increase the overall security offered by the given ECC key.

Curve name ECC RSA Hash si ze Synmetric
strength strength, key size
i nformative

NI ST curve P-256 256 3072 256 128
NI ST curve P-384 384 7680 384 192
Nl ST curve P-521 521 15360 512 256

Requi renent levels indicated el sewhere in this docunment lead to the
foll owi ng conbi nati ons of algorithms in the OpenPGP profile: MJST

i npl ement NI ST curve P-256 / SHA2-256 / AES-128, SHOULD i npl enent

NI ST curve P-521 / SHA2-512 / AES-256, MAY inplenment N ST curve P-384
[/ SHA2-384 /| AES-256, anpng other allowed conbinations.

Consistent with the table above, the follow ng table defines the KDF
hash al gorithm and the AES KEK encryption algorithmthat SHOULD be
used with a given curve for ECDH. A stronger KDF hash al gorithm or
AES KEK al gorithm MAY be used for a given ECC curve

Curve nane Recomended KDF Recomended KEK
hash al gorithm encryption algorithm
NI ST curve P-256 SHA2- 256 AES- 128
NI ST curve P-384 SHA2- 384 AES- 192
NI ST curve P-521 SHA2- 512 AES- 256
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Thi s docunent explicitly discourages the use of algorithns other than
AES as a KEK al gorithm because backward conpatibility of the ECDH
format is not a concern. The KEK algorithmis only used within the
scope of a Public-Key Encrypted Session Key Packet, which represents
an ECDH key recipient of a nessage. Conpare this with the algorithm
used for the session key of the nessage, which MAY be different from
a KEK al gorithm

Conpl i ant applicati ons SHOULD i npl ement, advertise through key
preferences, and use in conpliance with [ RFC4880], the strongest
al gorithms specified in this docunent.

Note that the [RFC4880] synmetric algorithm preference Iist nmay make
it inpossible to use the bal anced strength of symretric key

al gorithms for a corresponding public key. For exanple, the presence
of the symmetric key algorithmIDs and their order in the key
preference list affects the algorithmchoices available to the
encodi ng side, which in turn may make the adherence to the table
above infeasible. Therefore, conpliance with this specification is a
concern throughout the life of the key, starting i mediately after
the key generation when the key preferences are first added to a key.
It is generally advisable to position a symretric algorithm D of
strength matching the public key at the head of the key preference
list.

Encryption to multiple recipients often results in an unordered
intersection subset. For exanple, if the first recipient’s set is
{A, B} and the second’s is {B, A}, the intersection is an unordered
set of two algorithns, A and B. 1In this case, a conpliant
appl i cation SHOULD choose the stronger encryption algorithm

Resource constraints, such as limted conputational power, is a
likely reason why an application mght prefer to use the weakest
algorithm On the other side of the spectrumare applications that
can inpl enent every algorithmdefined in this docunent. Most
applications are expected to fall into either of two categories. A
conmpliant application in the second, or strongest, category SHOULD
prefer AES-256 to AES-192.

SHA-1 MUST NOT be used with the ECDSA or the KDF in the ECDH net hod.

MDC MUST be used when a synmetric encryption key is protected by
ECDH. None of the ECC nethods described in this document are all owed
with deprecated V3 keys. A conpliant application MIST only use
iterated and salted S2K to protect private keys, as defined in
Section 3.7.1.3 of [RFC4880], "lterated and Salted S2K".

Ji vsov St andards Track [ Page 13]



RFC 6637 ECC i n OpenPGP June 2012

Si de channel attacks are a concern when a conpliant application s use
of the OpenPGP format can be nodel ed by a decryption or signing
oracl e nodel, for exanple, when an application is a network service
perform ng decryption to unauthenticated renote users. ECC scal ar
mul tiplication operations used in ECDSA and ECDH are vul nerable to
side channel attacks. Counterneasures can often be taken at the

hi gher protocol level, such as limting the nunber of allowed
failures or time-blinding of the operations associated with each
network interface. Mtigations at the scalar nultiplication |eve
seek to elimnate any neasurabl e distinction between the ECC poi nt
addi ti on and doubli ng operati ons.

14. | ANA Consi der ati ons

Per this docunent, |ANA has assigned an al gorithm nunber fromthe
"Public Key Algorithns" range (or the "name space" in the term nol ogy
of [RFC5226]) of the "Pretty Good Privacy (PGP)" registry, created by
[ RFC4880]. Two | D nunmbers have been assigned, as defined in Section
5. The first one, value 19, is already designated for ECDSA and is
currently unused, while the other one, value 18, is new
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