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Abstract

The I nternet Group Managenent Protocol (IGW) and Milticast Listener
Di scovery (MLD) are the protocols used by hosts and nulticast routers
to exchange their IP nulticast group nenberships with each other.

Thi s docunent describes ways to achieve | GWwv3 and M.Dv2 prot ocol
optimzation for nobility and ains to becone a guideline for the
tuning of IGWv3/ M.Dv2 Queries, tiners, and counter val ues.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6636.
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1. Introduction

The I nternet Group Managenent Protocol (I1GW) [1] for IPv4 and the
Mul ticast Listener Discovery (M.D) [2] protocol for IPv6 are the
standard protocols for hosts to initiate joining or |eaving of
mul ti cast sessions. These protocols nust al so be supported by

mul ticast routers or 1 GVW/ M.D proxies [5] that maintain nulticast
menbership information on their downstreaminterfaces. Conceptually,
| GW and MLD work on both wireless and nobile networks. However,

wi rel ess access technol ogi es operate on a shared nedi umor a point-
to-point link with [imted spectrum and bandwi dth. In nmany wirel ess
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regines, it is desirable to nminimze multicast-related signaling to
preserve the linmted resources of battery-powered nobil e devices and
the constrained transm ssion capacities of the networks. The notion
of a host mmy cause disruption of nulticast service initiation and
term nation in the new or previous network. Slow nulticast service
activation following a join may incur additional delay in receiving
mul ti cast packets and degrade reception quality. Slow service

term nation triggered by a rapid departure of the nobile host without
first leaving the group in the previous network may waste network
resources

When | GW and MLD are used with nobile IP protocols, the proximty of
network entities should be considered. For exanple, when a
bidirectional tunnel is used with the nobility entities described in
[6] and [7], the nobile host experiences additional |atency because
the round-trip time using a bidirectional tunnel between mohility
entities is larger conpared to the case where a host and an upstream
router attach to a LAN

Thi s docunent describes ways to tune | GWwv3 and M.Dv2 protoco
behavior -- on the nmulticast router and proxy side -- concentrating
in particular on wireless and nobil e networks, including the tuning
of queries and related tiners. This selective optinization provides
tangi bl e benefits to nobile hosts and routers by keeping track of the
menber shi p status of downstream hosts, and of various | GW/ M.D Query
types and values, in order to appropriately tune the nunber of
response nessages. This docunment does not make any changes to the

| GWv3 and M.Dv2 protocols and only suggests optinmal settings for the
configurable paraneters of the protocols in nobile and wireless

envi ronnent s.

2. Term nol ogy

In this docunent, "router"” nmeans both a nulticast router and an | GW/
MLD proxy.

3. Explicit Tracking of Menbership Status

Mobi | e hosts use 1GW and MLD to make a request to join or |eave
mul ti cast sessions. Wen an adjacent upstreamrouter receives the

| GW/ MLD Report nessages, it recogni zes the nenbership status on the
link. To update the nmenbership status reliably, the router sends

| GW/ MLD Query nessages periodically, and sends G oup-Specific and/or
G oup- and- Sour ce- Speci fi c Queries when a nenber host reports its

|l eave. An IGW/ MLD Query is therefore necessary to obtain up-to-date
menbership information, but a |arge nunber of the reply nessages sent
fromall menber hosts may cause network congestion or consume network
bandwi dt h.
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The "explicit tracking function" [8] is a possible approach to reduce
the transmtted nunber of | GW/ M.D nmessages and contribute to the
efficiency of nobile communications. 1t enables the router to keep
track of the nenbership status of the downstream | GWwWv3 or M.Dv2
menber hosts. That is, if a router enables the explicit tracking
function, it does not always need to request transmi ssion of a
Current-State Report nmessage fromthe receiver hosts, since the
router inmplicitly recognizes the (potential) |ast menber host when it
recei ves the State-Change Report nessage reporting a | eave. The
router can therefore send | GW/ ML.D G oup- Specific and G oup-and-

Sour ce-Specific Queries LMXJLLQC tinmes (see Section 4.3) only when
it recognizes that the | ast nenber has left the network. This
reduces the transmtted nunber of Current-State Report mnessages.

Enabling the explicit tracking function is advantageous for nobile
mul ticast, but the function requires additional processing capability
and, possibly, substantial nenory for routers to store all nmenbership
status information. This resource requirenent is potentially

i npacted, especially when a router needs to maintain a | arge numnber
of receiver hosts. Therefore, this docunent recomends that adjacent
upstream nul ti cast routers enable the explicit tracking function for

I P multicast comruni cations on wireless and nobile networks, if they
have enough resources. |If operators think that their routers do not
have enough resources, they may disable this function on their
routers. Note that whether or not routers enable the explicit
tracki ng function, they need to maintain downstream nenbershi p status
by sending | GWv3/ M.Dv2 CGeneral Query nessages, as sone | GWv3/ M.Dv2
messages may be lost during transm ssion

4. Tuning | GW/ M.D Tiners and Val ues
4.1. Tuning the |1 GW/ M.D General Query Interva

| GW and MLD are unreliable protocols; to cover the possibility of a
St at e- Change Report being mssed by one or nore multicast routers,
hosts retransnit the sane State-Change Report nessages ([ Robustness
Variable] - 1) nore times, at intervals chosen at random fromthe
range (0, [Unsolicited Report Interval]) [1] [2]. Although this
behavi or increases the protocol’s robustness, it does not guarantee
that the State-Change Report reaches the routers. Therefore, routers
still need to refresh their downstream nenbership information by
receiving a Current-State Report, as periodically solicited by an

| GW/ MLD General Query sent in the [Query Interval] period, in order
to enhance robustness of the host in case of link failures and packet
|l oss. This procedure al so supports situations where nobile hosts are
powered of f or noved fromone network to anot her network nanaged by a
different router without any notification (e.g., a | eave request).
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The [Query Interval] is the interval between General Queries sent by
the regul ar 1 GWv3/ M.Dv2 querier; the default value is 125 seconds
[1] [2]. By varying the [Query Interval], mnulticast routers can tune
the nunber of | GW/ M.D nessages on the network; |arger val ues cause

| GWP/ MLD Queries to be sent |ess often

Thi s docunent proposes a [Query Interval] value of 150 seconds by
changing the Querier’s Query Interval Code (QQC) field in the | GW/
M.D Query nessage, for the case where a router that enables the
explicit tracking function potentially operates a | arge nunber of
menber hosts, such as nore than 200 hosts on the wireless link. This
| onger interval value contributes to mninmzing Report nessage
traffic and battery-power consunption for nobile hosts.

On the other hand, this docunent al so proposes a [Query Interval]

val ue of 60 to 90 seconds for the case where a router that enables
the explicit tracking function attaches to a higher-capacity wrel ess
link. This shorter interval contributes to quick synchronization of
the menbership information tracked by the router but may consune
battery power on nobile hosts.

If a router does not enable the explicit tracking function, the
[Query Interval] value would be its default value -- 125 seconds.

In situations where Mbile IPv6 [7] is used, when the honme agent

i mpl ements multicast router functionality and nulticast data packets
are tunneled to and fromthe home agent, the honme agent may want to
increase the query interval. This happens, for exanple, when the
hone agent detects network congestion. |In this case, the hone agent
starts forwarding queries with the default [Query Interval] value and
i ncreases the value in a gradual nanner.

4.2. Tuning the |1 GW/ M.D Query Response Interva

The [Query Response Interval] is the Max Response Tine (or Max
Response Del ay) used to calculate the Max Resp Code inserted into the
periodic CGeneral Queries. |Its default value is 10 seconds, expressed
as "Max Resp Code=100" for IGwWv3 [1] and "Maxi mum Response
Code=10000" for M.Dv2 [2]. By varying the [Query Response Interval],
mul ticast routers can tune the burstiness of | GW/ M.D nessages on the
network; larger values nake the traffic less bursty, as the hosts’

responses are spread out over a larger interval, but will increase
join latency when a State-Change Report (i.e., join request) is
m ssi ng.

According to our experinmental analysis, this document proposes two
scenarios for tuning the [Query Response Interval] value in different
wireless link conditions: one scenario is for a wireless link with
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| ower resource capacity or a lossy link, and the other scenario is
for a wireless link with enough capacity or whose condition is
reliable enough for | GW/ M.D nmessage transm ssion.

Regarding the first scenario, for instance, when a multicast router
attaches to a bursty | EEE 802. 11b link, the router configures a

| onger [Query Response Interval] value, such as 10 to 20 (seconds).
This configuration will reduce congestion of the Current-State Report
messages on a link but may increase join latency and | eave | atency
when the unsolicited nessages (State-Change Records) are |ost on the
router. Note that as defined in Section 4.1.1 of [1], in IGWv3, a
Max Resp Code larger than 128 represents the exponential val ues and
changes the granularity. For exanple, if one wants to set the Max
Response Time to 20.0 seconds, the Max Resp Code shoul d be expressed
as "0b10001001", which is divided into "nmant=0b1001" and "exp=0b000".

The second scenario may happen for a nulticast router attaching to a
wi rel ess |ink having higher resource capacity or to a point-to-
(rmulti-)point link such as an | EEE 802. 16e |ink because | GW/ M.D
messages do not seriously affect the condition of the link. The
router can seek Current-State Report nessages with a shorter [Query
Response Interval] value, such as 5 to 10 (seconds). This
configuration will contribute to (at sone |level) quickly discovering
non-tracked menmber hosts and synchroni zi ng the nenbership

i nformati on.

4.3. Tuning the Last Menber Query Tinmer (LMJT) and Last Listener Query
Ti mer (LLQT)

Shortening the Last Menber Query Tinmer (LMQJT) for |1 GWv3 and the Last
Li stener Query Timer (LLQT) for M.Dv2 contributes to mnimzing | eave
| atency. LMJT is represented by the Last Menber Query Interval
(LMJ) nultiplied by the Last Menber Query Count (LMX), and LLQT is
represented by the Last Listener Query Interval (LLQ) nultiplied by
the Last Listener Query Count (LLQC).

Wiile LMJ and LLQ are changeable, it is reasonable to use the
default value (i.e., 1 second) for LMJ and LLQ in a wreless
network. LMY and LLQC, whose default value is the [Robustness

Vari abl e] value, are also tunable. Therefore, LMX and LLQC can be
set to "1" for routers that enable the explicit tracking function,
and then LMJT and LLQT are set to 1 second. However, setting LMJC
and LLQC to 1 increases the risk of missing the | ast nenber; LM and
LLQC ought to be set to 1 only when network operators think that
their wireless link is stable enough.
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On the other hand, if network operators think that their wrel ess
link is lossy (e.g., due to a | arge nunber of attached hosts or
limted resources), they can set LM and LLQC to "2" for their
routers that enable the explicit tracking function. Al though bigger
LMX and LLQC val ues may cause |onger |eave |atency, the risk of

m ssing the | ast nenber will be reduced.

4.4. Tuning the Startup Query Interva

The [Startup Query Interval] is the interval between General Queries
sent by a querier on startup. The default value is 1/4 of [Query
Interval]; however, a shortened value, such as 1 second, would help
contribute to shorteni ng handover delay for nobile hosts in, for
exanpl e, the base solution with Proxy Mbile IPv6 (PMPv6) [9]. Note
that the [Startup Query Interval] is a static value and cannot be
changed by any external signal. Therefore, operators who maintain
routers and wireless links need to properly configure this val ue.

4.5. Tuning the Robustness Variable

To cover the possibility of unsolicited reports being m ssed by

mul ticast routers, unsolicited reports are retransnmtted ([Robustness
Variable] - 1) nore tinmes, at intervals chosen at random fromthe
defined range [1] [2]. The QRV (Querier’'s Robustness Variable) field
in the | GW/ M.D Query contains the [Robustness Variable] value used
by the querier. The default [Robustness Variable] value defined in
IGWv3 [1] and MLDv2 [2] is "2".

Thi s docunent proposes "2" for the [ Robustness Variable] value for
mobility when a router attaches to a wireless |ink having | ower
resource capacity or a large nunber of hosts. For a router that
attaches to a higher-capacity wireless link known to be reliable,
retransmtting the same State-Change Report nmessage i s not required;
hence, the router sets the [Robustness Variable] to "1".

4.6. Tuning Scenarios for Various Mbile |IP Networks

In mobile I P networks, IGW and MLD are used with three depl oynent
scenarios: (1) running directly between a host and access router on a
wi rel ess network, (2) running between a host and home router through
a tunnel link, and (3) running between a hone router and foreign
router through a tunnel link

When a receiver host connects directly through a wireless Iink to a

foreign access router or a hone router, the tuning of the | Gw/ M.D
protocol parameters should be the sane as suggested in the previous
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sections. The exanple of this scenario occurs when in PMPv6 [ 6],
the mobil e access gateway, whose role is simlar to a foreign router
acts as a multicast router or proxy.

The second scenario occurs when a bidirectional tunnel established
bet ween a host and honme router is used to exchange | GW/ M.D nessages
[7] [10]. Tuning the paraneters is difficult in this situation
because the condition of the tunnel link is diverse and changeabl e.
When a host is far away fromthe honme router, the transm ssion del ay
between the two entities may be | onger and the packet delivery may be
nmore unreliable. Thus, the effects of | GW/ M.D nessage transm ssion
through a tunnel link ought to be considered when paraneters are set.
For exanple, the [Query Interval] and [Query Response Interval] could
be set shorter to conpensate for transm ssion delay, and the

[ Robust ness Variable] could be increased to conpensate for possible
packet | oss.

The third scenario occurs in [9], in which the nobile access gateway
(i.e., foreign router) acts as the |GW/ M.D Proxy [5] in PMPv6 [6].
Through the bidirectional tunnel established with the I ocal mobility
anchor (i.e., honme router), the nobile access gateway sends sumary
reports of its downstream nmenber hosts to the local nobility anchor
Apart fromthe distance factor, which influences the paraneter
setting, the [Query Response Interval] on the local nobility anchor
could be set to a smaller value because the nunber of nobile access
gateways is nmuch smaller conpared to the nunber of hosts, and the
chance of packet burst is low for the sane reason. Additionally, the
power consunption due to a |lower query interval is not an issue for
the nobil e access gateways because the nobil e access gateways are
usual Iy not battery-powered

ldeally, the | GWwW/ M.D querier router adjusts its parameter settings
according to the actual nobile I P network conditions to benefit
service performance and resource utilization. It would be desirable
for a home router to determ ne the aforenentioned tiners and val ues
according to the delay between the initiating | GW/ M.D Query and the
respondi ng | GW/ ML.D Report. However, describing how these tinmers and
val ues can be dynamically adjusted is out of scope for this docunent.

5. Destination Address of a Specific Query

| GWP/ MLD Group- Speci fic and G oup-and- Source-Speci fic Queries defined
in[1l] and [2] are sent to verify whether there are hosts that desire
reception of the specified group or a set of sources, or to rebuild
the desired reception state for a particular group or a set of
sources. These specific queries build and refresh the multicast
menbership state of hosts on an attached network.
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Group-Specific Queries are sent with an | P destination address equa
to the multicast address of interest, as defined in [1] and [2].
Using the nulticast group of interest in the specific query is
preferred in this environnment because hosts that do not join the
mul ti cast session do not pay attention to these specific queries, and
only active nmenber hosts that have been receiving nulticast contents
with the specified address reply to | GW/ M.D Reports.

6. Interoperability

| GWv3 [1] and M.Dv2 [2] provide the ability for hosts to report
source-specific subscriptions. Wth | GWv3/ M.Dv2, a nobile host can
specify a channel of interest, using nulticast group and source
addresses in its join request. Upon its reception, the upstream
router that supports | GWv3/ M.Dv2 establishes the shortest-path tree
toward the source without coordinating a shared tree. This function
is called the source-filtering function and is required to support
Sour ce- Specific Miulticast (SSM [3].

Recently, the Lightweight |1GwWv3 (LWIGwWv3) and Li ghtweight M.Dv2
(LW M.Dv2) [4] protocols have been defined as the proposed standard
protocols in the |ETF. These protocols provide protocol sinplicity
for nmobile hosts and routers, as they elinmnate a conplex state
machine fromthe full versions of 1GwWwv3 and M.Dv2 and pronote the
opportunity to inplement SSMin nobile communications.

Thi s docunent assunes that both nulticast routers and nmobile hosts
are | GWv3/ ML.Dv2 capabl e, regardl ess of whether the protocols are the
full or lightweight version. This docunent does not consider
interoperability with older protocol versions. One of the reasons
for this lack of interoperability with older |IGw/ M.D protocols is
that the explicit tracking function does not work properly wth ol der
| GWP/ MLD protocol s because of a report-suppression nmechani sm a host
woul d not send a pending | GW/ MLD Report if a simlar report was sent
by another listener on the link

7. Security Considerations
Thi s docunent neither provides new functions nor nodifies the
standard functions defined in [1], [2], and [4]. Therefore, no
addi tional security considerations are provided.
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Appendi x A.  Unicasting a CGeneral Query

Thi s appendi x describes the possible | GWP and M.D protocol extensions
for further optim zation in nobile and wirel ess environnents. It

m ght be beneficial to include the follow ng considerati ons when a
newer version or nodification of IGW and M.D protocols is considered
in the future

| GWv3 and M.Dv2 specifications [1] [2] explain that a host nust
accept and process any query whose | P Destination Address field
contains any of the addresses (unicast or multicast) assigned to the
interface on which the query arrives. In general, the all-hosts

mul ticast address (224.0.0.1) or |ink-scope all-nodes nulticast
address (ff02::1) is used as the I P destination address of an | GW/
M.D Ceneral Query. On the other hand, according to [1] and [2], a
router may be able to unicast a General Query to the tracked nenber
hosts in [Query Interval], if the router keeps track of menbership

i nformati on (Section 3).

Uni casting an | GW/ MLD General Query would reduce the drain on the
battery power of nobile hosts, as only the active hosts that have
been receiving nulticast contents respond to the unicast | GvwW/ M.D
General Query nessages and non-active hosts do not need to pay
attention to the 1 GW/ M.D Query nessages. This also allows the
upstreamrouter to proceed with fast |eaves (or shorten | eave

| at ency) by setting LMQXY LLQC snal |l er because, ideally, the router
can i medi ately converge and update the nenbership information

However, there is a concern regarding the unicast General Query: if a
mul ticast router sends a General Query "only" by unicast, it cannot

di scover potential nenmber hosts whose join requests were lost. Since
the hosts do not retransnit the sane join requests (i.e., unsolicited
Report messages), they |lose the chance to join the channel s unl ess
the upstreamrouter asks for nenbership information by sending a
mul ti cast General Query. This concern will be solved by using both
uni cast and nulticast CGeneral Queries and configuring the [Query
Interval] timer value for nulticast General Query and the [Unicast
Query Interval] timer value for unicast CGeneral Query. However,
using two different timers for General Queries would require a
protocol extension that is beyond the scope of this docunent. If a
router does not distinguish nulticast and uni cast General Query
Intervals, the router should only use and enable nulticast Cenera
Queri es.

Al so, the unicast Ceneral Query does not rempve the need for the
mul ticast General Query. The nulticast General Query is necessary
for updating nenbership information if the information is not
correctly synchroni zed due to nissing reports. Therefore, the
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uni cast General Query should not be used for an inplenmentation that
does not allow the configuration of different query interval tiners
such as [Query Interval] and [Unicast Query Interval]. |If a router
does not distinguish these nmulticast and unicast General Query
Intervals, the router should only use and enable nulticast Ceneral
Queri es.
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