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Abst ract

The I nternet Key Exchange protocol version 2 (1KEv2) does not allow
secure peer authentication when using short credential strings, i.e.,
passwords. Several proposals have been made to integrate password-
aut hentication protocols into | KE. This document provides an
adapt ati on of Password Authenticated Connection Establishnment (PACE)
to the setting of I KEv2 and denmpnstrates the advantages of this

i ntegration.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the I1ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6631
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1. Introduction

PACE [ TR0O3110] is a security protocol that establishes a nutually

aut henticated (and encrypted) channel between two parties based on
weak (short) passwords. PACE provides strong session keys that are

i ndependent of the strength of the password. PACE belongs to a
famly of protocols often referred to as Zero-Know edge Password
Proof (ZKPP) protocols, all of which anplify weak passwords into
strong session keys. This document describes the integration of PACE
into | KEv2 [ RFC5996] as a new aut hentication node, anal ogous to the
existing certificate and Pre-Shared Key (PSK) authentication nodes.

Sone of the advantages of our approach, compared to the existing
| KEv2, include the foll ow ng:

0 The current best practice to inplenent password authentication in
| KE invol ves certificate-based authentication of the server plus
some Extensi bl e Authentication Protocol (EAP) nethod to
authenticate the client. This involves two non-trivi al
i nfrastructure conponents (PKI and EAP/ AAA). Mbreover,
certificate authentication is hard to get right and often depends
on unreliable user behavior for its security.

o Alternatively, native IKEv2 shared secret authentication can be

used with passwords. However, this usage is insecure;
specifically, it is vulnerable to active attackers.
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1.

1.

o Sonme newer EAP nethods can be used for nutual authentication and,
combi ned with [ RFC5998], can be well integrated into | KEv2. This
is certainly an option in sone cases, but the current proposal may
be simpler to inplenent.

Conpared to other protocols aimng at simlar goals, PACE has severa
advant ages. PACE was designed to allow for a high | evel of
flexibility with respect to cryptographic algorithns; e.g., it can be
i npl ement ed based on Modul ar Diffie-Hellman as well as Elliptic Curve
Diffie-Hell man without any restrictions on the nmathenmatical group to
be used, other than the requirenent that the group be
cryptographically secure. The protocol itself is also proven to be
cryptographically secure [ PACEsec]. The PACE protocol is currently
used in an international standard for digital travel docunents

[1 CAC .

The integration ains at keeping | KEv2 unchanged as nmuch as possi bl g;
e.g., the nechanisns used to establish Child security associations
(SAs) as provided by | KEv2 woul d be nmaintai ned with no change.

The Passwor d- Aut henti cated Key Exchange (PAKE) framework docunent
[ RFC6467] defines a set of payloads for different types of PAKE
met hods within | KEv2. This docunent reuses this framework. Note
that the current docunent is self-contained; i.e., all relevant
payl oads and senantics are redefined here.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The following notation is used in this docunent:

E() Synmetric encryption

D() Symetric decryption

KA() Key agreenent

Map() Mappi hg function

Pwd Shar ed password

SPwd St ored password

KPwd Synmetric key derived froma password Pwd
G Static group generator

GE Ephereral group generator

ENONCE  Encrypted nonce

PKEi Epheneral public key of the initiator
SKEi Epheneral secret key of the initiator
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PKEr Epheneral public key of the responder
SKEr Ephereral secret key of the responder
AUTH Aut hent i cati on payl oad

Any ot her notation used here is defined in [ RFC5996].

2. Overview
At a high level, the followi ng steps are perforned by the initiator
and the responder. They result in a two-round | KE AUTH exchange,
described in Section 3 bel ow.

1. The initiator randomy and unifornmy chooses a nonce s, encrypts
the nonce using the password, and sends the ciphertext

ENONCE = E(KPwd, s)

to the responder. The responder recovers the plaintext nonce s
with the help of the shared password Pwd.

2. The nonce s is mapped to an epheneral generator
GE = G's * SASharedSecret,
where Gis the generator of the sel ected Mdul ar Exponenti al
(MODP) group and SASharedSecret is a shared secret that has been
generated in the IKE_SA INT step.

3. Both the initiator and the responder each cal cul ate an epheneral
key pair

(SKEi, PKEi = GEASKEi) and (SKEr, PKEr=GEASKEr),

respectively, based on the ephenmeral generator GE, and exchange
the public keys.

4. Finally, they conmpute the shared secret
PACEShar edSecret = PKEi "SKEr = PKEr ~SKEi

and generate, exchange, and verify the | KE authentication token
AUTH usi ng the shared secret PACESharedSecret.

The encryption function E() must be carefully chosen to prevent
dictionary attacks that would otherw se allow an attacker to recover
the password. Those restrictions are described in Section 4. 1.
Details on the mapping function, including the elliptic curve
variant, can be found in Section 4.2.
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To avoid the risks inherent in storing a short password (e.g., the
fact that passwords are often reused for different applications),
this protocol allows the peers to jointly convert the password into a
cryptographically stronger shared secret. This shared secret can
then be stored by both peers, in lieu of the original password or its
salted variants.

3. Protocol Sequence
The protocol consists of three round trips -- an |KE_SA INT exchange
and a 2-round | KE_ AUTH exchange -- as shown in the next figure. An
optional Informational exchange may foll ow (see Section 3.5).

Initiator Responder

I KE_SA INT:
HDR, SAi 1, KEi, Ni, N(SECURE_PASSWORD METHODS) ->

<- HDR, SArl1, KEr, Nr, N(SECURE_PASSWORD METHODS)
| KE_AUTH round #1:

HDR, SK{IDi, [IDr,], SAi 2,
TSi, TSr, GSPM ENONCE), KEi2} ->

<- HDR, SK{IDr, KEr2}
| KE_AUTH round #2:
HDR, SK{AUTH [, N(PSK PERSIST)] } ->
<- HDR, SK{AUTH, SAr2, TSi, TSr [, N(PSK _PERSIST)] }
Figure 1: | KE SA Setup with PACE
3.1. The IKE_SA INIT Exchange
The initiator sends a SECURE PASSWORD METHODS notification that
indicates its support of this extension and its wish to authenticate
using a password. The follow ng text assunes that the responder sent

back a SECURE_PASSWORD METHODS notification that indicates its
preference for PACE
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I f PACE was chosen, the algorithms negotiated in SAil and SArl are
al so used for the execution of PACE, i.e., the key agreenent protoco
(Modul ar Diffie-Hellman or Elliptic Curve Diffie-Hellman), the group
to be used, and the encryption algorithm

3.2. The | KE_AUTH Exchange, Round #1

This is the first part of the PACE authentication of the peers. This
exchange MUST NOT be used unl ess both peers indicated support of this
pr ot ocol

The initiator selects a random nonce s and encrypts it to form ENONCE
usi ng the password Pwd, as described in Section 4.1. Then, the
initiator maps the nonce to an ephenmeral generator GE of the group as
described in Section 4.2, chooses randomy and uniformy an ephenera
key pair (SKEi, PKEi ) based on the epheneral generator, and finally
generates the payl oads GSPM ENONCE) contai ning the encrypted nonce
and KEi 2 containing the epheneral public key.

The responder decrypts the received encrypted nonce s = D(KPwd,
ENONCE), perforns the mapping, and randomy and uniformy chooses an
epheneral key pair (SKEr, PKEr) based on the epheneral generator GE
The responder generates the KEr2 payl oad containing the epheneral
public key.

The request is equivalent to the | KE_ AUTH request in a normal |KEv2
exchange; i.e., any payload that is valid in an | KE_AUTH request is
valid (with the same semantics) in this round’ s request. In
particular, certificate-related payl oads are all owed, even though
their use may not be practical within this node.

3.3. The | KE_AUTH Exchange, Round #2
This is the second part of the PACE aut hentication of the peers.

The initiator and the responder cal culate the shared secret
PACEShar edSecr et

PACEShar edSecret = KA(SKEi, PKEr, GE) = KA(SKEr, PKEi, CE)
where KA denotes the Diffie-Hell nan key agreenent, e.g., (for MODP
groups), nodul ar exponentiation. Then, they calculate the
aut henti cation tokens AUTH and AUTHr.

The initiator cal cul ates

AUTH = prf(prf+(N | Nr, PACESharedSecret),
<InitiatorSi gnedCctets> | PKEr)
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See Section 2.15 of [RFC5996] for the definition of signed octets.
The responder cal cul ates

AUTHr = prf(prf+(N | Nr, PACESharedSecret),
<Responder Si gnedCct et s> | PKEi )

Bot h AUTH payl oads MJST indicate as their authentication nethod the
Generic Secure Password Authentication Method [ RFC6467], whose val ue
is 12. The authentication tokens are exchanged, and each of them
MUST be verified by the other party. The behavior when this
verification fails is unchanged from [ RFC5996] .

Each of the peers MAY generate a long-termcredential at this point,
after it has verified the opposite peer’s identity. The shared
secret is

LongTerntecret = prf(Ni | Nr, "PACE Generated PSK" |
PACEShar edSecret),

where the literal string is ASClII-encoded, with no zero termnator
The generated secret MJST be persisted to stable nenory before
sendi ng the response. See Section 3.5 for nore details about this
facility.

This round’ s response is equivalent to the | KE_AUTH response in a

normal | KEv2 exchange; i.e., any payload that is valid in an | KE_AUTH
response is valid (with the sane semantics) in the second round' s
response.

Fol | owi ng authentication, all temporary val ues MJST be del eted by the
peers, including in particular s, the epheneral generator, the
epheneral key pairs, and PACESharedSecret.

3.4. Public Key Validation

The security of the protocol relies on the entangl enent of a weak
password with cryptographically strong shared secrets, SASharedSecret
and PACESharedSecret, nutually and randomy generated by the
initiator and the responder. |If an attacker can influence the
randommess of those shared secrets, the confidentiality of the
password may be directly affected.

I mpl enent ati ons MUST therefore verify that the shared secrets

SAShar edSecr et and PACEShar edSecret are random el ements of the group
generated by Gto prevent snmall subgroup attacks. This can be

achi eved by a validation of the public keys (i.e., KE, PKE , and
KEr, PKEr).
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First of all, each party MJST check that the public keys PKEi, PKEr,
KEi, and KEr differ. Oherwi se, it MJST abort the protocol

For each received public key PK, the follow ng tests SHOULD be
performed. Any failure in the validation MJST be interpreted as an
attack, and the protocol SHALL be abort ed.

o Verify that PKis an elenent of the Diffie-Hellmn G oup

*  For Modular Diffie-Hellnman, check that PK lies within the
interval [2,p-2].

* For Elliptic Curve Diffie-Hellnman, check that PK is a point on
the Elliptic Curve and not the point at infinity.

o Verify that PK is an elenent of the cryptographi c subgroup of
order q.

* For Modul ar Diffie-Hellmn, check that PK*qg = 1 (nod p).
* For Elliptic Curve Diffie-Hellman, check that g * PK = 0.

Note that for nobst of the MODP groups, the order q = (p-1)/2. This
applies in particular to the standard groups #2, #5, and #14,
commonly used in IKE. For ECP and MODP groups not based on safe
primes, the order q is explictly stated in the paranmeters

As an alternative to the public key validation, the conpatible

cof actor exponentiation/multiplication may be used, which is often
more efficient but requires changes to the inplenentation of the key
agreenment. Details on the inplenentation can be found in [ RFC2785]
and in [TRO3111] for Mdular Diffie-Hellman and Elliptic Curve
Diffie-Hell man, respectively.

3.5. Creating a Long-Term Shared Secret

To reduce the time that the peers store a hashed password, it is
RECOMVENDED t hat the password be replaced by a dedicated shared
secret, according to the nmethod described in this section. See
Appendi x B for nore discussion of the security threats involved.

Bot h peers generate the value LongTernSecret during round #2 of

| KE_AUTH, as shown above. Later on, they exchange a PERSI ST_PSK
notification. Assume that both peers support this nechanism(e.qg.,
the IKE inmplenentation is able to nodify its own credential store).
Then, each of the peers, when receiving the notification, pernmanently
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del etes the stored password and replaces it with LongTernBSecret.
These credentials are stored in the Peer Authorization Database (PAD)
[ RFC4301] and are associated with the identity of the opposite peer

This solution is designed as a two-phase conmmitnent, so that failure
at any tine cannot result in the peers not having any shared secret.

Initiator Responder

| KE_AUTH round #2:

HDR, SK{..., N(PSK_PERSIST)} ---------- >
Responder comnputes and stores PSK

S HDR, SK{..., N(PSK_PERSI ST)}
Initiator conputes and stores PSK
HDR, SK{N(PSK CONFIRM} -------=c----- >
Responder del etes the short password
Commmmeeeaaoo HDR, SK{ N( PSK_CONFI RM) }
Initiator deletes the short password
Figure 2: I KE SA Setup with PACE and PSK Generation

In the second round of I KE AUTH, the initiator MAY send a PSK PERSI ST
notification if it wishes to use this nechanism |f the responder
agrees, and only after it has authenticated the initiator, it MJST
generate a new PSK, save it to stable storage (e.g., to disk), and
MUST respond with a PSK PERSI ST notification. GQherwise, it sinply
does not include the notification inits reply. Wen receiving the
reply, and after authenticating the responder, the initiator MJST

al so generate the PSK and save it in stable storage.

If the peers have negotiated this nechanism the initiator MJST send
the PSK CONFIRM notification in an Informational exchange shortly
after the I KE SA has been set up. Wen the responder receives it, it
MUST del ete the stored short password fromits credential database
and respond with a PSK_CONFI RM notification. Upon receiving this
notification, the initiator deletes its copy of the short password.

If not saved to persistent storage, the LongTernSecret MJST be

del eted when the IKE SAis rekeyed or when it is torn down. It
SHOULD be deleted 1 hour after the initial |KE SA has been set up
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3.

4.

4.

6. Using the Long-Term Shared Secr et

The LongTernSecret MJST be used as a regul ar | KE Pre-Shared Key
(PSK), rather than with PACE or any other password-based
aut henti cati on net hod.

Normal Iy, at the conpletion of this protocol, both peers will have
either a shared password or a shared PSK. The protocol is designed
so that the peers will have a shared credential, regardl ess of any

protocol failures. However, in sonme failure cases, the initiator may
find itself with both a short password and a PSK for a particul ar
peer. In that case, it MJST first try to authenticate with a
password and, upon success, MJST attenpt to convert it to a PSK |f
password authentication fails, it MJST use the PSK and upon
successful setup of the IKE SA MIST permanently del ete the password.

Encrypti ng and Mappi ng the Nonce
1. Encrypting the Nonce

The shared password is not used as is. Instead, it SHOULD be
converted into a "stored password" SPwd, so that the plaintext
password does not need to be stored for long periods. SPwd is
defined as

SPwd = prf("IKE with PACE', Pwd),

where the literal string consists of ASCI|I characters with no zero
termnator. |If the negotiated pseudorandom function (prf) requires a
fixed-size key, the literal string is either truncated or padded with
zero octets on the right, as needed. Miltiple copies of SPwd MAY be
stored, if the prf function is not known in advance.

KPwd = prf+(Ni | Nr, SPwd),

where Ni and Nr are the regular | KE nonces, stripped of any headers.
If the negotiated prf takes a fixed-length key and the | engths of N
and Nr do not add up to that length, half the bits nust come fromN
and half fromNr, taking the first bits of each. "prf+" is defined
in Section 2.13 of [RFC5996]. The length of KPwd is determ ned by
the key length of the negotiated encryption algorithm

A nonce s is randomy selected by the initiator (see Section 6.4 for
addi tional considerations). The length of s MJST be exactly
32 octets.
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KPwd is now used with the encryption transformto encrypt the nonce:
ENONCE = E(KPwd, s)

If an Initialization Vector (1V) is required by the cipher, it MJST
be included in the GSPM ENONCE) payload. It is RECOMVENDED that the
IV be chosen both randomy and uniformy distributed, even though
this condition is not necessary for the cryptographic security of the
pr ot ocol

Not e: Paddi ng MJUST NOT be used when encrypting the nonce. The size
of the nonce has been chosen such that it can be encrypted with bl ock
ci phers having bl ock sizes of 32, 64, and 128 bits wi thout any

paddi ng.

If an authenticated encryption ci pher [ RFC5282] has been negoti at ed
for the IKE SA, it MJST NOT be used as is because such use woul d be
vul nerable to dictionary attacks. |Instead, the corresponding

unaut henti cated node MJST be used. All Gl oi s/ Counter Mde (GCM and
all Counter with CBC-MAC (CCM encryption algorithms are mapped to
the correspondi ng counter-node algorithm For exanple, if the
negoti ated encryption algorithm (Transform Type 1) is "AES-GCM with
an 8-octet Integrity Check Value (ICV)", then ENCR AES CTR (with the
same key length) is used to encrypt the nonce. |If such a mapping
does not exist for a particular cipher, then it MJST NOT be used
within the current protocol

4.2. Mapping the Nonce

The mapping is based on a second anonynous Diffie-Hell man key
agreenment protocol to create a shared secret that is used together
with the exchanged nonce to cal cul ate a conmon secret generator of
the group.

While in [TR0O3110] the generation of the shared secret is part of the
mappi ng, in the setting of | KEv2, a shared secret SASharedSecret has
al ready been generated as part of the IKESAINT step. Using the
not ati on of [ RFC5996],

SAShar edSecret = ghir
Let G and GE be the generator of the negotiated Diffie-Hellnman group,
and the cal cul ated epheneral generator, respectively. The follow ng

subsecti ons describe the mapping for different Diffie-Hellnman
variants.
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4.

4.

5

5

2. 1. Modul ar Diffie-Hel | man

The function Map: G>CGE is defined as GE = G's * SASharedSecret.

Note that the protocol will fail if G's = 1/ SASharedSecret. If s is
chosen randonmly, this event occurs with negligible probability. In
i mpl ementations that detect such a failure, the initiator SHOULD
choose s agai n.

2.2. Hliptic Curve Diffie-Hellman

The function Map: G >CGE is defined as CE = s*G + SASharedSecret.

Note that the protocol will fail if s*G = -SharedSecret. If s is
chosen randomy, this event occurs with negligible probability. In
i npl ementations that detect such a failure, the initiator SHOULD
choose s agai n.

Protocol Details
1. Password Processing

The i nput password string SHOULD be processed according to the rules
of the [RFC4013] profile of [RFC3454]. A password SHOULD be
considered a "stored string" per [RFC3454]; therefore, unassigned
code points are prohibited. The output is the binary representation
of the processed UTF-8 character string. Prohibited output and
unassi gned codepoi nts encountered in SASLprep preprocessi ng SHOULD
cause a preprocessing failure, and the output SHOULD NOT be used. A
conpliant inplenmentation MJUST NOT apply any other form of processing
to the input password, other than as described in this section

See Section 3 of [RFC4013] for examples of SASLprep processing.

Kuegl er & Sheffer Experi ment al [ Page 13]



RFC 6631 | KEv2 with PACE June 2012

5.2. The SECURE_PASSWORD METHODS Noti fi cati on

[ RFC6467] defines a new type of Notify payload to indicate support
for Secure Password Methods (SPMs) in the IKE_ SA INIT exchange. The
SPM Notify payload is defined as foll ows:

1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
Next Payload |C RESERVED | Payl oad Length |
R s et S T it e I R S S e ol St (R B S e 5

Protocol ID | SPI Si ze | Notify Message Type |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

Security Parameter |ndex (SPl) ~
e o o o e e e i i S S e R S T I s s ot b e S

+-
I
+-
I
+-
I

I
+-
I o
~ Notification Data
I

+-

I
I
+
I
I
i T o T i e S S S i S e S
Fi gure 3: SECURE PASSWORD METHODS Payl oad Structure

The Protocol IDis zero, and the SPI Size is also zero, indicating
that the SPI field is enpty. The Notify Message Type is

SECURE_PASSWORD _METHODS (val ue 16424).

The Notification Data contains the |ist of the 16-bit secure password
met hod nunbers:

1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Secure Password Method #1 | Secure Password Method #2 |
I S i o T s S S S e s s T
| Se
+

cure Password Method #3 | ... |
B i s i T Tt s sl It S ST S T S S S e S S

Figure 4. SECURE_PASSWORD METHODS Payl oad Data

For the current method, the list of proposed nmethods MJST include the
val ue PACE (1).
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5.3. The PSK_PERSI ST Notification

Thi s docunent defines the PSK PERSI ST notification type, whose val ue
is 16425. This notification MIST be sent with no data. However, for
future extensibility, the receiver MJST ignore any notification data
if such data is present.

5.4. The PSK CONFI RM Noti fication

Thi s docunent defines the PSK CONFI RM notification type, whose val ue
is 16426. This notification MIST be sent with no data. However, for
future extensibility, the receiver MJST ignhore any notification data
if such data is present.

5.5. The GSPM ENONCE) Payl oad

Thi s protocol defines the ENONCE (encrypted nonce) payl oad, which
reuses the Generic SPM (GSPM payl oad type [ RFC6467] (value 49). |Its
format is as follows:

0 1 2 3
01234567890123456789012345678901
B S S i i i i T T a ik S S S S S
Next Payload |C RESERVED | Payl oad Length |
B T e R et e s o o S e R e
PACE- RESERVED | Initialization Vector
+- - - - - - -+

(optional, length depends on the encryption algorithm
i T T e e s o i o R S S e T T (BIE TR SR e

Encrypt ed Nonce

B T e R et e s o o S e R e

+l+—+— +— +— +
L+ +—

B S S e i S S T A S S S S S S i S S
Fi gure 5: ENONCE Payl oad Structure

See Section 4.1 for further details about the encrypted nonce. Note

that the protocol -- and in particular this payload' s format -- does

not support any padding of the encrypted data.

The PACE- RESERVED field nust be sent as zero, and it nust be rejected
by the receiver if it is not O.
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5.6. The KE (KEi 2/ KEr2) Payl oads i n PACE

PACE reuses the Key Exchange (KE) payload for its Diffie-Hellman
exchange, with the new payl oads being sent within the | KE_ AUTH
exchange. Since only one Diffie-Hellman group is negotiated, the
group denoted by these payl oads MJUST be identical to the one used in
the "regular” KE payloads in IKE_ SA INT.

5.7. PACE and Session Resunption

A session resunption [ RFC5723] ticket may be requested during the
| KE_AUTH exchange. The request MJUST be sent in the request of the
first round, and any response MJST be sent in the response of the
second one.

PACE shoul d be considered an "authentication method", in the sense of
Section 5 of [RFC5723], which neans that its use MJST be noted in the
protected ticket. The format of the ticket is not standardized;
however, it is RECOMVENDED that this indication distinguish between
the different secure password authentication nethods defined for |KE

Note that even if the initial authentication used PACE and its
extended | KE_AUTH, session resunption will still include the nornal
| KE_AUTH exchange.

6. Security Considerations

A maj or goal of this protocol has been to maintain the | evel of
security provided by IKEv2. What follows is an analysis of this
protocol. The reader is referred to [ RFC5996] for the generic |IKEv2
security considerations.

6.1. Credential Security Assunptions
Thi s protocol nakes no assunption on the strength of the shared
credential. Best common practices regarding mninmal password |ength,
use of nultiple character classes, etc. SHOULD be foll owed.

6.2. Mulnerability to Passive and Active Attacks

The protocol is secure against both passive and active attackers.
See Section 6.8 for a security proof.

Wil e not attacking the cryptography, an attacker can still performa
standard password-guessing attack. To mitigate such attacks, an

i mpl ementati on MUST include standard protections, such as rate-
limting the nunber of allowed password-guessing attenpts, possibly
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locking identities out after a certain nunber of failed attenpts,
etc. Note that the protocol is symetric; therefore, this guidance
applies to client-side inplementations as well.

6.3. Perfect Forward Secrecy

The key derivation for the IKE SA and any Child SAs is perforned as
part of |IKEv2 and renmains unchanged. It directly follows that
perfect forward security is provided i ndependent of the

aut hentication additionally performed by PACE

6.4. Randommess

The security of this protocol depends on the quality generation of
random quantities; see Section 5 of [RFC5996] for nore details.
Specifically, any deviation fromrandomess of the nonce s m ght
conprom se the password. Therefore, it is strongly RECOVMENDED t hat
the initiator pass the raw random material through a strong prf to
ensure the statistical qualities of the nonce.

6.5. ldentity Protection
This protocol is identical to IKEv2 in the quality of identity
protection it provides. Both peers’ identities are secure from
passi ve attackers, and both peers’ identities are exposed to active,
man-i n-the-mddl e attackers.

6.6. Denial of Service

We are not aware of any new deni al -of -service attack vector enabl ed
by this protocol.

6.7. Choice of Encryption Al gorithns
Any transforns negotiated for | KEv2 may be used by this protocol

Pl ease refer to Section 4.1 for the considerations regarding
aut henti cated encryption ("conbi ned node") al gorithns.
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6.8. Security Mdel and Security Proof

PACE i s cryptographically proven secure in [PACEsec] in the nodel of
Bel | are, Poi ntcheval, and Rogaway [BPRmodel]. The setting in which
PACE is proven secure is, however, slightly different fromthe
setting used in KEv2. The differences are described in the
fol | owi ng:

o Part of the mapping is already perforned within | KEv2 before PACE
is started. This rearrangenent does not affect the proof, as the
resul ting PACESharedSecret remmins close to uniformy distributed
in the group generated by G

o The keys for the IKE SA and any Child SAs are al ready generated
within | KEv2 before PACE is started. Wile those session keys
could also be derived in PACE, only the keys for the
aut hentication token are considered in the proof, which explicitly
recomrends a separate key for this purpose.

o |KEv2 allows the negotiation of a stream cipher for PACE, while
the proven variant always uses a bl ock cipher. The ideal cipher
is replaced in the proof by a |lazy-sanpling technique that is
simlarly applicable to the streamci pher-based construction

The differences in the setting therefore have no inpact on the
validity of the proof.

6.9. Long-Term Credential Storage

This protocol does not require that peers store the plaintext
password. |Instead, the value SPwd SHOULD be stored by both peers.

In addition, the protocol allows both peers to replace the password
by a crypto-strength shared secret. This solution inproves the
system s security (since passwords are often used for nultiple
applications), but at the cost of inplenentation conplexity. In
particular, if this optional mechanismis to be used, the credentia
dat abase woul d need to be witable by the key management subsystem

See Appendix B for alternatives to this approach.
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7.

9.

9.

I ANA Consi derations
| ANA has all ocated the follow ng val ues:

0o A PACE value of 1 fromthe "I KEv2 Secure Password Met hods"
registry [ RFC6467] .

0 A PSK PERSI ST val ue of 16425 and a PSK _CONFI RM val ue of 16426 from
the "I KEv2 Notify Message Types - Status Types" registry. W note
that these notification types are generic and that other password
aut henti cation nmethods may al so choose to use them
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Appendi x A.  Protocol Selection Criteria
To support the selection of a password-based protocol for inclusion
in |KEv2, a nunber of criteria are provided in [IKEv2-CONS]. 1In the
followi ng sections, those criteria are applied to the PACE protocol
A1, Security Criteria
SEC1: PACE is a zero-know edge protocol

SEC2: The protocol supports perfect forward secrecy and is resistant
to replay attacks.

SEC3: The identity protection provided by | KEv2 renmai ns unchanged.
SEC4: Any cryptographically secure Diffie-Hell man group can be used.

SEC5: The protocol is proven secure in the Bell are-Pointcheval -
Rogaway nodel .

SEC6: Strong session keys are generat ed.

SEC7: A transform of the password can be used instead of the
password itself.

A.2. Intellectual Property Criteria
IPRL: The first version of [TR03110] was published on May 21, 2007

I PR2: BSI has devel oped PACE ainmng to be free of patents. BSI has
not applied for a patent on PACE

I PR3: The protocol itself is believed to be free of |IPR
A.3. Mscellaneous Criteria
M SC1: One additional exchange is required.
M SC2: The protocol requires the follow ng operations per entity:
* one key derivation fromthe password,
* one symmetric encryption or decryption,

* one multi-exponentiation for the mapping,
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* one exponentiation for the key pair generation,
* one exponentiation for the shared secret cal culation, and

* two synmetric authentications (generation and
verification).

M SC3: The performance is independent of the type/size of password.
M SC4: I nternationalization of character-based passwords is
support ed.
M SC5: The protocol uses the same group as that negotiated for
| KEv2.
M SC6: The protocol fits into the request/response nature of |KE
M SC7: The password-based symetric encryption nust be additionally

negoti at ed.

M SC8: Neither trusted third parties nor clock synchronization are
required.

M SC9: Only general cryptographic primtives are required.

M SC10: Any secure variant of Diffie-Hellman (e.g., Mdular or
Elliptic Curve) can be used.

M SC11: The protocol can be inplenented easily based on existing
cryptographic primtives.

Appendi x B. Password Salting

This protocol requires that passwords not be stored in plaintext.
Instead, we store a hash of the password with a fixed hash. This
value is then used in the ZKPP protocol, replacing the origina
password and acting as a "password equivalent". The main benefit of
this solution is that a system adm ni strator or an undeterni ned
attacker does not get imedi ate access to the passwords. W believe
this is sufficiently secure for the main usage scenario of the

pr ot ocol
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However, the common practice of password salting is clearly nore
powerful, and this appendi x presents a few i deas on how password
salting can be applied and/or adapted to fit into a symretric
protocol such as IKE. First, let us list the threats that we expect
salting to handle, as well as the non-threats:

0 The plain password should not be visible to a casual onlooker, as
noted above. It is assumed that very often the same password is
used for nmultiple applications, and so a password exposed al | ows
an attacker a starting point for further attacks.

0 An attacker must not be able to construct |ookup tables (such as
the famous "rai nbow tabl es") that enable her to discover the plain
password

o IKEis a symmetric protocol, in the sense that any of the peers
m ght initiate an | KE exchange to another peer. As a result, al
peers must have stored credentials (passwords or password
equi val ents) that would enable themto set up an | KE exchange.
So, an attacker that reaches the credential store would in fact be
able to inpersonate | KE to another peer. W believe that this
reduces, but does not invalidate, the inportance of salting,
because of the other threats that remain.

Bel ow we present different scenarios and solutions that support
password salting in this setting.

We assune that each credential is used to authenticate exactly two
peers to one another; i.e., (as per the best practice), group
credentials are not all owed.

B.1. Solving the Asymmetric Case with Symmetric Cryptography

Despite the protocol’s symetry, there are use cases that are
somewhat asymmetric. Consider the case of an organization that
consi sts of a headquarters and branches, using a hub-and-spoke
architecture. Conmunication sessions can be initiated by the center
or by any of the branches, but only the center holds a | arge
credenti al database.

Here it woul d be possible to use traditional password salting,

stored password = hash(salt, password),
where the hash function is a symetric hash (e.g., HVAC SHA- 256,
using the salt as its key), and the salt is picked at random for each

password. The salt would need to be sent in the first exchange of
the protocol, regardl ess of which side initiates the session. Unlike
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the normal use of salted passwords, here it is the stored password,
rather than the original password, that is used by the foll owon ZKPP
pr ot ocol

B.2. Solving the Fully Synmmetric Case with Asynmetric Cryptography

For the fully synmretric case, we propose a salting nmethod based on a
commut ati ve one-way function. This is essentially a novel variant of
the RSA protocol. Using this solution, all protocol peers can store
the password in a salted form

The i npl enentati on proposed here requires a conposite nunber n that
is common to all peers. The conposite nunber n can be generated by a
trusted (third) party as n = p * q, where p and g are strong prines
(i.e., p=2*p +1landqg=2*q9g + 1, where p° and g are also
prines), and the trusted party pronises not to retain a copy of the
primes. Alternatively, n can be chosen randomy and tested for
"smal " prine factors. In the latter case, it is certainly not
guaranteed that n is conposed of only two prines. Wile this has the
advant age that no one knows the factorization of n, the di sadvant age
is that nis likely to be significantly easier to factor

Each peer then chooses a public encryption key "e". 1In a sinple
i mpl ementation, the encryption key is generated randomy by each
peer, picking a different value for each of the passwords that it
stores.

Note that although the pair (n,e) is sinmlar to an RSA public key,
the usual rules for generating "e" for the RSA protocol do not apply
here, and a random"e" is sufficient. The password is hashed by a
symretric hash function H (e.g., SHA-256). Each peer i stores the
two val ues

ei, HP”"e i (nmod n),
where P is the original password. The values e i are exchanged by
the peers before the ZKPP protocol comrences (in | KEv2- PACE, this
would be in IKESAINT), and the followi ng value is used in the ZKPP
protocol run that follows, in |lieu of the original password

HP) ~ (e_i * ej) (mod n).

This transformation is used as a salting mechanismonly, and the
salted val ues thensel ves are never sent on the wre.
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Thi s schene can be enhanced by basing the value "e" on each peer’s
identity (1D, IDr), e.g., making it a sinple hash of the identity.
This elimnates the need to send "e" explicitly and additionally
binds the identity of the peer with its secret.

B.3. Generation of a Strong, Long-Term Shared Secret

An alternative to salting is to store the plain passwords, but only
for a short while. As soon as the first IKE SAis set up between two
peers, the peers exchange nonces and generate a strong shared secret,
based on IKE's SK d. They now destroy the short password and repl ace
it with the new secret.

Thi s met hod has been added to the current protocol as an optiona
mechani sm
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