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Abst r act

The Extensible Authentication Protocol (EAP) is a generic franework
supporting multiple types of authentication methods.

The EAP Re-aut hentication Protocol (ERP) specifies extensions to EAP
and the EAP keying hierarchy to support an EAP net hod-i ndependent
protocol for efficient re-authentication between the peer and an EAP
re-aut hentication server through any authenticator

Aut henti cated Anticipatory Keying (AAK) is a nethod by which

crypt ographi ¢ keying material may be established upon one or nore
Candi date Attachnent Points (CAPs) prior to handover. AAK uses the
AAA infrastructure for key transport.

Thi s docunent specifies the extensions necessary to enabl e AAK
support in ERP

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6630
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1.

2

2

2

I nt roducti on

The Extensible Authentication Protocol (EAP) [RFC3748] is a generic
framework supporting nultiple types of authentication nethods. In
systens where EAP is used for authentication, it is desirable not to
repeat the entire EAP exchange with another authenticator. The EAP
Re- aut henti cati on Protocol (ERP) [ RFC5296] specifies extensions to
EAP and t he EAP keying hierarchy to support an EAP net hod-i ndependent
protocol for efficient re-authentication between the EAP

re-aut hentication peer and an EAP re-authentication server through
any authenticator. The re-authentication server may be in the hone
network or in the local network to which the nobile host (i.e., the
EAP re-aut hentication peer) is connecting.

Aut henti cated Anticipatory Keying (AAK) [RFC5836] is a nethod by
whi ch cryptographi c keying material may be established upon one or
nmore Candi date Attachnment Points (CAPs) prior to handover. AAK
utilizes the AAA infrastructure for key transport.

Thi s docunent specifies the extensions necessary to enabl e AAK
support in ERP

Ter mi nol ogy
1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Acronyns

The foll owi ng acronyns are used in this docunment; see the references
for nore details.

AAA
Aut henti cation, Authorization, and Accounting [ RFC3588]

CAP
Candi dat e Attachnent Point [ RFC5836]

DSRK
Domai n- Speci fi ¢ Root Key [ RFC5295]

EA
Abbrevi ati on for "ERP/ AAK"
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EA Peer
An EAP peer that supports the ERP/AAK. Note that all
references to "peer" in this docunent inmply an EA peer,
unl ess specifically noted otherw se.

NAI
Net wor k Access ldentifier [RFC4282]

pMBK
pre-established Master Session Key

pRK
pre-established Root Key

riK
re-authentication Integrity Key [ RFC5296]

r RK
re-aut hentication Root Key [ RFC5296]

SAP
Serving Attachnment Point [ RFC5836]

3. ERP/ AAK Description

ERP/ AAK is intended to allow (upon request by the peer) the

est abl i shnent of cryptographic keying materials on a single Candidate
Attachnment Point prior to the arrival of the peer at the Candidate
Access Network (CAN).

In this docurment, ERP/AAK support by the peer is assunmed. Also, it
is assuned that the peer has previously completed full EAP

aut hentication and that either the peer or the SAP knows the
identities of neighboring attachment points. Note that the behavior
of a peer that does not support the ERP-AAK schene defined in this
specification is out of the scope of this docunment. Figure 1 shows
the general protocol exchange by which the keying material is

est abli shed on the CAP.
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S + S + S + S +
| Peer | | SAP | | CAP | | EA Server
+-- - - -+ +- - 4- -+ +- - 4- -+ +--- - - +--- - - +
I I I I
a. | [EAP-Initiate/ | | |
| Re-auth-start | | |
| (Eflag)] I I I
S RREEEREEEEEEEE | | |
| o | | |
b. | EAP-Initiate/ | | |
| Re-auth | | |
| (E flag) I I I
[EEEEEEE R TR > o |
c. | | AAA(EAP-Initiate/ Re-auth(E flag))|
| | o >
| | | 4o oo HSRRRDEEE +
| | | | CA authorized & |
d. | | | | and EA Keying |
| | | | Di stribution |
| | | oo oo +
I I I I
| | ] |
f. | | AAA (EAP-Fini sh/ Re-auth(E flag)) |
| | e |
g. | EAP-Finish/ | | |
| Re-auth(E flag)| | |
| <o | | |
I I I I
Fi gure 1: ERP/ AAK Exchange
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Figure 2: Key Distribution for ERP/ AAK

ERP/ AAK reuses the packet format defined by ERP, but specifies a new
flag to differentiate EAP early authentication from EAP
re-authentication. The peer initiates ERP/ AAK wi t hout an external
trigger, or initiates ERP/AAK in response to an EAP-Initi ate/

Re- Aut h- Start nmessage fromthe SAP.

In the latter case, the SAP MAY send the identity of one or nore
Candi date Attachnent Points to which the SAP is adjacent to the peer
in the EAP-Initiate/ Re-auth-Start nessage (see step a in Figure 1).
The peer SHOULD override the identity of CAP(s) carried in the
EAP-Initiate/ Re-auth-Start message by sending EAP-Initiate/ Re-auth
with the E flag set if it knows to which CAP it will nmove. |If the
EAP-Initiate/ Re-auth-Start packet is not supported by the peer, it
MUST be silently discarded.

If the peer initiates ERP/ AAK, the peer MAY send an early-

aut henti cation request nmessage (EAP-lnitiate/Re-auth with the E flag
set) containing the keyNanme-NAlI, the CAP-ldentifier, rlK and
sequence nunber (see step b in Figure 1). The realmin the keyNamne-
NAI field is used to |ocate the peer’s ERP/ AAK server. The CAP-
Identifier is used to identify the CAP. The re-authentication
Integrity Key (r1K) is defined by Narayanan & Dondeti in [RFC5296]
and is used to protect the integrity of the nmessage. The sequence
nunber is used for replay protection.

The SAP SHOULD verify the integrity of this nmessage at step b. |If

this verification fails, the SAP MUST send an EAP-Fi ni sh/ Re-auth
message with the Result flag set to '1 (Failure). |If the

Cao, et al. St andards Track [ Page 6]
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verification succeeds, the SAP SHOULD encapsul ate the early-

aut henti cati on message into a AAA nessage and send it to the peer’s
ERP/ AAK server in the realmindicated in the keyName-NAl field (see
step ¢ in Figure 1).

Upon receiving the nessage, the ERP/ AAK server MJST first use the
keyName indicated in the keyNane-NAl to |look up the rlK and check the
integrity and freshness of the nmessage. Then, the ERP/ AAK server
MUST verify the identity of the peer by checking the usernanme portion
of the KeyName-NAI. [|f any of the checks fail, the server MJST send
an early-authentication finish nessage (EAP-Finish/Re-auth with E
flag set) with the Result flag set to '1'. Next, the server MJST

aut horize the CAP specified in the CAP-ldentifier TLV. 1In the
success case, the server MJST derive a pMsK fromthe pRK for the CAP
carried in the CAP-Identifier field using the sequence numnber
associated with CAP-ldentifier as an input to the key derivation.
(see step d in Figure 1).

Then, the ERP/ AAK server MJST transport the pMsK to the authorized
CAP via AAA (see Section 7) as illustrated above (see steps e.1l and
e.2in Figure 2). Note that key distribution in Figure 2 is one part
of step d in Figure 1.

Finally, in response to the EAP-Initiate/ Re-auth nessage, the ERP/ AAK
server SHOULD send the early-authentication finish nmessage (EAP--
-Finish/Re-auth with E flag set) containing the identity of the

aut horized CAP to the peer via the SAP along with the lifetime of the
pMBK. If the peer also requests the rRK Lifetinme, the ERP/ AAK server
SHOULD send the rRK Lifetinme in the EAP-Fini sh/ Re-auth nessage (see
steps f and g in Figure 1).

4. ERP/ AAK Key Hi erarchy

ERP/ AAK uses a key hierarchy simlar to that of ERP. The ERP/ AAK
pre-established Root Key (pRK) is derived fromeither the EMSK or the
DSRK as specified bel ow (see Section 4.1). 1In general, the pRKis
derived fromthe EMSK if the peer is located in the home AAA realm
and derived fromthe DSRK if the peer is in a visited realm The
DSRK is delivered fromthe EAP server to the ERP/AAK server as

specified in [KEYTRAN]. |If the peer has previously been
aut henti cated by neans of ERP or ERP/ AAK, the DSRK SHOULD be directly
r eused.
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DSRK  EMSK
I I

e
p!?K
Fi gure 3: ERP/ AAK Root Key Derivation
Simlarly, the pre-established Master Session Key (pMSK) is derived
fromthe pRK. The pMSK is established for the CAP when the peer

early authenticates to the network. The hierarchy relationship is
illustrated Figure 4, bel ow

Figure 4: ERP/ AAK Key Hi erarchy
4.1. Derivation of the pRK and pMsK
The rRK is derived as specified in [ RFC5295].
pRK = KDF (K, S), where

K EMBK or K = DSRK and

S = pRK Label | "\0" | length
The pRK Label is an | ANA-assigned 8-bit ASCI| string:

EAP Earl y- Authentication Root Key@etf.org
assigned fromthe "User Specific Root Keys (USRK) Key Label s" nane
space in accordance with Sal owey, et al. [RFC5295]. The KDF and
algorithmagility for the KDF are also defined in RFC 5295. The KDF
algorithmis indicated in the cryptosuite field or list of
cryptosuites TLV payl oad as specified in Sections 5.2 and 5. 3.
The pMSK uses the same KDF as pRK and is derived as foll ows:
pMSK = KDF (K, S), where

K = pRK and

S = pMsK label | "\0" | SEQ| length
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The pMSK | abel is the 8-bit ASCI| string:
EAP Early-Authentication Master Session Key@etf.org

The length field refers to the length of the pMSK in octets encoded
as specified in RFC 5295. SEQ is sent by either the peer or the
server in the ERP/ AAK nessage using the SEQ field or the Sequence
nunber TLV. It is encoded as a 16-bit nunber as specified in
Sections 5.2 and 5. 3.

5. Packet and TLV Extension

This section describes the packet and TLV extensions for the ERP/ AAK
exchange.

5.1. EAP-Initiate/ Re-auth-Start Packet and TLV Extension

Figure 5 shows the new paranmeters contained in the EAP-Initiate/
Re-aut h-Start packet defined in [ RFC5296].

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Code | Identifier | Lengt h |
i e e i e o o e O h b i o S SN B S
| Type | E| Reserved | 1 or nore TVs or TLVs ~

B i s T T i i o S o T Ji I
Figure 5: EAP-lnitiate/ Re-auth-Start Extension
Fl ags
"E' - The Eflag is used to indicate early authentication. This
field MUST be set to '1" if early authentication is in use, and it

MJUST be set to 'O otherw se.

The rest of the 7 bits (Reserved) MJST be set to 0 and ignored on
reception.

Type/ Val ues (TVs) and TLVs

CAP-ldentifier: Carried in a TLV payload. The format is identical to
that of a Dianeterldentity [RFC3588]. It is used by the SAP to
advertise the identity of the CAP to the peer. Exactly one
CAP-Identifier TLV MAY be included in the EAP-Initiate/ Re-auth-Start
packet if the SAP has perforned CAP di scovery.
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If the EAP-Initiate/ Re-auth-Start packet is not supported by the
peer, it SHOULD be discarded silently.

5.2. EAP-Initiate/ Re-auth Packet and TLV Extensi on

Figure 6 illustrates the new parameters contained in the
EAP-Initiate/ Re-auth packet defined in [ RFC5296].

0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Code | Identifier | Lengt h |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Type | Rl x| L] E] Resved | SEQ |
B i s T T i i o S o T Ji I
| 1 or more TVs or TLVs ~
R e s T o T S R El ok i R e e S S e o o s
| Cryptosuite | Aut henti cation Tag ~
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 6: EAP-lnitiate/ Re-auth Extension

Fl ags

x" - The x flag is reserved. It MJST be ignored on receipt.

"L” - As defined in Section 5.3.2 of [RFC5296], this bit is used to
request the key lifetines fromthe server

"E' - The Eflag is used to indicate early authentication

The first bit(R) and final 4 bits (Resved) MJST be set to 0 and
i gnored on reception.

SEQ

As defined in Section 5.3.2 of [RFC5296], this field is 16-bit
sequence nunber and used for replay protection

TVs and TLVs

keyName- NAl : As defined in [RFC5296], this is carried in a TLV

payl oad. The Type is 1. The NAl is variable in length, not
exceedi ng 253 octets. The usernane part of the NAl is the EMSKname
used to identify the peer. The realmpart of the NAl is the peer’s
honme domain nane if the peer communicates with the hone EA server or
the domain to which the peer is currently attached (i.e., loca
domai n nane) if the peer communicates with a |local EA server. The

Cao, et al. St andards Track [ Page 10]
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SAP knows whet her the KeyName-NAlI carries the |ocal domain nane by
comparing the domain name carried in the KeyName-NAI with the | ocal
domai n nane that is associated with the SAP. Exactly one keyName- NAl
attribute SHALL be present in an EAP-Initiate/Re-auth packet and the
realmpart of it SHOULD follow the use of internationalized domain
names defined in [ RFC5890] .

CAP-ldentifier: Carried in a TLV payload. The Type is 11. This
field is used to indicate the Fully Qualified Domain Nane (FQDN) of a
CAP. The value field MJST be encoded as specified in Section 8 of

[ RFC3315]. Exactly one instance of the CAP-Identifier TLV MJST be
present in the ERP/ AAK- Key TLV.

Sequence nunber: The Type is 7. The value field is a 16-bit field
and used in the derivation of the pMsK for a CAP.

Cryptosuite

This field indicates the integrity algorithmused for ERP/ AAK. Key
| engths and output lengths are either indicated or obvious fromthe
cryptosuite nane, e.g., HMAC SHA256-128 denotes Hashed Message

Aut henti cation Code (HMAC) conputed using the SHA-256 function

[ RFC4868] with 256-bit key |l ength and the output truncated to 128
bits [ RFC2104]. W specify sone cryptosuites bel ow

0-1 RESERVED
2 HVAC- SHA256- 128
3 HMAC- SHA256- 256

HVAC- SHA256- 128 is REQU RED to inplenent, and it SHOULD be enabled in
the default configuration.

Aut henti cation Tag

This field contains an integrity checksum over the ERP/ AAK packet
fromthe first bit of the Code field to the last bit of the
Cryptosuite field, excluding the Authentication Tag field itself.

The value field is calculated using the integrity algorithmindicated
in the Cryptosuite field and rlIK specified in [ RFC5296] as the secret
key. The length of the field is indicated by the Cryptosuite.

The peer uses the Authentication Tag to determne the validity of the
EAP- Fi ni sh/ Re-aut h message fromthe server.
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If the nmessage doesn’t pass verification or the Authentication Tag is
not included in the nessage, the nessage SHOULD be di scarded
silently.

If the EAP-Initiate/ Re-auth packet is not supported by the SAP, it
SHOULD be discarded silently. The peer MJST nmintain retransm ssion
timers for reliable transport of the EAP-lnitiate/ Re-auth nessage.

If there is no response to the EAP-Initiate/ Re-auth nessage fromthe
server after the necessary nunber of retransm ssions (see Section 6),
the peer MJST assune that ERP/AAK is not supported by the SAP.

5.3. EAP-Fini sh/ Re-aut h Packet and TLV Extensi on

Figure 7 shows the new parameters contained in the EAP-Fini sh/ Re-auth
packet defined in [ RFC5296].

0 1 2 3
01234567890123456789012345678901
i T T e e e o e S e e e e it I T R S S O e o ¥
Code | ldentifier | Lengt h |
B S S e i S S T A S S S S S S i S S
Type | Rl x| L] E] Resved | SEQ |
N o e e e e s S i e e e e R e e o
1 or nore TVs or TLVs ~
i T T e e e o e S e e e e it I T R S S O e o ¥
Cryptosuite | Aut henti cation Tag ~
B S S e i S S T A S S S S S S i S S

+—+— +— +— +

Fi gure 7: EAP-Fini sh/ Re-aut h Extension
Fl ags
"R - As defined in Section 5.3.3 of [RFC5296], this bit is used as

the Result flag. This field MIUST be set to "1 to indicate success,
and it MJST be set to 'O otherw se.

x" - The x flag is reserved. It MJST be ignored on receipt.

"L” - As defined in Section 5.3.3 of [RFC5296], this bit is used to
request the key lifetinmes fromthe server.

"E' - The Eflag is used to indicate early authentication.

The final 4 bits (Resved) MJST be set to O and ignored on reception.
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SEQ

As defined in Section 5.3.3 of [RFC5296], this field is a 16-bit
sequence nunber and is used for replay protection

TVs and TLVs

keyName- NAl : As defined in [RFC5296], this is carried in a TLV
payl oad. The Type is 1. The NAl is variable in Iength, not
exceedi ng 253 octets. Exactly one keyNanme-NAI attribute SHALL be
present in an EAP-Fi ni sh/ Re-auth packet.

ERP/ AAK- Key: Carried in a TLV payload for the key container. The
Type is 8. Exactly one ERP/ AAK-key SHALL be present in an
EAP- Fi ni sh/ Re- aut h packet.

ERP/ AAK- Key :: =
{ sub-TLV: CAP-ldentifier }
{ sub-TLV: pMSK Lifetime }
{ sub-TLV: pRK Lifetine }
{ sub-TLV: Cryptosuites }

CAP-Il dentifier
Carried in a sub-TLV payload. The Type is 11 (less than 128).
This field is used to indicate the identifier of the candidate
aut henticator. The value field MJST be encoded as specified in
Section 8 of [RFC3315]. At |east one instance of the CAP-
Identifier TLV MJUST be present in the ERP/ AAK-Key TLV.

pMSK Lifetine
Carried in a sub-TLV payl oad of the EAP-Fini sh/ Re-auth nessage
The Type is 10. The value field is an unsigned 32-bit field and
contains the lifetine of the pMSsK in seconds. This value is
cal cul ated by the server after performng the pRK Lifetine
conput ation upon receiving the EAP-Initiate/ Re-auth nessage. The
rl K SHOULD share the sane lifetinme as the pMsK. If the 'L flag
is set, the pMsK Lifetinme attribute MIST be present.

pRK Lifetine
Carried in a sub-TLV payl oad of EAP-Fi ni sh/ Re-auth nessage. The
Type is 9. The value field is an unsigned 32-bit field and
contains the lifetine of the pRK in seconds. This value is
cal cul ated by the server before perforning the pMsK Lifetine
comput ation upon receiving a EAP-Initiate/ Re-auth message. |f the
"L” flag is set, the pRK Lifetime attri bute MIST be present.
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Li st of Cryptosuites
Carried in a sub-TLV payl oad. The Type is 5 [RFC5296]. The val ue
field contains a list of cryptosuites (at |east one cryptosuite
SHOULD be included), each 1 octet in length. The allowed
cryptosuite values are as specified in Section 5.2. The server
SHOULD include this attribute if the cryptosuite used in the
EAP-1nitiate/ Re-auth nessage was not acceptable and the nessage is
being rejected. The server MAY include this attribute in other
cases. The server MAY use this attribute to signal its
cryptographic algorithmcapabilities to the peer.

Cryptosuite

This field indicates the integrity algorithmand PRF used for ERP/
AAK.  HVAC- SHA256- 128 is REQU RED to inplenent, and it SHOULD be
enabled in the default configuration. Key |engths and output |engths
are either indicated or obvious fromthe cryptosuite nane.

Aut henti cation Tag

This field contains the integrity checksum over the ERP/ AAK packet
fromthe first bit of the Code field to the last bit of the
Cryptosuite field, excluding the Authentication Tag field itself.

The value field is calculated using the integrity algorithmindicated
in the Cryptosuite field and the rI K [RFC5296] as the integrity key.
The length of the field is indicated by the correspondi ng
Cryptosuite.

The peer uses the authentication tag to determne the validity of the
EAP- Fi ni sh/ Re-aut h message from a server.

If the message doesn’t pass verification or the authentication tag is
not included in the nessage, the nessage SHOULD be di scarded
silently.

If the EAP-Initiate/ Re-auth packet is not supported by the SAP, it is
di scarded silently. The peer MJUST naintain retransm ssion tiners for
reliable transport of the EAP-Initiate/Re-auth nmessage. |If there is
no response to the EAP-Initiate/ Re-auth message fromthe server after
the necessary nunber of retransm ssions (see Section 6), the peer
MUST assune that ERP/AAK is not supported by the SAP.

5.4. TV and TLV Attributes
Wth the exception of the rRK Lifetinme and rMSK Lifetime TV payl oads,
the attributes specified in Section 5.3.4 of [RFC5296] also apply to

this docunment. In this docunment, new attributes that may be present
in the EAP-Initiate and EAP-Fi nish nessages are defined as bel ow
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0 Sequence nunber: This is a TV payload. The Type is 7

0 ERP/AAK-Key: This is a TLV payload. The Type is 8.

0 pRK Lifetinme: This is a TV payload. The Type is 9

o pMSK Lifetine: This is a TV payload. The Type is 10.

o CAP-ldentifier: This is a TLV payl oad. The Type is 11.
6. Lower-Layer Considerations

Sinmlar to ERP, some | ower-layer specifications my need to be
revised to support ERP/AAK; refer to Section 6 of [RFC5296] for
addi ti onal gui dance

7. AAA Transport Considerations

The AAA transport of ERP/ AAK nessages is the sanme as that of the ERP
message [RFC5296]. In addition, this document requires AAA transport
of the ERP/AAK keying materials delivered by the ERP/ AAK server to
the CAP. Hence, a new AAA nessage for the ERP/ AAK application should
be specified to transport the keying materials.

8. Security Considerations

This section provides an analysis of the protocol in accordance wth
the AAA key managenent requirenments specified in [ RFC4962].

o Cryptographic algorithmindependence: ERP-AAK satisfies this
requirenent. The al gorithm chosen by the peer for calculating the
authentication tag is indicated in the EAP-Initiate/ Re-auth
message. |If the chosen algorithmis unacceptable, the EAP server
returns an EAP-Fi ni sh/ Re-auth nessage with a Failure indication

0 Strong, fresh session keys: ERP-AAK results in the derivation of
strong, fresh keys that are unique for the given CAP. A pMBK is
al ways derived on demand when the peer requires a key with a new
CAP. The derivation ensures that the conprom se of one pMSK does
not result in the conpromise of a different pMSK at any tine.

o Limt key scope: The scope of all the keys derived by ERP-AAK is
wel | defined. The pRK is used to derive the pMsK for the CAP.
Di fferent sequence nunbers for each CAP MJST be used to derive a
uni que pMsK.
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0 Replay detection nmechanism For replay protection, a sequence
nunber associated with the pMsK is used. The peer increnments the
sequence nunber by one after it sends an ERP/ AAK nessage. The
server sets the expected sequence nunber to the received sequence
nunber plus one after verifying the validity of the received
message, and it responds to the nessage.

0 Authenticate all parties: The EAP Re-authentication Protoco
provi des nutual authentication of the peer and the server. The
peer and SAP are authenticated via ERP. The CAP is authenticated
and trusted by the SAP.

o Peer and authenticator authorization: The peer and authenticator
demonstrat e possession of the sanme keying material w thout
disclosing it, as part of the |ower-layer secure authentication
pr ot ocol

0 Keying material confidentiality: The peer and the server derive
the keys independently using paranmeters known to each entity.

o Uniquely naned keys: Al keys produced within the ERP context can
be referred to uniquely as specified in this docunent.

o Prevent the donino effect: Different sequence nunbers for each CAP
MJUST be used to derive the uni que pMSK so that the conpronm se of
one pMSK does not hurt any other CAP

0 Bind key to its context: The pMSKs are bound to the context in
whi ch the sequence nunbers are transmtted

0 Confidentiality of identity: This is the sane as with ERP
[ RFC5296] .

0 Authorization restriction: Al the keys derived are limted in
lifetime by that of the parent key or by server policy. Any
domai n-speci fic keys are further restricted to be used only in the
domai n for which the keys are derived. Any other restrictions of
sessi on keys may be inposed by the specific |lower |ayer and are
out of scope for this specification

9. | ANA Consi derations
| ANA has assigned five TLVs fromthe registry of EAP Initiate and
Finish Attributes maintai ned at

http://ww. i ana. or g/ assi gnnent s/ eap- nunbers/ with the foll ow ng
nunbers:
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0 Sequence nunber: This is a TV payload. The Type is 7.
0 ERP/AAK-Key: This is a TLV payload. The Type is 8.

o pRK Lifetinme: This is a TLV payload. The Type is 9.

o pMSK Lifetine: This is a TLV payload. The Type is 10.
o CAP-ldentifier: This is a TLV payl oad. The Type is 11.

Thi s docunent reuses the cryptosuites that were created for
"Re-authentication Cryptosuites" in [ RFC5296].

Further, |1 ANA has added a new |l abel in the "User Specific Root Keys
(USRK) Key Label s" sub-registry of the "Extended Master Session Key
(EVMBK) Paraneters" registry, as follows:

EAP Early-Authentication Root Key@etf.org
A newregistry for the flags in the EAP Initiate/ Re-auth-Start
message called the "EAP Initiate/ Re-auth-Start Fl ags" has been
created and a new flag (E) has been assigned as foll ows:

(E) 0x80

The rest of the values in the 8-bit field are reserved. New val ues
can be assigned by Standards Action or | ESG Approval [RFC5226].

A newregistry for the flags in the EAP Initiate/ Re-auth nessage
called the "EAP Initiate/ Re-auth Flags" has al so been created. The
followi ng flags are reserved:

(R) 0x80 [RFC5296]

(B) 0x40 [ RFC5296]

(L) O0x20 [RFC5296]
Thi s docunent assigns a new flag (E) as foll ows:

(E) 0x10

The rest of the values in the 8-bit field are reserved. New val ues
can be assigned by Standards Action or |ESG Approval .

Further, this docunent creates a newregistry for the flags in the

EAP Fi ni sh/ Re-auth nessage called the "EAP Fini sh/ Re-auth Fl ags".
The foll owi ng val ues are assi gned.

Cao, et al. St andards Track [ Page 17]



RFC 6630 ERP/ AAK June 2012

(R) 0x80 [ RFC5296]
(B) 0x40 [ RFC5296]
(L) 0x20 [ RFC5296]
Thi s docunent assigns a new flag (E) as foll ows:
(E) 0x10

The rest of the values in the 8-bit field are reserved. New val ues
can be assigned by Standards Action or |ESG approval.
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