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Abst ract

Thi s docunent describes an efficient augnented password-only

aut henti cati on and key exchange (AugPAKE) protocol where a user
renenbers a | owentropy password and its verifier is registered in
the intended server. |In general, the user password is chosen froma
smal | set of dictionary words that allows an attacker to perform
exhaustive searches (i.e., off-line dictionary attacks). The AugPAKE
protocol described here is secure agai nst passive attacks, active
attacks, and off-line dictionary attacks (on the obtained nessages

wi th passivel/active attacks), and al so provi des resistance to server
conprom se (in the context of augmented PAKE security). |In addition,
this docunment describes how the AugPAKE protocol is integrated into
the Internet Key Exchange Protocol version 2 (1KEv2).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunent is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
community. |t has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all documents approved by the I ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6628
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1.

I nt roducti on

In the real world, many applications, such as Wb mail and Internet
banki ng/ shoppi ng/ tradi ng, require secure channel s between
participating parties. Such secure channels can be established by
usi ng an aut hentication and key exchange (AKE) protocol, which allows
the involved parties to authenticate each other and to generate a
tenmporary session key. The temporary session key is used to protect
the subsequent communi cati ons between the parties.

Until now, password-only AKE (called PAKE) protocols have attracted
much attention because password-only authentication is very
convenient to the users. However, it is not trivial to design a
secure PAKE protocol due to the existence of off-line dictionary
attacks on passwords. These attacks are possible since passwords are
chosen froma relatively-snmall dictionary that allows for an attacker
to performthe exhaustive searches. This problemwas brought forth
by Bellovin and Merritt [BMB2], and nmany subsequent works have been
conducted in the literature (see some exanples in [| EEEP1363.2]). A
PAKE protocol is said to be secure if the best attack an active
attacker can take is restricted to the on-line dictionary attacks,
whi ch all ows a guessed password to be checked only by interacting
with the honest party.

An augment ed PAKE protocol (e.g., [BMB3], [RFC2945], [1SQ) provides
extra protection for server conprom se in the sense that an attacker
who obtains a password verifier froma server, cannot inpersonate the
correspondi ng user without performng off-line dictionary attacks on
the password verifier. This additional security is known as
"resistance to server conprom se". The AugPAKE protocol described in
thi s docunent is an augnmented PAKE, which al so achi eves neasurabl e

ef ficiency over some previous works (i.e., SRP [RFC2945] and AMP
[1STO). W believe the following (see [SKI10] for the formnal
security proof): 1) The AugPAKE protocol is secure agai nst passive
attacks, active attacks, and off-line dictionary attacks (on the
obt ai ned nessages with passive/active attacks), and 2) It provides
resistance to server conpromise. At the sane time, the AugPAKE
protocol has simlar conputational efficiency to the plain Diffie-
Hel | man key exchange [DH76] that does not provide authentication by
itself. Specifically, the user and the server need to conpute 2 and
2. 17 nodul ar exponentiations, respectively, in the AugPAKE protocol
After excluding pre-conmputable costs, the user and the server are
required to conpute only 1 and 1.17 nodul ar exponenti ations,
respectively. Conpared with SRP [ RFC2945] and AMP [1 SO, the AugPAKE
protocol is nore efficient 1) than SRP in terns of the user’s
conputational costs and 2) than AMP in terns of the server’'s
conput ati onal costs.
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Thi s docunent al so describes how the AugPAKE protocol is integrated
into | KEv2 [ RFC5996] .

1.1. Keywords

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. AugPAKE Specification
2.1. Underlying G oup
The AugPAKE protocol can be inplenmented over the follow ng group

0 Let p and gq be sufficiently large prines such that q is a divisor
of ((p- 1) / 2), and every factor of ((p - 1) / 2) are also
prines conparable to q in size. This pis called a "secure"
prime. By G we denote a multiplicative subgroup of prine order q
over the field GF(p), the integers nodulo p. Let g be a generator
for the subgroup G so that all the subgroup el enents are generated
by g. The group operation is denoted nultiplicatively (in nodulo

p) -

By using a secure prine p, the AugPAKE protocol has conputationa
efficiency gains. Specifically, it does not require the order check
of elenents received fromthe counterpart party. Note that the
groups defined in Discrete Logarithm Cryptography [ SP800-56A] and RFC
5114 [RFC5114] are not necessarily the above secure prinme groups.

Al'ternatively, one can inplenent the AugPAKE protocol over the
fol |l owi ng groups.

0 Let p and gq be sufficiently large prines such that p = (2 * q) +
1. This pis called a "safe" prinme. By G we denote a
mul tiplicative subgroup of prinme order q over the field GF(p), the
integers nmodulo p. Let g be any elenent of G other than 1. For
exanmple, g = h"2 nod p where h is a prinmitive element. The group
operation is denoted multiplicatively (in nodulo p).

0 Let p and gq be sufficiently large prines such that q is a divisor
of ((p- 1/ 2). By G we denote a nmultiplicative subgroup of
prime order q over the field G-(p), the integers nodulo p. Let g
be a generator for the subgroup G so that all the subgroup
el ements are generated by g. The group operation is denoted

multiplicatively (in nmodulo p). If pis not a "secure" prine, the
AugPAKE protocol MJST performthe order check of received
el enent s.
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2.2. Notation

The AugPAKE protocol is a two-party protocol where a user and a
server authenticate each other and generate a session key. The
following notation is used in this docunent:

U
The user’s identity (e.g., as defined in [RFC4282]). It is a
string in {0,1}** where {0,1}7* indicates a set of finite binary
strings.
S
The server’s identity (e.g., as defined in [RFC4282]). It is a
string in {0, 1}"*.
b = H(a)
A binary string a is given as input to a secure one-way hash
function H (e.g., SHA-2 fam |y [FIPS180-3]), which produces a
fixed-length output b. The hash function H maps {0,1}** to
{0, 1}k, where {0,1}7k indicates a set of binary strings of |length
k and k is a security paraneter
b =H(a)
A binary string a is given as input to a secure one-way hash
function H, which maps the input a in {0,1}** to the output b in
Z g™*, where Z g™* is a set of positive integers nmodul o prine qg.
al b
It denotes a concatenation of binary strings a and b in {0, 1}"*.
0x
A hexadeci mal value is shown preceded by "O0x".
X * Y nod p

It indicates a nultiplication of X and Y nodul o prine p.

X = g™"x nod p
The g™x indicates a multiplication conputation of g by x tines.
The resultant value nmodulo prine p is assigned to X. The discrete
| ogarithm problem says that it is conputationally hard to conpute
the discrete logarithmx fromX, g, and p

The password remenbered by the user. This password may be used as
an effective password (instead of itself) in the formof H (0x00

Ul S| w.
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2

w
The password verifier registered in the server. This password
verifier is conmputed as follows: W= g"w nod p where the user’s
password wis used itself, or W= g*W nod p where the effective
password w = H (Ox00 | U] S| w) is used.

bn2bi n( X)
It indicates a conversion of a nultiple precision integer Xto the
correspondi ng binary string. If X is an element over G-(p), its

bi nary representati on MJST have the sane bit length as the binary
representation of prine p.

U->S nseg
It indicates a nessage transm ssion that the user U sends a
nmessage nsg to the server S

U
It indicates a |ocal conputation of user U (w thout any outgoi ng
messages) .

1. Password Processing

The i nput password MUST be processed according to the rules of the

[ RFC4013] profile of [RFC3454]. The password SHALL be considered a
"stored string" per [RFC3454], and unassigned code points are
therefore prohibited. The output SHALL be the binary representation
of the processed UTF-8 character string. Prohibited output and
unassi gned code points encountered in SASLprep pre-processing SHALL
cause a failure of pre-processing, and the output SHALL NOT be used
with the AugPAKE protocol

The foll owi ng table shows exanples of how various character data is
transforned by the rules of the [ RFC4013] profile.

# | nput Qut put Comment s

1 | <U+00AD>X I X SOFT HYPHEN mapped to not hi ng

2 user user no transformation

3 USER USER case preserved, will not match #2

4 <U+00AA> a output is NFKC, input in |ISO 8859-1
5 <U+2168> I X output is NFKC, will match #1

6 <U+0007> Error - prohibited character

7 <U+0627><U+0031> Error - bidirectional check
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2.3. Protocol

The AugPAKE protocol consists of two phases: initialization and
actual protocol execution. The initialization phase SHOULD be
finished in a secure manner between the user and the server, and it
is performed all at once. \Wenever the user and the server need to
establish a secure channel, they can run the actual protoco
execution through an open network (i.e., the Internet) in which an
active attacker exists.

2.3.1. Initialization

u->S (U W
The user U conputes W= g*w nod p, where w is the effective
password, and transmits Wto the server S. The Wis registered in
the server as the password verifier of user U O course, user U
just renenbers password w only.

If resistance to server conpromise is not necessary and a node needs
to act as both initiator and responder, e.g., as a gateway, then the
node can store W instead of Weven when it acts as server S. In
either case, server S SHOULD NOT store any plaintext passwords.

As not ed above, this phase SHOULD be performed securely and all at
once.

2.3.2. Actual Protocol Execution
The actual protocol execution of the AugPAKE protocol allows the user

and the server to share an authenticated session key through an open
network (see Figure 1).
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Figure 1: Actual Protocol Execution

U->S (U X

The user U chooses a randomelement x fromZ_g** and conputes its
Diffie-Hell man public value X = g"x nod p. The user sends the
first message (U, X) to the server S.

S->U (SY

If the received X fromuser Uis 0, 1, or -1 (nmod p), server S
MJST terninate the protocol execution. Oherw se, the server
chooses a randomelenent y fromZ_g** and computes Y = (X *
(Wr))~y nod p where r = H(0x01 | U| S| bn2bin(X)). Note that
Xry * gMw* r *y) nmod p can be conputed fromy and (w* r * y)
efficiently using Shamir’s trick [MOV97]. Then, server S sends
the second nessage (S, Y) to the user U.

U->S V.U

If the received Y fromserver Sis 0, 1, or -1 (nod p), user U
MUST terninate the protocol execution. Oherw se, the user
computes K= Y*z nod p where z =1/ (x + (w* r)) nmod q and r =
H(0x01 | U| S| bn2bin(X)). A so, user U generates an
authenticator V.U = HO0x02 | U| S| bn2bin(X) | bn2bin(Y) |
bn2bin(K)). Then, the user sends the third nmessage V.U to the
server S
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Shi

S->U V.S

If the received V.U fromuser Uis not equal to HOx02 | U| S|
bn2bin(X) | bn2bin(Y) | bn2bin(K)) where K = g*y nod p, server S
MUST term nate the protocol execution. Oherw se, the server
generates an authenticator V.S = HOx03 | U| S| bn2bin(X) |
bn2bin(Y) | bn2bin(K)) and a session key SK = HOx04 | U| S
bn2bi n(X) | bn2bin(Y) | bn2bin(K)). Then, server S sends the
fourth message V.S to the user U.

If the received V.S fromserver Sis not equal to HOx03 | U] S|
bn2bin(X) | bn2bin(Y) | bn2bin(K)), user U MIST term nate the
protocol execution. Oherw se, the user generates a session key
SK = H(Ox04 | U| S| bn2bin(X) | bn2bin(Y) | bn2bin(K)).

In the actual protocol execution, the sequential order of nessage
exchanges is very inportant to avoid any possible attacks. For
exanple, if the server S sends the second nessage (S, Y) and the
fourth nmessage V_S together, any attacker can easily derive the
correct password wwith off-line dictionary attacks.

The session key SK, shared only if the user and the server

aut henti cate each other successfully, MAY be generated by using a key
derivation function (KDF) [SP800-108]. After generating SK, the user
and the server MJST delete all the internal states (e.g., Diffie-
Hel | man exponents x and y) from menory.

For the formal proof [SKI10] of the AugPAKE protocol, we need to
slightly change the conputation of Y (in the above S -> U (S, Y))
and K (in the above S -> U V.S) as follows: Y = (X * (Wr))?y' and K
= gy’ where y’ = H (0x05 | bn2bin(y)).

Security Considerations
Thi s section shows why the AugPAKE protocol (i.e., the actua
protocol execution) is secure against passive attacks, active
attacks, and off-line dictionary attacks, and al so provides

resi stance to server conprom se

General Assunptions
0 An attacker is conputationally bounded.
0 Any hash functions used in the AugPAKE protocol are secure in

terns of pre-inmage resistance (one-wayness), second pre-inmage
resi stance, and collision resistance.
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3.2. Security against Passive Attacks

An augnent ed PAKE protocol is said to be secure agai nst passive
attacks in the sense that an attacker, who eavesdrops the exchanged
nmessages, cannot conpute an authenticated session key (shared between
the honest parties in the protocol).

In the AugPAKE protocol, an attacker can get the messages (U, X),
(S,Y), V.U V_S by eavesdropping, and then wants to conpute the
session key SK. That is, the attacker’s goal is to derive the
correct K fromthe obtai ned nessages X and Y, because the hash
functions are secure and the only secret in the conmputation of SKis
K =g"y nod p. Note that

X = g"x nod p and
Y= (X (W))ty = XY W Fy) = XY K (ghy) Nt = Xyt KA

hold wheret =w * r nod q. Though t is deternined from possible
password candi dates and X, the only way for the attacker to extract K
fromX and Y is to conpute X*y. However, the probability for the
attacker to conpute X"y is negligible in the security paraneter for
the underlying groups since both x and y are random el enents chosen
fromz gr*. Therefore, the AugPAKE protocol is secure against
passi ve attacks.

3.3. Security against Active Attacks

An augnent ed PAKE protocol is said to be secure against active
attacks in the sense that an attacker, who conpletely controls the
exchanged nmessages, cannot conpute an authenticated session key
(shared with the honest party in the protocol) with the probability
better than that of on-line dictionary attacks. 1In other words, the
probability for an active attacker to conpute the session key is
restricted by the on-line dictionary attacks where it grows linearly
to the nunber of interactions with the honest party.

In the AugPAKE protocol, the user (respectively, the server) computes
the session key SK only if the received authenticator V_S
(respectively, V.U is valid. There are three cases to be considered
in the active attacks.

3.3.1. Inpersonation Attacks on User U
VWhen an attacker inpersonates the user U, the attacker can conmpute
the sane SK (to be shared with the server S) only if the

authenticator V.U is valid. For a valid authenticator V_U, the
attacker has to conpute the correct K from X and Y because the hash
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functions are secure. |In this inpersonation attack, the attacker of
course knows the discrete logarithmx of X and guesses a password w'’
fromthe password dictionary. So, the probability for the attacker
to conpute the correct Kis bounded by the probability of w=w"'.
That is, this inpersonation attack is restricted by the on-line
dictionary attacks where the attacker can try a guessed password
conmuni cating with the honest server S. Therefore, the AugPAKE
protocol is secure against inpersonation attacks on user U

3.3.2. Inpersonation Attacks on Server S

When an attacker inpersonates the server S, the attacker can conpute
the sane SK (to be shared with the user U) only if the authenticator
V.S is valid. For a valid authenticator V.S, the attacker has to
compute the correct K from X and Y because the hash functions are
secure. In this inpersonation attack, the attacker chooses a random
el ement y and guesses a password W' fromthe password dictionary so
t hat

Y= (X*(WAn)ny

Xty » Wh(r *y) = Xty * (ghy) "t

where t’ = w’' * r nod q. The probability for the attacker to
conpute the correct K is bounded by the probability of w=w"'.

Al so, the attacker knows whether the guessed password is equal to w
or not by seeing the received authenticator V_U  However, when wis
not equal to w', the probability for the attacker to compute the
correct Kis negligible in the security paranmeter for the underlying
groups since the attacker has to guess the discrete |logarithmx
(chosen by user U as well. That is, this inpersonation attack is
restricted by the on-line dictionary attacks where the attacker can
try a guessed password communi cating with the honest user U
Therefore, the AugPAKE protocol is secure against inpersonation
attacks on server S

3.3.3. Man-in-the-M ddl e Attacks

When an attacker perfornms the man-in-the-mddle attack, the attacker
can conpute the same SK (to be shared with the user U or the server
S) only if one of the authenticators V.U, V.S is valid. Note that if
the attacker relays the exchanged nessages honestly, it corresponds
to the passive attacks. |n order to generate a valid authenticator
V. Uor V.S, the attacker has to conpute the correct KfromX and Y
because the hash functions are secure. So, the attacker is in the
same situation as di scussed above. Though the attacker can test two
passwords (one with user U and the other with server S), it does not
change the fact that this attack is restricted by the on-line
dictionary attacks where the attacker can try a guessed password
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communi cating with the honest party. Therefore, the AugPAKE protoco
is al so secure agai nst man-in-the-m ddl e attacks.

3.4. Security against Of-line Dictionary Attacks

An augnent ed PAKE protocol is said to be secure against off-line
dictionary attacks in the sense that an attacker, who conpletely
control s the exchanged messages, cannot reduce the possible password
candi dates better than on-line dictionary attacks. Note that in the
on-line dictionary attacks, an attacker can test one guessed password
by running the protocol execution (i.e., comrunicating with the
honest party).

As discussed in Section 3.2, an attacker in the passive attacks does
not conmpute X"y (and the correct K = gy nod p) fromthe obtained
messages X, Y. This security analysis also indicates that, even if
the attacker can guess a password, the Kis derived i ndependently
fromthe guessed password. Next, we consider an active attacker
whose main goal is to performthe off-line dictionary attacks in the
AugPAKE protocol. As in Section 3.3, the attacker can 1) test one
guessed password by inpersonating the user U or the server S, or 2)
test two guessed passwords by inpersonating the server S (to the
honest user U) and inpersonating the user U (to the honest server S)
in the man-in-the-m ddl e attacks. \Whenever the honest party receives
an invalid authenticator, the party terminates the actual protoco
execution w thout sending any nessage. In fact, this is inportant to
prevent an attacker fromtesting nore than one password in the active
attacks. Since passive attacks and active attacks cannot renove the
possi bl e password candi dates nore efficiently than on-line dictionary
attacks, the AugPAKE protocol is secure against off-line dictionary
att acks.

3.5. Resistance to Server Conprom se

We consider an attacker who has obtained a (user’s) password verifier
froma server. In the (augnmented) PAKE protocols, there are two
limtations [BJKMRSWO0]: 1) the attacker can find out the correct
password fromthe password verifier with the off-line dictionary
attacks because the verifier has the same entropy as the password;
and 2) if the attacker inpersonates the server with the password
verifier, this attack is always possi bl e because the attacker has
enough information to sinulate the server. An augnented PAKE
protocol is said to provide resistance to server conpromnise in the
sense that the attacker cannot inpersonate the user w thout
performng off-line dictionary attacks on the password verifier

In order to show resistance to server conprom se in the AugPAKE
protocol, we consider an attacker who has obtained the password
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verifier Wand then tries to inpersonate the user U without off-Iline
dictionary attacks on W As a general attack, the attacker chooses
two random el enents ¢ and d from Z _g**, and computes

X = (g"c) * (Wd) nod p

and sends the first message (U, X) to the server S. In order to

i mpersonate user U successfully, the attacker has to compute the
correct K= gy nod p where y is randomly chosen by server S. After
receiving Y fromthe server, the attacker’s goal is to find out a
value e satisfying Y*e = Knod p. That is,

log g (Y*e) =1log_g K nod ¢
(c +(w *d) +(w *r)) *y*e=ynodgq
(c+wW *(d+r)) *e=1nodq

where log g Kindicates the logarithmof Kto the base g. Since
there is no off-line dictionary attacks on W the above solution is
that e =1/ cnmod g and d = -r nod q. However, the latter is not
possible since r is determined by X (i.e., r = H(0x01 | U] S
bn2bin(X))) and H is a secure hash function. Therefore, the AugPAKE
protocol provides resistance to server conprom se

I mpl enent ati on Consi deration

As discussed in Section 3, the AugPAKE protocol is secure against
passi ve attacks, active attacks, and off-line dictionary attacks, and
provi des resistance to server conpronise. However, an attacker in
the on-line dictionary attacks can check whet her one password
(guessed fromthe password dictionary) is correct or not by
interacting with the honest party. Let N be the nunber of possible
passwords within a dictionary. Certainly, the attacker’s success
probability grows with the probability of (I / N where | is the
nunber of interactions with the honest party. |In order to provide a
reasonabl e security margin, inplenentation SHOULD take a
countermeasure to the on-line dictionary attacks. For exanple, it
woul d take about 90 years to test 27(25.5) passwords with a one

m nute |ock-out for 3 failed password guesses (see Appendix A in

[ SP800- 63]) .

AugPAKE for | KEv2
1. Integration into |IKEv2

IKE is a primary conponent of |Psec in order to provide mnutual
aut henti cation and establish security associations between two peers.
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The AugPAKE protocol, described in Section 2, can be easily
integrated into | KEv2 [ RFC5996] as a "weak" pre-shared key

aut henti cation method (see Figure 2). This integrated protocol
preserves the I KEv2 structure and security guarantees (e.g., identity
protection). Note that the AugPAKE protocol can be used in three
scenarios for | KEv2: "Security Gateway to Security Gateway Tunnel ",
"Endpoi nt -t o- Endpoi nt Transport", and "Endpoint to Security Gateway
Tunnel ".

Initiator Responder

| KE_SA_INIT:

HDR, SAi 1, KEi, Ni,
N( SECURE_PASSWORD METHODS) o>
<-- HDR SArl, KEr, Nr,
N( SECURE_PASSWORD_METHODS)

| KE_AUTH:
HDR, SK {IDi, GSPMPVi), [IDr,]
SAi 2, TSi, TSr} -
<-- HDR SK {IDr, GSPMPVr)}
HDR, SK { AUTHi } >

<-- HDR, SK {AUTHr, SAr2, TSi, TSr}
Figure 2: AugPAKE into | KEv2
The changes from | KEv2 are sumari zed as fol |l ows:
0o In addition to | KEv2, one round trip is added.
o The initiator (respectively, the responder) sends an
N( SECURE_PASSWORD METHODS) notification to indicate its
willingness to use AUgPAKE in the IKE SA I NIT exchange.
0 The added val ues GSPM PVi) and GSPM PVr) in the | KE_AUTH exchange
correspond to X and Y of the AugPAKE protocol in Section 2,

respectively.

0 FromK (represented as an octet string) derived in Section 2, the
AUTH val ues in the | KE_AUTH exchange are conputed as

AUTH = prf( prf(K, "AugPAKE for |KEv2"),
<InitiatorSignedCctets> | GSPMPVi) | GSPMPVr) | ID | 1Dr)
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AUTH = prf( prf(K, "AugPAKE for |KEv2"),
<Responder Si gnedCctets> | GSPMPVr) | GSPMPVi) | IDr | ID)

5.2. Payload Formats
5.2.1. Notify Payl oad
The Notify Payl oad N( SECURE_PASSWORD METHODS) [ RFC6467], indicating a
wi |l lingness to use AugPAKE in the IKE_SA INIT exchange, is defined as
fol | ows:
1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

! Next Payload !C! RESERVED ! Payl oad Length !
el i I e i it T e e e e i i T o S e e S e T R R
Protocol ID ! SPI Si ze ! Notify Message Type !

|

e e e e e e e e e e e A e e e e e e e e b e e e e e e b e e e e
! !
~ Security Parameter |ndex (SPl) ~
I I
:I-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—:I-
! !
~ Notification Data ~
1 1
.+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-.+

As in [RFC5996], the Protocol ID and SPI Size SHALL be set to zero
and, therefore, the SPI field SHALL be enpty. The Notify Message
Type will be 16424 [ RFC6467].

The Notification Data contains the list of the 16-bit secure password
met hod nunber s:

1 2 3
012345678901234567890123456789°01
T S D S T O T o S
I Secure Password Method #1 I Secure Password Method #2 !
B i s T T i i o S o T Ji I
I Se
+

cure Password Met hod #3 [ !
B S S i i i i T T a ik S S S S S

The response Notify Payl oad contai ns exactly one 16-bit secure

password nmet hod nunber (i.e., for AugPAKE here) inside the
Notification Data field.
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5.

7.

7.

2.2. Ceneric Secure Password Method Payl oad

The Generic Secure Password Met hod (GSPM Payl oad, denoted GSPM PV)
in Section 5.1, is defined as foll ows:

1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
! Next Payload !C! RESERVED ! Payl oad Length !
el i I e i it T e e e e i i T o S e e S e T R R
! !

! Data Specific to the Secure Password Met hod !

! !
B T S i T s i i e e SEI S
The GSPM Payl oad Type will be 49 [ RFC6467].

Since the GSPMPV) value is a group elenment, the encoded octet string
is actually used in the "Data Specific to the Secure Password Mt hod"
field.

| ANA Consi der ati ons

I ANA has assigned value 2 to the method nanme "AugPAKE" fromthe
"I KEv2 Secure Password Met hods" registry in [I KEV2-1ANA].
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A. Evaluation by PAKE Selection Criteria

is a self-evaluation of the AugPAKE protocol follow ng PAKE

sel ection criteria [H10].

SEC1.:

SEC2:

SEC3:

SECA4:

SECS:

SECG:

SECY:

SECS:

| PR1:

| PR2:

| PR3:

M SC1.:

M SC2:

M SC3:

AugPAKE is zero know edge (password) proof. It is secure
agai nst passivel/active/off-line dictionary attacks. It is also
resistant to server-conprom se inpersonation attacks.

AugPAKE provi des Perfect Forward Secrecy (PFS) and is secure
agai nst Denni ng- Sacco attack

| KEv2 identity protection is preserved.

Any cryptographically secure Diffie-Hell man groups can be used.
The formal security proof of AugPAKE can be found at [ SKI10].
AugPAKE can be easily used with strong credentials.

In the case of server conprom se, an attacker has to perform
off-line dictionary attacks while conputing nodul ar
exponentiation with a password candi date.

AugPAKE i s secure regardl ess of the transform negoti ated by

| KEv2.

AugPAKE was publicly disclosed on Cct. 2008.

Al ST applied for a patent in Japan on July 10, 2008. AIST
woul d provide royal -free |icense of AugPAKE

I PR disclosure (see https://datatracker.ietf.org/ipr/1284/)

AugPAKE adds one round trip to | KEv2.

The initiator needs to conpute only 2 nodul ar exponentiati on
conputations while the responder needs to conpute 2.17
nmodul ar exponentiation conputations. AugPAKE needs to
exchange 2 group elenments and 2 hash values. This is al nost
the sane conputati on/ comuni cation costs as the plain Diffie-
Hel | man (DH) key exchange. |If we use a large (e.g.,

2048/ 3072-bits) parent group, the hash size would be
relatively snmall

AugPAKE has the sane performance for any type of secret.
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M SC4:

M SC5:

M SC6:

M SC7:

M SC8:

M SC9:

M SC10:

M SC11:

Most Efficient Augnented PAKE for | KEv2 June 2012
Internationalization of character-based passwords can be
support ed.

AugPAKE can be inplenented over any ECP (Elliptic Curve G oup
over GF[P]), EC2N (Elliptic Curve G oup over GF[2”N]), and
MODP ( Modul ar Exponentiati on Group) groups.

AugPAKE has request/response nature of |KEv2.

No additional negotiation is needed.

No Trusted Third Party (TTP) and cl ock synchronization

No additional primtive (e.g., Full Domai n Hashing (FDH)
and/ or ideal cipher) is needed.

As above, AugPAKE can be inplenmented over any ECP/ EC2N
gr oups.

Easy i nmpl enentation. W already inplenmented AugPAKE and have
been testing in Al ST.
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