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Sinplified Milticast Forwarding
Abst ract
Thi s docunent describes a Sinplified Milticast Forwardi ng (SM)

mechani smthat provides basic Internet Protocol (IP) multicast
forwarding suitable for limted wireless nmesh and nobile ad hoc

network (MANET) use. It is nainly applicable in situations where
efficient flooding represents an acceptabl e engi neering design trade-
off. It defines techniques for nulticast duplicate packet detection

(DPD), to be applied in the forwardi ng process, for both |IPv4d and

| Pv6 protocol use. This docunent al so specifies optional nmechani sns
for using reduced relay sets to achieve nore efficient nulticast data
distribution within a nesh topol ogy as conpared to C assic Fl ooding.
Interactions with other protocols, such as use of infornmation

provi ded by concurrently running unicast routing protocols or
interaction with other nulticast protocols, as well as multiple

depl oynent approaches are al so described. Distributed algorithnms for
sel ecting reduced relay sets and rel ated di scussion are provided in
the appendices. Basic issues relating to the operation of multicast
MANET border routers are discussed, but ongoing work renains in this
area and is beyond the scope of this docunent.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all docurments approved by the I ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6621
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1.

I ntroduction and Scope

Uni cast routing protocols, designed for MANET and wi rel ess nmesh use,
often apply distributed algorithns to flood routing control plane
messages within a MANET routing donmain. For exanple, algorithns
specified within [ RFC3626] and [ RFC3684] provide distributed nethods
of dynamically electing reduced relay sets that attenpt to
efficiently flood routing control nmessages while maintaining a
connected set under dynam c topol ogi cal conditions.

Sinplified Milticast Forwarding (SMF) extends the efficient flooding
concept to the data forwardi ng plane, providing an appropriate

mul ticast forwarding capability for use cases where | ocalized,
efficient flooding is considered an effective design approach. The
baseline design is intended to provide a basic, best-effort multicast
forwarding capability that is constrained to operate within a single
MANET routing donain.

An SMF routing domain is an instance of an SMF routing protocol with
common policies, under a single network admnistration authority.
The main design goals of this docunent are to:

0 adapt efficient relay sets in MANET environnents [RFC2501], and

o define the needed IPv4 and I Pv6 multicast duplicate packet
detection (DPD) mechani sms to support nulti-hop packet forwarding.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

The ternms introduced in [ RFC5444], including "packet", "nessage",
"TLV Bl ock", "TLV"', and "address", are to be interpreted as described
t her ei n.
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The foll owi ng abbreviations are used throughout this docunent:
o e e - T +
| Abbreviation | Definition |
oo s e m m e e e e e e e e e e e e e e e e e e e e e e eeao o +
| MANET | Mobile Ad Hoc Network |
| SMF | Sinplified Miulticast Forwarding |
| CF | d assic Flooding |
| CDS | Connected Dom nating Set |
| MPR | Multipoint Relay |
| S-MPR | Source-based MPR |
| MPR-CDS | MPR-based CDS |
| E-CDS | Essential CDS |
| NHDP | Nei ghborhood Di scovery Protocol |
| DPD | Duplicate Packet Detection |
| 1-DPD | ldentification-based DPD |
| H DPD | Hash-based DPD |
| HAV | Hash assist val ue |
| FIB | Forwarding Informati on Base |
| TLV | type-Iength-val ue encodi ng |
| DoS | Denial of Service |
| SMF Router | A MANET Router inplenmenting the protocol specified |
| | in this docunent |
| SMF Routing | A MANET Routing Domai n wherein the protocol |
| Domain | specified in this docunent is operating |
S o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

3. Applicability Statenent
Wthin dynanmic wireless routing topol ogies, maintaining traditional
forwarding trees to support a multicast routing protocol is often not
as effective as in wired networks due to the reduced reliability and
i ncreased dynam cs of nmesh topol ogies [ MGL0O4][GW9]. A basic packet
forwardi ng service reaching all connected routers running the SMF
protocol within a MANET routing domain may provide a useful group
conmmuni cati on paradi gm for various classes of applications, for
exanple, nultinedia streaning, interactive group-based nessagi ng and
appl i cations, peer-to-peer mddl eware nulticasting, and nulti-hop
mobi | e di scovery or registration services. SMF is likely only
appropriate for deploynent in limted dynam ¢ MANET routing domai ns
(further defined as administratively scoped nulticast forwarding
domains in Section 9.2) so that the flooding process can be
cont ai ned.
A design goal is that hosts may also participate in nulticast traffic
transm ssion and reception with standard | P network-|ayer senmantics
(e.g., special or unnecessary encapsul ation of | P packets should be
avoided in this case). SM- deploynents are able to connect and
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interoperate with existing standard nulticast protocols operating
within nore conventional Internet infrastructures. To this end, a
mul ti cast border router or proxy nechani sm MJST be used when depl oyed
al ongside nore fixed-infrastructure IP multicast routing such

Prot ocol |ndependent Multicast (PIM variants [ RFC3973] [ RFC4601].
Experimental SMF inplenentations and depl oynents have denonstrat ed
gateway functionality at MANET border routers operating with existing
external IP nmulticast routing protocols [CDHW7][ DHSO8] [ DH®X9]. SMF
may be extended or combined with other nmechanisns to provide
increased reliability and group-specific filtering; the details for
this are out of the scope of this docunent.

Thi s docunent does not presently support forwarding of packets with
di rected broadcast addresses as a destination [ RFC2644].

4. Overview and Functi oni ng

Figure 1 provides an overview of the |ogical SMF router architecture,
consi sting of "Neighborhood Discovery", "Relay Set Selection", and
"Forwardi ng Process" components. Typically, relay set selection (or
sel f-el ection) occurs based on dynam c input from a nei ghbor hood

di scovery process. SM supports the case where nei ghborhood

di scovery and/or relay set selection information is obtained froma
coexi stent process (e.g., a |lower-layer nechani smor a unicast
routing protocol using relay sets). |In sonme algorithmdesigns, the
forwardi ng decision for a packet can al so depend on previ ous hop or
incomng interface information. The asterisks (*) in Figure 1 mark
the primtives and rel ationshi ps needed by relay set algorithns
requiring previous-hop packet-forwardi ng know edge.

I
Nei ghbor hood

I I I
| | Relay Set |
| Discovery [------------- > Selection |
| | nei ghbor | |
I I info I I
\ /
\ /
nei ghbor\ [ f orwar di ng
info* . /[ status
\ | | /
‘--> Forwarding |<--’
| Process |
> | >
i ncom ng packet, f orwar ded packets

interface id*, and
previ ous hop*

Figure 1: SMF Router Architecture
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Certain IP multicast packets, defined in Sections 9.2 and 5, are
"non-forwardabl e". These multicast packets MJST be ignored by the
SMF forwardi ng engi ne. The SMF forwardi ng engi ne MAY al so work with
policies and managenent interfaces to allow additional filtering
control over which nulticast packets are considered for potential SM
forwarding. This interface would allow nore refined dynanic
forwardi ng control once such techniques are matured for MANET
operation. At present, further discussion of dynamic control is left
to future work.

I nt eroperabl e SMF i npl enent ati ons MUST use conpati bl e DPD appr oaches
and be able to process the header options defined in this docunent
for 1 Pv6 operation.

Classic Flooding (CF) is defined as the sinplest case of SMF

mul ticast forwarding. Wth CF, all SMF routers forward each received
mul ti cast packet exactly once. |In this case, the need for any relay
set sel ection or nei ghborhood topology information is elininated, at
t he expense of additional network overhead incurred from unnecessary
packet retransm ssions. Wth CF, the SM- DPD functionality is stil
required. While SMF supports CF as a node of operation, the use of
nmore efficient relay set nodes is RECOVMENDED in order to reduce
contention and congestion caused by unnecessary packet

retransm ssions [ NTSC99] .

An efficient reduced relay set is constructed by selecting and

updati ng, as needed, a subset of all possible routers in a MANET
routing domain to act as SM- forwarders. Known distributed relay set
sel ection algorithnms have denponstrated the ability to provide and

mai ntain a dynami c connected set for forwarding rmulticast |P packets
[MDCO4]. A few such relay set selection algorithns are described in
the appendi ces of this docunment, and the basic designs borrow
directly from previously docunented | ETF work. SMr relay set
configuration is extensible, and additional relay set algorithns
beyond t hose specified here can be accommpdated in future work.

Det erni ni ng and nmaintaining an optim zed set of relays generally
requi res dynam c nei ghborhood topol ogy information. Nei ghborhood
topol ogy di scovery functions MAY be provided by a MANET uni cast
routing protocol or by using the MANET Nei ghborhood Di scovery

Prot ocol (NHDP) [RFC6130], operating concurrently with SM~. This
specification also allows alternative |ower-layer interfaces (e.g.,
radio router interfaces) to provide the necessary nei ghborhood
information to aid in supporting nore effective relay set selection
An SMF inpl ementati on SHOULD provide the ability for multicast
forwarding state to be dynam cally managed per operating network
interface. The relay state naintenance options and interactions are
outlined in Section 7. This document states specific requirenments
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for nei ghborhood di scovery with respect to the forwardi ng process and
the relay set selection algorithns described herein. For deternining
dynanmic relay sets in the absence of other control protocols, SM
relies on NHDP to assist in IP-layer 2-hop nei ghborhood discovery and
mai nt enance for relay set selection. "SMF_TYPE" and "SM-_NBR TYPE"
Message and Address Bl ock TLV structures (per [RFC5444]) are defined
by this document for use with NHDP to carry SMF-specific infornmation.
It is RECOWENDED that all routers perform ng SMF operation in
conjunction with NHDP include these TLV types in any NHDP HELLO
messages generated. This capability allows for routers participating
in SMF to be explicitly identified along with their respective
dynanic relay set algorithmconfiguration

5. SMF Packet Processing and Forwardi ng

The SMF packet processing and forwarding actions are conducted with
the follow ng packet handling activities:

1. Processing of outbound, locally generated nulticast packets.

2. Reception and processing of inbound packets on specific network
interfaces.

The purpose of intercepting outbound, locally generated nulticast
packets is to apply any added packet marking needed to satisfy the
DPD requirements so that proper forwarding may be conducted. Note
that for sone system configurations, the interception of outbound
packets for this purpose is not necessary.

I nbound nul ticast packets are received by the SMF inpl enentati on and
processed for possible forwarding. SM inplenentations MIST be
capabl e of forwarding IP nulticast packets with destination addresses
that are not router-local and link-local for I1Pv6, as defined in

[ RFC4291], and that are not within the local network control block as
defined by [ RFC5771].

This will support generic nulti-hop nulticast application needs or
distribute designated nulticast traffic ingressing the SMF routing
domai n via border routers. The nulticast addresses to be forwarded
shoul d be nmaintained by an a priori list or a dynam c forwarding
informati on base (FIB) that MAY interact with future MANET dynanic
group nenbershi p extensi ons or managenent functions.

The SL- MANET- ROUTERS mul ticast group is defined to contain al

routers within an SMF routing domain, so that packets transmitted to
the nmulticast address associated with the group will be attenpted to
be delivered to all connected routers running SM-. Due to the nobile
nature of a MANET, routers running SMF nmay not be topol ogically
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connected at particular times. For |IPv6, SL-MANET-ROUTERS is
specified to be "site-local”". Mnimally, SMF MJST forward, as
instructed by the relay set selection algorithm unique (non-
duplicate) packets received for SL- MANET- ROUTERS when the Tine to
Live (TTL) / hop limt or hop limt value in the |IP header is greater
than 1. SMF MUST forward all additional global-scope multicast
addresses specified within the dynam c FIB or configured list as
well. In all cases, the follow ng rules MJST be observed for SMF
mul ti cast forwarding:

1. Any IP packets not addressed to an I P nulticast address MJUST NOT
be forwarded by the SMF forwardi ng engine.

2. IP nmulticast packets with TTL/hop limt <= 1 MJST NOT be
f or war ded

3. Link local IP nulticast packets MJST NOT be forwarded.

4. Incoming IP multicast packets with an | P source address matching
one of those of the Iocal SMF router interface(s) MJST NOT be
f or war ded

5. Received franes with the Media Access Control (MAC) source
address mat ching any MAC address of the router’s interfaces MJST
NOT be forwarded.

6. Received packets for which SMF cannot reasonably ensure tenpora
DPD uni queness MUST NOT be forwarded.

7. Prior to being forwarded, the TTL/hop limt of the forwarded
packet MUST be decremented by one.

Note that rule #4 is inportant because over sonme types of wreless
interfaces, the originating SM- router may receive retransm ssions of
its own packets when they are forwarded by adjacent routers. This
rul e avoi ds unnecessary retransni ssion of |ocally generated packets
even when ot her forwardi ng decision rules would apply.

An additional processing rule also needs to be considered based upon
a potential security threat. As discussed in Section 10, there is a
potential DoS attack that can be conducted by renotely "preview ng"
(e.g., via a directional receive antenna) packets that an SMF router
woul d be forwarding and conducting a "pre-play" attack by
transmtting the packet before the SMF router woul d ot herw se receive
it, but with a reduced TTL/hop Iimt field value. This form of
attack can cause an SMF router to create a DPD entry that woul d bl ock
the proper forwarding of the valid packet (with correct TTL/ hop
limt) through the SMF routing domain. A RECOVMENDED approach to
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prevent this attack, when it is a concern, would be to cache tenporal
packet TTL/hop limt values along with the per-packet DPD state (hash
val ue(s) and/or identifier as described in Section 6). Then, if a
subsequent matching (with respect to DPD) packet arrives with a
|arger TTL/hop limt value than the packet that was previously
forwarded, SMF should forward the new packet and update the TTL/hop
limt value cached with corresponding DPD state to the new, |arger
TTL/hop limt value. There may be tenporal cases where SMF woul d
unnecessarily forward sonme duplicate packets using this approach, but
those cases are expected to be mnimal and accept abl e when conpared
with the potential threat of denied service

Once the SMF nul ticast forwarding rul es have been applied, an SMF

i mpl ement ati on MUST nake a forwardi ng deci si on dependent upon the
relay set selection algorithmin use. |If the SMF inplenmentation is
using Cassic Flooding (CF), the forwarding decision is inplicit once
DPD uni queness is determned. Oherw se, a forwardi ng decision
depends upon the current interface-specific relay set state. The
descriptions of the relay set selection algorithns in the appendices
to this document specify the respective heuristics for nulticast
packet forwardi ng and specific DPD or other processing required to
achi eve correct SMF behavior in each case. For exanple, one class of
forwarding is based upon relay set selection status and the packet’s
previ ous hop, while other classes designate the local SM- router as a
forwarder for all neighboring routers.

6. SM- Duplicate Packet Detection

Duplicate packet detection (DPD) is often a requirement in MANET or
wi rel ess mesh packet forwardi ng nechani sns because packets nay be
transmtted out via the sane physical interface as the one over which
they were received. Routers nmay al so receive multiple copies of the
same packets fromdifferent neighbors or interfaces. SM- operation
requires DPD, and inpl enentati ons MJST provi de nmechani sns to detect
and reduce the likelihood of forwardi ng duplicate nulticast packets
usi ng temporal packet identification. 1t is RECOMVENDED this be

i mpl emented by keeping a history of recently processed multicast
packets for conparison with incom ng packets. A DPD packet cache

hi story SHOULD be kept |ong enough so as to span the maxi num networ k
traversal lifetinme, MAX PACKET LIFETIME, of multicast packets being
forwarded within an SMF routing domain. The DPD nmechani sm SHOULD
avoi d keepi ng unnecessary state for packet flows such as those that
are locally generated or link-local destinations that woul d not be
considered for forwarding, as presented in Section 5.

For both IPv4 and I Pv6, this docunent describes two basic nulticast

dupl i cate packet detection nechani sns: header content identification-
based (I-DPD) and hash-based (H DPD) duplicate packet detection.
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|-DPD i s a mechani sm using specific packet headers, and option
headers in the case of IPv6, in conbination with flow state to
estimate the temporal uniqueness of a packet. H DPD uses hashing
over header fields and payl oad of a multicast packet to provide an
estimati on of tenporal uniqueness.

Trade-offs of the two approaches to DPD nerit different
consi der ati ons dependent upon the specific SMF depl oynent scenari o.

Because of the potential addition of a hop-by-hop option header with
I Pv6, all SMF routers in the sane SMF depl oynents MJST be confi gured
so as to use a comon nechani smand DPD al gorithm The main

di fference between | Pv4 and | Pv6 SMF DPD specifications is the

avoi dance of any additional header options for |Pv4.

For each network interface, SMF inplenentations MJST nmi ntain DPD
packet state as needed to support the forwardi ng heuristics of the
relay set algorithmused. |n general, this involves keeping track of
previously forwarded packets so that duplicates are not forwarded,
but some relay techni ques have additional considerations, such as
those di scussed in Appendi x B. 2.

Additional details of |I-DPD and H DPD processing and nai nt enance for
different classes of packets are described in the follow ng
subsecti ons.

6.1. |1Pv6 Duplicate Packet Detection

Thi s section describes the nechani sns and options for SM- | Pv6 DPD.
The base | Pv6 packet header does not provide an explicit packet
identification header field that can be exploited for |-DPD. The
followi ng options are therefore described to support |Pv6 DPD:

1. a hop-by-hop SM- _DPD option header, defined in this docunent
(Section 6.1.1),

2. the use of IPv6 fragnment header fields for I-DPD, if one is
present (Section 6.1.2),

3. the use of |Psec sequencing for |-DPD when a non-fragnented,
| Psec header is detected (Section 6.1.2), and

4. an H DPD approach assisted, as needed, by the SM~_DPD option
header (Section 6.1.3).

SMF MUST provide a DPD marki ng nodul e that can insert the hop-by-hop

| Pv6 header option, defined in Section 6.1.1. This nodule MJST be
i nvoked after any source-based fragnmentation that may occur with
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| Pv6, so as to ensure that all fragnents are suitably marked. SM
IPv6 DPD is presently specified to allow either a packet hash or
header identification method for DPD. An SMF inpl enentati on MJST be
configured to operate either in |-DPD or H DPD node and performthe
correspondi ng tasks, outlined in Sections 6.1.2 and 6. 1. 3.

6.1.1. |1Pv6 SMF_DPD Option Header

This section defines an | Pv6 Hop-by-Hop Option [ RFC2460], SM-_DPD, to
serve the purpose of unique packet identification for |IPv6 |-DPD.
Additionally, the SM-_DPD option header provides a nmechanismto

guar antee non-collision of hash values for different packets when

H DPD i s used.

If this is the only hop-by-hop option present, the optional Taggerld
field (see below) is not included, and the size of the DPD packet
identifier (sequence nunber) or hash token is 24 bits or less, this
will result in the addition of 8 bytes to the | Pv6 packet header

i ncluding the "Next Header", "Header Extension Length", SM~_DPD
option fields, and paddi ng.

0 1 2 3
01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S

C. | 0] 0] 0] 01000 | Opt. Data Len
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
|H DPD ldentifier Option Fields or Hash Assist Val ue
el i I e i it T e e e e i i T o S e e S e T R R

Figure 2: | Pv6 SM-_DPD Hop-by-Hop Option Header

"Option Type" = 00001000. The highest order three bits are 000
because this specification requires that routers not recognizing this
option type skip over this option and continue processing the header
and that the option nmust not change en route [ RFC2460].

"Opt. Data Len" = Length of option content (i.e., 1 + (<lIdType> ?
(<ldLen> + 1): 0) + Length(DPD ID)).

"Hbit" = a hash indicator bit value identifying DPD marking type. O
== sequence- based approach with optional Taggerld and a tupl e-based
sequence nunber. 1 == indicates a hash assist value (HAV) field
follows to aid in avoi di ng hash-based DPD col | i si ons.

VWhen the "H-bit" is cleared (zero value), the SM-_DPD format to

support |-DPD operation is specified as shown in Figure 3 and defines
t he extension header in accordance with [ RFC2460].
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0 1 2 3
01234567890123456789012345678901
T T I e T
| 0] 0]0] 01000 | Opt. Data Len |
i S i I S S S T S S e

| O] Ti dTy| TidLen]| Taggerld (optional) ... |
e R EEoh D o o T e ek
| | Identifier

B i s T T i i o S o T Ji I
Figure 3: IPv6 SM-_DPD Option Header in |-DPD node

"TidTy" = a 3-bit field indicating the presence and type of the
optional Taggerld field.

"TidLen" = a 4-bit field indicating the length (in octets) of the
foll owi ng Taggerld field.

"Taggerld" = a field, is used to differentiate multiple ingressing
border gateways that may commonly apply the SMF_DPD option header to
packets froma particular source. Table 1 lists the Taggerld types
used in this docunent:

| | I'ndicates no Taggerld field is present. "TidLen" MJST |
| | also be set to ZERO |
| | A Taggerld of non-specific context is present. "TidLen |
| | + 1" defines the length of the Taggerld field in bytes. |
| IPv4 | A Taggerld representing an |IPv4 address is present. The

| | "TidLen" MJST be set to 3. |
| | A Taggerld representing an |IPv6 address is present. The

| | "TidLen" MJST be set to 15. |

Table 1: Taggerld Types

This format allows a quick check of the "TidTy" field to determne if
a Taggerld field is present. If "TidTy" is NULL, then the | ength of
the DPD packet <ldentifier> field corresponds to (<Qpt. Data Len> -
1). If the <TidTy> is non-NULL, then the I ength of the Taggerld
field is equal to (<TidLen> - 1), and the remmi nder of the option
data conprises the DPD packet <ldentifier> field. Wen the Taggerld
field is present, the <ldentifier> field can be consi dered a uni que
packet identifier in the context of the <Taggerld:srcAddr: dst Addr>
tuple. Wen the Taggerld field is not present, then it is assuned
that the source applied the SM- DPD option and the <ldentifier> can
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be considered unique in the context of the |Pv6 packet header
<srcAddr: dst Addr> tuple. |1Pv6 |-DPD operation details are in
Section 6.1.2.

When the "Hbit" in the SM-_DPD option data is set, the data content
value is interpreted as a hash assist value (HAV) used to facilitate
H DPD operation. In this case, the source or ingressing gateways
apply the SM- DPD with an HAV only when required to differentiate the
hash val ue of a new packet with respect to hash values in the DPD
cache. This situation can be detected locally on the router by
runni ng the hash al gorithm and checking the DPD cache, prior to

i ngressing a previously unmarked packet or a locally sourced packet.
This hel ps to guarantee the uni queness of generated hash val ues when
H DPD is used. Additionally, this avoids the added overhead of

appl ying the SM-_DPD option header to every packet. For many hash
algorithms, it is expected that only sparse use of the SM-_DPD option
may be required. The format of the SMF_DPD opti on header for H DPD
operation is given in Figure 4.

0 1 2 3
01234567890123456789012345678901

R o o e e i i e S S S s T S S S S e e ik i e R
| 0] 0] O] OptType | Opt. Data Len |
+++++++++++++++++++++++++++++++++

| 1] Hash Assi st Val ue (HAV)
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 4: I Pv6 SMF_DPD Option Header in H DPD Mde

The SMF_DPD option should be applied with an HAV to produce a uni que
hash di gest for packets within the context of the |IPv6 packet header
<srcAddr>. The size of the HAV field is inmplied by "Opt. Data Len"
The appropriate size of the field depends upon the collision
properties of the specific hash algorithmused. Mre details on |IPv6
H DPD operation are provided in Section 6.1.3.

6.1.2. |Pv6 ldentification-Based DPD

Table 2 summari zes the 1 Pv6 |-DPD processing and forwardi ng deci sion
approach. Wthin the table, "*' indicates an ignore field condition
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Macker

------------- e
| Pv6 | 1Pv6 | 1Pv6 | SMF I Pv6 |-DPD Mbde Action

Fr agnment | I'Psec | I-DPD | |

Header | Header | Header | |

------------- T

Pr esent | * | Not | Use Fragnent Header |-DPD |

| | Present | Check and Process for |

| | | Forwarding |

Not Present | Present | Not | Use | Psec Header |-DPD |

| | Present | Check and Process for |

| | | Forwarding |

Pr esent | * | Present | I'nvalid; do not forward. |

Not Present | Present | Present | I'nvalid; do not forward. |

Not Present | Not | Not | Add |-DPD Header, and |

| Present | Present | Process for Forwarding |

Not Present | Not | Present | Use |-DPD Header Check and |

| Present | | Process for Forwarding |

------------- e

Table 2: 1 Pv6 |-DPD Processing Rul es

If a received IPv6 nulticast packet is an IPv6 fragment, SMF MJUST
use the fragnent extension header fields for packet
identification. This identifier can be considered unique in the
context of the <srcAddr:dstAddr> of the |P packet.

If the packet is an unfragnented |IPv6 | Psec packet, SMF MJST use
I Psec fields for packet identification. The |IPsec header
<sequence> field can be considered a unique identifier in the
context of the <IPsecType: srcAddr: dst Addr: SPI > where "I PsecType"
is either Authentication Header (AH) or Encapsul ating Security
Payl oad (ESP) [RFC4302].

For unfragnented, non-I|Psec | Pv6 packets, the use of the SM-_DPD
option header is necessary to support |-DPD operation. The
SMF_DPD option header is applied in the context of the <srcAddr>
of the I P packet. Hosts or ingressing SMF gateways are
responsible for applying this option to support DPD. Table 3
summari zes these packet identification types:
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R o m e e e e e e e eee— oo S +
| I'Pv6 | Packet DPD I D Cont ext | Packet DPD ID |
| Packet | | |
| Type I I I
Fom e o mm e e e e e e eee oo s Fom e e e e e oo s +
| Fragment | <srcAddr:dstAddr> | <fragnentOffset:id> |
| I'Psec | <l PsecType: srcAddr: dst Addr: SPI > | <sequence> |
| Packet | | |
| Regul ar | <[Tagger!ld:]srcAddr: dst Addr> | <SMF_DPD option |
| Packet | | header id> |
Fom e o mm e e e e e e eee oo s Fom e e e e e oo s +

Table 3: I Pv6 |-DPD Packet Identification Types

"I PsecType" is either Authentication Header (AH) or Encapsul ating
Security Payl oad (ESP).

The "Taggerld" is an optional field of the IPv6 SMF_DPD option
header .

. 1. 3. | Pv6 Hash- Based DPD

A default hash-based DPD approach (H DPD) for use by SMF is specified
as follows. An SHA-1 [RFC3174] hash of the non-nutabl e header
fields, options fields, and data content of the IPv6 nulticast packet
is used to produce a 160-bit digest. The approach for cal cul ating
this hash value SHOULD foll ow the sanme guidelines described for
calculating the Integrity Check Value (I1CV) described in [ RFC4302]
with respect to non-nutable fields. This approach should have a
reasonably | ow probability of digest collision when packet headers
and content are varying. SHA-1 is being applied in SMF only to
provide a | ow probability of collision and is not being used for
cryptographi c or authentication purposes. A history of the packet
hash val ues SHOULD be nmintained within the context of the |Pv6
packet header <srcAddr>. SM ingress points (i.e., source hosts or
gateways) use this history to confirmthat new packets are unique
with respect to their hash value. The hash assist value (HAV) field
described in Section 6.1.1 is provided as a differentiating field
when a digest collision wuld otherwise occur. Note that the HAV is
an inmutabl e option field, and SMF MUST process any i ncluded HAV

val ues (see Section 6.1.1) in its hash cal culation

If a packet results in a digest collision (i.e., by checking the

H DPD di gest history) within the DPD cache kept by SMF forwarders,
the packet SHOULD be silently dropped. |If a digest collisionis
detected at an SMF ingress point, the H DPD option header is
constructed with a randomy generated HAV. An HAV is recal cul ated as
needed to produce a non-colliding hash value prior to forwarding.
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The nul ticast packet is then forwarded with the added | Pv6 SM-_DPD
option header. A comon hash approach MJST be used by SMF routers
for the applied HAV to consistently avoid hash collision and thus

i nadvertent packet drops.

The SHA-1 indexing and | Pv6 HAV approaches are specified at present
for consistency and robustness to suit experinental uses. Future
approaches and experinmentati on may di scover design trade-offs in hash
robust ness and efficiency worth considering. Enhancenents MAY

i ncl ude reduci ng the nmaxi mum payl oad |l ength that is processed,
determ ning shorter indexes, or applying nore efficient hashing
algorithnms. Use of the HAV functionality nmay allow for application
of "lighter-weight" hashing techniques that night not have been
initially considered otherw se due to poor collision properties.
Such techni ques coul d reduce packet-processi ng overhead and menory
requirenents.

6.2. | Pv4 Duplicate Packet Detection

This section describes the nechanisns and options for |1Pv4 DPD. The
followi ng areas are described to support |Pv4 DPD:

1. the use of IPv4 fragment header fields for |-DPD when they exi st
(Section 6.2.1),

2. the use of |IPsec sequencing for |-DPD when a non-fragnented | Pv4
| Psec packet is detected (Section 6.2.1), and

3. an H DPD approach(Section 6.2.2) when neither of the above cases
can be appli ed.

Al t hough the | Pv4 datagram has a 16-bit ldentification (ID) field as
specified in [RFC0791], it cannot be relied upon for DPD purposes due
to comon conputer operating systeminplenentation practices and the
reasons described in the updated specification of the IPv4 ID Field
[1 PV4-1 D UPDATE]. An SMF | Pv4 DPD marking option like the | Pv6e
SMF_DPD option header is not specified since | Pv4 header options are
not as tractable for hosts as they are for IPv6. However, when |Psec
is applied or |Pv4 packets have been fragnented, the |-DPD approach
can be applied reliably using the correspondi ng packet identifier
fields described in Section 6.2.1. For the general |Pv4 case (nhon-

| Psec and non-fragnented packets), the H DPD approach of

Section 6.2.2 i s RECOMVENDED.
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Since | Pv4 SMF does not specify an option header, the
interoperability constraints are | ooser than in the I Pv6 version, and
forwarders nmay operate with m xed H DPD and |-DPD nodes as | ong as
they consistently performthe appropriate DPD routines outlined in
the follow ng sections. However, it is RECOWENDED that a depl oynent
be configured with a conmon node for operational consistency.

6.2.1. | Pv4 ldentification-Based DPD

Table 4 summari zes the 1 Pv4d | -DPD processi ng approach once a packet
has passed the basic forwardable criteria described in Section 5. To
summari ze, for IPv4, |-DPD is applicable only for packets that have
been fragnented or have | Psec applied. |In Table 4, '*' indicates an
ignore field condition. DF, M-, and Fragnent offset correspond to
related fields and flags defined in [ RFCO791].

S S S R ocmmnaaan . +
| DF | MF | Fragment | |Psec | I'Pv4 |-DPD Action |
| flag | flag | offset | | |
Fom e e - - Fom e e - - Fomm oo - B o m e e e e e e e e e +
| 1 | 1 | * | * | I'nvalid; do not forward. |
| 1 | O | nonzero | * | I'nvalid; do not forward. |
| * | O | zero | not | Use H DPD check instead |
| | | | Present | |
| * | O | zero | Present | |Psec enhanced Tuple |-DPD |
| | | | | Check and Process for |
| | | | | Forwarding |
| O | O | nonzero | * | Extended Fragnent O fset Tuple |
| | | | | I-DPD Check and Process for |
| | | | | Forwarding |
| O | 1 | zero or | * | Extended Fragnment O fset Tuple |
| | | nonzero | | I-DPD Check and Process for |
| | | | | Forwarding |
+o-m - - +o-m - - TS R T +

Table 4: I Pv4 |-DPD Processing Rul es

For performance reasons, |Pv4 network fragnentati on and reassenbly of
mul ticast packets within wirel ess MANET networks should be m nim zed,
yet SMF provides the forwardi ng of fragnments when they occur. |If the
I Pv4 nulticast packet is a fragnent, SMF MJUST use the fragnmentation
header fields for packet identification. This identification can be
consi dered tenporally unique in the context of the <protocol:srcAddr
dst Addr> of the IPv4 packet. |If the packet is an unfragnented |Pv4

| Psec packet, SMF MJUST use | Psec fields for packet identification

The | Psec header <sequence> field can be considered a unique
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identifier in the context of the <l PsecType: srcAddr: dst Addr: SPI >
where "Il PsecType" is either AH or ESP [RFC4302]. Table 5 sunmmarizes
these packet identification types:

Fom e o mm e e e e e e eee oo s Fom e e e e e oo s +
| I'Pv4 | Packet ldentification Context | Packet ldentifier |
| Packet | | |
| Type I I I
R o e e e e e e e e e e e e e e o e e e e e oo - +
| Fragnment | <protocol:srcAddr: dst Addr > | <fragmentCOffset:id>

| I'Psec | <l PsecType: srcAddr: dst Addr: SPI > | <sequence> |
| Packet | | |
R o m e e e e e e e eee— oo S +

Table 5: 1 Pv4 |-DPD Packet Identification Types

"I PsecType" is either Authentication Header (AH) or Encapsul ating
Security Payl oad (ESP)

6. 2. 2. | Pv4 Hash- Based DPD

The hashing technique here is simlar to that specified for IPv6 in
Section 6.1.3, but the H DPD header option with HAV is not
considered. To ensure consistent |Pv4d H DPD operation anbng SM-
routers, a default hashing approach is specified. A comon DPD
hashi ng al gorithmfor an SMF routing area i s RECOWENDED because
colliding hash values for different packets result in "false
positive" duplicate packet detection, and there is small probability
that valid packets nmay be dropped based on the hashi ng technique
used. Since the "hash assist value" approach is not available for

| Pv4, use of a common hashi ng approach m nimizes the probability of
hash col Ii si on packet drops over multiple hops of forwarding.

SMF MUST performa SHA-1 [ RFC3174] hash of the i mutabl e header
fields, option fields, and data content of the IPv4 nulticast packet
resulting in a 160-bit digest. The approach for calcul ating the hash
val ue SHOULD foll ow the sanme guidelines described for calculating the
Integrity Check Value (ICV) described in [ RFC4302] with respect to
non-nutable fields. A history of the packet hash val ues SHOULD be
mai ntained in the context of <protocol:srcAddr:dst Addr>. The context
for IPvd is nore specific than that of |Pv6 since the SM-_DPD HAV
cannot be enployed to nitigate hash collisions. A RECOMVENDED

i npl erentation detail for IPv4 HDPD is to concatenate the 16-bit
IPv4 I D value with the computed hash value as an extended DPD hash
val ue that may provide reduced hash collisions in the cases where the
IPv4 ID field is being set by host operating systens or gateways.
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When this approach is taken, the use of the supplenental "interna
hash" techni que as described in Section 10 is RECOMVENDED as a
security neasure.

The SHA-1 hash is specified at present for consistency and
robustness. Future approaches and experinentati on nmay di scover
design trade-offs in hash robustness and efficiency worth considering
for future revisions of SM~. This MAY include reduci ng the packet
payl oad length that is processed, determ ning shorter indexes, or
applying a nore efficient hashing algorithm

7. Relay Set Selection

SMFis flexible in its support of different reduced relay set
mechani sms for efficient flooding, the constraints inposed herein
being detailed in this section.

7.1. Non-Reduced Rel ay Set Forwarding

SMF i mpl enent ati ons MUST support CF as a basic forwardi ng mechani sm
when reduced relay set information is not avail able or not selected
for operation. In CF node, each router transmts a packet once that
has passed the SMF forwarding rules. The DPD techni ques described in
Section 6 are critical to proper operation and prevention of
dupl i cate packet retransm ssions by the sanme rel ays.

7.2. Reduced Relay Set Forwarding

MANET reduced relay sets are often achieved by distributed al gorithns
that can dynami cally cal culate a topol ogi cal connected dom nating set
(CDS).

A goal of SMF is to apply reduced relay sets for nore efficient

mul ticast di ssem nation wthin dynam c topol ogies. To acconplish
this, an SMF i npl ementati on MJST support the ability to nodify its
mul ti cast packet forwarding rul es based upon relay set state received
dynanically during operation. |In this way, SMF operates effectively
as nei ghbor adj acencies or nulticast forwarding policies within the

t opol ogy change.

In early SMF experinmental prototyping, the relay set information was
derived from coexi stent unicast routing control plane traffic

fl oodi ng processes [MDCO4]. Fromthis experience, extra pruning
consi derations were sonetinmes required when utilizing a relay set
froma separate routing protocol process. As an exanple, relay sets
formed for the unicast control plane flooding MAY include additiona
redundancy that may not be desired for multicast forwardi ng use
(e.g., biconnected relay set).
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Here is a recommended criteria list for SMF relay set sel ection
al gorithm candi dat es:

1. Robustness to topological dynam cs and nmobility
2. Localized election or coordination of any relay sets

3. Reasonable mnimzation of CDS relay set size given the above
constraints

4. Heuristic support for preference or election netrics

Sone relay set algorithns nmeeting these criteria are described in the
appendi ces of this document. Additional relay set selection

al gorithms may be specified in separate specifications in the future.
Each appendi x subsection in this docunment can serve as a tenplate for
specifying additional relay algorithns.

Figure 5 depicts an information flow di agram of possible relay set
control options. The SMF Relay Set State represents the information
base that is used by SMF in the forwardi ng deci sion process. The

di agram denonstrates that the SMF Rel ay Set State may be deterni ned
by three fundanental ly different nethods:

0 I ndependent operation with NHDP [ RFC6130] input providing dynamc
net wor k nei ghbor hood adj acency information, used by a particul ar
relay set selection algorithm

0 Slave operation with an existing unicast MANET routing protocol,
capabl e of providing CDS election information for use by SMF

0 Cross-layer operation that may involve L2 triggers or information
descri bi ng nei ghbors or |inks.

O her heuristics to influence and control election can come from
net wor k management or other interfaces as shown on the right of
Figure 5. CF node sinplifies the control and does not require other
i nput but relies solely on DPD
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Possi bl e L2 Trigger/Information

%
I MANET I I I I I
| Nei ghborhood | | Relay Set | | Gther Heuristics
| Discovery [----------- > Selection |<------ | (Preference, etc.)|
| Pr ot ocol | nei ghbor | Algorithm | | Net Managenent
| | info [l | | |
\ /
\ /
nei ghbor\ / Dynami ¢ Rel ay
info* / Set Status
\ | SMF | [/ (State, {neighbor info})
‘--> Relay Set |<--’
| State |
- |
/
/
| Coexistent |
| MANET |
| Uni cast |
| Process |
I I

Figure 5. SMF Reduced Relay Set Information Fl ow

Following is further discussion of the three styles of SMF operation
with reduced relay sets as illustrated in Figure 5:

1. Independent operation: In this case, SM- operates independently
fromany unicast routing protocols. To support reduced rel ay
sets, SMF MJST performits own relay set selection using
informati on gathered fromsignaling. It is RECOWENDED that an
associ ated NHDP process be used for this signaling. NHDP
messagi ng SHOULD be appended with additional [RFC5444] type-
| engt h-val ue (TLV) content as to support SM--specific
requirenents as discussed in [RFC6130] and to support specific
relay set operation as described in the appendices of this
docunent or future specifications. Unicast routing protocols may
coexi st, even using the sane NHDP process, but signaling that
supports reduced relay set selection for SMF i s independent of
t hese protocol s.
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8.

2. (Operation with CDS-aware unicast routing protocol: In this case,
a coexi stent unicast routing protocol provides dynanmic relay set
state based upon its own control plane CDS or nei ghborhood
di scovery information

3. Cross-layer operation: In this case, SMF operates using
nei ghbor hood status and triggers froma cross-layer information
base for dynamic relay set selection and nai ntenance (e.g.,
| ower-1link |ayer).

SMF Nei ghbor hood Di scovery Requirenents

This section defines the requirenents for use of the MANET

Nei ghbor hood Di scovery Protocol (NHDP) [ RFC6130] to support SM
operation. Note that basic CF forwarding requires no nei ghborhood

t opol ogy know edge since in this configured node, every SMF router
relays all traffic. Supporting nore reduced SM- relay set operation
requires the discovery and mai nt enance of dynam ¢ nei ghbor hood

topol ogy informati on. NHDP can be used to provide this necessary

i nformati on; however, there are SMr-specific requirenents for NHDP
use. This is the case for both "independent" SM- operation where
NHDP i s being used specifically to support SMF or when one NHDP
instance is used for both SMF and a coexi stent MANET uni cast routing
pr ot ocol

NHDP HELLO messages and the resul tant nei ghborhood information base
are described separately within the NHDP specification. To
sunmari ze, NHDP provi des the follow ng basic functions:

1. 1-hop neighbor link sensing and bidirectionality checks of
nei ghbor 1i nks,

2. 2-hop nei ghborhood di scovery including collection of 2-hop
nei ghbors and connectivity information,

3. Collection and mai nt enance of the above information across
multiple interfaces, and

4. A nethod for signaling SMF information throughout the 2-hop
nei ghbor hood through the use of TLV extensions.

Appendi ces A-C of this docunent describe CDS-based relay set
selection algorithns that can achieve efficient SMF operation, even
in dynam c, nobile networks and each of the algorithnms has been
initially experimented with in a working SMF prototype [ MDDAO7] .
When using these algorithns in conjunction with NHDP, a nethod
verifying nei ghbor SMF operation is required in order to ensure
correct relay set selection. NHDP, along with SMF operation
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verification, provides the necessary information required by these
al gorithms to conduct relay set selection. Verification of SMF
operation may be done admi nistratively or through the use of the SMF
relay algorithms TLVs defined in the foll ow ng subsections. Use of
the SMF relay algorithm TLVs i s RECOMWENDED when usi ng NHDP for SMF
nei ghbor hood di scovery.

Section 8.1 specifies SM-specific TLV types, supporting general SM
operation or supporting the algorithnms described in the appendices.
The appendi ces describing several relay set algorithnms al so specify
any additional requirenents for use with NHDP and reference the
applicable TLV types as needed.

8.1. SMF Relay Algorithm TLV Types

This section specifies TLV types to be used within NHDP nessages to
identify the CDS relay set selection algorithm(s) in use. Two TLV
types are defined: one Message TLV type and one Address Bl ock TLV

t ype.
8.1.1. SMF Message TLV Type

The Message TLV type denoted SM-_TYPE is used to identify the

exi stence of an SMF instance operating in conjunction with NHDP

Thi s Message TLV type nakes use of the extended type field as defined
by [ RFC5444] to convey the CDS relay set selection al gorithm
currently in use by the SM- nmessage originator. Wen NHDP is used to
support SMF operation, the SM-_TYPE TLV, containing the extended type
field with the appropriate value, SHOULD be included in NHDP_HELLO
messages (HELLO nessages as defined in [RFC6130]). This allows SM-
routers to | earn when nei ghbors are configured to use NHDP for

i nformati on exchange including algorithmtype and rel ated al gorithm
information. This information can be used to take action, such as

i gnori ng nei ghbor information using inconpatible algorithns. It is
possi bl e that SMF nei ghbors MAY be configured differently and stil
operate cooperatively, but these cases will vary dependent upon the
al gorithm types designated

Thi s docunent defines a Message TLV type as specified in Table 6
conform ng to [ RFC5444]. The TLV extended type field is used to
contain the sender’s "Relay Al gorithm Type". The interpretation of
the "value" content of these TLVs is defined per "Relay Al gorithm
Type" and may contain al gorithmspecific infornmation.
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oo oo o e +
| | TLV Synt ax | Field Val ues |
T o e o e e e +
| type | <tlv-type> | SMF_TYPE |
| extended type | <tlv-type-ext> | <relayAl gorithmd> |
| Iength | <l ength> | variable |
| val ue | <val ue> | variable |
o m e e e oo - oo o - Fom e e e e oo o +

Table 6: SMF Type Message TLV

In Table 6, <relayAlgorithmd> is an 8-bit field containing a nunber
0-255 representing the "Relay Al gorithm Type" of the originator
address of the correspondi ng NHDP nessage.

Val ues for the <relayAlgorithm d> are defined in Table 7. The table
provi des val ue assignments, future | ANA assignnent spaces, and an
experinental space. The experimental space use MJUST NOT assune

uni queness; thus, it SHOULD NOT be used for general interoperable
depl oynent prior to official |ANA assignnent.

S o e e e e oo T +
| Type Val ue | Ext ended Type | Al gorithm |

| Val ue | |
R Fom e e e e e oo o o m e e e e e e e e e e aa oo +
| SMF_TYPE | 0 | CF |
| SMF_TYPE | 1 | S- MPR |
| SMF_TYPE | 2 | E- CDS |
| SMF_TYPE | 3 | MPR- CDS |
| SMF_TYPE | 4-127 | Future Assignnent STD action |
| SMF_TYPE | 128- 239 | No STD action required |
| SMF_TYPE | 240- 255 | Experi mental Space |
S o e e e o e e e e e e e e e e e o m o +

Table 7: SMF Relay Al gorithm Type Val ues

Accept abl e <l ength> and <val ue> fields of an SM-_TYPE TLV are
dependent on the extended type value (i.e., relay algorithmtype).
The appropriate algorithmtype, as conveyed in the <tlv-type-ext>
field, defines the neaning and format of its TLV <value> field. For
the algorithns defined by this docunent, see the appropriate appendi x
for the <value> field format.

8.1.2. SMF Address Bl ock TLV Type
An Address Bl ock TLV type, denoted SMF NBR TYPE (i.e., SM- nei ghbor

relay algorithm is specified in Table 8. This TLV enables CDS rel ay
al gorithm operation and configuration to be shared anong 2-hop
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nei ghbor hoods. Sone relay al gorithms require 2-hop nei ghbor
configuration in order to correctly select relay sets. It is also
useful when m xed relay algorithmoperation is possible. Some
exanpl es of mixed use are outlined in the appendices.

The nessage SMF_TYPE TLV and Address Bl ock SM-_ NBR TYPE TLV types
share a common format.

type <tlv-type> SMF_NBR_TYPE

I I I I
| extended type | <tlv-type-ext> | <relayAl gorithmd> |
| length | <l ength> | variable |
| val ue | <val ue> | variable |
S S o e e e e oo +

Table 8. SMF Type Address Bl ock TLV

<relayAlgorithmd> in Table 8 is an 8-bit unsigned integer field
contai ning a nunber 0-255 representing the "Relay Al gorithm Type"

val ue that corresponds to any associ ated address in the address

bl ock. Note that "Relay Al gorithm Type" val ues for 2-hop nei ghbors
can be conveyed in a single TLV or multiple value TLVs as descri bed
in [RFC5444]. It is expected that SMF routers using NHDP construct
address blocks with SMF_NBR TYPE TLVs to advertise "Relay Al gorithm
Type" and to advertise neighbor algorithmval ues received in SM-_TYPE
TLVs fromthose nei ghbors.

Again, values for the <relayA gorithm d> are defined in Table 7

The interpretation of the "value" field of SM-_NBR TYPE TLVs is
defined per "Relay Al gorithm Type" and may contain algorithmspecific
informati on. See the appropriate appendi x for definitions of value
fields for the algorithms defined by this docunent.

9. SMr Border Gateway Considerations

It is expected that SMF will be used to provide sinple forwardi ng of
multicast traffic within a MANET or nmesh routing topol ogy. A border
router gateway approach should be used to allow interconnection of
SMF routing domains with networks using other nulticast routing
protocols, such as PIM It is inportant to note that there are nany
scenari o-specific issues that should be addressed when di scussing
border nulticast routers. At the present tinme, experinental

depl oynents of SMF and PI M border router approaches have been
denonstrated [DHS08]. Some of the functionality border routers may
need to address includes the foll ow ng:

Macker Experi ment al [ Page 26]



RFC 6621 SMF May 2012

1. Determination of which multicast group traffic transits the
border router whether entering or exiting the attached SMF
routing domain.

2. Enforcenent of TTL/hop limt threshold or other scoping policies.
3. Any marking or labeling to enabl e DPD on ingressing packets.
4. Interface with exterior multicast routing protocols.

5. Possible operation with nmultiple border routers (presently beyond
the scope of this document).

6. Provisions for participating non-SVMF devices (routers or hosts).

Each of these areas is discussed in nore detail in the follow ng
subsections. Note the behavior of SMF border routers is the same as
that of non-border SMF routers when forwardi ng packets on interfaces
within the SMF routing domain. Packets that are passed outbound to
interfaces operating fixed-infrastructure multicast routing protocols
SHOULD be eval uated for duplicate packet status since present
standard nulticast forwardi ng nechani sns do not usually performthis
function.

9.1. Forwarded Milticast G oups

Mechani sns for dynami cally determ ning groups for forwarding into a
MANET SMF routing domain is an evolving technol ogy area. ldeally,
only traffic for which there is active group nenbership should be
injected into the SMF dormain. This can be acconplished by providing
an | Pv4 Internet G oup Menbership Protocol (1GW) or |IPv6 Milticast

Li stener Discovery (MD) proxy protocol so that MANET SMF routers can
i nform attached border routers (and hence multicast networks) of
their current group nenbership status. For specific systens and
services, it may be possible to statically configure group nmenbership
joins in border routers, but it is RECOWENDED that sone form of

| GW/ MLD proxy or other explicit, dynam c control of menbership be
provi ded. Specification of such an | Gw/ M.D proxy protocol is beyond
the scope of this docunent.

For outbound traffic, SMF border routers performduplicate packet
detection and forward non-duplicate traffic that nmeets TTL/hop limt
and scoping criteria to interfaces external to the SMF routing
domain. Appropriate IP nulticast routing (e.g., PlMbased sol utions)
on those interfaces can make further forwardi ng decisions with
respect to the nulticast packet. Note that the presence of nultiple
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border routers associated with a MANET routing donmain raises
additional issues. This is further discussed in Section 9.4 but
further work is expected to be needed here.

9.2. Milticast Group Scoping

Mul ticast scoping is used by network adnministrators to control the
networ k routing domains reachable by multicast packets. This is
usual Iy done by configuring external interfaces of border routers in
the border of a routing domain to not forward multicast packets that
must be kept within the SMF routing domain. This is comonly done
based on TTL/hop limt of messages or by using adnministratively
scoped group addresses. These schenes are known respectively as:

1. TTL scoping.
2. Administrative scoping.

For 1Pv4, network adm nistrators can configure border routers with
the appropriate TTL/hop limt thresholds or administratively scoped
mul ticast groups for the router interfaces as with any traditiona

mul ticast router. However, for the case of TTL/hop Iimt scoping, it
SHOULD be taken into account that the packet could traverse nultiple
hops within the MANET SMF routing donmain before reaching the border
router. Thus, TTL thresholds SHOULD be sel ected carefully.

For 1 Pv6, nulticast address spaces include information about the
scope of the group. Thus, border routers of an SMF routing domain
know i f they must forward a packet based on the IPv6 nulticast group
address. For the case of IPv6, it is RECOWENDED t hat a MANET SMF
routi ng domai n be designated a site-scoped nulticast domain. Thus,
all 1Pv6 site-scoped multicast packets in the range FF05::/16 SHOULD
be kept within the MANET SMF routing domain by border routers. |Pv6
packets in any other w der range scopes (i.e., FF08::/16, FFOB::/16,
and FFOE::16) MAY traverse border routers unless other restrictions
different fromthe scope applies.

G ven that scoping of multicast packets is perforned at the border
routers and given that existing scoping mechanisns are not designed
to work with nobile routers, it is assunmed that non-border routers
running SMF will not stop forwarding nulticast data packets of an
appropriate site scoping. That is, it is assunmed that an SMF routing
domain is a site-scoped multicast area
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9.3. Interface with Exterior Milticast Routing Protocols

The traditional operation of nmulticast routing protocols is tightly
integrated with the group nmenbership function. Leaf routers are
configured to periodically gather group nenbership information, while
intermedi ate routers conspire to create nulticast trees connecting
routers with directly connected multicast sources and routers with
active multicast receivers. |In the concrete case of SMF, border
routers can be considered | eaf routers. Mechanisns for nulticast
sources and receivers to interoperate with border routers over the
mul ti-hop MANET SMF routing domain as if they were directly connected
to the router need to be defined. The follow ng issues need to be
addr essed:

1. A mechani sm by which border routers gather nenbership information

2. A nmechani sm by which nulticast sources are known by the border
router

3. A nechani sm for exchange of exterior routing protocol nessages
across the SMF routing domain if the SMF routing domain is to
provide transit connectivity for nulticast traffic.

It is beyond the scope of this docunent to address inplenentation
solutions to these issues. As described in Section 9.1, |GwW/ M.D
proxy mechani sms can address sonme of these issues. Sinmilarly,
exterior routing protocol nessages could be tunnel ed or conveyed
across an SMF routing domain but doing this robustly in a distributed
wi rel ess environnent |ikely requires additional considerations
out si de the scope of this docunent.

The need for the border router to receive traffic fromrecognized

mul ticast sources within the SMF routing domain is inportant to
achieve interoperability with sone existing routing protocols. For
instance, PIMS requires routers with locally attached mnulticast
sources to register themto the Rendezvous Point (RP) so that routers
can join the multicast tree. In addition, if those sources are not
advertised to other autononous systemnms (ASes) using Milticast Source
Di scovery Protocol (MSDP), receivers in those external networks are
not able to join the nulticast tree for that source.

9.4. Miltiple Border Routers

An SMF routing domain mght be deployed with nultiple participating
routers having connectivity to external, fixed-infrastructure
networks. Allowing nultiple routers to forward nmulticast traffic to/
fromthe SMF routing dormain can be beneficial since it can increase
reliability and provide better service. For exanmple, if the SMF
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routing domain were to fragment with different SMF routers

mai nt ai ni ng connectivity to different border routers, nulticast
service could still continue successfully. But, the case of nultiple
border routers connecting an SMF routing domain to external networks
presents several chall enges for SMF

1. Handling duplicate unmarked |1 Pv4 or I Pv6 (wthout |Psec
encapsul ati on or DPD option) packets possibly injected by
mul ti pl e border routers.

2. Handling of duplicate traffic injected by nultiple border routers
by source-based relay al gorithns.

3. Determ ning which border router(s) will forward outbound
mul ticast traffic.

4. Additional challenges with interfaces to exterior multicast
routing protocols.

When multiple border routers are present, they may be alternatively
(due to route changes) or sinultaneously injecting comon traffic
into the SMF routing donmain that has not been previously narked for

| Pv6 SM- DPD. Different border routers would not be able to
inmplicitly synchronize sequencing of injected traffic since they may
not receive exactly the same nessages due to packet | osses. For |IPv6
| - DPD operation, the optional Taggerld field described for the
SMF_DPD option header can be used to mtigate this issue. Wen

mul tiple border routers are injecting a flowinto an SMF routing
domain, there are two forwarding policies that SMF routers running

| -DPD may inpl erment:

1. Redundantly forward the nmulticast flows (identified by <srcAddr:
dst Addr>) from each border router, perform ng DPD processing on a
<Tagger | D: dst Addr > or <Tagger| D: srcAddr: dst Addr > basi s, or

2. Use sone basis to select the flow of one tagger (border router)
over the others and forward packets for applicable flows
(identified by <sourceAddress: dst Addr>) only for the selected
Taggerld until tineout or some other criteria to favor another
t agger occurs.

It is RECOVWENDED that the first approach be used in the case of

| - DPD operation. Additional specification may be required to
descri be an interoperable forwarding policy based on this second
option. Note that the inplementation of the second option requires
that per-flow (i.e., <srcAddr::dstAddr>) state be maintained for the
sel ected Taggerld.
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10.

The depl oyment of H DPD operation may alleviate DPD resol uti on when
ingressing traffic comes fromnultiple border routers. Non-colliding
hash i ndexes (those not requiring the H DPD options header in |Pv6)
shoul d be resol ved effectively.

Security Considerations

Gratui tous use of option headers can cause problens in routers.

O her P routers external to an SMF routing domain that m ght receive
forwarded multicast SHOULD i gnore SM~specific | Pv6 header options
when encountered. The header option types are encoded appropriately
to allow for this behavior

This section briefly discusses several SMF deni al - of -service (DoS)
attack scenarios and provides sone initial recommended mitigation
strat egi es.

A potential denial-of-service attack against SMF forwarding is
possi bl e when a malicious router has a form of wormhol e access to
non- adj acent parts of a network topology. In the wireless ad hoc
case, a directional antenna is one way to provide such a wormnmhol e
physically. |If such a router can preview forwarded packets in a non-
adj acent part of the network and forward nodified versions to another
part of the network, it can performthe follow ng attack. The
mal i ci ous router could reduce the TTL/hop limt or hop limt of the
packet and transmit it to the SMF router causing it to forward the
packet with a limted TTL/hop limt (or even drop it) and nmake a DPD
entry that could block or limt the subsequent forwarding of later-
arriving valid packets with correct TTL/hop limt values. This would
be a relatively | owcost, high-payoff attack that would be hard to
detect and thus attractive to potential attackers. An approach of
caching TTL/hop limt information with DPD state and taking
appropriate forwarding actions is identified in Section 5 to nmitigate
this formof attack.

Sequence- based packet identifiers are predictable and thus provide an
opportunity for a DoS attack agai nst forwardi ng. Forwarding
protocol s that use DPD techni ques, such as SM-, may be vulnerable to
DoS attacks based on spoofing packets with apparently valid packet

identifier fields. 1In wireless environnents, where SM- wi |l nost
likely be used, the opportunity for such attacks nay be nore
prevalent than in wired networks. In the case of |Pv4 packets,

fragmented | P packets, or packets with | Psec headers applied, the DPD
"identifier portions" of potential future packets that m ght be
forwarded is highly predictable and easily subject to DoS attacks

agai nst forwarding. A RECOWMENDED technique to counter this concern
is for SM- inplenentations to generate an "internal" hash val ue that
is concatenated with the explicit |-DPD packet identifier to forma
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11.

unique identifier that is a function of the packet content as well as
the visible identifier. SM inplenentations could seed their hash
generation with a randomvalue to make it unlikely that an externa
observer coul d guess how to spoof packets used in a denial-of-service
attack agai nst forwarding. Since the hash conputation and state is
kept conpletely internal to SM- routers, the cryptographic properties
of this hashing would not need to be extensive and thus possibly of

| ow conplexity. Experinental inplenmentations nay determ ne that even
a |lightweight hash of only portions of packets may suffice to serve
this purpose.

While HDPD is not as readily susceptible to this formof DoS attack,
it is possible that a sophisticated adversary coul d use side

i nformati on to construct spoofing packets to m slead forwarders using
a well -known hash algorithm Thus, simlarly, a separate "internal"
hash val ue coul d be concatenated with the well-known hash value to
alleviate this security concern

The support of forwarding | Psec packets without further nodification
for both I1Pv4 and IPv6 is supported by this specification

Aut henti cation mechanisnms to identify the source of | Pv6 option
headers shoul d be considered to reduce vulnerability to a variety of
att acks.

Furt hernmore, when the MANET Nei ghborhood Di scovery Protocol [RFC6130]
is used, the security considerations described in [RFC6130] al so

appl y.
| ANA Consi der ati ons

Thi s docunent defines one | Pv6 Hop-by-Hop Option, a type for which
has been allocated fromthe IPv6 "Destination Options and Hop- by-Hop
Options" registry of [RFC2780].

Thi s docunent creates one registry called "Taggerld Types" for
recording Taggerld types, (TidTy), as a sub-registry in the "IPv6
Par armet ers" registry

Thi s docunent registers one well-known nulticast address from each of
the IPv4 and | Pv6 nulticast address spaces.

Thi s docunent defines one Message TLV, a type for which has been
all ocated fromthe "Message TLV Types" registry of [RFC5444].

Finally, this docunent defines one Address Block TLV, a type for
whi ch has been all ocated fromthe "Address Bl ock TLV Types" registry
of [ RFC5444].
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11.

11.

1. |1Pve SM-_DPD Header Extension Option Type

| ANA has all ocated an I Pv6 Option Type fromthe | Pv6 "Destination
Opti ons and Hop-by-Hop Options" registry of [ RFC2780], as specified
in Table 9.

S T . S RIS +
| Hex Val ue | Bi nary Val ue | Description | Reference |
| | act | chg | rest | | |
S o e e e e e e e e oo oo S S +
| 8 | 00| O | o1000 | SM-_DPD | This Docunent

- T . . +

Table 9: I Pv6 Option Type Allocation
2. Taggerld Types (TidTy)

A portion of the option data content in the SM-_DPD is the Tagger
Identifier Type (TidTy), which provides a context for the optionally
i ncl uded Tagger | d.

| ANA has created a registry for recording Taggerld Types (TidTy),
with initial assignnents and allocation policies, as specified in
Tabl e 10.

Fom e e - - Fomm oo - o e e e e e e e e e e e e e e e e e o Fomm e oo - +
| Type | Mienonic | Description | Reference |
+o-m - - TS o e m e e e e e e e e e e R +
| 0 | NULL | No Taggerld field is present | This |
| | | | docunent |
| 1 | DEFAULT | A Taggerld of non-specific context | This |
| | | is present | documnent |
| 2 | | Pv4 | A Taggerld representing an |Pv4 | This |
| | | address is present | docunent |
| 3 | | Pv6 | A Taggerld representing an | Pv6 | This |
| | | address is present | docunent |
| 4-7 | | Unassi gned | |
Fom e e - - Fomm oo - o e e e e e e e e e e e e e e e e e o Fomm e oo - +

Tabl e 10: Taggerld Types

For allocation of unassigned values 4-7, |ETF Review [ RFC5226] is
required.
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11.

11.

11.

11.

3. Well-Known Miulticast Address

| ANA has all ocated an I Pv4 multicast address "SL- MANET- ROUTERS"
(224.0.1.186) fromthe "Internetwork Control Block (224.0.1.0-
224.0.1.255 (224.0.1/24))" sub-registry of the "I Pv4 Milticast
Address" registry.

| ANA has allocated an I Pv6 multicast address "SL- MANET- ROUTERS' from
the "Site-Local Scope Milticast Addresses"” sub-sub-registry of the
"Fi xed Scope Multicast Addresses" sub-registry of the "I NTERNET
PROTOCOL VERSI ON 6 MJLTI CAST ADDRESSES' registry.

4. SMF TLVs
4.1. Expert Review for Created Type Extension Registries

Creation of Address Bl ock TLV Types and Message TLV Types in
registries of [RFC5444], and hence in the HELLO nessage-specific
registries of [RFC6130], entails creation of correspondi ng Type
Extension registries for each such type. For such Type Extension
registries, where an Expert Review is required, the designated expert
SHOULD t ake the same general recommendations into consideration as
those specified by [ RFC5444].

4.2. SMF Message TLV Type (SMF_TYPE)

Thi s docunent defines one Message TLV Type, "SMF_TYPE', which has
been allocated fromthe "HELLO Message- Type-specific Message TLV
Types" registry, defined in [ RFC6130].

This created a new Type Extension registry, with initial assignnments
as specified in Table 11.

| Nane | Type | Type | Description | Allocation |
| | | Extension | | Policy |
SMF TYPE | 128 | Specifies relay | Section 11.4.4
| algorithm |
| supported by the |
| SMF router, |
| originating the |
| HELLO nessage, |
| according to |
| Section 11.4.4. |

Table 11: SMF _TYPE Message TLV Type Extension Registry
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11.

11.

4.3. SMF Address Bl ock TLV Type (SM-_NBR_TYPE)

Thi s docunent defines one Address Bl ock TLV Type, "SMF_NBR TYPE"
whi ch has been all ocated fromthe "HELLO Message- Type-specific
Address Bl ock TLV Types" registry, defined in [ RFC6130].

This has created a new Type Extension registry, with initia
assignnents as specified in Table 12

| Nane |  Type | Type | Description | Allocation |
| | | Extension | | Policy |

Section
11.4. 4

+
| Specifies relay |
| algorithm |
| supported by |
| the SMF router |
| correspondi ng |
| to the |
| advertised |
| address, |
| according to |
| Section 11.4.4. |

+

Table 12: SMF_NBR _TYPE Address Bl ock TLV Type Extension Registry
4.4, SMF Relay AlgorithmID Registry

Types for the Type Extension Registries for the SM- TYPE Message TLV
and the SMF_NBR TYPE Address Block TLV are unified in this single SM-
Rel ay AlgorithmID Registry, defined in this section.

| ANA has created a registry for recording Relay Al gorithm
Identifiers, with initial assignnments and allocation policies as
specified in Table 13.
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S T S T . S RIS +
| Val ue | Nare | Description | Allocation Policy |
S R S R S o e e e o +
| O | CF | Section 4 | |
| 1 | S-MPR | Appendix B | |
| 2 | E-CDS | Appendix A | |
| 3 | MPR-CDS | Appendix C | |
| 4-127 | | Unassigned | Expert Review |
| 128-255 | | Unassigned | Experimental Use |
R R S o e e e e oo +

Table 13: Relay Set Al gorithm Type Val ues

A specification requesting an allocation fromthe 4-127 range from
the SMF Relay Algorithm I D Registry MIST specify the interpretation
of the <value> field (if any).
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Appendi x A. Essential Connecting Donminating Set (E-CDS) Algorithm

The "Essential Connected Dom nating Set" (E-CDS) al gorithm [ RFC5614]

forns a single CDS nesh for the SMF operating region. It allows
routers to use 2-hop nei ghborhood topology information to dynanically
performrelay self-election to forma CDS. |Its packet-forwarding

rul es are not dependent upon previous hop know edge. Additionally,
E-CDS SMF forwarders can be easily mxed without problems with CF SMF
forwarders, even those not participating in NHDP. Another benefit is
that packets opportunistically received fromnon-symetric nei ghbors
may be forwarded without conpronising flooding efficiency or
correctness. Furthernmore, multicast sources not participating in
NHDP may freely inject their traffic, and any nei ghboring E-CDS
relays will properly forward the traffic. The E-CDS-based relay set
sel ection algorithmis based upon [RFC5614]. E-CDS was originally

di scussed in the context of forming partial adjacencies and efficient
floodi ng for MANET OSPF extensions work, and the core algorithmis
appl i ed here for SMF

It is RECOWENDED that the SMF_TYPE: E- CDS Message TLV be included in
NHDP_HELLO nmessages that are generated by routers conducting E-CDS
SMF operation. It is also RECOMWWENDED that the SM-_NBR TYPE: E- CDS
Address Bl ock TLV be used to advertise nei ghbor routers that are al so
conducti ng E-CDS SMF operation

A.l. E-CDS Relay Set Selection Overview

The E-CDS relay set selection requires 2-hop nei ghborhood i nformation
col l ected through NHDP or another process. Relay routers, in E-CDS
SMF sel ection, are "self-elected" using a Router Identifier (Router

I D) and an optional nodal netric, referred to here as Router Priority
for all 1-hop and 2-hop nei ghbors. To ensure proper relay set self-
el ection, the Router ID and Router Priority MJST be consistent anong
participating routers. It is RECOMVENDED that NHDP be used to share
Router ID and Router Priority through the use of SMF_TYPE: E- CDS TLVs
as described in this appendix. The Router IDis a |ogica
identification that MJUST be consistent across interoperating SM-

nei ghbor hoods, and it is RECOMENDED to be chosen as the nunerically
| argest address contained in a router’s "Nei ghbor Address List" as
defined in NHDP. The E-CDS self-el ection process can be summari zed
as foll ows:

1. If an SMF router has a higher ordinal (Router Priority, Router

ID) than all of its symmetric neighbors, it elects itself to act
as a forwarder for all received nulticast packets.
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2. FElse, if there does not exist a path fromthe nei ghbor with
| argest (Router Priority, Router ID) to any other neighbor, via
nei ghbors with [ arger values of (Router Priority, Router 1D),
then it elects itself to the relay set.

The basic form of E-CDS described and applied within this

speci ficati on does not provide for redundant relay set selection
(e.g., bi-connected), but such capability is supported by the basic
E- CDS desi gn.

A.2. E-CDS Forwardi ng Rul es

Wth E-CDS, any SMF router that has selected itself as a relay
performs DPD and forwards all non-duplicative nulticast traffic
al l oned by the present forwarding policy. Packet previous-hop
know edge is not needed for forwardi ng decisions when using E-CDS

1. Upon packet reception, DPDis performed. Note E-CDS requires a
single duplicate table for the set of interfaces associated with
the relay set selection.

2. If the packet is a duplicate, no further action is taken
3. If the packet is non-duplicative:
A. A DPDentry is made for the packet identifier.

B. The packet is forwarded out to all interfaces associated with
the relay set selection.

As previously nmentioned, even packets sourced (or relayed) by routers
not participating in NHDP and/or the E-CDS relay set selection may be
forwarded by E-CDS forwarders w thout problem A particul ar

depl oynent MAY choose to not forward packets from previ ous hop
routers that have been not explicitly identified via NHDP or other
means as operating as part of a different relay set algorithm(e.g.,
S-MPR) to allow coexistent deploynents to operate correctly. Al so,
E-CDS relay set selection nmay be configured to be influenced by
statically configured CF relays that are identified via NHDP or other
neans.

A. 3. E-CDS Nei ghborhood Di scovery Requirenents

It is possible to performE-CDS relay set selection w thout
nmodi fi cati on of NHDP, basing the self-election process exclusively on
the "Nei ghbor Address List" of participating SMF routers, for
exanple, by setting the Router Priority to a default val ue and

sel ecting the Router ID as the nunerically | argest address contained
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in the "Neighbor Address List". However, steps MJST be taken to
ensure that all NHDP-enabl ed routers not using SMF_TYPE: E- CDS f ul
type Message TLVs are, in fact, running SM E-CDS with the sane
met hods for selecting Router Priority and Router |1D; otherw se,
incorrect forwarding may occur. Note that SMF routers wth higher
Router Priority values will be favored as relays over routers with
| ower Router Priority. Thus, preferred relays MAY be

adm nistratively configured to be sel ected when possi bl e.
Additionally, other nmetrics (e.g., nodal degree, energy capacity,
etc.) may al so be taken into account in constructing a Router
Priority value. When using Router Priority with nultiple interfaces,
all interfaces on a router MJST use and advertise a conmmon Router
Priority value. A router’s Router Priority value may be

adm nistratively or algorithmcally selected. The nmethod of

sel ection does not need to be the same anong different routers.

E-CDS relay set selection nmay be configured to be influenced by
statically configured CF relays that are identified via NHDP or other
means. Nodes advertising CF through NHDP may be considered E-CDS SMF
routers with maxi mal Router Priority.

To share a router’s Router Priority with its 1-hop nei ghbors, the
SMF_TYPE: E- CDS Message TLV' s <value> field is defined as shown in
Tabl e 14.

S B S o e e e e e o +
| Length (bytes) | Val ue | Router Priority |
oo - - R S —— R +
| O | NA | 64 |
| 1 | <val ue> | 0-127 |
. - Femm e e e +

Tabl e 14: E-CDS Message TLV Val ues
Where <value> is a one-octet-long bit field that is defined as:
bit 0: the leftnost bit is reserved and SHOULD be set to O.

bits 1-7: contain the unsigned Router Priority value, 0-127, which is
associated with the "Nei ghbor Address List".

Conbi nati ons of value field | engths and val ues other than specified

here are NOT permitted and SHOULD be ignored. Figure 6 shows an
exanpl e SM-_TYPE: E- CDS Message TLV.
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0 1 2 3
01234567890123456789012345678901
S T i ST I i s s S S S S S +-
| SMF_TYPE |

oo e e e e e e e e e e b e e e e e e e e e e 4 e
E- CDS |0]0]0]0O|0|O|O]1|R priority |
T T T S S e e S T e S e

i S S
10101110101 |
i
I
+

Figure 6: E-CDS Message TLV Exanpl e

To convey Router Priority val ues anong 2-hop nei ghborhoods, the
SMF_NBR_TYPE: E- CDS Address Block TLV' s <value> field is used. Milti-
i ndex and nultivalue TLV | ayouts as defined in [ RFC5444] are
supported. SMF_NBR TYPE: E-CDS val ue fields are defined thus:

S S SRR TS o mm e e e e e e a— oo oo +
| Length(bytes) | # Addr | Val ue | Router Priority |
. S Ry e +
| O | Any | NA | 64 I
| 1 | Any | <value> | <value> is for all addresses |
| N | N | <value>* | Each address gets its own |
| | | | <val ue> |
S I S I Focmmnaaann O +

Tabl e 15: E-CDS Address Bl ock TLV Val ues
VWhere <value> is a one-byte bit field that is defined as:
bit 0: the leftnost bit is reserved and SHOULD be set to O.

bits 1-7: contain the unsigned Router Priority value, 0-127, which is
associated with the appropriate address(es).

Conbi nati ons of value field | engths and # of addresses other than
specified here are NOT pernmitted and SHOULD be ignored. A default
techni que of using nodal degree (i.e., count of 1-hop neighbors) is
RECOMVENDED for the value field of these TLV types. Below are two
exanpl e SM-_NBR _TYPE: E- CDS Address Bl ock TLVs.

0 1 2 3
01234567890123456789012345678901

i I s I i i S SR S S S
| SMF_NBR _TYPE | 1]0]0]1]0]O0] |
N A S S S S i i S SR S S A e
E- CDS |0]0]0]0]0|O|0|1|R priority | . |
I i S S T S e S S it A U N DU SIS

Figure 7: E-CDS Address Bl ock TLV Exanple 1
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The single value exanple TLV, depicted in Figure 7, specifies that
all address(es) contained in the address bl ock are runni ng SMF usi ng
the E-CDS algorithmand all address(es) share the value field and
therefore the sane Router Priority.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S

| SMF_NBR TYPE | 1]0]1]1]0]1] |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| E- CDS | index-start | i ndex-end | | ength |
e L o i e e R  h th o i R SRR S
|Rl priority0 |R priorityl | . | Rl priorityN
i e L o s e T e o Tk i R SR S R o

Figure 8: E-CDS Address Bl ock TLV Example 2

The exanple nultivalued TLV, depicted in Figure 8, specifies that
address(es) contained in the address block fromindex-start to index-
end inclusive are running SMF using the E-CDS algorithm Each
address is associated with its own value byte and therefore its own
Router Priority.

A 4. E-CDS Selection Al gorithm

This section describes an algorithmfor E-CDS relay selection (self-
election). The algorithmdescribed uses 2-hop information. Note
that it is possible to extend this algorithmto use k-hop information
wi th added conputational conplexity and nechani sns for sharing k-hop
topol ogy informati on that are not described in this docunent or
within the NHDP specification. It should also be noted that this

al gorithm does not inpose the hop limt bound described in [ RFC5614]
when performing the path search that is used for relay selection
However, the al gorithm bel ow could be easily augmented to accommodate
this additional criterion. It is not expected that the hop limt
bound will provide significant benefit to the algorithmdefined in
thi s appendi x.

The tuple of Router Priority and Router IDis used in E-CDS rel ay set
sel ection. Precedence is given to the Router Priority portion, and
the Router ID value is used as a tiebreaker. The evaluation of this
tuple is referred to as "RtrPri(n)" in the description bel ow where
"n" references a specific router. Note that it is possible that the
Router Priority portion may be optional and the eval uation of
"RtrPri()" be solely based upon the unique Router ID. Since there
MUST NOT be any duplicate Router ID values anbng SMF routers, a
conparison of "RtrPri(n)" between any two routers will always be an
inequality. The use of nodal degree for calculating Router Priority
i s RECOWENDED as default, and the largest |P address in the
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"Nei ghbor Address List" as advertised by NHDP MJUST be used as the
Router ID. NHDP provides all interface addresses throughout the
2- hop nei ghbor hood t hrough HELLO nessages, so explicitly conveying a
Router IDis not necessary. The follow ng steps describe a basic
al gorithm for conducting E-CDS relay selection for a router "n0":

1. Initialize the set "N1" with tuples ("Router Priority", "Router
I D', "Neighbor Address List") for each 1-hop nei ghbor of "nO".

2. If "N1" has less than 2 tuples, then "n0" does not elect itself
as a relay, and no further steps are taken.

3. Initialize the set "N2" with tuples ("Router Priority", "Router
I D', "2-hop address") for each "2-hop address" of "nQ0", where
"2-hop address” is defined in NHDP.

4. If "RtrPri(n0)" is greater than that of all tuples in the union
of "N1" and "N2", then "n0" selects itself as a relay, and no
further steps are taken.

5. Initialize all tuples in the union of "Nl" and "N2" as
"unvisited".

6. Find the tuple "nl Max" that has the largest "RtrPri ()" of all
tuples in "N1".

7. Initialize queue "Q' to contain "nl Max", marking "nl_Max" as
"visited".

8. Wile router queue "Q' is not enpty, renpve router "x" fromthe
head of "Q', and for each 1-hop neighbor "n" of router "x"

(excluding "n0") that is not marked "visited".
A, Mark router "n" as "visited".

B. If "RtrPri(n)" is greater than "RtrPri(n0)", append "n" to
IIQI.

9. If any tuple in "N1" remains "unvisited", then "n0" selects
itself as a relay. Qherwi se, "n0" does not act as a rel ay.

Not e these steps are re-eval uated upon nei ghborhood status changes.
Steps 5 through 8 of this procedure describe an approach to a path
search. The purpose of this path search is to determine if paths
exi st fromthe 1-hop neighbor with maximum"RtrPri ()" to all other
1- hop neighbors without traversing an internediate router with a
"RtrPri()" value less than "RtrPri(n0)". These steps conprise a
breadth-first traversal that evaluates only paths that neet that
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criteria. |If all 1-hop neighbors of "n0" are "visited" during this
traversal, then the path search has succeeded, and router "n0" does
not need to provide relay. It can be assumed that other routers wll

provide relay operation to ensure SMF connectivity.

It is possible to extend this algorithmto consider nei ghboring SMF
routers that are known to be statically configured for CF (al ways
relaying). The nodification to the above algorithmis to process
such routers as having a maxi mum possi ble Router Priority value. It
is expected that routers configured for CF and participating in NHDP
woul d indicate this with use of the SM-_TYPE: CF and SM~_NBR TYPE: CF
TLV types in their NHDP_HELLO nessage and address bl ocks,
respectivel y.

Appendi x B. Source-Based Miltipoint Relay (S-MPR) Al gorithm

The source-based nultipoint relay (S-MPR) set selection algorithm
enabl es individual routers, using 2-hop topology information, to

sel ect relays fromtheir set of neighboring routers. Relays are

sel ected so that forwarding to the router’s conpl ete 2-hop nei ghbor
set is covered. This distributed relay set selection technique has
been shown to approximate a mini mal connected domi nating set (MCDS)
in [JLMV02]. Individual routers nust collect 2-hop nei ghborhood

i nformati on from nei ghbors, determ ne an appropriate current relay
set, and inform sel ected nei ghbors of their relay status. Note that
since each router picks its neighboring relays independently, S MPR
forwarders depend upon previous hop information (e.g., source MAC
address) to operate correctly. The Optim zed Link State Routing
(OLSR) protocol has used this algorithmand protocol for relay of
link state updates and other control information [RFC3626], and it
has been denonstrated operationally in dynam c network environnments.

It is RECOWENDED that the SMF_TYPE: S- MPR Message TLV be included in
NHDP_HELLO nmessages that are generated by routers conducting S MPR
SMF operation. It is also RECOMMENDED that the SMF_NBR TYPE: S- MPR
Address Bl ock TLV be used to specify which neighbor routers are
conducting S-MPR SMF operati on

B.1. S MPR Relay Set Selection Overview

The S-MPR al gorithm uses bi-directional 1-hop and 2-hop nei ghborhood
information collected via NHDP to select, froma router’s 1-hop

nei ghbors, a set of relays that will cover the router’s entire 2-hop
nei ghbor set upon forwarding. The algorithmdescribed uses a
"greedy" heuristic of first picking the 1-hop nei ghbor who will cover
the nost 2-hop nei ghbors. Then, excluding those 2-hop nei ghbors that
have been covered, additional relays fromits 1-hop nei ghbor set are
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iteratively selected until the entire 2-hop nei ghborhood is covered.
Note that 1-hop nei ghbors also identified as 2-hop nei ghbors are
consi dered as 1-hop nei ghbors only.

NHDP HELLO messages supporting S-MPR forwardi ng operati on SHOULD use
the TLVs defined in Section 8.1 using the S-MPR extended type. The
value field of an Address Block TLV that has a full type val ue of
SMF_NBR _TYPE: S-MPR is defined in Table 17 such that signaling of MPR
sel ections to 1-hop neighbors is possible. The value field of a
message bl ock TLV that has a full type value of SMF_TYPE:S-MPR i s
defined in Table 16 such that signaling of Router Priority (described
as "WLLINGNESS" in [RFC3626]) to 1-hop neighbors is possible. It is
important to note that S-MPR forwarding i s dependent upon the

previ ous hop of an incom ng packet. An S-MPR router MJST forward
packets only for neighbors that have explicitly selected it as a
multipoint relay (i.e., its "selectors"). There are also sone

addi tional requirenents for duplicate packet detection to support
S-MPR SMF operation that are described bel ow

For multiple interface operation, MPR sel ection SHOULD be conducted
on a per-interface basis. However, it is possible to econom ze MPR
sel ection anong multiple interfaces by selecting conmon MPRs to the
ext ent possible.

B.2. S MPR Forwardi ng Rul es

An S-MPR SMF router MJST only forward packets for neighbors that have
explicitly selected it as an MPR.  The source-based forwarding

techni que al so stipulates sone additional duplicate packet detection
operations. For nultiple network interfaces, independent DPD state
MUST be numintained for each separate interface. The follow ng

provi des the procedure for S-MPR packet forwarding given the arriva
of a packet on a given interface, denoted <srclface>  There are
three possible actions, dependi ng upon the previous-hop transmtter

1. |If the previous-hop transmtter has selected the current router
as an MPR,

A.  The packet identifier is checked against the DPD state for
each possi bl e outbound interface, including the <srclface>

B. If the packet is not a duplicate for an outbound interface,
the packet is forwarded on that interface and a DPD entry is
made for the given packet identifier for the interface.

C. If the packet is a duplicate, no action is taken for that
i nterface.
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2. FEse, if the previous-hop transmitter is a 1-hop symretric
nei ghbor, a DPD entry is added for that packet for the
<srclface>, but the packet is not forwarded.

3. Oherwise, no action is taken

Action nunber two in the Ilist above is non-intuitive but inportant to
ensure correctness of S-MPR SMF operation. The sel ection of source-
based rel ays does not result in a conmon set anong nei ghboring
routers, so relays MJUST mark, in their DPD state, packets received
fromnon-sel ector, symretric, 1-hop neighbors (for a given interface)
and not forward subsequent duplicates of that packet if received on
that interface. Deviation here can result in unnecessary, repeated
packet forwardi ng throughout the network or inconplete flooding.

Nodes not participating in neighborhood di scovery and rel ay set

sel ection will not be able to source nulticast packets into the area
and have SMF forward them unlike E-CDS or MPR-CDS where forwarding
may occur dependent on topology. Correct S-MPR relay behavior wll
occur with the introduction of repeaters (non-NHDP/ SMF parti ci pants
that relay nulticast packets using duplicate detection and CF), but
the repeaters will not efficiently contribute to S-MPR forwardi ng as
these routers will not be identified as neighbors (synmetric or
otherwise) in the S-MPR forwardi ng process. NHDP/ SMF participants
MUST NOT forward packets that are not selected by the algorithm as
this can disrupt network-wi de S-MPR flooding, resulting in inconplete
or inefficient flooding. The result is that non-S-MPR SMF routers
will be unable to source nulticast packets and have them forwarded by
ot her S-MPR SMF routers.

B.3. S MPR Nei ghborhood Di scovery Requirenents

Nodes may optionally signal a Router Priority value to their 1-hop
nei ghbors by using the SMF_TYPE: S- MPR nessage bl ock TLV val ue field.
If the value field is omtted, a default Router Priority value of 64
is to be assunmed. This is summarized here:

Fom e e e oo - B S o e e e e e o +
| Length(bytes) | Val ue | Router Priority |
R R S —— R +
| O | NA | 64 |
| 1 | <val ue> | 0-127 |
. - Femm e e e +

Table 16: S-MPR Message TLV Val ues
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Where <value> is a one-octet-long bit field defined as:
bit 0: the leftnost bit is reserved and SHOULD be set to O.

bits 1-7: contain the Router Priority value, 0-127, which is
associated with the "Nei ghbor Address List".

Router Priority values for SSMPR are interpreted in the same fashion
as "WLLI NGNESS" ([ RFC3626]), with the value 0 indicating a router
will NEVER forward and value 127 indicating a router will ALWAYS
forward. Values 1-126 indicate how likely a S-MPR SMF router will be
sel ected as an MPR by a nei ghboring SM- router, w th higher val ues

i ncreasing the likelihood. Conbinations of value field | engths and
val ues other than those specified here are NOT permtted and SHOULD
be ignored. Below is an exanple SMF_TYPE: S- MPR Message TLV.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S
| SMF_TYPE | 1] 0] 0| 1| 0] O] |
R S P S S S S S T ST S S S S T S S S T S S S S S
S- MPR |0]0]0|0]0]0|O|1R priority | |
T I T S S S e S S T S

Figure 9: S-MPR Message TLV Exanpl e

S-MPR el ection operation requires 2-hop nei ghbor know edge as

provi ded by NHDP [ RFC6130] or from external sources. MPRs are
dynanical |y sel ected by each router, and sel ections MJST be
advertised and dynam cally updated wi thin NHDP or an equival ent
protocol or nechanism For NHDP use, the SMF_NBR TYPE: S- VPR Address
Bl ock TLV value field is defined as such:

S S SRR TS o mm e e e e e e a— oo oo +
| Length(bytes) | # Addr | Val ue | Meani ng |
. S Ry ST +
| O | Any | NA | NOT MPRs |
| 1 | Any | <value> | <value> is for all addresses |
| N | N | <value>* | Each address gets its own |
| | | | <val ue> |
S I S I Focmmnaaann O +

Table 17: S-MPR Address Bl ock TLV Val ues
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Where <value>, if present, is a one-octet bit field defined as:

bit 0: The leftnost bit is the Mbit that, when set, indicates MPR
sel ection of the relevant interface, represented by the associated
address(es), by the originator router of the NHDP HELLO nessage.
When unset, it indicates the originator router of the NHDP HELLO
message has not selected the relevant interfaces, represented by the
associ ated address(es), as its MPR

bits 1-7: These bits are reserved and SHOULD be set to O.

Conbi nati ons of value field | engths and nunber of addresses other
than specified here are NOT permitted and SHOULD be ignored. Al
bits, excepting the leftnost bit, are RESERVED and SHOULD be set to
0.

0 1 2
0123456789012345678901234567829
T T S S S e i S it SN S S o +-
| SMF_NBR
+- -
| 0] Of
+-

YPE

o e -
Fo e e Fe e e e e e e e e e e e e e e e - e

S- MPR | start-index |O |0
Ho b e e b e e b e e b e e e e e e +

0|0

+

T
- - -+
I

+- - -+

+
P
- +-+
0/ 0] 0| 0] 1
- o4 4

Fi gure 10: S-MPR Address Bl ock TLV Exanpl e

The single index TLV exanple, depicted in Figure 10, indicates that
the address specified by the <start-index> field is running SM- using
S-MPR and has been sel ected by the originator of the NHDP HELLO
message as an MPR forwarder if the Mbit is set. Miltivalued TLVs
may al so be used to specify MPR selection status of nultiple
addresses using only one TLV. See Figure 8 for a simlar exanple on
how this may be done.

B.4. S MPR Selection Al gorithm

This section describes a basic algorithmfor the S MPR sel ection
process. Note that the selection is with respect to a specific
interface of the router perform ng selection, and other router
interfaces referenced are reachable fromthis reference router
interface. This is consistent with the S-MPR forwardi ng rul es
descri bed above. Wen nultiple interfaces per router are used, it is
possi bl e to enhance the overall selection process across nultiple
interfaces such that common routers are selected as MPRs for each
interface to avoid unnecessary inefficiencies in flooding. The
foll owi ng steps describe a basic algorithmfor conducting S-MR
selection for a router interface "n0":
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Macker

Initialize the set "MPR' to enpty.
Initialize the set "N1" to include all 1-hop nei ghbors of "n0O".

Initialize the set "N2" to include all 2-hop neighbors, excluding
"n0" and any routers in "N1". Nodes that are only reachable via
"N1" routers with router priority values of NEVER are al so

excl uded.

For each interface "y" in "N1", initialize a set "N2(y)" to
include any interfaces in "N2" that are 1-hop nei ghbors of

y".

For each interface "x" in "N1" with a router priority val ue of
"ALWAYS" (or using the CF relay algorithn), select "x" as an MPR

A Add "x" to the set "MPR' and renpve "x" from "N1".

B. For each interface "z" in "N2(x)", renmpve "z" from "N2".

C. For each interface "y" in "N1", renove any interfaces in
"N2(x)" from"N2(y)".

For each interface "

include any interfaces in "N1" that are 1-hop nei ghbors of

z" in "N2", initialize the set "N1(z)" to

zZ .

For each interface
sel ect "

X" in "N2" where "N1(x)" has only one menber,
x" as an MPR

A Add "x" to the set "MPR' and renpve "x" from "N1".

B. For each interface "z" in "N2(x)", renmove "z" from"N2" and

delete "N1(z)".

C. For each interface "y" in "N1", renpve any interfaces in
"N2(x)" from"N2(y)".

VWhile "N2" is not enpty, select the interface "x" in "N1" with

the largest router priority that has the nunber of menbers in

"N_2(x)" as an MPR

A Add "x" to the set "MPR' and renpve "x" from "N1".

B. For each interface "z" in "N2(x)", renmove "z" from "N2".

C. For each interface "y" in "N1", renove any interfaces in
"N2(x)" from"N2(y)".
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After the set of routers "MPR' is selected, router "n_0" nust signa
its selections to its neighbors. Wth NHDP, this is done by using
the MPR Address Bl ock TLV to mark sel ected nei ghbor addresses in
NHDP_HELLO nmessages. Nei ghbors MJST record their MPR sel ection

status and the previous hop address (e.g., link or MAC | ayer) of the
sel ector. Note these steps are re-eval uated upon nei ghborhood st at us
changes.

Appendi x C. Miltipoint Relay Connected Dom nating Set (MPR-CDS)
Al gorithm

The MPR-CDS algorithmis an extension to the basic S-MPR el ection
algorithmthat results in a shared (non-source-specific) SMF CDS
Thus, its forwarding rules are not dependent upon previ ous hop
information, simlar to E-CDS. An overview of the MPR-CDS sel ection
algorithmis provided in [ MPR- CDS] .

It is RECOWENDED that the SMF_TYPE Message TLV be included in
NHDP_HELLO nmessages that are generated by routers conducting MPR- CDS
SMF operation

C.1. MR-CDS Relay Set Selection Overview

The MPR-CDS rel ay set selection process is based upon the MPR

sel ection process of the S-MPR algorithmw th the added refinement of
a distributed technique for subsequently down-selecting to a common
reduced, shared relay set. A router ordering (or "prioritization")
metric is used as part of this down-sel ection process; |like the E-CDS
algorithm this metric can be based upon router address(es) or sone
other unique router identifier (e.g., Router ID based on |argest
address contai ned within the "Nei ghbor Address List") as well as an
additional Router Priority neasure, if desired. The process for MPR-
CDS relay selection is as follows:

1. First, MPR selection per the SSMPR algorithmis conducted, with
selectors informng their MPRs (via NHDP) of their selection

2. Then, the following rules are used on a distributed basis by
sel ected routers to possibly deselect thenselves and thus jointly
establish a comopn set of shared SMF rel ays:

A. If a selected router has a larger "RtrPri()" than all of its

1-hop synmetric neighbors, then it acts as a relay for al
mul ticast traffic, regardl ess of the previous hop.
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B. Else, if the 1-hop symetric neighbor with the | argest
"RtrPri()" value has selected the router, then it also acts
as a relay for all nulticast traffic, regardl ess of the
previ ous hop.

C. Oherwise, it deselects itself as a relay and does not
forward any traffic unl ess changes occur that require re-
eval uati on of the above steps.

Thi s techni que shares nmany of the desirable properties of the E-CDS
technique with regards to conpatibility with nulticast sources not

participating in NHDP and the opportunity for statically configured
CF routers to be present, regardless of their participation in NHDP

C. 2. MPR-CDS Forwardi ng Rul es

The forwarding rules for MPR-CDS are simlar to those for E-CDS. Any
SMF router that has selected itself as a relay perforns DPD and
forwards all non-duplicative nulticast traffic allowed by the present
forwardi ng policy. Packet previous hop know edge is not needed for
forwar di ng deci si ons when usi ng MPR- CDS

1. Upon packet reception, DPDis perfornmed. Note that MPR-CDS
requires one duplicate table for the set of interfaces associated
with the relay set selection.

2. If the packet is a duplicate, no further action is taken
3. If the packet is non-duplicative:
A. A DPDentry is added for the packet identifier

B. The packet is forwarded out to all interfaces associated with
the relay set selection.

As previously nmentioned, even packets sourced (or relayed) by routers
not participating in NHDP and/or the MPR-CDS relay set selection may
be forwarded by MPR-CDS forwarders wi thout problem A particular

depl oynent MAY choose to not forward packets from sources or relays
that have been explicitly identified via NHDP or other neans as
operating as part of a different relay set algorithm(e.g., SSMPR) to
al | ow coexi stent deploynents to operate correctly.

C.3. MPR-CDS Nei ghborhood Di scovery Requirenents
The nei ghbor hood di scovery requirenments for MPR-CDS have commonal ity

with both the S-MPR and E-CDS al gorithnms. MPR-CDS sel ection
operation requires 2-hop nei ghbor know edge as provi ded by NHDP
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[ RFC6130] or fromexternal sources. Unlike S-MPR operation, there is
no need for associating |link-1ayer address information with 1-hop

nei ghbors since MPR-CDS forwarding is independent of the previous hop
simlar to E-CDS forwarding.

To advertise an optional Router Priority value or "WLLINGNESS", an
originating router may use the Message TLV of type SM-_TYPE: MPR- CDS
whi ch shares a comon <val ue> format with both SMF_TYPE: E- CDS
(Tabl e 14) and SMF_TYPE: S- MPR (Tabl e 16).

MPR- CDS only requires 1-hop know edge of Router Priority for correct
operation. 1In the S-MPR phase of MPR-CDS sel ection, MPRs are

dynani cally determi ned by each router, and sel ections MJST be

adverti sed and dynam cal |l y updated usi ng NHDP or an equi val ent
protocol or nechanism The <value> field of the SMF_NBR TYPE: MPR- CDS
type TLV shares a common format with SM=_NBR TYPE: S-MPR (Table 17) to
convey MPR sel ection

C. 4. MPR-CDS Sel ection Al gorithm

This section describes an algorithmfor the MPR-CDS sel ecti on
process. Note that the selection described is with respect to a
specific interface of the router performng sel ection, and ot her
router interfaces referenced are reachable fromthis reference router
interface. An ordered tuple of Router Priority and Router IDis used
in MPR-CDS rel ay set selection. The Router ID value should be set to
the | argest advertised address of a given router; this information is
provi ded to one-hop nei ghbors via NHDP by default. Precedence is
given to the Router Priority portion, and the Router ID value is used
as a tiebreaker. The evaluation of this tuple is referred to as
"RtrPri(n)" in the description bel ow where "n" references a specific
router. Note that it is possible that the Router Priority portion
may be optional and the evaluation of "RtrPri()" be solely based upon
the unique Router ID. Since there MIUST NOT be any duplicate address
val ues anong SMF routers, a conparison of "RtrPri(n)" between any two
routers will always be an inequality. The follow ng steps, repeated
upon any changes detected within the 1-hop and 2-hop nei ghbor hood,
describe a basic algorithmfor conducti ng MPR-CDS sel ection for a
router interface "n0":

1. Performsteps 1-8 of Appendix B.4 to select MPRs fromthe set of
1- hop nei ghbors of "n0" and notify/update nei ghbors of
sel ecti ons.

2. Upon being selected as an MPR (or any change in the set of
routers selecting "n0" as an MPR)
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A.  If no neighbors have selected "n0" as an MPR, "nO" does not
act as a relay, and no further steps are taken until a change
i n nei ghborhood topol ogy or selection status occurs.

B. Deternmine the router "nl nmax" that has the maximum"RtrPri ()"
of all 1-hop nei ghbors.

C If "RIrPri(n0)" is greater than "RtrPri(nl_max)", then "nQO"
selects itself as a relay for all nulticast packets.

D. Else, if "nl nmax" has selected "n0" as an MPR, then "0O"
selects itself as a relay for all nulticast packets.

E. Oherw se, "n0" does not act as a rel ay.

It is possible to extend this algorithmto consider nei ghboring SMF
routers that are known to be statically configured for CF (al ways
relaying). The nmodification to the above algorithmis to process
such routers as having a nmaxi mum possi ble Router Priority val ue.
This is the sane as the case for participating routers that have been
configured with a S-MPR "W LLI NGNESS" val ue of "WLL_ALWAYS". It is
expected that routers configured for CF and participating in NHDP
woul d indicate their status with use of the SM-_TYPE TLV type in
their NHDP_HELLO nessage TLV block. It is inportant to note,
however, that CF routers will not select MPR routers and therefore
cannot guar ant ee connect edness.
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