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Abst ract

Mobil e | Pv6 signaling between a Mobile Node (M\) and its Home Agent
(HA) is secured using I Psec. The security association (SA) between
an MN and the HA is established using Internet Key Exchange Protocol
(IKE) version 1 or 2. The security nodel specified for Mbile |IPv6,
which relies on I KE/|I Psec, requires interaction between the Mbile

| Pv6 protocol conmponent and the | KE/ I Psec nodul e of the | P stack.
Thi s docunent proposes an alternate security franmework for Mobile

| Pv6 and Dual - Stack Mbile I Pv6, which relies on Transport Layer
Security for establishing keying material and ot her bootstrapping
paraneters required to protect Mdbile IPv6 signaling and data traffic
bet ween the MN and HA

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the I ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6618.
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1. Introduction

Mobile IPv6 (M Pv6) [ RFC6275] signaling, and optionally user traffic,
bet ween a Mobil e Node (MN) and Hone Agent (HA) are secured by |Psec

[ RFC4301]. The current Mbile |Pv6 security architecture is
specified in [RFC3776] and [ RFC4877]. This security nodel requires a
tight coupling between the Mbile | Pv6 protocol part and the 1 KE(v2)/
| Psec part of the IP stack. Client inplenentation experience has
shown that the use of IKE(v2)/1Psec with Mobile IPv6 is fairly

conpl ex.

Thi s docunent proposes an alternate security franmework for Mbile

I Pv6 and Dual - Stack Mbile IPv6. The objective is to sinplify
implementations as well as make it easy to deploy the protocol

wi t hout conpromi sing on security. Transport Layer Security (TLS)

[ RFC5246] is widely inplemented in alnost all major operating systens
and extensively used by various applications. Instead of using |KEv2

to
in

establish security associations, the security framework proposed
this document is based on TLS-protected nessages to exchange keys

and boot strapping paraneters between the MN and a new functi onal
entity called the "Home Agent Controller" (HAC). The Mobile | Pv6
signaling between the nobile node and hone agent is subsequently
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secured using the resulting keys and negotiated ci phersuite. The HAC
can be co-located with the HA, or it can be an independent entity.

For the latter case, conmunication between the HAC and HA i s not
defined by this document. Such comunication could be built on top
of AAA protocols such as D aneter.

The primary advantage of using TLS for the establishnment of Mdbile
| Pv6 security associations as conpared to the use of IKEv2 is the
ease of inplenmentation (especially on the nobile nodes) while
provi ding an equival ent |level of security. A solution which
decoupl es Mobile I Pv6 security fromlPsec, for securing signaling
messages and user plane traffic, is proposed herein that reduces
client inplenmentation conplexity.

The security framework proposed in this docunment is not intended to
replace the currently specified architecture that relies on | Psec and
| KEv2. It provides an alternative solution that is nore optinal for
certain depl oynent scenarios. This and other alternative security
nodel s have been considered by the MEXT working group at the | ETF,
and it has been decided that the alternative solutions should be
publ i shed as Experinmental RFCs, so that nore inplenmentation and

depl oynent experience with these nodels can be gathered. The status
of this proposal nay be reconsidered in the future if it becones
clear that it is superior to others.

2. Term nol ogy and Abbrevi ations

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Honme Agent Controller (HAC):

The hone agent controller is a node responsible for bootstrapping
Mobil e | Pv6 security associ ati ons between a nobil e node and one or
nmore hone agents. The home agent controller also provides key
distribution to both nobile nodes and horme agents. Mobile |Pv6
bootstrapping is also perforned by the HA in addition to the
security association bootstrappi ng between the nobil e node and
honme agent controller.

Bi ndi ng Managenment Messages:

Mobil e | Pv6 signaling nmessages between a nobil e node and a home
agent, correspondent node, or nobility access point to manage the
bi ndings are referred to as bi ndi ng nanagenent nmessages. Bi nding
Updates (BUs) and Bi ndi ng Acknowl edgenent (BA) nessages are
exanpl es of bindi ng managenent nessages.
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3.

4.

4.

Backgr ound

Mobil e | Pv6 design and specification began in the md-to-late 90s.
The security architecture of Mbile IPv6 was based on the
understanding that | Psec is an inherent and integral part of the |IPv6
stack and any protocol that needs security should use |Psec unless
there is a good reason not to. As a result of this mndset, the
Mobile I P6 protocol relied on the use of IPsec for security between
the MN and HA. Reusing security components that are an integral part
of the IP stack is a good design objective for any protocol; however,
in the case of Mobile IPv6, it increases inplenentation conplexity.

It should be noted that Mobile | Pv4 [ RFC5944], for exanple, does not
use | Psec for security and instead has specified its own security
solution. Mbbile |IPv4d has been inpl enented and depl oyed on a
reasonably | arge scale and the security nodel has proven itself to be
sound.

Mobil e | Pv6 standardi zation was conpleted in 2005 along with the
security architecture using | KE/ I Psec specified in RFC 3776

[ RFC3776]. Wth the evolution to | KEv2 [ RFC5996], Mbobile |1Pv6
security has al so been updated to rely on the use of | KEv2 [ RFC4877].
I npl enent ati on exerci ses of Mbile | Pv6 and Dual - Stack Mobile | Pv6

[ RFC5555] have identified the complexity of using IPsec and | KEv2 in
conjunction with Mbile IPv6. Inplementing Mbile IPv6 with | Psec
and | KEv2 requires nodifications to both the IPsec and | KEv2
components, due to the communication nodels that Mobile | Pv6 uses and
the changing I P addresses. For further details, see Section 7.1 in

[ RFC3776] .

Thi s docunent proposes a security framework based on TLS-protected
establi shnent of Mbile |Pv6 security associations, which reduces

i mpl ement ation conplexity while maintaining an equivalent (to | KEv2/
| Psec) |evel of security.

TLS-Based Security Establishnment
1. Overview

The security architecture proposed in this docunent relies on a
secure TLS session established between the MN and the HAC for nutua
aut henti cation and M\-HA security association boot strapping.

Aut hentication of the HAC is done via standard TLS operati on wherein
the HAC uses a TLS server certificate as its credentials. M

aut hentication is done by the HAC via signaling nessages that are
secured by the TLS connection. Any Extensible Authentication

Prot ocol (EAP) nethod or Pre-Shared Key (PSK) can be used for
authenticating the MNto the HAC. Upon successful conpletion of

aut henti cation, the HAC generates keys that are delivered to the M\
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through the secure TLS channel. The sane keys are al so provided to
the assigned HA. The HAC al so provides the MN with M Pv6
boot st rappi ng i nformati on such as the IPv6 and | Pv4 address of the
HA, the hone network prefix, the IPv6 and/or |Pv4 Hone Address (HoA),
and DNS server address.

The MN and HA use security associations based on the keys and
Security Parameter |ndexes (SPls) generated by the HAC and delivered
to the MN and HA to secure signaling and optionally user plane
traffic. Figure 1 belowis an illustration of the process.

Si gnal i ng messages and user plane traffic between the MN and HA are
al ways UDP encapsul ated. The packet formats for the signaling and
user plane traffic is described in Sections 6.3 and 6. 4.

WN HAC HA
I I I
| e \ |
|/ _ \| |
|\ TLS session setup /] |
|\ /| |
I I I
| e \ |
|/ MN Aut henti cati on \| |
I\ a I
| Ve /| |
I I I
| e \ |
|/ HAC provi sions the MN \| |
|\ keys, SPI, & MPv6 parns /| |
R RREEEEELE I |
I | --MNID, keys, SPI->|
I I I
[ R e Vo
|/ M\- HA SA est abl i shed; Secures \
|\ signaling and optionally user traffic /

I I I
| |
[------------ BU(encrypted)----------------------- >|
I I
| <--------- BAck(encrypted)------------------------ |

Figure 1: Hi gh-Level Architecture
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4.2. Architecture

The TLS-based security architecture is shown in Figure 2. The

si gnal i ng nessage exchange between the MN and the HAC is protected by
TLS. It should be noted that an HAC, a AAA server, and an HA are

| ogically separate entities and can be collocated in all possible
conbi nations. There MJST be a strong trust relationship between the
HA and the HAC, and the conmunication between them MJST be both
integrity and confidentially protected.

Hommm-- + Hommm-- + Hommm-- +
| Mobi | e| TLS | Home | AAA | AAA |
| Node |<----------- >| Agent | <---------- >| Server
I I | Contrl | I I
+ommm - + +ommm - + +ommm - +
N N N
I I I
| BUBA ../ | e.g., AAA | AAA
| (Data) I I
I v I
| NREERREEE + |
I | MPv6 | I
S >| Home | <----mmmema- - +
| Agent(s)|
Hommmmm- +

Figure 2: TLS-Based Security Architecture Overview
4.3. Security Associati on Managenent

Once the MN has contacted the HAC and nutual authentication has taken
pl ace between the MN and the HAC, the HAC securely provisions the M\
with all security-related information inside the TLS protected
tunnel. This security-related information constitutes a security
association (SA) between the MN and the HA. The created SA MJUST NOT
be tied to the Care-of Address (CoA) of the MN

The HAC may proactively distribute the SA information to HAs, or the
HA may query the SA information fromthe HAC once the MN contacts the
HA. If the HA requests SA information fromthe HAC, then the HA MUST
be able to query/index the SA information fromthe HAC based on the
SPI identifying the correct security association between the M\ and

t he HA
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The HA may want the MN to re-establish the SA even if the existing SA
is still valid. The HA can indicate this to the M\ using a dedicated
Status Code in a BA (value set to REINNT_SA WTH HAC). As a result,

the MN SHOULD contact the HAC prior to the SA timng out, and the HAC
woul d provision the MN and HAs with a new SA to be used subsequently.

The SA established between MN and HAC SHALL contain at |east the
foll owi ng information:

Mobility SPI:

This paranmeter is an SPI used by the MN and the HA to index the SA
between the MN and the HA. The HAC i s responsi bl e for assigning
SPIs to MNs. There is only one SPI for both binding managenent
messagi ng and possi bl e user data protection. The same SPI is used
for both directions between the M\ and the HA. The SPI val ues are
assigned by the HAC. The HAC MJUST ensure uni queness of the SPI

val ues across all M\s controlled by the HAC

M\- HA keys for ciphering:

A pair of symmetric keys (MN -> HA, HA -> MN) used for ciphering
Mobile IPv6 traffic between the MN and the HA. The HAC is
responsi bl e for generating these keys. The key generation
algorithmis specific to the HAC i npl ementati on

M\- HA shared key for integrity protection:

A pair of symmetric keys (MN -> HA, HA -> MN) used for integrity
protecting Mbile IPv6 traffic between the MN and the HA. This
i ncl udes both bindi ng managenent nessages and reverse-tunnel ed
user data traffic between the MN and the HA. The HAC is
responsi bl e for generating these keys. The key generation
algorithmis specific to the HAC i npl enentation. In the case of
conbi ned al gorithns, a separate integrity protection key is not
needed and rmay be omitted, i.e., the encryption keys SHALL be
used.

Security association validity time:

This paraneter represents the validity time for the security
association. The HAC is responsible for defining the lifetine
val ue based on its policies. The lifetime may be in the order of
hours or weeks. The MN MJST re-contact the HAC before the SA
validity tine ends.
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Security association scope:

Thi s paraneter defines whether the security association is applied
to Mobile IPv6 signaling nessages only or to both Mbile | Pv6
signaling nessages and data traffic.

Se

ected ci phersuite:

This paraneter is the ciphersuite used to protect the traffic

bet ween the MN and the HA. This includes both binding nanagenent
messages and reverse-tunnel ed user data traffic between the MN and
the HA. The selected algorithms SHOULD be one of the mutually
supported ci phersuites of the negotiated TLS versi on between the
MN and the HAC. The HAC is responsible for choosing the nutually
supported ciphersuite that conplies with the policy of the HAC
Qovi ously, the HAs under HAC s managenent nust have at | east one
ciphersuite with the HAC in conmon and need to be aware of the

i npl ement ed ci phersuites. The selected ciphersuite is the sane
for both directions (MN -> HA and HA -> MN).

Sequence numnbers

A nonotoni cal |y increasing unsi gned sequence nunber used in all
prot ected packets exchanged between the MN and the HA in the sane
direction. Sequence nunbers are mmintai ned per direction, so each
SA includes two i ndependent sequence numbers (MN -> HA, HA -> WN).
The initial sequence number for each direction MIST al ways be set
to 0 (zero). Sequence nunbers cycle to 0 (zero) when increasing
beyond their maxi num defi ned val ue.

4.4. Bootstrapping of Additional Mbile |Pv6 Paraneters

VWhen the MN contacts the HAC to distribute the security-rel ated
informati on, the HAC may al so provision the MN with various M Pv6-
rel ated bootstrapping information. Bootstrapping of the foll ow ng
i nformati on SHOULD at | east be possible:
Honme Agent | P Address:

The 1 Pv6 and | Pv4 address of the hone agent assigned by the HAC
Mobil e | Pv6 Service Port Number:

The port nunber where the HA is listening to UDP [ RFCO768]
packets.
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Horme Address:

The 1 Pv6 and/or |Pv4 home address assigned to the nobil e node by
t he HAC.

Hone Link Prefix:

Concerns the 1 Pv6 Hone Iink prefix and the associated prefix
| engt h.

DNS Server Address:

The address of a DNS server that can be reached via the HA. DNS
queries in certain cases cannot be routed to the DNS servers
assigned by the access network to which the MN is attached; hence,
an additional DNS server address that is reachable via the HA
needs to be confi gured.

The M Pv6-rel ated bootstrapping information is delivered fromthe HAC
to the MN over the sane TLS protected tunnel as the security related
i nformation.

4.5. Protecting Traffic between Mbile Node and Hone Agent

5.

5

The sane integrity and confidentiality algorithm MJST be used to
protect both bindi ng managenment nessages and reverse-tunnel ed user
data traffic between the MN and the HA. Generally, all binding
managenent nessages (BUs, BAs, and so on) MJST be integrity protected
and SHOULD be confidentially protected. The reverse-tunnel ed user
data traffic SHOULD be equivalently protected. Generally, the
requirenents stated in [ RFC6275] concerning the protection of the
traffic between the MN and the HA al so apply to the nechanisns
defined by this specification

M\- t o- HAC Conmmuni cati on
1. Request-Response Message Fram ng over TLS-Tunne

The MN and the HAC comunicate with each other using a sinple

| ockstep request-response protocol that is run inside the protected
TLS-tunnel. A generic nessage container framng for the request
messages and for the response nessages is defined. The nessage
containers are only nmeant to be exchanged on top of a connection-
oriented TLS-layer. Therefore, the end of nessage exchange is
determ ned by the other end closing the transport connection
(assum ng the "application layer" has also indicated the conpletion
of the message exchange). The peer initiating the TLS connection is
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al ways sendi ng "Requests", and the peer accepting the TLS connection
i s always sendi ng "Responses”". The format of the message contai ner
is shown in Figure 3.

Al'l data inside the Content portion of the nmessage contai ner MIUST be
encoded using octets. Fragnentation of nessage containers is not
supported, which neans one request or response at the "application

| ayer" MUST NOT exceed the maxi mum size all owed by the nmessage
cont ai ner format.

0 1 2 3

01234567890123456789012345678901
e e Lk ol e T e e L EoE
Rsrvd | ldentifier | Length |
i I S i T S S S S i S e
t portion.. ~
e L ok i e i i T S S NN S

Fi gure 3: Request-Response Message Contai ner

The 3-bit Ver field identifies the protocol version. The current
version is 0, i.e., all bits are set to a value of 0 (zero)

The Rsrvd field MJST be set to a value of 0 (zero),

The ldentifier field is meant to match requests and responses. The
valid ldentifier values are between 1-255. The value 0 MJST NOT be
used. The first request for each communi cati on sessi on between the
MN and the HAC MUST have the ldentifier values set to 1.

The Length field tells the length of the Content portion of the
container (i.e., Reserved octet, ldentifier octet, and Length field
are excluded). The Content portion | ength MJUST al ways be at | east
one octet and up to 65535 octets. The value is in network order

5.2. Request-Response Message Content Encodi ng

The encodi ng of the nmessage content is simlar to HTTP header
encodi ng and complies with the augnmented Backus- Naur Form ( BNF)
defined in Section 2.1 of [RFC2616]. All presented hexadeci nal
nunbers are in network byte order. From now on, we use the TypeVal ue
header (TV-header) termto refer to request-response nmessage content
HTTP-1i ke headers.
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5.3. Request-Response Message Exchange
The nessage exchange between the MN and the HAC is a sinple | ockstep
request-response type as stated in Section 5.1. A request nessage
includes a nonotonically increasing Identifier value that is copied
to the correspondi ng response nmessage. Each request MJST have a
different Identifier value. Hence, a reliable connection-oriented
transport bel ow the nmessage container framng is assuned. The nunber
of request-response nmessage exchanges MJST NOT exceed 255
Each new comuni cati on session between the MN and the HAC MJST reset
the ldentifier value to 1. The MNis also the peer that always sends
only request nmessages and the HAC only sends response nmessages. Once
the request-response nessage exchange conpl etes, the HAC and the M
MJUST cl ose the transport connection and the correspondi ng TLS-tunnel
In the case of an HAC-side error, the HAC MJUST send a response back
to an MN with an appropriate status code and then cl ose the transport
connecti on.

The first request nmessage - MHAuth-Init - (i.e., the Identifier is 1)
MUST al ways contain at |east the follow ng paraneters

M\-ldentity - See Section 5.5.1
Aut henticati on Method - See Section 5.5. 2.

The first response nessage - MHAuth-Init - (i.e., the ldentifier is
1) MJST contain at mininmumthe followi ng paraneters:

Sel ect ed aut hentication Method - See Section 5.5.2.

The | ast request nessage fromthe M side - MHAut h- Done - MJUST
contain the foll owi ng paraneters

Security association scope - See Section 5.6.4.
Proposed ci phersuites - See Section 5.6.5.
Message Authenticator - See Section 5.5.5.

The | ast response nessage - MHAut h-Done - that ends the request-
response nessage exchange MJST contain the followi ng paraneters

Status Code - See Section 5.5.4.

Message Authenticator - See Section 5.5.5.
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In the case of successful authentication, the followi ng additiona
par anet er s

Sel ected ci phersuite - See Section 5.6.5.

Security association scope - See Section 5.6.4.

The rest of the security association data - See Section 5.6.
5.4. Honme Agent Controller Discovery

Al'l bootstrapping information, whether for setting up the SA or for
boot st rappi ng M Pv6-specific information, is exchanged between the WN
and the HAC using the franming protocol defined in Section 5.1. The

| P address of the HAC MAY be statically configured in the MN or
alternatively MAY be dynanmically discovered using DNS. In the case
of DNS-based HAC di scovery, the MN queries either an A/ AAAA or a SRV
record for the HAC I P address. The actual domain nane used in
queries is up to the deploynent to decide and out of scope of this
speci fication.

5.5. Ceneric Request-Response Paraneters

The grammar used in the follow ng sections is the augnented Backus-
Naur Form (BNF), the sane as that used by HITP [ RFC2616].

5.5.1. Mobi | e Node | dentifier

An identifier that identifies an MN. The Mobile Node Identifier is
in the formof a Network Access ldentifier (NAl) [RFC4282].

m-id = "m-id" ":" RFC4282-NAl CRLF
5.5.2. Authentication Mthod

The HAC is the peer that nandates the authentication nethod. The M
sends its authentication nmethod proposal to the HAC. The HAC, upon
recei pt of the MN proposal, returns the sel ected authentication

met hod. The MN MJST propose at | east one authentication nmethod. The
HAC MUST sel ect exactly one authentication nmethod or return an error
and then cl ose the connecti on.

aut h-nmet hod = "aut h-met hod" ":" a-method *("," a-method) CRLF
a-met hod =
"psk" ; PSK-based authentication
| "eap" ; EAP-based authentication
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5.5.3. Extensible Authentication Protocol Payl oad

Each Extensible Authentication Protocol (EAP) [RFC3748] message is an
encoded string of hexadeci mal nunbers. The "eap-payload" is

conpl etely transparent as to whi ch EAP-nethod or EAP nessage is
carried inside it. The "eap-payl oad" can appear in both request and
response messages:

eap- payl oad = "eap-payl oad" ":" 1*(HEX HEX) CRLF
5.5.4. Status Code

The "status-code" MJIST only be present in the response nessage that
ends the request-response nessage exchange. The "status-code”
follows the principles of HTTP and the definitions found in Section
10 of RFC 2616 also apply for these status codes |isted bel ow

stat us-code = "status-code" status-val ue CRLF
status-val ue =

"100" ; Continue

"200" (04
" 400" Bad Request
"401" Unaut hori zed

I ;
I ;
I ;
| "500" ; Internal Server Error
I :
I ;
I ;

"501" Not | npl enment ed
"503" Servi ce Unavail abl e
"504" Gat eway Ti ne-out

5.5.5. Message Authenticator

The "aut h" header contains data used for authentication purposes. It
MJUST be the |l ast TV-header in the nessage and cal cul ated over the
whol e nessage till the start of the "nsg-header"”:

nmeg-auth = "auth" ":" 1*(HEX HEX) CRLF

5.5.6. Retry After
retry-after = "retry-after™ ":" rfcll23-date CRLF
5.5.7. End of Message Content

end- of - message = 2CRLF
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5.5.8. Random Val ues

Random nunbers generated by the MN and the HAC, respectively. The
| ength of the random nunber MJST be 32 octets (before TV-header

encodi ng) :
m-rand = "m-rand" ":" 32(HEX HEX) CRLF
hac-rand = "hac-rand" ":" 32(HEX HEX) CRLF

5.6. Security Association Configuration Paraneters

During the Mobile | Pv6 bootstrapping, the MN and the HAC negotiate a
single ciphersuite for protecting the traffic between the MN and the
HA. The all owed ciphersuites for this specification are a subset of
those in TLS version 1.2 (see Appendix A 5 of [RFC5246]) per

Section 5.6.5. This might appear as a constraint as the HA and the
HAC may have inpl enented different ciphersuites. These two nodes
are, however, assunmed to belong to the same adninistrative donain

In order to avoid exchangi ng supported M\ HA ci phersuites in the M\
HAC protocol and to reuse the TLS ciphersuite negotiation procedure,
we nmake this sinplifying assunption. The sel ected ciphersuite MJST
provide integrity and confidentiality protection.

Section 5.6.5 provides the mapping fromthe TLS ci phersuites to the
integrity and encryption algorithns allowed for M\-HA protection

Thi s mapping mainly ignores the authentication algorithmpart that is
not required within the context of this specification. For exanple,

[ RFC5246] defines a nunber of AES-based ciphersuites for TLS
including ' TLS RSA W TH AES 128 CBC SHA'. For this specification

the relevant part is 'AES 128 CBC SHA'.

Al'l the parameters described in the follow ng sections apply only to
a request-response protocol response nessage to the MN. The M has
no way of affecting the provisioning decision of the HAC

5.6.1. Security Paraneter |ndex
The 28-bit unsigned SPI nunber identifies the SA used between the M
and the HA. The value 0 (zero) is reserved and MJUST NOT be used.
Therefore, values ranging from1 to 268435455 are vali d.
The TV-header corresponding to the SPI nunber is as foll ows:

mi p6-spi = "mip6-spi" ":" 1*DIG T CRLF
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5.6.2. M\HA Shared Keys
The MN-HA shared integrity (ikey) and encryption (ekey) keys are used
to protect the traffic between the MN and the HA. The | ength of
these keys depend on the selected ciphersuite.

The TV-headers that carry these two paraneters are the foll ow ng:

m p6-m-to-ha-ikey = "m p6-m-to-ha-ikey" ":" 1*(HEX HEX) CRLF
m p6-ha-to-m-i key = "m p6-ha-to-m-ikey" ":" 1*( HEX HEX) CRLF
m p6- m-t o- ha- ekey = "m p6-m-to-ha-ekey" ":" 1*( HEX HEX) CRLF
m p6- ha-to- M- ekey = "m p6- ha-to-m-ekey" ":" 1*(HEX HEX) CRLF

5.6.3. Security Association Validity Time

The end of the SA validity time is encoded using the "rfcll123-date"
format, as defined in Section 3.3.1 of [ RFC2616].

The TV-header corresponding to the SA validity time value is as
fol |l ows:

m p6-sa-validity-end = "mp6-sa-validity-end" ":" rfcll23-date CRLF
5.6.4. Security Association Scope (SAS)

The SA is applied either to Mbile I Pv6 signaling nessages only or to
both Mobile I Pv6 signaling nmessages and data traffic. This policy
MUST be agreed between the MN and HA prior to using the SA

O herwi se, the receiving side will be unaware of whether the SA
applies to data traffic and hence unable to decide how to act when
recei ving unprotected packets of PType 1 (see Section 6.4).

m p6-sas = "m p6-sas” ":" 1DIA T CRLF

where a value of "O' indicates that the SA does not protect data
traffic and a value of "1" indicates that all data traffic MJST be
protected by the SA. If the mip6-sas value of an SAis set to 1, any
packet received with a PType val ue that does not match the m p6-sas
val ue of the SA MJST be silently discarded.

The HAC is the peer that nandates the used security association
scope. The MN sends its proposal to the HAC, but eventually the
security association scope returned fromthe HAC defi nes the used
scope.
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5.6.5. Ciphersuites and G phersuite-to-Al gorithm Mapping

The ci phersuite negotiation between HAC and MN uses a subset of the
TLS 1.2 ciphersuites and follows the TLS 1.2 nuneric representation
defined in Appendix A 5 of [ RFC5246]. The TV-headers correspondi ng
to the selected ciphersuite and ciphersuite list are the foll ow ng:

m p6-ci phersuite = "m p6-ci phersuite"” ":" csuite CRLF

csuite = "{" suite "}"

suite =

"00" "," "02" ; CipherSuite NULL_SHA = {0x00, 0x02}

| "oo0" "," "3B" ; CipherSuite NULL SHA256 = {0x00, Ox3B}
| "o0" "," "OA" ; CipherSuite 3DES EDE CBC SHA = {0x00, Ox0A}
| "00" "," "2F" ; CipherSuite AES 128 CBC SHA = {0x00, Ox2F}
| 1 ) e

“oo" "," "3C Ci pher Suite AES_128_CBC_SHA256 {0x00, 0x3C}

m p6-suitelist = "mp6-suitelist" ":" csuite *("," csuite) CRLF
Al'l other Ciphersuite values are reserved.

The following integrity algorithns MJUST be supported by all
i mpl ement ati ons:

HVAC- SHAL- 96 [ RFC2404]
AES- XCBC- MAC- 96 [ RFC3566]

The bi ndi ng managenment messages between the MN and HA MJST be
integrity protected. |Inplenentations MJUST NOT use a NULL integrity
al gorithm

The foll owi ng encryption algorithnms MJST be supported:

NULL [ RFC2410]
Tri pl eDES- CBC [ RFC2451]
AES-CBC with 128-bit keys [ RFC3602]

Traffic between MN and HA MAY be encrypted. Any integrity-only
Ci phersuite nmakes use of the NULL encryption al gorithm

Not e: This docunent does not consider conbined algorithns. The
followi ng table provides the napping of each ciphersuite to a

conbi nation of integrity and encryption algorithns that are part of
the negoti ated SA between MN and HA.
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S RIS dememmememeeaaaas e +
| G phersuite | Integ. Algorithm|Encr. Al gorithm |
o e e e o o e e e oo S +
| NULL_SHA | HMAC- SHA1- 96 | NULL |
| NULL_SHA256 | AES- XCBC- MAC-96 | NULL |
| 3DES_EDE_CBC_SHA | HVAC- SHA1- 96 | Tri pl eDES- CBC |
| AES_128 CBC_SHA | HVAC- SHA1- 96 | AES-CBC with 128-bit keys |
| AES_128 CBC _SHA256 | AES- XCBC- MAC-96 | AES-CBC with 128-bit keys |
o e e e o o e o e e e e e +

Ci phersuite-to-Al gorithm Mappi ng
5.7. Mbile | Pv6 Bootstrappi ng Paraneters

In parallel with the SA bootstrapping, the HAC SHOULD provi sion the
MN with rel evant M Pv6-rel ated bootstrapping i nformation.

The foll owing generic BNFs are used to form|P addresses and
prefixes. They are used in subsequent sections.

i p6- addr =7( word ":" ) word CRLF

wor d = 1*4HEX

i p6-prefix = ip6-addr "/" 1*2DIGA T

i p4- addr =1*3pgT"." 1*3DDGET "." 1*3DAT "." 1*3DIAT
i p4-subnet = ip4-addr "/" 1*2DIGT

5.7.1. Honme Agent Address

The HAC MAY provision the MNwith an IPv4 or an | Pv6 address of an
HA, or both.

m p6- haa-i p6
m p6- haa-i p4

"m p6- haa-i p6" ":" ip6-addr CRLF
"m p6- haa-i p4" ":" ip4d-addr CRLF

5.7.2. Mobile I Pv6 Service Port Nunber
The HAC SHOULD provision the MN with an UDP port numnber, where the HA
expects to receive UDP packets. |If this paraneter is not present,
then the 1 ANA reserved port nunber (m pv6tls) MIST be used instead.
m p6-port = "m p6-port” ":" 1*5DIA T CRLF
5.7.3. Hone Addresses and Home Network Prefix
The HAC MAY provision the MNwith an IPv4 or an | Pv6 honme address, or

both. The HAC MAY al so provision the MN with its home network
prefix.
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5.

5

m p6-i p6-hoa = "mi p6-i p6-hoa" ":" ip6-addr CRLF
m p6-i p4-hoa = "m p6-i p4-hoa” ":" ipd-addr CRLF
m p6-i p6-hnp = "m p6-i p6-hnp” ":" ip6-prefix CRLF
m p6-i p4-hnp = "m p6-i p4-hnp" ":" ip4-subnet CRLF

7.4. DNS Server

The HAC may al so provide the MN with DNS server configuration
options. These DNS servers are reachable via the honme agent.

dns-i p6
dns-ip4

"dns-ip6" ":" ip6-addr CRLF
"dns-ip4" ":" ipd-addr CRLF

8. Authentication of the Mbile Node

Thi s section describes the basic operation required for the M\-HAC
mut ual aut hentication and the channel binding. The authentication
protocol described as part of this section is a sinple exchange that
follows the Generalized Pre-Shared Key (GPSK) exchange used by EAP-
GPSK [ RFC5433]. It is secured by the TLS tunnel and is
cryptographically bound to the TLS tunnel through channel binding
based on [ RFC5056] and on the channel binding type 'tls-server-
endpoi nt’ described in [RFC5929]. As a result of the channel binding
type, this nethod can only be used with TLS ci phersuites that use
server certificates and the Certificate handshake nessage. For
exanpl e, TLS ci phersuites based on PSK or anonynous authentication
cannot be used.

The aut henticati on exchange MJST be perforned through the encrypted
TLS tunnel. It perforns nmutual authentication between the MN and the
HAC based on a PSK or based on an EAP-nethod (see Section 5.9). Note
that an HAC MJUST NOT allow MNs to renegotiate TLS sessions. The PSK
protocol is described in this section. It consists of the nessage
exchanges (MHAuth-1nit, MHAuth-M d, MHAut h-Done) in which both sides
exchange nonces and their identities, and conpute and exchange a
nmessage aut henticator 'auth’ over the previously exchanged val ues,
keyed with the pre-shared key. The MHAut h- Done nmessages are used to
deal with error situations. Key binding with the TLS tunnel is
ensured by channel binding of the type "tls-server-endpoint" as
descri bed by [ RFC5929] where the hash of the TLS server certificate
serves as input to the "auth’ calculation of the MHAuth nessages.

Not e: The authentication exchange is based on the GPSK exchange used
by EAP-GPSK. I n conparison to GPSK, it does not support exchangi ng
an encrypted container (it always runs through an al ready protected
TLS tunnel). Furthernore, the initial request of the authentication
exchange (MHAuth-1nit) is sent by the MN (client side) and is
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compar abl e to EAP-Response/ldentity, which reverses the rol es of
request and response messages conpared to EAP-GPSK. Figure 4 shows a
successful protocol exchange.

| Request/MHAuth-Init (...)

Figure 4: Authentication of the Mbile Node Using Shared Secrets
1) Request/MHAuth-1Init: (M -> HAC
m-id, m-rand, auth-nmethod=psk
2) Response/MHAuth-Init: (MN <- HAQ)
[ m-rand, hac-rand, auth-nmethod=psk, [status],] auth
3) Request/MHAut h- Done: (MN -> HAQ)
m-rand, hac-rand, sa-scope, ciphersuite-list, auth
4) Response/ MHAut h- Done: (MN <- HAC)

[ sa-scope, sa-data, ciphersuite, bootstrapping-data,] m-rand,
hac-rand, status, auth

Where "auth’ for MN -> HAC direction is as foll ows:

auth = HVAC- SHA256( PSK, "MN' | nsg-octets | CB-octets)
Where "auth’ for MN <- HAC direction is as foll ows:

auth = HVAC- SHA256( PSK, "HAC' | nsg-octets | CB-octets)

In the above, "MN' is 2 ASCI| characters without null term nation and
"HAC' is 3 ASCI| characters without null term nation.

Kor honen, et al. Experi ment al [ Page 20]



RFC 6618 TLS-Based M Pv6 Security Franmework May 2012

The length "m-rand", "hac-rand" is 32 octets. Note that "|"
i ndi cates concat enation and optional paraneters are shown in square
brackets [..]. The square brackets can be nested.

The shared secret PSK can be variable I ength. 'msg-octets’ includes
all payl oad paraneters of the respective nmessage to be signed except
the "auth’ payload. CB-octets is the channel binding input to the
auth calculation that is the "TLS-server-endpoint" channel binding
type. The content and algorithm (only required for the "TLS-server-
endpoint" type) are the sane as described in [ RFC5929].

The MN starts by selecting a random nunber 'mm-rand’ and choosing a
list of supported authentication nethods coded in "auth-nethod’'. The
MN sends its identity "m-id’, "mm-rand’, and 'auth-nethod” to the
HAC in MHAuth-1nit. The decision of which authentication method to
of fer and which to pick is policy and inpl enentati on dependent and,
therefore, outside the scope of this docunent.

I n MHAut h- Done, the HAC sends a random number ' hac-rand’ and the

sel ected ciphersuite. The selection MJIST be one of the M\-supported
ci phersuites as received in 'ciphersuite-list’. Furthernore, it
repeats the received paraneters of the MHAuth-Init nessage 'mm-rand’
It conputes a nessage authenticator 'auth’ over all the transnmitted
paraneters except 'auth' itself. The HAC cal cul ates "auth’ over al
paraneters and appends it to the nessage.

The MN verifies the received Message Aut hentication Code (MAC) and
the consistency of the identities, nonces, and ciphersuite paraneters
transmtted in MHAuth-Auth. In case of successful verification, the
MN conputes a MAC over the session paraneter and returns it to the
HAC i n MHAut h- Done. The HAC verifies the received MAC and the

consi stency of the identities, nonces, and ciphersuite paraneters
transmitted in MHAuth-Init. If the verification is successful,
MHAuUt h- Done is prepared and sent by the HAC to confirm successfu
conpl eti on of the exchange.
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Ext ensi bl e Aut hentication Protocol Methods

May 2012

Basi c operation required for the M\HAC nmutual authentication using

EAP- based net hods.

MN HAC

I
| Request/MHAuth-Init (...)

Response/ MHAut h-1nit (...,
eap- payl oad=EAP- Request /| dentity)

I
Request/ VHAut h- M d (eap- payl oad= |
EAP- Response/ I dentity) |

I

I

I

.. EAP-net hod specific exchanges..

I
| Request/ MHAut h- Done (eap- payl oad=EAP- Response/.. .,
| ., auth)

I
I
| ..., auth)
I
|

Figure 5: Authentication of the Mobile Node Usi ng EAP

1) Request/VMHAuth-Init: (MN -> HAC

m-id, mm-rand, auth-method=eap
2) Response/ MHAuth-Init: (MN <- HACQ

[ aut h- met hod=eap, eap, [status,]] auth
3) Request/MHAuth-M d: (MN -> HAQ)

eap, auth
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6

4) Response/ MHAuth-M d: (M <- HAC)
eap, auth

WMHAut h- M d exchange is repeated as nmany ti nes as needed by the
used EAP- et hod.

5) Request/ MHAut h- Done: (MN -> HAQC)
sa-scope, ciphersuite-list, eap, auth
6) Response/ MHAut h- Done: (MN <- HAQ)

[ sa-scope, sa-data, ciphersuite, bootstrapping-data,] eap,
status, auth

Where "auth’ for MN -> HAC direction is as foll ows:

auth = HVAC- SHA256( shar ed- key, "MN' | nsg-octets | CB-octets)
Where "auth’ for MN <- HAC direction is as foll ows:

auth = HVAC- SHA256( shar ed- key, "HAC' | nsg-octets | CB-octets)

In the above, "MN' is 2 ASCI| characters without null term nation and
"HAC' is 3 ASCI| characters without null term nation

In MHAuth-Init and MHAut h-M d nessages, shared-key is set to "1". |If
the EAP-nethod is key-deriving and creates a shared Master Session
Key (MSK) as a side effect of Authentication shared-key MJST be the
MBK in all MHAut h- Done nessages. This MSK MUST NOT be used for any
ot her purpose. |In case the EAP nethod does not generate an MSK
shared-key is set to "1".

"meg-octets’ includes all payload paraneters of the respective
message to be signed except the "auth' payload. CB-octets is the
channel binding input to the AUTH cal cul ation that is the "TLS-
server-endpoi nt" channel binding type. The content and al gorithm
(only required for the "TLS-server-endpoint” type) are the same as
described in [ RFC5929].

Mobi | e Node to Horme Agent Commruni cation
1. Genera
The foll owi ng subsections describe the packet formats used for the

traffic between the MN and the HA. This traffic includes binding
managenent nessages (for exanple, BU and BA nessages), reverse-
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tunnel ed and encrypted user data, and reverse-tunnel ed pl ai ntext user
data. This specification defines a generic packet format, where
everything is encapsul ated inside UDP. See Sections 6.3 and 6.4 for
detailed illustrations of the correspondi ng packet fornmats.

The Mobile | Pv6 service port nunber is where the HA expects to
recei ve UDP packets. The sane port nunber is used for both binding
managenment nmessages and user data packets. The reason for

mul ti pl exi ng data and control nessages over the same port number is
due to the possibility of Network Address and Port Transl ators

| ocated al ong the path between the MN and the HA. The Mobile | Pv6
servi ce MAY use any epheneral port nunber as the UDP source port, and
it MJST use the Mdbile I Pv6 service port nunmber as the UDP
destination port. The Mbile IPv6 service port is dynamically
assigned to the MN during the bootstrapping phase (i.e., the m p6-
port paraneter) or, in absence of the bootstrapping paraneter, the
| ANA reserved port (mpv6tls) MJIST be used.

The encapsul ating UDP header is immediately followed by a 4-bit
Packet Type (PType) field that defines whether the packet contains an
encrypted nobility managenent nessage, an encrypted user data packet,
or a plaintext user data packet.

The Packet Type field is followed by a 28-bit SPI val ue, which
identifies the correct SA concerning the encrypted packet. For any
packet that is neither integrity protected nor encrypted (i.e., no SA
is applied by the originator), the SPI MJST be set to O (zero).

Mobi lity managenent nessages MJST al ways be at |east integrity
protected. Hence, nobility nanagenent nmessages MJUST NOT be sent with
an SPI value of 0 (zero).

There is always only one SPI per MN-HA nobility session and the sane
SPI is used for all types of protected packets independent of the
direction.

The SPI value is followed by a 32-bit Sequence Nunmber value that is
used to identify retransmi ssions of protected nessages (integrity
protected or both integrity protected and encrypted, see Figures 7
and 8) . Each endpoint in the security association maintains two
"current" Sequence Nunbers: the next one to be used for a packet it
initiates and the next one it expects to see in a packet fromthe
other end. If the MN and the HA ends initiate very different nunbers
of messages, the Sequence Numbers in the two directions can be very
different. 1In the case data protection is not used (see Figure 9),
the Sequence Nunmber MJST be set to O (zero). Note that the HA SHOULD
initiate a re-establishnent of the SA before any of the Sequence
Nunber cycl e.
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Finally, the Sequence Nunber field is followed by the data portion,
whose content is identified by the Packet Type. The data portion may
be protected.

6.2. PType and Security Paraneter |ndex

The PType is a 4-bit field that indicates the Packet Type (PType) of
the UDP encapsul ated packet. The PType is followed by a 28-bit SPI
value. The PType and the SPI fields are treated as one 32-bit field
during the integrity protection calcul ation.

0 1 2 3
01234567890123456789012345678901
i S T S S e e e T A I S s Sl i e o
| PType | SPI |
I S T S S S T S T S iy S S BER S S R

Figure 6: Security Paraneter |Index with Packet Type

A SPI value of 0 (zero) indicates a plaintext packet. |If the packet
is integrity protected or both integrity protected and encrypted, the
SPlI val ue MUST be different fromO0. Wen the SPI value is set to O,
then the PType MJUST al so be O.

6. 3. Binding Managenent Message Formats

The bi ndi ng managenent nmessages that are only meant to be exchanged
bet ween the MN and the HA MJUST be integrity protected and MAY be
encrypted. They MJST use the packet format shown in Figure 7

Al'l packets that are specific to the Mobile |IPv6 protocol, contain a
Mobility Header (as defined in Section 6.1.1. of RFC 6275) and are
used between the MN and the HA shall use the packet format shown in
Figure 7. (This nmeans that sonme Mbile I Pv6 nobility managenent
messages, such as the Hone Test Init (HoTl) message, are treated as
data packets and using encapsul ati on described in Section 6.4 and
shown in Figures 8 and 9).
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81234567893123456789%12345678981
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
! | Pv4 or |1 Pv6 header (src-addr=Xa, dst-addr=Ya) l
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
; UDP header (src-port=Xp, dst-port=Yp) :

T T T i S S g

| PType=8| SPI | ~lInt.
R e o e e e i e T e S ekl e VA
| Sequence Number | |ered

R R T S S R S S S R R el S R S R S R S S R S kB
| Payl oad Data (vari able) |

Integrity Check Value-1CV  (variable) |

I
: I
I | | Con
+ R i e e ol I S R R S e e il O o\ 'E
| Paddi ng (0-255 bytes) | |ered
i ok ST S R TR A R R ik I S S I e e |
| | Pad Length | Next Header | v v
e L o e e i i i w it S R S S S S
I

B i s T T i i o S o T Ji I
Fi gure 7: UDP-Encapsul ated Bi ndi ng Managenent Message For nat

The PType value 8 (eight) identifies that the UDP-encapsul ated packet
contains a Mobility Header (defined by RFC 6275) and other rel evant

| Pv6 extension headers. Note, there is no additional |P header

i nside the encapsul ated part. The Next Header field MJST be set to
val ue of the first encapsul ated header. The encapsul ated headers
follow the natural |1Pv6 and Mobile | Pv6 extensi on header alignnent
and formatting rul es.

The Paddi ng, Pad Length, Next Header, and ICV fields follow the rules
of Section 2.4 to 2.8 of [RFC4303] unless otherwi se stated in this
docunent. For an SPI value of 0 (zero) that indicates an unprotected
packet, the Paddi ng, Pad Length, Next Header, and ICV fields MJST NOT
be present.

The source and destination | P addresses of the outer |IP header (i.e.,

the src-addr and the dst-addr in Figure 7) use the current CoA of the
MN and the HA address.
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6.4. Reverse-Tunnel ed User Data Packet Formats

There are two types of reverse-tunnel ed user data packets between the
MN and the HA: those that are integrity protected and/or encrypted
and those that are sent in the clear. The MN or the HA deci des
whether to apply integrity protection and/or encryption to a packet
or to send it in the clear based on the mnip6-sas value in the SA If
the m p6-sas is set to 1, the originator MIST NOT send any user data
packets in the clear, and the receiver MIST silently discard any
packet with the PType set to O (unprotected). It is RECOVMENDED t hat
confidentiality and integrity protection of user data traffic be
applied. The reverse-tunneled |IPv4d or | Pv6 user data packets are
encapsul ated as is inside the 'Payl oad Data’ shown in Figures 8 and
9

8 123456789 é 123456789 é 123456789 g 1
i i i i S it SR SR S S U it SR S S
! I Pv4 or |1 Pv6 header (src-addr=Xa, dst-addr=Ya) !
L- i i i S I I S T s s S S S S S S S S i i +-L
: UDP header (src-port=Xp, dst-port=Yp) :

T S i T o S T i S SEp S A S

| PType=1| SPI | ~int.
A R i i S S T i S T e i I I S S R S T R S S kS S S N O\ VE
| Sequence Number | |ered

A S R R e ek SR S SN SR S S R S SR S SR S S S S S S S I
| Payl oad Data (vari able) |

Integrity Check Value-1CV  (variable) |

I
: I
| | | Con
+ A TR R T T e el I S S S S i S S i el T O )R
| Paddi ng (0-255 bytes) | |ered
R e s i T Ll S S i i S S S S S |
| | Pad Length | Next Header | v %
i I T s i o S i T sl A I S S S S S
|

T T S S e e i S S U S S AR Tk ok e

Fi gure 8: UDP-Encapsul ated Protected User Data Packet Fornmat
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The PType value 1 (one) identifies that the UDP-encapsul ated packet
contains an encrypted-tunnel ed | Pv4/1Pv6 user data packet. The Next
Header field header MJUST be set to val ue correspondi ng the tunnel ed
| P packet (e.g., 41 for |Pv6).

The Paddi ng, Pad Length, Next Header, and ICV fields follow the rules
of Section 2.4 to 2.8 of [RFC4303] unless otherwi se stated in this
docunent. For an SPI value of 0 (zero) that indicates an unprotected
packet, the Paddi ng, Pad Length, Next Header, and ICV fields MJST NOT
be present.

The source and destination |IP addresses of the outer |P header (i.e.,
the src-addr and the dst-addr in Figure 8) use the current CoA of the
MN and the HA address. The ESP-protected inner |IP header, which is
not shown in Figure 8, uses the home address of the MN and the
correspondent node (CN) address.

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
I I
: I Pv4 or |1 Pv6 header (src-addr=Xa, dst-addr=Ya) :
I I
T S e S i i SR SR S et i i
I I
: UDP header (src-port=Xp, dst-port=Yp) :
I I
B T S i T s i i e e SEI S
| PType=0| 0 |
I i I R e i S e e S
I 0 I
B i aT T e e o S o S S S I T et sl o ST S S S S S S
I I
: Payl oad Data (plain IPv4 or |Pv6 Packet) :
I I

i e R i e i i i e i i St S N e S
Fi gure 9: UDP-Encapsul ated Non-Protected User Data Packet Format

The PType value 0 (zero) identifies that the UDP-encapsul ated packet
contains a plaintext-tunneled | Pv4/IPv6 user data packet. Also, the
SPI and the Sequence Nunber fields MJST be set to O (zero).

The source and destination | P addresses of the outer |IP header (i.e.,
the src-addr and the dst-addr in Figure 9) use the current CoA of the
MN and the HA address. The plaintext inner |IP header uses the hone
address of the MN and the CN address.
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7. Route Optimzation

Mobile IPv6 route optim zation as described in [ RFC6275] is not
affected by this specification. Route optimization is possible only
between an I Pv6 MN and CN. UDP encapsul ati on of signaling and data
traffic is only between the MN and HA. The return routability
signal i ng messages such as HoTl/HoT and CoTl/ CoT [ RFC6275] are
treated as data packets and encapsul ati on, when needed, is per the
description in Section 6.4 of this specification. The data packets
bet ween an MN and CN that have successfully conpleted the return
routability test and created the appropriate entries in their binding
cache are not UDP encapsul ated using the packet fornmats defined in
this specification but follow the [RFC6275] specification

8. | ANA Consi derations
8.1. New Registry: Packet Type

| ANA has created a new registry under the [ RFC6275] Mbile |Pv6
paraneters registry for the Packet Type as described in Section 6.1.

Descri ption | Val ue
non-encrypted | P packet | O
encrypted | P packet | 1

| 8

mobi l ity header

Fol I owi ng the allocation policies from[RFC5226], new val ues for the
Packet Type AVP MJST be assi gned based on the "RFC Required" policy.

8.2. Status Codes
A new Status Code (to be used in BA nessages) is reserved for the
cases where the HA wants to indicate to the MNthat it needs to
re-establish the SAinformation with the HAC. The followi ng value is
reserved in the [RFC6275] Status Codes registry:
REI NI T_SA W TH_HAC 176
8.3. Port Numbers

A new port nunber (nmipv6tls) for UDP packets is reserved fromthe
exi sting PORT NUMBERS registry.

m pv6tls 7872
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9

9

9

Security Considerations

Thi s docunent describes and uses a nunmber of buil ding bl ocks that
i ntroduce security nmechanisnms and need to interwork in a secure
manner .

The foll owi ng building blocks are considered froma security point of
Vi ew

1. Discovery of the HAC

2. Authentication and M\-HA SA establishment executed between the MN
and the HAC (PSK- or EAP-based) through a TLS tunnel

3. Protection of M\-HA conmuni cation
4. AAA interworking
1. Discovery of the HAC

No dynam c procedure for discovering the HAC by the MN is descri bed
in this docunent. As such, no specific security considerations apply
to the scope of this docunent.

2. Authentication and Key Exchange Executed between the MN and the
HAC

Thi s docunent describes a sinple authentication and M\HA SA
negoti ati on exchange over TLS. The TLS procedures remai n unchanged;
however, channel binding is provided.

Aut hentication: Server-side certificate-based authentication MJST be
performed using TLS version 1.2 [RFC5246]. The MN MUST verify the
HAC s TLS server certificate, using either the subjectAl tNane
ext ensi on [ RFC5280] dNSNane identities as described in [ RFC6125]
or subject AltName i PAddress identities. |In case of iPAddress
identities, the MN MUST check the I P address of the TLS connection
agai nst these i PAddress identities and SHOULD reject the
connection if none of the i PAddress identities match the
connection. |In case of dNSNane identities, the rules and
gui delines defined in [ RFC6125] apply here, with the follow ng
consi derati ons:

* Support for DNS-ID identifier type (the dNSName identity in the
subj ect Al t Name extension) is REQU RED in the HAC and the MN TLS
i mpl ement ati ons.
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* DNS nanes in the HAC server certificates MJUST NOT contain the
wi | dcard character "*".

*  The CN-1D MUST NOT be used for authentication within the rules
described in [ RFC6125].

* The MN MUST set its "reference identifier" to the DNS nane of
t he HAC.

The client-side authentication may depend on the specific

depl oynent and is therefore not nmandated. Note that TLS-PSK

[ RFC4279] cannot be used in conjunction with the methods descri bed
in Sections 5.8 and 5.9 of this document due to the linitations of
the channel binding type used.

Through the protected TLS tunnel, an additional authentication
exchange is perfornmed that provides client-side or nutual

aut henti cati on and exchanges SA paraneters and optiona
configuration data to be used in the subsequent protection of
M\- HA conmruni cation.  The additional authentication exchange can
be either PSK-based (Section 5.8) or EAP-based (Section 5.9).
Bot h exchanges are al ways perfornmed within the protected TLS
tunnel and MUST NOT be used as standal one protocols.

The sinpl e PSK-based aut henticati on exchange provi des mnut ual

aut hentication and foll ows the GPSK exchange used by EAP-GPSK

[ RFC5433] and has similar properties, although sone features of
GPSK |i ke the exchange of a protected container are not supported.

The EAP-based aut hentication exchange sinply defines nessage
containers to allow carrying the EAP packets between the MN and
the HAC. In principle, any EAP nethod can be used. However, it
is strongly recommended to use only EAP nethods that provide

mut ual authentication and that derive keys including an MsK in
conpliance with [ RFC3748].

Bot h exchanges use channel binding with the TLS tunnel. The
channel binding type 'TLS-server-endpoint’ per [RFC5929] MJST be
used.

Dictionary Attacks: All nmessages of the authentication exchanges
specified in this docunent are protected by TLS. However, any
i mpl ement ati on SHOULD assume that the properties of the
aut henti cati on exchange are the same as for GPSK [ RFC5433], in
case the PSK-based nethod per Section 5.8 is used, and are the
same as those of the underlying EAP nmethod, in case the EAP-based
exchange per Section 5.9 is used.
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Replay Protection: The underlying TLS protection provides protection
agai nst repl ays.

Key Derivation and Key Strength: For TLS, the TLS-specific
consi derati ons apply unchanged. For the authenticati on exchanges
defined in this docunment, no key derivation step is perfornmed as
the MN-HA keys are generated by the HAC and are distributed to the
MN t hrough the secure TLS connecti on.

Key Control: No joint key control for M\-HA keys is provided by this
versi on of the specification.

Lifetinme: The TLS-protected authentication exchange between the M
and the HAC is only to bootstrap keys and other parameters for
usage with MN-HA security. The SAs that contain the keys have an
associated lifetine. The usage of Transport Layer Security (TLS)
Sessi on Resunption w thout Server-Side State, described in
[ RFC5077], provides the ability for the MNto minimze the |atency
of future exchanges towards the HA without having to keep state at
the HA itself.

Deni al - of - Servi ce (DoS) Resistance: The |level of resistance against
DoS attacks SHOULD be considered the sane as for comon TLS
operation, as TLS is used unchanged. For the PSK-based
aut henti cati on exchange, no additional factors are known. For the
EAP- based aut hentication exchange, any considerations regarding
DoS resistance specific to the chosen EAP nethod are expected to
be applicable and need to be taken into account.

Sessi on | ndependence: Each individual TLS protocol run is
i ndependent from any previ ous exchange based on the security
properties of the TLS handshake protocol. However, several PSK-
or EAP-based authentication exchanges can be perforned across the
same TLS connecti on.

Fragnentation: TLS runs on top of TCP and no fragmentation-specific
consi derations apply to the M\-HAC aut henti cati on exchanges.

Channel Binding: Both the PSK and the EAP-based exchanges use
channel binding with the TLS tunnel. The channel binding type
" TLS-server-endpoi nt’ per [RFC5929] MJST be used.

Fast Reconnect: This protocol provides session resunption as part of
TLS and optionally the support for [ RFC5077]. No fast reconnect
is supported for the PSK-based authenticati on exchange. For the
EAP- based aut hentication exchange, availability of fast reconnect
depends on the EAP nethod used.
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Identity Protection: Based on the security properties of the TLS
tunnel , passive user identity protection is provided. An attacker
acting as man-in-the-mddle in the TLS connection would be able to
observe the MN identity value sent in MHAuth-Init nessages.

Protected C phersuite Negotiation: This protocol provides
ci phersuite negotiation based on TLS

Confidentiality: Confidentiality protection of payl oads exchanged
bet ween the MN and the HAC are protected with the TLS Record
Layer. TLS ciphersuites with confidentiality and integrity
protection MJST be negotiated and used in order to exchange
security sensitive material inside the TLS connection.

Crypt ographi ¢ Binding: No cryptographic bindings are provided by
this protocol specified in this docunent.

Perfect Forward Secrecy: Perfect forward secrecy is provided with
appropriate TLS ci phersuites.

Key confirmation: Key confirmation of the keys established with TLS
is provided by the TLS Record Layer when the keys are used to
protect the subsequent TLS exchange.

9.3. Protection of MN and HA Comruni cati on

Aut hentication: Data origin authentication is provided for the
communi cation between the MN and the HA. The chosen | evel of
security of this authentication depends on the sel ected
ciphersuite. Entity authentication is offered by the MN to HAC
prot ocol exchange.

Dictionary Attacks: The concept of dictionary attacks is not
applicable to the M\-HA comuni cation as the keying material used
for this conmunication is randomy created by the HAC and its
| engt h depends on the chosen cryptographic al gorithns.

Replay Protection: Replay protection for the comunication between
the MN and the HA is provi ded based on sequence nunbers and
follows the design of |Psec ESP

Key Derivation and Key Strength: The strength of the keying materi al
established for the conmunication between the MN and the HA is
sel ected based on the negoti ated ci phersuite (based on the M\- HAC
exchange) and the key created by the HAC. The randomess
requirenents for security described in [ RFC4086] are applicable to
the key generation by the HAC
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Key Control: The keying material established during the M\- HAC
prot ocol exchange for subsequent protection of the M\HA
comuni cation is created by the HA and therefore no joint key
control is provided for it

Key Nanming: For the M\-HA communi cation, the security associations
are indexed with the help of the SPI and additionally based on the
direction (inbound comuni cation or outbound comuni cati on).

Lifetime: The lifetine of the MN-HA security associations is based
on the value in the m p6-sa-validity-end header field exchanged
during the M\-HAC exchange. The HAC controls the SA lifetine.

DoS Resi stance: For the communicati on between the MN and t he HA,
there are no heavy cryptographi c operations (such as public key
conputations). As such, there are no DoS concerns.

Sessi on | ndependence: Sessions are independent from each other when
new keys are created via the M\-HAC protocol. A new M\-HAC
protocol run produces fresh and uni que keying material for
protection of the MN-HA conmuni cati on.

Fragnmentation: There is no additional fragnmentation support provided
beyond what is offered by the network | ayer

Channel Binding: Channel binding is not applicable to the M\- HA
conmuni cati on.

Fast Reconnect: The concept of fast reconnect is not applicable to
the M\-HA communi cati on.

ldentity Protection: User identities SHOULD NOT be exchanged between

the MN and the HA. I n the case where bi ndi ng managenent nessages
contain the user identity, the nessages SHOULD be confidentiality
pr ot ect ed.

Protected G phersuite Negotiation: The M\-HAC protocol provides
protected ci phersuite negotiation through a secure TLS connecti on.

Confidentiality: Confidentiality protection of payl oads exchanged
bet ween the MN and the HAC (for Mobile IPv6 signaling and
optionally for the data traffic) is provided utilizing algorithns
negoti ated during the M\ HAC exchange.

Cryptographi ¢ Binding: No cryptographic bindings are provided by
this protocol specified in this docunent.
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9.

10.

11.

11.

Perfect Forward Secrecy: Perfect forward secrecy is provided when
the MN bootstraps new keying material with the help of the M\-HAC
protocol (assuming that a proper TLS ciphersuite is used).

Key Confirmation: Key confirmation of the M\HA keying material
conveyed fromthe HAC to the MN is provided when the first packets
are exchanged between the MN and the HA (in both directions as two
di fferent keys are used).

AAA | nt er wor ki ng

The AAA backend infrastructure interworking is not defined in this
docunment and is therefore out of scope.
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