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1.

I nt roducti on

Thi s docunent defines two M B nodules for nmonitoring I P Fl ow

I nformation eXport (IPFIX) Devices, including Exporters and

Col l ectors. Wiile nost of the objects defined by the IPFIX MB
modul e nust be inpl enented, sone objects nmay be inpl enented
corresponding to the functionality inplenented in the equi pnent.
Since the I PFI X architecture [RFC5470] foresees the possibility of
using Filtering and/or Sanpling functions to reduce the data vol ume,
this docunment al so provides the | PFI X SELECTOR M B nodul e, which
contains the standardi zed sel ection nethods and is controlled by

I ANA.  The full configuration of the IPFIX Metering Process is out of
the scope of these M B nodul es.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 [ RFC2119].

| PFI X Documrents Overvi ew

The |1 PFI X protocol provides network administrators with access to IP
Flow i nformation. The architecture for the export of neasured IP

Fl ow i nformation out of an | PFl X Exporting Process to a Collecting
Process is defined in [RFC5470], per the requirenments defined in

[ RFC3917]. The protocol docunent [RFC5101] specifies how I PFl X Data
Records and Tenpl ates are carried via a congestion-aware transport
protocol from | PFI X Exporting Processes to | PFI X Collecting
Processes. | PFIX has a formal description of |PFIX Informtion

El ements -- their name, type, and additional senmantic information --
as specified in [RFC5102]. Finally, [RFC5472] describes what type of
appl i cations can use the |IPFI X protocol and how they can use the
informati on provided. It furthernore shows how the | PFI X franmework
relates to other architectures and franeworks.

It is assuned that Flow nmetering, export, and collection are
performed according to the I PFI X architecture defined in [ RFC5470].
The nonitored configuration paraneters of the export and collection
of Flow Tenpl ates and Data Records are nodel ed according to

[ RFC5101]. Packet selection nethods that may be optionally used by
the I PFI X Metering Process are not considered in this MB docunent.
They are defined in the Packet Sanpling (PSAMP) franmework [ RFC5474]
and Sanpling techniques [ RFC5475] docunents. Nevertheless, the basis
for defining Sanpling and Filtering functions is given with the |IPFI X
SELECTOR M B nmodul e. Since the PSAMP export protocol [RFC5476] is
based on the I PFI X protocol, the Sanpling and Filtering functions can
be added to the | PFI X SELECTOR M B nodul e as needed.
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3.

5.

The | nternet-Standard Managenment Framework

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This nmeno specifies MB
modul es that are conpliant to the SMv2, which is described in

STD 58, RFC 2578 [RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58,
RFC 2580 [ RFC2580].

Ter mi nol ogy

The definitions of basic terms such as IP Traffic Flow, Exporting
Process, Collecting Process, Observation Points, etc. can be found in
the |1 PFlI X protocol docurment [RFC5101].

Structure of the PFIX MB

The |1 PFI X M B nodul e consists of seven nmain tables: the Transport
Session table, the Tenplate table and the correspondi ng Tenpl at e
Definition table, the Export table, the Metering Process table, the
observation Point table, and the Sel ection Process table. Since the
| PFI X architecture [ RFC5470] foresees the possibility of using
Filtering and/or Sanpling functions to reduce the data volune, the

| PFI X M B nodul e provides the basic objects for these functions with
the Sel ection Process table. The |IPFI X SELECTOR M B nodul e, defined
in the next section, provides the standard Filtering and Sanpling
functions that can be referenced in the ipfixSel ecti onProcessTabl e.

Al'l remaining objects contain statistical values for the different
tabl es contained in the M B nodul e.

The foll owi ng subsections describe all tables in the IPFIX MB
nodul e.

1. The Transport Session Table

The Transport Session is the basis of the MB nodule. The Transport
Session table (ipfixTransport SessionTabl e) contains all Transport
Sessi ons between the Exporter and Collector. The table specifies the
transport |ayer protocol of the Transport Session and, dependi ng on
that protocol, further paraneters for the Transport Session. |n the
case of UDP and TCP, these are the source and destination address as
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wel |l as the source and destination port. For the Stream Contro
Transm ssion Protocol (SCTP), the table contains

i pfi xTransport Sessi onSct pAssocld, which is the index for the SCTP
association in the SCTP M B nodul e [ RFC3873]. The node of operation
of the device, i.e., whether the Transport Session is used for
collecting or exporting, is given in the

i pfixTransport Sessi onDevi ceMbde object. Further on, the table
contains the configured refresh parameters for Tenplates and Options
Templ ates that are used across unreliable connections such as UDP
Finally, the IPFIX version that is exported or collected by this
Transport Session and a status of the Transport Session are given in
the table.

To illustrate the use of this table, let us assune the foll ow ng
scenario: we have an Exporter on |IP address 192.0.2.22 and a
Col l ector on I P address 192.0.2.37. The Exporter uses TCP to export
Tenpl ates and Data Records. The sane Exporter also exports, with
UDP, to a Collector with the I P address of 192.0.2.44. This would
lead to the followi ng Transport Session table on the Exporter
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i pfi xTransport Sessi onTabl e (1)

+-

i pfi xTransport Sessi onEntry (1)

+-

i ndex (5) (ipfixTransport Sessionl ndex)

+-
+-

i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi

XxTr ansport Sessi
xTr ansport Sessi
xTransport Sessi
xTransport Sessi
XTr ansport Sessi
XTr ansport Sessi
XxTr ansport Sessi
xTr ansport Sessi
xTransport Sessi
xTransport Sessi
XTr ansport Sessi
XTr ansport Sessi
XxTr ansport Sessi
xTr ansport Sessi
xTransport Sessi
xTransport Sessi

onlndex (1) =5

onProtocol (2) =6 (TCP)

onSour ceAddr essType (3) = 1 (ipv4)
onSour ceAddress (4) = 192.0.2.22
onDesti nati onAddressType (5) = 1 (
onDesti nati onAddress (6) = 192.0.2.37
onSourcePort (7) = 7653

onDestinati onPort (8) = 4739

onSct pAssocld (9) =0

onDevi ceMbde (10) = exporting(1l)
onTenpl at eRef reshTi neout (11) = 0
onQpt i onsTenpl at eRef reshTi neout (12) = 0
onTenpl at eRef reshPacket (13) = 0

onOpt i onsTenpl at eRef reshPacket (14) =0
onl pfixVersion (15) = 10

onStatus (16) = 2 (active)

i ndex (11) (i pfixTransport Sessi onl ndex)

+-

i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi
i pfi

i pfi
i pfi
i pfi
i pfi

xTransport Sessi
xTransport Sessi
XTr ansport Sessi
XTr ansport Sessi
XxTr ansport Sessi
xTr ansport Sessi
xTransport Sessi
xTransport Sessi
XTr ansport Sessi
XTr ansport Sessi
XxTr ansport Sessi
xTr ansport Sessi

xTransport Sessi
XTr ansport Sessi
XTr ansport Sessi
XxTr ansport Sessi

onlndex (1) = 11
onProtocol (2) = 17 (UDP)
onSour ceAddr essType (3) = 1 (ipv4)
onSour ceAddress (4) = 192.0.2.22
onDesti nati onAddressType (5) = 1 (ipv4)
onDestinati onAddress (6) = 192.0.2.44
onSour cePort (7) = 14287
onDestinati onPort (8) = 4739
onSct pAssocld (9) =0
onDevi ceMbde (10) = exporting(l)
onTenpl at eRef reshTi neout (11) = 100
onOpti onsTenpl at eRef r eshTi neout (12)

= 100
onTenpl at eRef reshPacket (13) = 10
onQOpt i onsTenpl at eRef reshPacket (14) = 10
onl pfixVersion (15) = 10
onStatus (16) = 2 (active)

The val ues in parentheses are the O D nunbers. The Collectors would

then have the sane entry,

except that the index would nost |ikely

differ and the ipfixTransport Sessi onDevi ceMdde val ue woul d be
col l ecting(2).

D et z,
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5.2. The Tenpl ate Tabl e

The Tenplate table lists all Tenplates (including Options Tenpl at es)
that are sent (by an Exporter) or received (by a Collector). The
(Options) Tenplates are uni que per Cbservation Donmain and per
Transport Session. Note that the Transport Session al so gives the
device node, i.e., Exporter or Collector. Thus, the table is

i ndexed by

o the Transport Session Index (ipfixTransportSessionlndex) and
0 the Observation Domain I D (ipfixTenpl ateObservati onDomai nld).

It contains the Set ID and an access tine denoting the tine when the
(Options) Tenplate was | ast sent or received.

To resunme the above exanple, the Exporter may want to export a

Tenpl ate and an Options Tenplate for each Transport Session defined
above. This leads to the follow ng Tenplate table, which defines the
Templ ate and Options Tenpl at e:
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i pfi xTenpl at eTabl e (3)

I
+- ipfixTenpl ateEntry (1)

i ndex (5) (ipfixTransport Sessionl ndex)
+- index (3) (ipfixTenplateCbservati onDomai nld)

+ index (257) (ipfixTenplateld)
+- i pfixTenpl at eCbservati onDomai nld (1) = 3
+- ipfixTemplateld (2) = 257
+- ipfixTenplateSetld (3) = 2
+- i pfixTenpl at eAccessTine (4)

= 2008-7-1,12:49:11.2,+2:0

+—

i ndex (264) (ipfixTenplateld)

+- i pfixTenpl at eCbservati onDomai nld (1) = 3
+- ipfixTenplateld (2) = 264

+- ipfixTenplateSetld (3) = 3

+- i pfixTenpl at eAccessTi me (4)

+-
I
I
I
|
I
I
I
I
I
|
I
I
. = 2008-7-1,12:47:04.8,+2:0

+- index (11) (i pfixTransport Sessi onl ndex)
+- index (3) (ipfixTenpl ateCbservati onDonai nld)

+ index (273) (ipfixTenpl ateld)
+- i pfixTenpl at eCbservati onDomai nld (1) = 3
+- ipfixTenplateld (2) = 273
+- ipfixTenplateSetld (3) = 2
+- i pfixTenpl at eAccessTine (4)

= 2008-7-1,12:49:11.2,+2:0

+—

i ndex (289) (ipfixTenplateld)
+- i pfixTenpl at eCbservati onDomai nld (1) = 3
+- ipfixTenplateld (2) = 289
+- ipfixTenplateSetld (3) = 3
+- i pfixTenpl at eAccessTi me (4)
= 2008-7-1,12:47:04.8,+2:0

We assune that the Transport Session that is stored with index 5 in
the Transport Session table of the Exporter is stored with index 17
in the Transport Session table of the (corresponding) Collector.
Then, the Tenplate table would | ook as foll ows:
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i pfixTenpl at eTabl e (3)
I
+- ipfixTenpl ateEntry (1)

I

+- index (17) (ipfixTransport Sessi onl ndex)

+- index (3) (ipfixTenplateCbservati onDomai nld)
+ index (257) (ipfixTenplateld)
+- i pfixTenpl at eCbservati onDomai nld (1) = 3
+- ipfixTemplateld (2) = 257
+- ipfixTenplateSetld (3) = 2
+- i pfixTenpl at eAccessTine (4)
= 2008-7-1,12:49:11.8,+2:0

+—

i ndex (264) (ipfixTenplateld)
+- i pfixTenpl at eCbservati onDomai nld (1) = 3
+- ipfixTenplateld (2) = 264
+- ipfixTenplateSetld (3) = 3
+- i pfixTenpl at eAccessTi me (4)
= 2008-7-1,12:47:05.3,+2:0

The table on the second Col | ector woul d be anal ogous to the one shown
above.

5.3. The Tenplate Definition Table

The Tenplate Definition table lists all the Information El enents
contained in a Tenplate or Options Tenplate. Therefore, it has the
same i ndexes as the corresponding Tenplate table plus the Tenpl ate
ID. Its own index denotes the order of the Information El ement
inside the Tenplate. Besides the Information Element ID and the

I ength of the encoded val ue, the table contains the enterprise nunber
for enterprise-specific Information El enents and flags for each
Information Elenent. The flags indicate whether the Information

El ement is used for scoping or as a Fl ow Key.

To resunme the above exanple again, the Exporter is configured to
export the octets received and dropped at the Observati on Point since
the | ast export of these values. |In addition, it exports the start
and end time of the Flowrelative to the tinestanp contained in the

| PFI X header. This leads to the followi ng Tenplate Definition table
on the Exporter:
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i pfixTenpl ateDefinitionTable (4)

+- i pfixTenpl ateDefinitionEntry (1)

+- index (5) (ipfixTransport Sessionlndex)
+- index (3) (ipfixTenplateCbservati onDomai nld)
+ index (257) (ipfixTenplateld)

+

+--- - "+

i ndex (1) (ipfixTenpl ateDefinitionlndex)

+- i pfixTenpl ateDefinitionlndex (1) =1

+- ipfixTenplateDefinitionleld (2) = 158

| (flowstartDel taM croseconds)
+- ipfixTenpl ateDefinitionleLength (3) = 4

+- ipfixTenpl at eDefinitionEnterpriseNunber (4) =0
+- ipfixTenpl ateDefinitionFlags (5) =0

i ndex (2) (ipfixTenpl ateDefinitionlndex)

+- i pfixTenpl ateDefinitionlndex (1) = 2

+- ipfixTenpl ateDefinitionleld (2) = 159

| (f1 owendDel t aM cr oseconds)
+- ipfixTenpl ateDefinitionleLength (3) = 4

+- i pfixTenpl at eDefinitionEnterpriseNunber (4) =0
+- ipfixTenpl ateDefinitionFlags (5) = 0

i ndex (3) (ipfixTenplateDefinitionlndex)

+- ipfixTenpl ateDefinitionlndex (1) = 3

+- ipfixTenpl ateDefinitionleld (2) =1

| (oct et Del t aCount)
+- i pfixTenpl ateDefinitionleLength (3) = 8

+- i pfixTenpl ateDefinitionEnterpriseNunber (4) =0
+- ipfixTenpl ateDefinitionFlags (5) =0

i ndex (4) (ipfixTenpl ateDefinitionlndex)

+- i pfixTenpl ateDefinitionlndex (1) = 4

+- ipfixTenplateDefinitionleld (2) = 132

| (droppedCct et Del t aCount)
+- ipfixTenpl ateDefinitionleLength (3) = 8

+- ipfixTenpl at eDefinitionEnterpriseNunber (4) =0
+- ipfixTenpl ateDefinitionFlags (5) =0

The corresponding table entry on the Collector is the sane, except
that it would have another ipfixTransport Sessionlndex, e.g., 17 as in
t he previ ous exanpl e.

Dietz, et al.
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5.4. The Export Table

On Exporters, the Export table (ipfixExportTable) can be used to
support features |like failover, |oad-balancing, duplicate export to
several Collectors, etc. The table has three indexes that |ink an
entry with

o the Metering Process table (ipfixMeteringProcessCacheld; see
bel ow) and

o0 the Transport Session table (ipfixTransportSessionlndex).

Those entries with the sanme ipfixExportlndex and the sane

i pfixMeteringProcessCacheld define a Transport Session group. The
menber type for each group nmenmber describes its functionality. Al
Transport Sessions referenced in this table MJST have a

i pfi xTransport Sessi onDevi ceMbde val ue of exporting(1l).

If the Exporter does not use Transport Session grouping, then each

i pfi xExportl ndex contains a single ipfixMeteringProcessCacheld, and
thus a single Transport Session (ipfixTransport Sessionlndex); this

session MJUST have a nenber type value of primary(1)

For failover, a Transport Session group can contain one Transport
Session with menber type primary(1l) and several Transport Sessions
with type secondary(2). Entries with other menber types are not

all owed for that type of group. For |oad-balancing or parallel
export, all Transport Sessions in the group MJST have t he sane nenber
type -- either |oadBal ancing(4) or parallel(3).

The al gorithnms used for failover or |oad-bal ancing are out of the
scope of this docunent.

To continue the exanple, we assune that the Exporter uses the two
connections shown in the exanpl es above as one primary Transport
Session protected by a secondary Transport Session. The Exporter
then has the following entries in the ipfixExportTabl e:

Dietz, et al. St andards Track [ Page 11]
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i pfi xExportTabl e (5)

I
+- ipfixExportEntry (1)

+- index (7) (ipfixExportlndex)

| +- index (9) (ipfixMeteringProcessCacheld)

| | +- index (5) (ipfixTransportSessionlndex)

| | +- ipfixExportlndex (1) =7

| | +- ipfixExportMenberType (2) = 1 (primary)

I I

| +- index (11) (i pfixTransport Sessi onl ndex)

| +- ipfixExportlndex (1) =7

| +- i pfixExport Menber Type (2) = 2 (secondary)
I

+- index (8) (ipfixExportlndex)
+- index (9) (ipfixMeteringProcessCacheld)
+- index (5) (ipfixTransport Sessionlndex)
| +- ipfixExportlndex (1) = 8
| +- ipfixExportMenberType (2) = 2 (secondary)
+- index (11) (i pfixTransport Sessi onl ndex)
+- ipfixExportlindex (1) = 8
+- i pfixExport Menber Type (2) = 1 (prinary)

The exanpl e shows that the Exporter uses the Metering Process cache
(index (9)), explained below, to export |PFI X Data Records for
Transport Sessions 5 and 11. Tenplates 257 and 264 defined above are
exported within Transport Session 5 as primary, while the secondary
Transport Session is 11. Tenplates 273 and 289 are exported within
Transport Session 11 as prinmary, while the secondary Transport
Session is 5.

Here are the steps required by a manager in order to understand what
the backups are (if any) for Tenplate Records exported froma
specific Exporter to a specific Collector

1. Look up the Collector IP address in the
i pfixTransport Sessi onDesti nati onAddress object (in the
i pfi xTransport Sessi onTabl e).

2. Fromthe sane row, double-check the Exporter |IP address in the
i pfi xTransport Sessi onSour ceAddr ess obj ect.

3. Fromthe same row, wite down the ipfixTransport Sessi onl ndex
val ue.
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4. Use that ipfixTransport Sessionlndex value in the
i pfi xTenpl at eTabl e and | ook up the pairs of
(i pfixTenpl at eCbservati onDorai nld, ipfixTenplateld). Fromthere,
the manager deduces the Tenplate Record(s) (ipfixTenplateld),
exported fromthe Cohservati on Domai n(s)
(i pfixTenpl at eCbservati onDomai nld) on the tracked Exporter
(i pfixTransport Sessi onSour ceAddress) to the tracked Col |l ector
(i pfixTransport Sessi onDesti nati onAddr ess).

5. Reusing the same ipfixTransport Sessionlndex in the
i pfi xExport Table, ook in the table for a val ue of
i pfi xExport Menmber Type that equals "prinmary". Note that there
could be nultiple entries for which the ipfixExportMenber Type
equals "primary" in the ipfixExportTable, so multiple iterations
m ght be required until the correct val ue of
i pfi xTransport Sessi onl ndex is found.

6. Fromthe sane row, wite down the ipfixExportlndex val ue.

7. In the ipfixExportTable, under the sane three index val ues
(i pfixExportlndex, ipfixMeteringProcessCacheld, and
i pfi xTransport Sessi onl ndex), | ook up the entries for which
i pfi xExport Menber Type is different than "primary". Wite down
the associ ated ipfixTransport Sessi onl ndex val ue.

8. Fromthe ipfixTransport SessionTabl e, | ook up the Transport
Session details for this ipfixTransportSessionlndex value -- for
exanpl e, the secondary Collector |IP address and port
(i pfixTransport Sessi onDesti nati onAddress and
i pfixTransport Sessi onSour cePort).

5.5. The Metering Process Table

The Metering Process, as defined in [RFC5101], consists of a set of
functions. Maintaining the Flow Records is one of them This
function is responsible for passing the Flow Records to the Exporting
Process and also for detecting Flow expiration. The Fl ow Records
that are mmintained by the Metering Process can be grouped by the
observation Points at which they are observed. The instance that

mai ntai ns such a group of Flow Records is a kind of cache. For this
reason, the Metering Process table (ipfixMeteringProcessTable) is

i ndexed by cache I Ds (ipfixMeteringProcessCacheld). Each cache can
be mai ntai ned by a separate instance of the Metering Process. To
specify the Observation Point(s) where the Flow Records are gathered,
the ipfixMeteringProcessObservati onPoi nt G oupRef may contain an

i pfi xObservati onPoi nt Goupld fromthe Cbservation Point table

(i pfixQbservationPoi nt Tabl e), which is described in the next
subsection. If an Observation Point is not specified for the Flow
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5.

6.

Records, the ipfixMeteringProcessCbservationPoi nt G oupRef MJST be
zero(0). The timeouts (ipfixMeteringProcessCacheActiveTi meout and
i pfixMeteringProcessCachel dl eTi meout) specify when Fl ows are expired.

i pfixMeteringProcessTabl e (6)

I
+- ipfixMeteringProcessEntry (1)

I
+- index (9) (ipfixMeteringProcessCacheld)
+- ipfixMeteringProcessCacheld (1) = 9
+- i pfixMeteringProcessCbhservati onPoi nt G oupRef (2) = 17
+- ipfixMeteringProcessCacheActiveTi neout (3) = 100
+- ipfixMeteringProcessCachel dl eTi meout (4) = 100

The Qbservation Point Tabl e

The Observation Point table (ipfixQCbservationPointTable) groups
oservation Points with the ipfixObservationPointGoupld. Each entry
contains the Cbservation Domain ID in which the Cbservation Point is
| ocated and a reference to the ENTITY M B nmodul e [ RFC4133] or the
Interfaces M B nodul e [RFC2863]. The objects in the ENTITY MB

nmodul e referenced by ipfixQobservati onPoi nt Physical Entity, or the
objects in the Interfaces M B nodul e referenced by

i pfi xCbservati onPoi nt Physi cal | nterface, denote the Cbservation Point.
At | east one reference for the objects

i pfi xObservati onPoi nt Physi cal Entity or

i pfi xObservati onPoi nt Physi cal I nterface MJST exist for a valid
observation Point entry. |If a reference to the Cbservation Point is
given in both object ipfixCbservationPoi ntPhysical Entity and

i pfixCbservati onPoi nt Physi cal I nterface, then both MJST point to the
same physical interface. However, if one of two references

(i pfixCbservationPoi nt Physi cal Entity or

i pfi xQbservati onPoi nt Physi cal | nterface) cannot be given, its
reference MUST be 0. In addition, a direction can be given to render
nmore specifically which Flow to nonitor.
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i pfixCbservati onPoi nt Tabl e (7)
I

IPFIX M B

June 2012

ntGoupld (1) =
=1

17
nt 1 ndex (2)
nt Gbservati onDomainld (3) = 3

nt Physical Entity (4) = 6

nt Physi cal I nterface(5) = 0

nt Physi cal EntityDirection (6)

= 3 (both)

+- i pfixQObservationPointEntry (1)

I

+- index (17) (ipfixQObservationPoint G oupld)
+- index (1) (ipfixObservationPointlndex)
| +- ipfixCbservationPoi
| +- ipfixQOoservati onPoi
| +- ipfixQoservati onPoi
| +- ipfixCbservati onPoi
| +- ipfixQoservati onPoi
| +- ipfixCbservationPoi
I
+- index (2) (ipfixObservationPointlndex)

+- i pfixQoservati onPoi
+- i pfixQoservati onPoi
+- i pfixObservati onPoi
+- i pfixObservati onPoi
+- i pfixQoservati onPoi
+- i pfixQoservati onPoi

5.7. The Sel ection Process Tabl e

This tabl e supports the usage of Filtering and Sampling functions,
It contains lists of functions per
Process cache (ipfixMeteringProcessCacheld).

described in [ RFC5470] .

ntGoupld (1) =
ntlndex (2) = 2
nt Cbservati onbDonmainld (3) = 3
nt Physi cal Entity (4) =0
nt Physi cal Interface (5) =0
nt Physi cal EntityDirection (6)

= 1 (ingress)

17

as
Met eri ng
The sel ection process

i ndex ipfixSel ectionProcesslndex forns groups of selection nethods

that are applied to an observed

sel ector index (ipfixSelectionProcessSel ectorlndex)

packet stream The sel ection process

indicates the

order in which the functions are applied to the packets observed at
the Qoservation Points associated with the Metering Process cache.
The sel ection nethods are applied in increasing order; i.e.,

sel ection nethods with a | ower i
applied first.

met hod does not use paraneters,
par anet ers,
t he sel ection net hod.

for a Metering Process,

(i pfixFuncSel ectAll).

Dietz, et al.

The functions are referenced by object
pointing to each function with its paraneters.
then it MJUST point to the root of the
function subtree (see also Section 6).
then it MUST point to an entry in the paraneter table of

If no Filtering or Sanpling function is used

then an entry for the Metering Process SHOULD
be created that points to the Select Al

St andards Track

pfi xSel ecti onProcessSel ectorl ndex are
identifiers
If the selection

If the function uses

function
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5.8. The Statistical Tables

Statistical tables that augnment the ipfixTransport Sessi onTabl e,

i pfi xTenpl at eTabl e, ipfixMeteringProcessTable, and

i pfixSel ecti onProcessTabl e have been defined. Al the statistica
tables contain a discontinuity object that holds a tinestanp denoting
the time when a discontinuity event occurred, in order to notify the
managenment systemthat the counters contained in those tables night
not be continuous anynore.

5.8.1. The Transport Session Statistical Table

The Transport Session Statistical table

(i pfixTransport Sessi onSt at sTabl e) augments the

i pfixTransport SessionTable with statistical values. It contains the
rate (in bytes per second) at which it receives or sends out |PFIX
Messages; the nunber of bytes, packets, nessages, Records, Tenpl ates,
and Options Tenpl ates received or sent; and the nunber of nessages
that were di scarded

5.8.2. The Tenplate Statistical Table

This table contains a statistical value for each Tenplate. It
augnents the Tenplate table (ipfixTenplateTable) and specifies the
nunber of Data Records exported or collected for the Tenpl ate.

5.8.3. The Metering Process Statistical Table

This table augnents the Metering Process table
(i pfixMeteringProcessTable). It contains the statistical values for
the exported Data Records and the nunber of unused cache entries.

5.8.4. The Selection Process Statistical Table

This tabl e augnents the Sel ection Process table

(i pfixSel ecti onProcessTabl e) and introduces two generic statistical
val ues: the nunber of packets observed and the nunber of packets
dropped by the sel ection nethod.

6. Structure of the |IPFI X SELECTOR M B

The |1 PFI X SELECTOR M B nodul e defined in this section provides the
standard Filtering and Sanpling functions that can be referenced in
the ipfixSel ectionProcessTable. All standard Filtering and Sanpling
functions MJST be registered in the subtree under object

i pfixSel ector Functions (iso.org.dod.internet. ngnt.m b-2.

i pfixSel ectorM B.ipfixSel ectorObjects.ipfixSelectorFunctions, or
1.3.6.1.2.1.194.1.1). The top-level ODs in the subtree under object
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i pfixSel ector Functi ons MJUST be registered in a sub-registry

mai ntai ned by | ANA at http://ww.iana. org/assi gnnment s/ smi - nunbers
The first entry in this subtree is the Select Al function

(i pfixFuncSel ectAll), defined in this docunment as

{i pfixSel ector Functions 1}.

New Sel ector Functions MUST be registered at | ANA and are subject to
Expert Review [ RFC5226], i.e., review by one of a group of experts
designated by an I ETF Area Director. The group of experts MJST check
the requested M B objects for conpl eteness and accuracy of the
description. Requests for MB objects that duplicate the
functionality of existing objects SHOULD be declined. The snallest
avail abl e O D SHOULD be assigned to new M B objects. The

speci fication of new M B objects SHOULD fol |l ow the structure
specified in Section 6.1 and MJST be published using a well -
establ i shed and persistent publication nedium The experts wll
initially be drawmm fromthe Wrking Goup Chairs and docunent editors
of the IPFI X and PSAMP Wr ki ng G oups.

6.1. The Sel ector Functions

The followi ng figure shows what the MB tree usually shoul d | ook
like. It already contains ipfixFuncSelectAll. The subtree in

i pfi xFuncF2 gives the basic structure that all selection nethods
SHOULD f ol | ow.

i pfixSel ect or Functi ons
I
+- i pfixFuncSel ect Al

+- ipfixFuncSel ect All Avail (is the function avail abl e?)

+- ipfixFuncF2Avail (is the function F2 avail abl e?)

I

I

o
+- i pfixFuncF2
I

|

| +- ipfixFuncF2Paraneters (a table wth paraneters)

+- i pfixFuncFn. .

The sel ection nethod SHOULD be designed as a M B subtree introduced
by an object with the name ipfixFunc appended by a function nane.

The objects in this subtree SHOULD be prefixed by this name. |If the
function is named Fx, then we would start a subtree with an O D named
i pfi xFuncFx. This subtree should contain an object ipfixFuncFxAvai
that has the type TruthValue. |f a selection nethod takes
paraneters, the M B should contain a table naned
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i pfi xFuncFxParaneters, which should contain all the paraneters that
the selection nethod specifies. An entry in this table will be
referenced by the IPFIX MB nodule if the selection method with the
paraneters i s used.

To illustrate the structure defined above, the follow ng contains an
exanpl e of a function MyFunc that holds three integer paraneters
Paraml, Paranm?, and ParanmB. 1In the exanple, there are currently two

i nstances of the parameter sets, defined with indexes 1 and 4.

i pfixSel ectorFunctions (1)
I
+- i pfi xFuncMyFunc (?)
I
+- i pfixFuncMyFuncAvail (1) = true
+- i pfixFuncMyFuncPar aneters (2)
I

+- i pfixFuncMyFuncPar anetersEntry (1)

+- index (1) (ipfixFuncMyFuncPar anetersl ndex)

| +- ipfixFuncMyFuncParaml (1) = 47

| +- ipfixFuncMyFuncParan? (2) = -128

| +- ipfixFuncMyFuncParang8 (3) = 19

I

+- index(4) (ipfixFuncMyFuncPar anet er sl ndex)
+- i pfixFuncMyFuncParanl (1) =
+- i pfixFuncMyFuncParan? (2) = -1
+- i pfixFuncMyFuncParanB8 (3) = 728

If the function defined above is referenced in the | PFI X M B nodul e,
the ipfixSel ecti onProcessTabl e woul d | ook as foll ows:

i pfixSel ecti onProcessTabl e (8)

+- ipfixSelectionProcesseEntry (1)

I
+- index (9) (ipfixMeteringProcessCacheld)
+- index (1) (ipfixSelectionProcesslndex)
+- index (1) (ipfixSelectionProcessSelectorlndex)
| +- ipfixSelectionProcessSel ectorFunction (3)
| = i pfixSel ectorFunctions.?.2.1.4
+- index (2) (ipfixSelectionProcessSelectorlndex)
+- ipfixSelectionProcessSel ectorFunction (3)
= i pfixSel ectorFunctions.?.2.1.1
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This means that for the ipfixMeteringProcessCacheld(9), a Selection
Process with index 1 is created that applies the same function two
times but with different paraneter sets. First, the function MyFunc
is applied with the paraneters of the set with index 4, and then with
the paraneters of the set with index 1.

7. Relationship to OGher MB Mdul es

Besi des the usual inports fromthe SNMP Standards [ RFC2578],
[ RFC2579], and [ RFC2580], the IPFI X M B nodul e references the ENTITY
M B nodul e [ RFC4133] and the Interfaces M B nodul e [ RFC2863] .

7.1. Relationship to the ENTITY MB and Interfaces MB

The Observation Point table (ipfixCbservationPointTable) contains a
reference to the ENTITY M B nodul e [ RFC4133]

(i pfixQbservati onPoi nt Physical Entity) and a reference to the
Interfaces M B nodul e [ RFC2863]

(i pfixCbservationPoi nt Physical Interface). |If the inplenenters of the
I PFI X M B nodul e want to specify the physical entity where Flows are
observed, then they SHOULD al so i npl ement the ENTITY M B and/or the
Interfaces M B nodule. The inplenentation of the ENTITY M B and/ or
the Interfaces MB nodule is OPTIONAL. |f one of themis not

i mpl emrented, then all val ues of the respective colum

i pfi xObservati onPoi nt Physi cal Entity or

i pfi xQObservati onPoi nt Physi cal I nterface in the Cbservation Point table
are zero and the values of the

i pfi xObservati onPoi nt Physi cal EntityDi rection columms are unknown(0),

i f none of them are defined.

7.2. MB Mdul es Required for | MPORTS
The 1 PFI X M B nodul e requires the nodul es SNMPv2-SM [ RFC2578],
SNWPv2- TC [ RFC2579], and SNMPv2- CONF [ RFC2580]. Further on, it
imports the textual conventions |net AddressType and | net Address from
the | NET ADDRESS M B nodul e [ RFC4001] .

The | PFI X SELECTOR M B nmodul e al so requires the nodul es SNWPv2- SM
[ RFC2578], SNWPv2-TC [ RFC2579], and SNWPv2- CONF [ RFC2580] .

Dietz, et al. St andards Track [ Page 19]



RFC 6615 IPFIX M B June 2012

8. M B Definitions

This section contains the definitions of the | PFIX-MB nodul e and the
| PFI X- SELECTOR-M B nodul e. There are different nmandatory groups
defined for Collector and Exporter inplenentations. The statistical
obj ects are nade OPTI ONAL.

8.1. IPFIX MB Definition

I PFIX-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, m b-2, Unsigned32, Counter64,
Gauge32
FROM SNMPv2- SM -- [ RFC2578]
Ti meSt anp, Dat eAndTi ne
FROM SNWPv2- TC -- [ RFC2579]
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF -- [ RFC2580]
I nterfacel ndexOr Zero
FROM | F-M B -- [ RFC2863]
I net Addr essType, | net Address, | netPort Nunber
FROM | NET- ADDRESS- M B -- [ RFC4001]
Physi cal | ndexOr Zer o
FROM ENTI TY- M B; -- [ RFC4133]

i pfi xM B MODULE- | DENTI TY
LAST- UPDATED "2012061100002" -- 11 June 2012
ORGANI ZATI ON "I ETF | PFI X Wor ki ng G oup”
CONTACT- | NFO
"WG charter:
http://ww.ietf.org/htm.charters/ipfix-charter. htm

Mai | ing Lists:
General Discussion: ipfix@etf.org
To Subscribe: http://wwil.ietf.org/mailman/listinfo/ipfix
Ar chi ve:
http://wwwl.ietf.org/ mail-archive/web/ipfix/current/index.htm

Edi t or:
Thomas Dietz
NEC Eur ope Ltd.
NEC Labor at ori es Europe
Net wor k Research Divi sion
Kur f uer st en- Anl age 36
Hei del berg 69115
Ger many
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D et z,

Phone: +49 6221 4342-128
Emai | : Thomas. Di et z@ecl ab. eu

At sushi Kobayashi

NTT Information Sharing Platform Laboratories
3-9-11 Mdori-cho

Musashi no-shi, Tokyo 180-8585

Japan

Phone: +81-422-59-3978

Emai | : akoba@ttv6. net

Benoit d ai se
Ci sco Systens, Inc.
De Kl eetl aan 6a bl
D egem 1831

Bel gi um
Phone: +32 2 704 5622
Emai | : bcl ai se@i sco. com

Gerhard Mienz

Techni sche Uni versitaet Mienchen

Departnment of Informatics

Chair for Network Architectures and Services (I8)
Bol t zmannstr. 3

Garching 85748

Ger many

Emai |l : nuenz@et.in.tum de"

DESCRI PTI ON
"The | PFI X M B defi nes managed objects for |IP Flow
Informati on eXport. These objects provide information about
managed nodes supporting the | PFI X protocol,
for Exporters as well as for Collectors.

Copyright (c) 2012 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the | ETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)."

Revi si on history

REVI SI ON "201206110000Z" -- 11 June 2012
DESCRI PTI ON
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"Fi xed errata from RFC 5815. Published as RFC 6615."

REVI SI ON "201004190000Z" -- 19 April 2010
DESCRI PTI ON
"Initial version, published as RFC 5815."

c:={ mib-2 193 }

PR L I R R S R R I R O R o S R R R R S S R R R R S S

-- Top-Level Structure of the MB

R R R R R R R R R R I R R R R R R R I S R I R R I R R I R I R O

i pfixChjects OBJECT | DENTI FI ER ::
i pfi xConf ormance OBJECT | DENTI FI ER ::

ipfixMB 1 }
ipfixMB 2 }

i pfixMai nObj ects OBJECT | DENTI FI ER : :

= i pfixojects 1}
i pfixStatistics OBJECT | DENTIFIER ::=

i pfixQojects 2 }

i pfi xTransport Sessi onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pfi xTransport Sessi onEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table lists the currently established Transport
Sessi ons between an Exporting Process and a Coll ecting
Process. "

r={ ipfixMainObjects 1}

i pfi xTransport Sessi onEntry OBJECT- TYPE
SYNTAX | pfi xTransport Sessi onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the ipfixTransport SessionTabl e."
I NDEX { ipfixTransport Sessi onl ndex }
.= { ipfixTransport SessionTable 1 }

| pfi xTransport Sessi onEntry ::=

SEQUENCE {
i pfi xTransport Sessi onl ndex Unsi gned32,
i pfi xTransport Sessi onPr ot ocol Unsi gned32,
i pfi xTransport Sessi onSour ceAddr essType | net Addr essType,
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i pfixTransport Sessi onSour ceAddr ess | net Addr ess,

i pfi xTransport Sessi onDesti nati onAddr essType | net Addr essType,
i pfi xTransport Sessi onDesti nati onAddr ess I net Addr ess,

i pfi xTransport Sessi onSour cePor t I net Port Nunber,
i pfi xTransport Sessi onDesti nati onPort I net Por t Nunber,
i pfixTransport Sessi onSct pAssocl d Unsi gned32,

i pfixTransport Sessi onDevi ceMbde I NTEGER

i pfi xTransport Sessi onTenpl at eRef reshTi neout Unsi gned32,

i pfi xTransport Sessi onOpt i onsTenpl at eRef r eshTi meout Unsi gned32,
i pfi xTransport Sessi onTenpl at eRef reshPacket Unsi gned32,

i pfi xTransport Sessi onOpti onsTenpl at eRef r eshPacket Unsi gned32,

i pfi xTransport Sessi onl pfi xVersi on Unsi gnhed32,
i pfi xTransport Sessi onSt at us | NTEGER

}

i pfi xTransport Sessi onl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Locally arbitrary, but unique identifier of an entry in

the ipfixTransport SessionTable. The value is expected to

remain constant froma re-initialization of the entity’'s

net wor kK managenment agent to the next re-initialization."
::={ ipfixTransportSessionEntry 1}

i pfi xTransport Sessi onProt ocol OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The transport protocol used for receiving or transmtting
| PFI X Messages. Protocol nunbers are assigned by 1ANA. A
current list of all assignnents is available from
<http://ww. i ana. or g/ assi gnnment s/ pr ot ocol - nunbers/>. "
REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFIX) Protocol for the Exchange of IP Traffic Fl ow
I nformation, Section 10."
.= { ipfixTransport SessionEntry 2 }

i pfixTransport Sessi onSour ceAddr essType OBJECT- TYPE

SYNTAX I net Addr essType { unknown(0), ipv4(1l), ipve (2) }
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type of address used for the source address,
as specified in RFC 4001. The | net AddressType supported
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val ues are ipv4(l) and ipv6(2). This object is used with
protocols (specified in ipfixTransport SessionProtocol) I|ike
TCP (6) and UDP (17) that have the notion of addresses.
SCTP (132) shoul d use the ipfixTransport Sessi onSct pAssocl d
instead. |f SCTP (132) or any other protocol without the
notion of addresses is used, the object MJST be set to
unknown(0) . "

::={ ipfixTransport SessionEntry 3 }

i pfi xTransport Sessi onSour ceAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The source address of the Exporter of the |IPFIX Transport
Session. This value is interpreted according to the val ue of
i pfi xTransport Sessi onAddressType, as specified in RFC 4001
This object is used with protocols (specified in
i pfixTransport Sessi onProtocol) Iike TCP (6) and UDP (17) that
have the notion of addresses. SCITP (132) should use the
i pfi xTransport Sessi onSct pAssocld instead. |If SCTP (132) or
any other protocol without the notion of addresses is used,
the object MJUST be set to a zero-length string."

c:={ ipfixTransportSessionEntry 4 }

i pfi xTransport Sessi onDesti nati onAddr essType OBJECT- TYPE

SYNTAX I net Addr essType { unknown(0), ipv4(1l), ipve (2) }
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type of address used for the destination address,
as specified in RFC 4001. The | net AddressType supported
val ues are ipv4(1l) and ipv6(2). This object is used with
protocols (specified in ipfixTransportSessionProtocol) |ike
TCP (6) and UDP (17) that have the notion of addresses.
SCTP (132) shoul d use the ipfixTransport Sessi onSct pAssocl d
instead. |If SCTP (132) or any other protocol without the
noti on of addresses is used, the object MIST be set to
unknown(0) ."

.= { ipfixTransport SessionEntry 5 }

i pfi xTransport Sessi onDesti nati onAddress OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The destination address of the Collector of the |IPFIX
Transport Session. This value is interpreted according to
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the val ue of ipfixTransportSessi onAddressType, as specified
in RFC 4001. This object is used with protocols
(specified in ipfixTransportSessionProtocol) |ike TCP (6)
and UDP (17) that have the notion of addresses. SCTP (132)
shoul d use the ipfixTransport Sessi onSct pAssocl d i nst ead.
If SCTP (132) or any other protocol w thout the notion of
addresses is used, the object MIST be set to a zero-length
string."

2= { ipfixTransport Sessi onEntry 6 }

i pfi xTransport Sessi onSour cePort OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The transport protocol port nunber of the Exporter
This object is used with protocols (specified in
i pfi xTransport Sessi onProtocol) |ike TCP (6)
and UDP (17) that have the notion of ports. SCTP (132)
shoul d copy the value of sctpAssocLocal Port if the
Transport Session is in collecting node or
sct pAssocRenPort if the Transport Session is in
exporting node. The association is referenced
by the ipfixTransport Sessi onSct pAssocl d.
If any other protocol wthout the notion of
ports is used, the object MJST be set to zero."

2= { ipfixTransport SessionEntry 7 }

i pfi xTransport Sessi onDesti nati onPort OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The transport protocol port nunber of the Collector. The
default value is 4739 for all currently defined transport
protocol types. This object is used with protocols
(specified in ipfixTransportSessionProtocol) like TCP (6)
and UDP (17) that have the notion of ports. SCTP (132)
shoul d copy the value of sctpAssocRenPort if the
Transport Session is in collecting node or

sct pAssoclLocal Port if the Transport Session is in
exporting node. The association is referenced

by the ipfixTransport Sessi onSct pAssocl d.

If any other protocol w thout the notion of

ports is used, the object MIST be set to zero."

::={ ipfixTransport Sessi onEntry 8 }
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i pfi xTransport Sessi onSct pAssocl d OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The association ID used for the SCTP session between the
Exporter and the Collector of the |IPFI X Transport Session.
It is equal to the sctpAssocld entry in the sctpAssocTabl e
defined in the SCTP MB. This object is only valid if

i pfi xTransport Sessi onProtocol has the value 132 (SCTP). In
all other cases, the value MJST be zero."
REFERENCE

"RFC 3873, Stream Control Transmi ssion Protocol (SCTP)
Managenent | nformati on Base (MB)."
2= { ipfixTransport SessionEntry 9 }

i pfi xTransport Sessi onDevi ceMbde OBJECT- TYPE
SYNTAX | NTEGER {
exporting(1l),
col l ecting(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The node of operation of the device for the given Transport
Session. This object can have the follow ng val ues:

exporting(1l)
This val ue MJST be used if the Transport Session is
used for exporting Records to other |PFIX Devices;
i.e., this device acts as Exporter

col l ecting(2)
This val ue MJST be used if the Transport Session is
used for collecting Records from other |PFIX Devices;
i.e., this device acts as Collector."
c:={ ipfixTransportSessionEntry 10 }

i pfi xTransport Sessi onTenpl at eRef reshTi neout OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On Exporters, this object contains the time in seconds
after which IPFI X Tenpl ates are resent by the
Exporter.
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On Collectors, this object contains the lifetine in seconds
after which a Tenplate becones invalid when it is not
received again within this lifetine.

This object is only valid if ipfixTransportSessionProtoco
has the value 17 (UDP). In all other cases, the value MJST
be zero."

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(IPFIX) Protocol for the Exchange of IP Traffic Flow
I nformation, Sections 10.3.6 and 10.3.7."

c:={ ipfixTransportSessionEntry 11 }

i pfi xTransport Sessi onOpti onsTenpl at eRef r eshTi meout OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On Exporters, this object contains the time in seconds
after which IPFI X Options Tenpl ates are resent by the
Exporter.

On Collectors, this object contains the lifetine in seconds
after which an Options Tenpl ate beconmes invalid when it is
not received again within this lifetime.

This object is only valid if ipfixTransport Sessi onProtoco
has the value 17 (UDP). In all other cases, the val ue MJST
be zero."

REFERENCE
"RFC 5101, Specification of the IP Flow Informtion Export
(I'PFIX) Protocol for the Exchange of IP Traffic Fl ow
I nformation, Sections 10.3.6 and 10.3.7."

.= { ipfixTransport SessionEntry 12 }

i pfi xTransport Sessi onTenpl at eRef reshPacket OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "packet s
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On Exporters, this object contains the nunber of exported
I PFI X Messages after which | PFl X Tenpl ates are resent
by the Exporter.
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On Collectors, this object contains the lifetine in nunber
of exported |IPFI X Messages after which a Tenpl ate becones
invalid when it is not received again within this lifetine.

This object is only valid if ipfixTransportSessionProtoco
has the value 17 (UDP). In all other cases, the value MJST
be zero."

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(IPFIX) Protocol for the Exchange of IP Traffic Flow
I nformation, Sections 10.3.6 and 10.3.7."

c:={ ipfixTransportSessionEntry 13 }

i pfi xTransport Sessi onQpt i onsTenpl at eRef reshPacket OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On Exporters, this object contains the nunber of exported
| PFI X Messages after which | PFI X Options Tenpl ates are
resent by the Exporter

On Collectors, this object contains the lifetine in nunber
of exported |IPFI X Messages after which an Options Tenpl ate
becones invalid when it is not received again within this

lifetime.

This object is only valid if ipfixTransportSessionProtoco
has the value 17 (UDP). In all other cases, the value MJST
be zero."

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(IPFIX) Protocol for the Exchange of IP Traffic Flow
I nformation, Sections 10.3.6 and 10.3.7."

c:={ ipfixTransportSessionEntry 14 }

i pfi xTransport Sessi onl pfi xVersi on OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"On Exporters, the object contains the version nunber of the
| PFI X protocol that the Exporter uses to export its data in
this Transport Session.

On Coll ectors, the object contains the version nunber of the
| PFI X protocol it receives for this Transport Session
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If I PFI X Messages of different |PFIX protocol versions are
transmtted or received in this Transport Session, this
obj ect contains the maxi num versi on nunber."

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFIX) Protocol for the Exchange of IP Traffic Flow
Information, Section 3.1."

c:={ ipfixTransport Sessi onEntry 15 }

i pfi xTransport Sessi onSt at us OBJECT- TYPE
SYNTAX I NTEGER {
unknown( 0),
i nactive(1),
active(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The status of a Transport Session. This object can have the
fol |l owi ng val ues:

unknown( 0)
This val ue MJUST be used if the status of the
Transport Session cannot be detected by the equi pnent.
Thi s val ue shoul d be avoi ded as far as possi bl e.

i nactive(1l)
Thi s val ue MJST be used for Transport Sessions that
are specified in the systembut are not currently active.
The val ue can be used, for exanple, for Transport
Sessions that are backup (secondary) sessions in a
Transport Session group.

active(2)
Thi s val ue MJST be used for Transport Sessions that are
currently active and transmitting or receiving data."
c:={ ipfixTransportSessionEntry 16 }
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i pfi

i pfi

I pfi

i pfi

D et z,

xTenpl at eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pfi xTenpl at eEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table lists the Tenplates and Opti ons Tenpl ates t hat
are transmtted by the Exporting Process or received by the
Col I ecting Process.

The tabl e contains the Tenpl ates and Options Tenpl ates t hat
are received or used for exporting data for a given
Transport Session group and Qbservati on Domai n.

Wthdrawn or invalidated (Options) Tenplates MJST be renoved
fromthis table."
o= ipfixMainObjects 2 }

xTenpl at eEnt ry OBJECT- TYPE

SYNTAX | pfi xTenpl at eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the ipfixTenpl ateTable."
| NDEX {

i pfi xTransport Sessi onl ndex,
i pfi xTenpl at eCbser vati onDonai nl d,
i pfixTenpl ateld
}
:={ ipfixTenpl ateTable 1 }

xTenpl ateEntry ::=

SEQUENCE {
i pfixTenpl at eCbservati onDonai nl d Unsi gned32,
i pfixTenpl ateld Unsi gned32,
i pfixTenpl ateSet | d Unsi ghed32,
i pfi xTenpl at eAccessTi e Dat eAndTi me

}

xTenpl at eCbser vati onDonmai nl d OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I D of the Qobservation Domain for which this Tenpl ate
is defined. This value is used when sending | PFI X Messages.
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The special value of 0 indicates that the Data Records
exported with this (Options Tenpl ate) cannot be applied to a
singl e Qbservati on Domain."

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFIX) Protocol for the Exchange of IP Traffic Fl ow
Information, Section 3.1."

:={ ipfixTenplateEntry 1 }

i pfi xTenpl ateld OBJECT- TYPE

SYNTAX Unsi gned32 (256..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This nunber indicates the Tenplate IDin the IPFIX
Message. Values fromO to 255 are not allowed for Tenpl ate
| Ds. "

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(IPFIX) Protocol for the Exchange of IP Traffic Fl ow
I nformation, Section 3.4.1."

.= { ipfixTenplateEntry 2 }

i pfixTenpl ateSet|d OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This nunmber indicates the Set I D of the Tenplate. This
object allows the Tenplate type to be easily retrieved.

Currently, there are two val ues defined. The value 2 is
used for Sets containing Tenplate definitions. The value 3
is used for Sets containing Options Tenplate definitions."
REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFI X) Protocol for the Exchange of IP Traffic Flow
I nformation, Section 3.3.2."
c:={ ipfixTenpl ateEntry 3 }

i pfi xTenpl at eAccessTi ne OBJECT- TYPE

SYNTAX Dat eAndTi nme

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If the Transport Session is in exporting node
(i pfixTransport Sessi onDevi ceMbde) the tinme when this
(Options) Tenplate was | ast sent to the Collector(s).
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In the specific case of UDP as transport protocol, this
tinme is used to know when a retransm ssion of the
(Options) Tenplate is needed.

If the Transport Session is in collecting node, this object

contains the tinme when this (Options) Tenplate was | ast

received fromthe Exporter. |In the specific case of UDP as

transport protocol, this time is used to know when this

(Options) Tenplate times out and thus is no longer valid."
.= { ipfixTenplateEntry 4 }

i pfi xTenpl at eDefiniti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pfixTenpl ateDefinitionEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"On Exporters, this table lists the (Options) Tenplate fields
of which a (Options) Tenplate is defined. 1t defines the
(Options) Tenplate given in the ipfixTenplateld specified in
the ipfixTenpl at eTabl e.

On Collectors, this table lists the (Options) Tenplate fields
of which a (Options) Tenplate is defined. 1t defines the
(Options) Tenplate given in the ipfixTenplateld specified in
the ipfixTenpl ateTable."

o= { ipfixMainObjects 3}

i pfixTenpl ateDefinitionEntry OBJECT- TYPE

SYNTAX | pfi xTenpl at eDefinitionEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the ipfixTenplateDefinitionTable."
| NDEX {

i pfi xTransport Sessi onl ndex,
i pfi xTenpl at eCbser vati onDomai nl d,
i pfixTenpl ateld,
i pfi xTenpl at eDef i ni ti onl ndex
}
c:={ ipfixTenpl ateDefinitionTable 1 }

| pfi xTenpl ateDefinitionEntry ::=

SEQUENCE {
i pfi xTenpl at eDef i ni ti onl ndex Unsi gned32,
i pfixTenpl ateDefinitionleld Unsi gned32,
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i pfixTenpl at eDefi ni tionl eLength Unsi gned32,
i pfi xTenpl at eDef i ni ti onEnt er pri seNurber Unsi gned32,
i pfi xTenpl at eDef i ni ti onFl ags BI TS

}

i pfixTenpl at eDefi ni ti onl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The ipfixTenpl ateDefinitionlndex specifies the order in
which the Information Elenments are used in the (Options)
Tenpl at e Record.

Since a Tenpl ate Record can contain a maxi mum of 65535
Information Elements, the index is limted to this value."
REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFI X) Protocol for the Exchange of IP Traffic Flow
I nformation, Sections 3.4.1 and 3.4.2."
o= { ipfixTenpl ateDefinitionEntry 1 }

i pfi xTenpl at eDefi nitionleld OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This indicates the Informati on El enent ID at position
i pfixTenpl ateDefinitionlndex in the (Options) Tenplate
i pfixTenplateld. This inplicitly specifies the data type
of the Information Elenent. The elenments are registered
at |ANA. A current list of assignments can be found at
<http://ww.iana. org/assignments/ipfix/>"

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFIX) Protocol for the Exchange of IP Traffic Flow
Information, Section 3. 2.

RFC 5102, Information Mddel for IP Flow Information Export."
.= { ipfixTenpl ateDefinitionEntry 2 }

i pfixTenpl at eDefi nitionleLength OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"This indicates the Iength of the Information El enment 1D at
position ipfixTenpl ateDefinitionlndex in the (Options)
Tenpl ate i pfixTenplateld."

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFI X) Protocol for the Exchange of IP Traffic Flow
I nformation, Section 3.2.

RFC 5102, Information Mddel for IP Flow Information Export."
.= { ipfixTenpl ateDefinitionEntry 3 }

i pfixTenpl at eDefi niti onEnt erpri seNunber OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ANA enterprise nunber of the authority defining the
Information El enent identifier in this Tenplate Record.
Enterpri se nunbers are assigned by ANA. A current |ist of
all assignments is available from

<http://ww. i ana. or g/ assi gnment s/ ent er pri se- nunber s/ >.

Thi s object nmust be zero(0) for all standard Information
El ements registered with 1ANA. A current list of these
el ements is available from
<http://ww.iana. org/assignments/ipfix/>"

REFERENCE
"RFC 5101, Specification of the IP Flow Informati on Export
(I'PFIX) Protocol for the Exchange of IP Traffic Flow
Information, Section 3. 2.

RFC 5102, Information Mddel for IP Flow Information Export."
.= { ipfixTenplateDefinitionEntry 4 }

i pfixTenpl at eDefi ni ti onFl ags OBJECT- TYPE

SYNTAX BI TS {
scope(0),
fl owKey(1)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This bitmask indicates special attributes for the
I nformation El ement:

scope(0)
This Information Element is used for scope.
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fl owKey(1)
This Information El enent is a Fl ow Key.

Thus, we get the follow ng values for an Information El enent:

If neither bit scope(0) nor bit flowKey(l) is set
The Information El enent is neither used for scoping nor
as Fl ow Key.
If only bit scope(0) is set
The Information Elenent is used for scoping.
If only bit flowKey(1l) is set
The Information Elenent is used as Fl ow Key.

Both bit scope(0) and fl owKey(1l) MJIST NOT be set at the same
time. This conmbination is not allowed."”

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFIX) Protocol for the Exchange of IP Traffic Fl ow
Information, Sections 2 and 3.4.2.1.

RFC 5102, Information Mddel for IP Flow Information Export."
.= { ipfixTenpl ateDefinitionEntry 5 }

i pfi xExport Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pfi xExportEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table lists all exports of an | PFl X Device.

On Exporters, this table contains all exports grouped by
Transport Session, Cbservation Domain ID, Tenplate ID, and
Met ering Process represented by the

i pfixMeteringProcessCacheld. Thanks to the ipfixExportlndex,
the exports can group one or nore Transport Sessions to
achi eve a special functionality |like fail over managenent,

| oad- bal ancing, etc. The entries with the sane

i pfi xExportl ndex, ipfixGCbservati onDonainld,

and ipfixMeteringProcessCacheld define a Transport

Session group. |f the Exporter does not use Transport
Sessi on groupi ng, then each ipfixExportlndex contains a
single ipfixMeteringProcessCacheld, and thus a single
Transport Session; this session MJST have a nenber type
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val ue of primary(1l). Transport Sessions referenced in this
tabl e MUST have a ipfixTransport Sessi onDevi ceMbde val ue of
exporting(1l).

On Collectors, this table is not needed."
o= { ipfixMainCbjects 4}

i pfi xExport Entry OBJECT- TYPE
SYNTAX | pfi xExport Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the ipfixExportTable."
| NDEX
i pfi xExport | ndex,
i pfi xMeteringProcessCacheld,
i pfi xTransport Sessi onl ndex

}
o= { ipfixExportTable 1 }

| pfi xExportEntry ::=
SEQUENCE {
i pfi xExport | ndex Unsi gned32,
i pfi xExport Menber Type | NTEGER
}

i pfi xExportl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Locally arbitrary, but unique identifier of an entry in
the ipfixExport Table. The value is expected
to remain constant froma re-initialization of the entity’'s
net wor kK managenment agent to the next re-initialization.

A comon i pfi xExportl ndex between two entries fromthis
table indicates that there is a rel ationship between the
Transport Sessions in ipfixTransport Sessionlndex. The type
of relationship is expressed by the val ue of
i pfi xExport Menber Type. "

o= { ipfixExportEntry 1}

i pfi xExport Menber Type OBJECT- TYPE
SYNTAX I NTEGER {
unknown(0),
primary(1),
secondary(2),
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parall el (3),
| oadBal anci ng( 4)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The type of menmber Transport Session in a Transport
Session group (identified by the value of ipfixExportl ndex,
i pfi xQObservati onDomai nl d, and i pfixMeteringProcessCachel d).
The foll owi ng val ues are valid:

unknown( 0)
This value MJST be used if the status of the group
menber shi p cannot be detected by the equipment. This
val ue shoul d be avoided as far as possible.

primary(1)
This value is used for a group nenber that is used as
the primary target of an Exporter. Oher group nenbers
(with the sane ipfixExportlndex and
i pfixMeteringProcessCacheld) MJUST NOT have the val ue
primary(1) but MJST have the val ue secondary(2).
This val ue MJST al so be specified if the Exporter does
not support Transport Session grouping. In this case,
the group contains only one Transport Session

secondary(2)
This value is used for a group nenber that is used as a
secondary target of an Exporter. The Exporter wll use
one of the targets specified as secondary(2) within the
same Transport Session group when the primary target is
not reachabl e.

parall el (3)
This value is used for a group nenber that is used for
duplicate exporting (i.e., all group nenbers identified
by the ipfixExportlndex are exporting the sane Records
in parallel). This inmplies that all group nenbers MJST
have the same menber type (i.e., parallel(3))

| oadBal anci ng(4)

This value is used for a group nenber that is used
as one target for |oad-balancing. This neans that a
Record is sent to one of the group nmembers in this
group identified by ipfixExportlndex.
This inplies that all group nmenbers MJST have t he sane
menber type (i.e., |oadBal ancing(4))."

o= { ipfixExportEntry 2}
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i pfi xMeteri ngProcessTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pfixMeteringProcessEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table lists so-called caches used at the Metering
Process to store the netering data of Fl ows observed at
the Qoservation Points given in the

i pfi xCQbservati onPoi nt GoupReference. The table lists the
timeouts that specify when the cached netering data is
expired.

On Collectors, the table is not needed.”
o= { ipfixMainObjects 5 }

i pfixMeteringProcesseEntry OBJECT- TYPE
SYNTAX | pfi xMeteringProcessEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the ipfixMeteringProcessTable."
| NDEX { ipfixMeteringProcessCacheld }
c:={ ipfixMeteringProcessTable 1 }

| pfi xMeteringProcesseEntry ::=
SEQUENCE {
i pfi xMeteringProcessCachel d Unsi gned32,
i pfixMeteringProcessObservati onPoi nt G oupRef Unsi gned32,
i pfixMeteringProcessCacheActi veTi neout Unsi gnhed32,
i pfi xMet eri ngProcessCachel dl eTi meout Unsi gned32

}

i pfixMeteringProcessCachel d OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"Locally arbitrary, but unique identifier of an entry in the
i pfixMeteringProcessTable. The value is expected to renain
constant froma re-initialization of the entity’' s network
managenment agent to the next re-initialization."

o= { ipfixMeteringProcessEntry 1 }
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i pfi

xMet eri ngProcessCbservati onPoi nt G oupRef OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Cbservation Point Goup IDthat links this table entry

to the ipfixCbservationPoi nt Table. The mat ching

i pfixQObservati onPoi nt Goupld in that table gives the

observation Points used in that cache. |If the Observation

Poi nts are unknown, the

i pfixMeteringProcessCbservati onPoi nt G oupRef MJUST be zero."
c:={ ipfixMeteringProcesseEntry 2 }

i pfixMeteringProcessCacheActi veTi neout OBJECT- TYPE

i pfi

D et z,

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On the Exporter, this object contains the tine after which a
Flow is expired (and a Data Record for the Tenmplate is sent),

even though packets matching this Flow are still received by
the Metering Process. |If this value is 0, the Flowis not
prematurely expired."

REFERENCE

"RFC 5470, Architecture for IP Flow I nformation Export,
Section 5.1.1, item3."
.= { ipfixMeteringProcessEntry 3 }

xMet eri ngProcessCachel dl eTi neout OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "seconds"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On the Exporter, this object contains the tine after which a
Flow is expired (and a Data Record for the Tenplate is sent)
when no packets matching this Flow are received by the

Metering Process for the given number of seconds. |If this
value is zero, the Flowis expired imediately; i.e., a Data
Record is sent for every packet received by the Metering
Process. "

REFERENCE

"RFC 5470, Architecture for IP Flow I nformation Export,
Section 5.1.1, item1"
.= { ipfixMeteringProcessEntry 4 }
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i pfi

i pfi

| pfi

i pfi

D et z,

xQbservat i onPoi nt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pfi xChservati onPoi ntEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table lists the Cbservation Points used within an
Exporter by the Metering Process. The index

i pfi xObservati onPoi nt Groupld groups Chbservation Points
and is referenced in the Metering Process table.

On Collectors, this table is not needed."
:={ ipfixMainObjects 6 }

xQObservati onPoi nt Entry OBJECT- TYPE

SYNTAX | pfi xObservati onPoi nt Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the ipfixGCbhservationPoint Tabl e."
| NDEX {

i pfixCbservati onPoi nt G oupl d,
i pfixQbservati onPoi nt | ndex

2= { ipfixQoservationPointTable 1 }

xCObservationPoi ntEntry ::=

SEQUENCE {
i pfi xObservati onPoi nt Groupl d Unsi ghed32,
i pfi xObser vati onPoi nt | ndex Unsi gnhed32,

i pfi xQObservati onPoi nt Gbser vati onDomai nl d Unsi gned32,

i pfi xObservati onPoi nt Physi cal Entity Physi cal | ndexOr Zer o,
i pfi xObservati onPoi nt Physi cal I nterface | nterfacel ndexOr Zer o,
i pfixCbservati onPoi nt Physi cal EntityDirection | NTEGER

}

xQbser vat i onPoi nt G oupl d OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Locally arbitrary, but unique identifier of an entry in the
i pfi xQbservati onPoi nt Table. The value is expected to remain
constant froma re-initialization of the entity's network
managenent agent to the next re-initialization.
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i pfi

i pfi

i pfi

D et z,

This index represents a group of Observation Points.

The special value of 0 MUST NOT be used within this table
but is reserved for usage in the ipfixMeteringProcessTabl e.
An index of 0 for the ipfixQObservati onPoi nt GoupRef erence
index in that table indicates that an Cbservation Point is
unknown or unspecified for a Metering Process cache."

::={ ipfixQoservationPointEntry 1 }

xQbservat i onPoi nt | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Locally arbitrary, but unique identifier of an entry in the
i pfi xOQbservati onPoi nt Table. The value is expected to remain
constant froma re-initialization of the entity's network
managenent agent to the next re-initialization.

This index represents a single Cbservation Point in an
observation Point group.”
.= { ipfixQoservationPointEntry 2 }

xCObser vat i onPoi nt Gbser vati onDomai nl d OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The I D of the Observation Donmain in which this
Observation Point is included.

The special value of 0 indicates that the Cbservation
Points within this group cannot be applied to a single
Gbservati on Donmin. "

REFERENCE
"RFC 5101, Specification of the IP Flow Information Export
(I'PFI X) Protocol for the Exchange of IP Traffic Flow
I nformation, Section 3.1."

2= { ipfixQoservationPointEntry 3 }

xQObser vat i onPoi nt Physi cal Entity OBJECT- TYPE

SYNTAX Physi cal | ndexOr Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the index of a physical entity in
the ENTITY MB. This physical entity is the given
observation Point. |If such a physical entity cannot be
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specified or is not known, then the object is zero."
::={ ipfixQoservationPointEntry 4 }

i pfi xObservati onPoi nt Physi cal | nt erface OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the index of a physical interface in
the Interfaces MB. This physical interface is the given

observation Point. |If such a physical interface cannot be
specified or is not known, then the object is zero.

Thi s object MAY be used alone or in addition to
i pfi xQbservati onPoi nt Physi cal Entity. |If
i pfi xQbservati onPoi nt Physical Entity is not zero, this
obj ect MJST point to the sane physical interface that is
referenced in ipfixObservationPoi nt Physical Entity.
O herwise, it may reference any interface in the
Interfaces MB."

::={ ipfixQoservationPointEntry 5 }

i pfi xObservati onPoi nt Physi cal EntityDi recti on OBJECT- TYPE

SYNTAX | NTEGER {
unknown( 0),
i ngress(1),
egress(2),
bot h( 3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The direction of the Flow that is nonitored on the given
physical entity. The follow ng values are valid:

unknown( 0)
This value MJST be used if a direction is not known for
the given physical entity.

i ngress(1)
This value is used for nmonitoring incomng Fl ows on the
gi ven physical entity.

egress(2)
This value is used for monitoring outgoing Flows on the
gi ven physical entity.

bot h( 3)
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This value is used for nmonitoring inconing and out goi ng
Fl ows on the given physical entity."
::={ ipfixQoservationPointEntry 6 }

i pfixSel ecti onProcessTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I pfi xSel ecti onProcessEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains Sel ector Functions connected to a
Metering Process by the index ipfixMeteringProcessCacheld
The Sel ector Functions are grouped into Sel ecti on Processes
by the ipfixSel ecti onProcessl ndex. The Sel ector Functions
are applied within the Selection Process to the packets
observed for the given Metering Process cache in increasing
order as indicated by the ipfixSel ecti onProcessSel ectorl ndex.
Thi s means Sel ector Functions with a | ower

i pfixSel ecti onProcessSel ectorlndex are applied first.

The remai ni ng packets are accounted for in Flow Records

Since | PFI X does not define any Sel ector Function (except
selecting every packet), this is a placeholder for future
use and a guideline for inplementing enterprise-specific

Sel ector Function objects.

The foll owi ng object tree should help the reader visualize
how t he Sel ector Function objects should be inplenented:

i pfixSel ect or Functi ons

|
+- i pfixFuncSel ect Al

+- ipfixFuncSel ect All Avail (is the function avail abl e?)

+- ipfixFuncF2Avail (is the function F2 avail abl e?)

I
I
I
+- i pfixFuncF2
|
|
| +- ipfixFuncF2Paraneters (a table with paraneters)

+- i pfixFuncFn. .
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If a Selector Function takes paranmeters, the MB shoul d
contain a table with an entry for each set of paraneters
used at the Exporter."”

o= { ipfixMainObjects 7 }

i pfixSel ectionProcessEntry OBJECT- TYPE

SYNTAX | pfixSel ecti onProcessEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the ipfixSel ecti onProcessTabl e."
| NDEX {

i pfixMeteringProcessCachel d,
i pfixSel ecti onProcessl ndex,
i pfixSel ecti onProcessSel ect orl ndex

.= { ipfixSelectionProcessTable 1 }

I pfixSel ecti onProcessEntry ::= SEQUENCE {
i pfixSel ecti onProcessl ndex Unsi gnhed32,
i pfixSel ecti onProcessSel ect orl ndex Unsi gned32,
i pfixSel ecti onProcessSel ect or Functi on OBJECT | DENTI FI ER

}

i pfixSel ectionProcessl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Local ly arbitrary, but unique identifier of an entry in the
i pfixSel ecti onProcessTable. The value is expected to renmain
constant froma re-initialization of the entity’ s network
managenent agent to the next re-initialization."

.= { ipfixSelectionProcessEntry 1 }

i pfixSel ectionProcessSel ectorl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"I ndex specifying the order in which the referenced

i pfixSel ectionProcessSel ectorFunctions are applied to the

observed packet streamw thin the given Sel ection Process

(identified by the ipfixSel ectionProcesslndex). The

Sel ector Functions are applied in increasing order; i.e.,

Sel ector Functions with a |ower index are applied first."
.= { ipfixSelectionProcessentry 2 }
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i pfixSel ectionProcessSel ect or Functi on OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The pointer to the Selector Function used at position

i pfixSel ecti onProcessSel ectorlndex in the list of Selector
Functions for the Metering Process cache specified by the
i ndex ipfixMeteringProcessCacheld and for the given

Sel ection Process (identified by the

i pfixSel ecti onProcessl| ndex).

This usually points to an object in the | PFI X SELECTOR M B.
If the Selector Function does not take paraneters, then it
MJST point to the root of the function subtree. |If the
function takes paraneters, then it MJST point to an entry
in the paraneter table of the Selector Function.”

.= { ipfixSelectionProcessEntry 3 }

i pfi xTransport Sessi onSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I pfi xTransport Sessi onSt at sentry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table lists Transport Session statistics between
Exporting Processes and Col | ecting Processes."
o= { ipfixStatistics 1}

i pfi xTransport Sessi onSt at sentry OBJECT- TYPE

SYNTAX | pfi xTransport Sessi onSt at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the ipfixTransport Sessi onStatsTable."
AUGVENTS { ipfixTransport Sessi onEntry }
2= { ipfixTransport SessionStatsTable 1 }

| pfi xTransport Sessi onStatsEntry ::=

SEQUENCE {
i pfi xTransport Sessi onRat e Gauge32,
i pfi xTransport Sessi onPacket s Count er 64,
i pfi xTransport Sessi onByt es Count er 64,
i pfi xTransport Sessi onMessages Count er 64,
i pfi xTransport Sessi onDi scar dedMessages Count er 64,
i pfixTransport Sessi onRecor ds Count er 64,
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i pfi xTransport Sessi onTenpl at es Count er 64,
i pfi xTransport Sessi onOpti onsTenpl ates Count er 64,
i pfi xTransport Sessi onDi sconti nui tyTi me Ti neSt anp

}
i pfixTransport Sessi onRat e OBJECT- TYPE
SYNTAX Gauge32
UNI TS "byt es/ second"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of bytes per second received by the

Col l ector or transmitted by the Exporter. A

val ue of zero (0) neans that no packets were sent or

received yet. This object is updated every second.”
.= { ipfixTransportSessionStatsEntry 1 }

i pfi xTransport Sessi onPackets OBJECT- TYPE

SYNTAX Count er 64
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets received by the Collector
or transnitted by the Exporter.
Di scontinuities in the value of this counter can occur at
re-initialization of the nanagenment system and at ot her
times as indicated by the val ue of
i pfi xTransport Sessi onDi scontinuityTi ne."

.= { ipfixTransport SessionStatsEntry 2 }

i pfi xTransport Sessi onByt es OBJECT- TYPE

SYNTAX Count er 64
UNI TS "byt es”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of bytes received by the Collector
or transmtted by the Exporter.
Di scontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at ot her
times as indicated by the val ue of
i pfixTransport Sessi onDi scontinuityTi ne."

c:={ ipfixTransport SessionStatsEntry 3 }

i pfi xTransport Sessi onMessages OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The nunmber of |PFI X Messages received by the
Col l ector or transmtted by the Exporter.
Di scontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at ot her
times as indicated by the val ue of
i pfi xTransport Sessi onDi scontinuityTi ne."

c:={ ipfixTransport SessionStatsEntry 4 }

i pfi xTransport Sessi onDi scar dedMessages OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of received | PFl X Messages that are nal f or ned,
cannot be decoded, are received in the wong order, or are
m ssing according to the sequence nunber.

If used at the Exporter, the nunber of nessages that could
not be sent due to, for exanple, internal buffer overfl ows,
net wor k congestion, or routing issues.
Di scontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at ot her
times as indicated by the val ue of
i pfi xTransport Sessi onDi scontinuityTi ne."

2= { ipfixTransport SessionStatsEntry 5 }

i pfi xTransport Sessi onRecords OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Data Records received by the Collector or
transmtted by the Exporter.
Di scontinuities in the value of this counter can occur at
re-initialization of the nanagenment system and at ot her
times as indicated by the val ue of
i pfi xTransport Sessi onDi scontinuityTi ne."

.= { ipfixTransport SessionStatsEntry 6 }

i pfi xTransport Sessi onTenpl at es OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Tenplates received or transmtted.
Di scontinuities in the value of this counter can occur at
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re-initialization of the nanagenent system and at ot her
times as indicated by the val ue of
i pfi xTransport Sessi onDi scontinuityTi ne."

.= { ipfixTransport SessionStatsEntry 7 }

i pfi xTransport Sessi onOpti onsTenpl at es OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Options Tenpl ates received or transmtted.
Di scontinuities in the value of this counter can occur at
re-initialization of the nanagenment system and at ot her
times as indicated by the val ue of
i pfi xTransport Sessi onDi scontinuityTi ne."

.= { ipfixTransport SessionStatsEntry 8 }

i pfi xTransport Sessi onDi sconti nuityTi mne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the npbst recent occasion at which
one or nmore of the Transport Session counters suffered a
di scontinuity.
A value of zero indicates that no such discontinuity has
occurred since the last re-initialization of the |oca
managenment subsystem "

.= { ipfixTransport SessionStatsEntry 9 }

i pfi xTenpl at eSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pfixTenpl ateSt at sentry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table lists statistics objects per Tenplate.”
o= { ipfixStatistics 2}

i pfixTenpl ateSt at sEntry OBJECT- TYPE

SYNTAX | pfi xTenpl at eSt at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the ipfixTenpl ateStatsTable."
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AUGVENTS { ipfixTenpl ateEntry }
:={ ipfixTenpl ateStatsTable 1 }

| pfi xTenpl ateStatsEntry ::=
SEQUENCE {
i pfixTenpl at eDat aRecor ds Count er 64,
i pfixTenpl at ebi scontinuityTime Ti meStanp
}

i pfi xTenpl at eDat aRecor ds OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of Data Records that are transmtted or received
per Tenpl ate.
Di scontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at ot her
times as indicated by the val ue of
i pfi xTenpl at eDi scontinuityTi ne."

o= { ipfixTenpl ateStatsEntry 1 }

i pfi xTenpl ateDi sconti nuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the npbst recent occasion at which
the Tenpl ate counter suffered a discontinuity.
A value of zero indicates that no such discontinuity has
occurred since the last re-initialization of the |ocal
managenment subsystem "

o= { ipfixTenpl ateStatsEntry 2 }

i pfixMeteringProcessStatsTable OBJECT-TYPE

SYNTAX SEQUENCE OF I pfixMeteringProcessStatsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table lists statistics objects that have data per
Met eri ng Process cache.

On Collectors, this table is not needed.™
o= { ipfixStatistics 3}
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i pfixMeteringProcessStatsEntry OBJECT- TYPE

SYNTAX | pfi xMeteringProcessStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the ipfixMeteringProcessStatsTable.'
AUGVENTS { ipfixMeteringProcessEntry }
o= { ipfixMeteringProcessStatsTable 1 }

I pfi xMeteringProcessStatsEntry ::=
SEQUENCE {
i pfixMeteringProcessCacheActi veFl ows Gauge32,
i pfixMeteringProcessCacheUnusedCacheEntri es Gauge32,
i pfixMet eri ngProcessCacheDat aRecor ds Count er 64,
i pfixMeteringProcessCacheDi scontinuityTi me Ti meSt anp

}

i pfixMeteringProcessCacheActiveFl ows OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of Flows currently active at this cache."
o= { ipfixMeteringProcessStatsEntry 1 }

i pfixMeteringProcessCacheUnusedCacheEntries OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of unused cache entries."”
o= { ipfixMeteringProcessStatsEntry 2 }

i pfi xMet eri ngProcessCacheDat aRecords OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Data Records generat ed.
Di scontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at ot her
times as indicated by the val ue of
i pfixMeteringProcessCacheDi scontinuityTinme."

o= { ipfixMeteringProcessStatsEntry 3 }

i pfi xMeteringProcessCacheDi scontinuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
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i pfi

i pfi

| pfi

i pfi

D et z,

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the nmpbst recent occasion at which
the Metering Process counter suffered a discontinuity.
A value of zero indicates that no such discontinuity has
occurred since the last re-initialization of the |ocal
managerment subsystem "

o= { ipfixMeteringProcessStatsEntry 4 }

xSel ecti onProcessSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I pfixSel ecti onProcessStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains statistics for the Sel ector Functions
connected to a Metering Process by the index
i pfi xMet eri ngProcessCachel d.

The i ndexes MJUST natch an entry in the
i pfixSel ecti onProcessTable."
o= { ipfixStatistics 4}

xSel ecti onProcessStat sentry OBJECT- TYPE

SYNTAX I pfixSel ecti onProcessSt at sentry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the ipfixSel ecti onProcessStatsTable."
AUGVENTS { ipfixSel ectionProcessentry }
c:={ ipfixSelectionProcessStatsTable 1 }

xSel ecti onProcessStatseEntry ::= SEQUENCE ({
i pfixSel ecti onProcessSt at sPacket sCbhserved Count er 64,
i pfixSel ecti onProcessSt at sPacket sDr opped Count er 64,
i pfixSel ectionProcessStatsDi scontinuityTine TineStanp

}

xSel ecti onProcessSt at sPacket sCbserved OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of packets observed at the entry point of the
function. The entry point may be the Cbservation Point or
the exit point of another Selector Function.
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Di scontinuities in the value of this counter can occur at

re-initialization of the managenent system and at
times as indicated by the val ue of
i pfixSel ectionProcessStatsDi scontinuityTine."

.= { ipfixSelectionProcessStatsEntry 1 }

i pfixSel ectionProcessSt at sPacket sDr opped OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

ot her

"The nunber of packets dropped while sel ecting packets.
Di scontinuities in the value of this counter can occur at

re-initialization of the managenent system and at
times as indicated by the val ue of
i pfixSel ectionProcessStatsDi scontinuityTine."

.= { ipfixSelectionProcessStatsEntry 2 }

i pfixSel ecti onProcessStatsDi scontinuityTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

ot her

"The val ue of sysUpTinme at the npbst recent occasion at which

one or nore of the Selector counters suffered a
di scontinuity.

A value of zero indicates that no such discontinuity has
occurred since the last re-initialization of the |oca

managenment subsystem "
c:={ ipfixSelectionProcessStatsEntry 3 }

i pfi xConpliances OBJECT | DENTIFIER ::= { ipfixConfornmance
i pfixG oups OBJECT I DENTIFIER ::= { ipfixConfornmance

i pfixCol | ectorConpliance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"An inplenentation that builds an | PFl X Col | ector
that conplies with this nodule MJST inplement the
defined in the mandatory group ipfixConmonG oup
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The inplenentation of all objects in the other groups is
optional and depends on the corresponding functionality
i mpl emented in the equi pnent.

An inplenentation that is conpliant with this MB nodul e
is limted to using only the values TCP (6), UDP (17), and
SCTP (132) in the ipfixTransport Sessi onProtocol object
because these are the only protocols currently specified
for usage within I PFl X (see RFC 5101)."

MODULE -- this nodul e

MANDATORY- GROUPS {
i pfi xConmonG oup

}
GROUP i pfi xComonSt at sG oup
DESCRI PTI ON

"These objects should be inplenented if the statistics
function is inplenented in the equipnent."
c:={ ipfixConpliances 1}

i pfi xExport er Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"An inplenmentation that builds an | PFI X Exporter that
complies with this nodul e MJST i npl ement the objects defined
in the mandatory group ipfixCommonG oup. The inplenentation
of all other objects depends on the inplementation of the
correspondi ng functionality in the equipnent.”
MODULE -- this nodule
MANDATORY- GROUPS {
i pfi xConmonGr oup,
i pfi xExporter G oup

}
GROUP i pfi xCommonsSt at sGr oup
DESCRI PTI ON

"These objects should be inplenented if the statistics
function is inplemented in the equipnent."”

GROUP i pfi xExporter Stat sG oup

DESCRI PTI ON
"These objects MJIST be inplemented if statistics functions
are inplenmented in the equipnent.”

o= { ipfixConpliances 2 }
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i pfi xCommonG oup OBJECT- GROUP
OBJECTS {

i pfixTransport Sessi onPr ot ocol
i pfixTransport Sessi onSour ceAddr essType,
i pfi xTransport Sessi onSour ceAddr ess,
i pfi xTransport Sessi onDesti nati onAddr essType,
i pfi xTransport Sessi onDesti nati onAddr ess,
i pfi xTransport Sessi onSour cePort,
i pfixTransport Sessi onDesti nati onPort,
i pfixTransport Sessi onSct pAssocl d,
i pfi xTransport Sessi onDevi ceMdde,
i pfi xTransport Sessi onTenpl at eRef r eshTi neout ,
i pfi xTransport Sessi onQpt i onsTenpl at eRef r eshTi neout
i pfi xTransport Sessi onTenpl at eRef r eshPacket
i pfixTransport Sessi onOpti onsTenpl at eRef r eshPacket ,
i pfixTransport Sessi onl pfi xVer si on,
i pfi xTransport Sessi onSt at us,

i pfi xTenpl ateSet 1 d,
i pfi xTenpl at eAccessTi ne,

i pfixTenpl at eDefinitionleld,

i pfi xTenpl at eDefi niti onl eLengt h,

i pfi xTenpl at eDefi ni ti onEnt er pri seNunber,
i pfi xTenpl at eDefi ni ti onFl ags

}
STATUS current
DESCRI PTI ON

"The main | PFl X objects.”
= { ipfixGoups 1}

i pfi xConmonSt at sG oup OBJECT- GROUP
OBJECTS {

i pfixTransport Sessi onRat e,
i pfi xTransport Sessi onPacket s,
i pfi xTransport Sessi onByt es,
i pfi xTransport Sessi onMessages,
i pfi xTransport Sessi onDi scar dedMessages,
i pfixTransport Sessi onRecor ds,
i pfixTransport Sessi onTenpl at es,
i pfi xTransport Sessi onQpt i onsTenpl at es,
i pfi xTransport Sessi onDi sconti nuityTi ne,

i pfi xTenpl at eDat aRecor ds,
i pfixTenpl at eDi sconti nuityTi me
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}
STATUS current
DESCRI PTI ON
"Common statistical objects.”
o= { ipfixGoups 2}

i pfi xExporter G oup OBJECT- GROUP
OBJECTS {
i pfi xExport Menber Type,

i pfixMeteringProcessCbservati onPoi nt G oupRef,
i pfixMeteringProcessCacheActi veTi nmeout,
i pfixMeteringProcessCachel dl eTi neout,

i pfi xObservati onPoi nt Chser vat i onDomai nl d,

i pfi xQbservati onPoi nt Physi cal Entity,

i pfi xObservati onPoi nt Physi cal | nt erface,

i pfi xObservati onPoi nt Physi cal EntityDirection,

i pfixSel ecti onProcessSel ect or Functi on

}
STATUS current
DESCRI PTI ON
"The mai n objects for Exporters.”
o= { ipfixGoups 3}

i pfi xExporterStatsG oup OBIECT- GROUP
OBJECTS {
i pfixMeteringProcessCacheActi veFl ows,
i pfixMeteringProcessCacheUnusedCacheEntri es,
i pfixMeteringProcessCachebDat aRecor ds,
i pfixMeteringProcessCacheDi sconti nuityTi e,

i pfixSel ectionProcessSt at sPacket sChserved,
i pfixSel ectionProcessSt at sPacket sDr opped,
i pfixSel ecti onProcessStatsDi scontinuityTime

}
STATUS current
DESCRI PTI ON
"The statistical objects for Exporters."”
o= { ipfixGoups 4}

END
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| PFI X SELECTOR M B Definition

| PFI X- SELECTOR-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, m b-2

FROMV SN\VPv2- SM -- [ RFC2578]
Tr ut hVal ue

FROM SNVPv2- TC -- [ RFC2579]
MODUL E- COMPLI ANCE, OBJECT- GROUP

FROM SNWVPv2- CONF; -- [ RFC2580]

i pfixSel ectorM B MODULE- | DENTI TY
LAST- UPDATED "2012061100002" -- 11 June 2012

D et z,

ORGANI

ZATI ON "1 ETF | PFI X Wor ki ng G oup"

CONTACT- | NFO
"WG charter:

http://ww. ietf.org/htm.charters/ipfix-charter.htm

Mai | ing Lists:

General Discussion: ipfix@etf.org
To Subscribe: http://wwil.ietf.org/mailman/listinfol/ipfix
Ar chi ve:

http://wwi.ietf.org/mail-archive/web/ipfix/current/index. htm

Edi t or:

et al.

Thomas Di etz

NEC Eur ope Ltd.

NEC Labor atori es Europe

Net wor k Resear ch Di vi si on
Kur f uer st en- Anl age 36

Hei del berg 69115

Ger many

Phone: +49 6221 4342-128

Emai | : Thonas. Di et z@ecl ab. eu

At sushi Kobayashi

NTT I nformation Sharing Platform Laboratories
3-9-11 Mdori-cho

Musashi no-shi, Tokyo 180-8585

Japan

Phone: +81-422-59-3978

Emai | : akoba@ttv6. net

Benoit C aise
Cisco Systens, Inc.
De Kl eetlaan 6a bl
D egem 1831
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Bel gi um
Phone: +32 2 704 5622
Emai | : bcl ai se@i sco. com
Ger hard Mienz
Techni sche Uni versitaet Mienchen
Department of Informatics
Chair for Network Architectures and Services (I8)
Bol t zmannstr. 3
Garching 85748
Ger many
Email: nuenz@et.in.tumde"
DESCRI PTI ON

"The |1 PFI X SELECTOR M B nodul e defined in this section

provi des the standard Filtering and Sanpling functions that
can be referenced in the ipfixSel ecti onProcessTable. Al
standard Filtering and Sanpling functions MJST be regi stered
in the subtree under object ipfixSelectorFunctions
(1.3.6.1.2.1.194.1.1). The top-level ODs in the subtree
under object ipfixSel ectorFuncti ons MJST be registered in a
sub-regi stry maintained by | ANA at

<http://ww. i ana. or g/ assi gnment s/ sm - nunber s/ >.

New Sel ect or Functions MJUST be registered at |1 ANA and are
subj ect to Expert Review [ RFC5226], i.e., review by one of a
group of experts designated by an | ETF Area Director. The
group of experts MJST check the requested M B objects for
conpl et eness and accuracy of the description. Requests for
M B obj ects that duplicate the functionality of existing
obj ects SHOULD be declined. The snallest available QD
SHOULD be assigned to new M B objects. The specification
of new M B objects SHOULD follow the structure specified in
[ RFC6615] and MJST be published using a well -

establ i shed and persistent publication nmedium The experts
will initially be drawn fromthe Wrking Goup Chairs and
docunent editors of the | PFI X and PSAMP Worki ng G oups.

Copyright (c) 2012 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is permitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the IETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)."
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-- Revision history

REVI SI ON "201206110000Z" -- 11 June 2012

DESCRI PTI ON
"Update to M B description to reflect updated registration
of new Sanpling and Filtering functions. Published as
RFC 6615. "

REVI SI ON "201003150000Z" -- 15 March 2010
DESCRI PTI ON
"Initial version, published as RFC 5815."

i={ mb-2 194}

PR I R R I R R R o R R R R R R R R S R R R R S R

-- Top-Level Structure of the MB

IR R R R R R R R R R R R I S R R R R R R R R I R R R O O

i pfixSel ector vj ects OBJECT | DENTI FI ER
:={ ipfixSelectorMB 1 }

i pfixSel ect or Conf or mance OBJECT | DENTI FI ER
c:={ ipfixSelectorMB 2 }

-- 1.1: Packet Sel ector Functions for |PFIX

i pfixSel ectorFuncti ons OBJECT | DENTI FI ER
o= { ipfixSel ectorjects 1}

-- 1.1.1: Function 1: Selecting All Packets

i pfi xFuncSel ect All OBJECT | DENTI FI ER
c:={ ipfixSelectorFunctions 1}

i pfi xFuncSel ect Al | Avail OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the availability of the trivia
function of selecting all packets. This function is always
avai |l able."

.= { ipfixFuncSelectAl 1}
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i pfixSel ect or Conpl i ances OBJECT | DENTI FI ER
::={ ipfixSel ectorConformance 1 }

i pfixSel ector Groups OBJECT | DENTI FI ER
c:={ ipfixSel ectorConformance 2 }

i pfixSel ectorBasi cConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"An inplenentation that builds an | PFI X Exporter that
complies with this nodul e MUST i npl enment the objects defined
in the nmandatory group ipfixBasi cGoup. The inplenentation
of all other objects depends on the inplenmentation of the
corresponding functionality in the equipnent.”

MODULE -- this nodul e

MANDATORY- GROUPS {

i pfi xSel ect or Basi cG oup

c:={ ipfixSelectorConpliances 1}

i pfixSel ect orBasi cG oup OBJECT- GROUP
OBJECTS {
i pfixFuncSel ect Al | Avai

}
STATUS current
DESCRI PTI ON

"The main | PFl X objects.”
o= { ipfixSelectorGoups 1}

END
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9

Security Considerations

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplenmented correctly, then there is no risk that an
intruder can alter or create any nanagenent objects of this MB
nmodul e via direct SNMP SET operati ons.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

o ipfixTransportSessionTable - contains configuration data that
m ght be sensitive because objects in this table nmay revea
i nformati on about the network infrastructure

o ipfixExportTable - contains configuration data that m ght be
sensitive because objects in this table may reveal infornmation
about the network infrastructure as well

o ipfixMeteringProcessTable - contains configuration data that m ght
be sensitive because objects in this table may reveal informtion
about the I PFIX Device itself

o ipfixQbservationPointTable - contains configuration data that
m ght be sensitive because objects in this table nmay revea
i nformati on about the I PFI X Device itself and the network
infrastructure

o ipfixSelectorFunctions - currently contains no sensitive data but
m ght want to be secured anyway, since it nmay contain sensitive
data in a future version

Al'l other objects and tables contain no data that is considered
sensitive

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using |IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this
M B nodul e.
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10.

| mpl enent ati ons MJST provide the security features described by the
SNWPv3 framework (see [ RFC3410]), including full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

| ANA Consi der ati ons

The M B nodule in this docunent uses the foll ow ng | ANA-assi ghed
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry:

Descri pt or OBJECT | DENTI FI ER val ue
i pfixM B { mb-2 193 }
i pfixSelectorMB { mb-2 194 }

The |1 PFI X SELECTOR M B registry as defined in [ RFC5815] Section 10
has been renpbved by I ANA, as its use is discontinued with this
docunent .

| ANA has created and nmaintains a sub-registry at

http://ww. i ana. or g/ assi gnnent s/ sm - nunbers, in which the top-Ievel
O Ds in the subtree under object ipfixSelectorFunctions MIST be
registered. The initial version of this sub-registry should contain
the foll ow ng:

Sub-registry Nane: |PFI X- SELECTOR-M B Functi ons
Ref erence: [RFC6615]
Regi stration Procedures: Expert Review [ RFC5226]

Prefix: iso.org.dod.internet.ngnt.
m b-2. 1 pfixSel ectorM B. i pfixSel ect orObj ects.ipfixSel ectorFunctions
(1.3.6.1.2.1.194.1. 1)

Deci mal Narme Descri ption Ref er ence

1 i pfi xFuncSel ect Al | Sel ect everything [ RFC6615]
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11.

12.

12.

Additions to this sub-registry are subject to Expert Review

[ RFC5226], i.e., review by one of a group of experts designated by an
| ETF Area Director. The group of experts MJST check the requested

M B obj ects for conpl eteness and accuracy of the description.
Requests for MB objects that duplicate the functionality of existing
obj ects SHOULD be declined. The snallest available O D SHOULD be
assigned to new M B objects. The specification of new MB objects
SHOULD foll ow the structure specified in Section 6.1 and MJST be
publi shed using a well-established and persistent publication nedium
The experts will initially be drawn fromthe Wrking G oup Chairs and
docunent editors of the I PFI X and PSAMP Wrki ng Groups.
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