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Abst ract

Mobil e | Pv6 boot strapping can be categorized into two primary
scenarios: the split scenario and the integrated scenario. |In the
split scenario, the nobile node’'s nobility service is authorized by a
different service authorizer than the network access authorizer. In
the integrated scenario, the nobile node’s nobility service is

aut hori zed by the same service authorizer as the network access
service authorizer. This docunent defines a method for home agent

i nformati on di scovery for the integrated scenario.
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1. Introduction and Scope

The Mobile | Pv6 protocol [RFC6275] requires the nobile node to have
the follow ng information:

o0 the Hone Address (HoA)
o the hone agent address, and

o the cryptographic materials for establishing an | Psec security
associ ation with the home agent.
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The cryptographic materials need to be established prior to
initiating the registration process. The mechani smvia which the
mobi | e node obtains this information is called "Mbile |IPv6
bootstrapping”. In order to allow a flexible deploynment nodel for
Mobile IPv6, it is desirable to define a bootstrappi ng mechani sm for
the nobil e node to acquire these paraneters dynamically. [RFC4640]
descri bes the problem statenment for Mbile | Pv6 bootstrapping. It

al so defines the bootstrapping scenari os based on the rel ationship
between the entity that authenticates and authorizes the nobil e node
for network access (i.e., the Access Service Authorizer, ASA) and the
entity that authenticates and authorizes the nobile node for nobility
service (i.e., the Mbility Service Authorizer, MSA). The scenario
in which the Access Service Authorizer is not the Mbility Service
Aut hori zer is called the "split" scenario. The bootstrapping
solution for the split scenario is defined in [ RFC5026]. The
scenario in which the Access Service Authorizer is also the Mbility
Service Authorizer is called the "integrated" scenario. This
docunent defines a bootstrapping solution for the integrated
scenari o.

[ RFC5026] identifies four different conmponents of the bootstrapping
probl em hone agent address di scovery, HOA assignnent, |Psec Security
Associ ation [ RFC4301] setup, and Authentication and Authorization
with the MSA. This docunent defines a nechanismfor hone agent
address discovery. The other conponents of bootstrapping are as per
[ RFC5026] .

In the integrated scenario, the bootstrapping of the hone agent

i nformati on can be achieved via DHCPv6. This docunent defines the

M Pv6 boot strappi ng procedures for the integrated scenario. It
enabl es home agent assignnent in the integrated scenario by utilizing
DHCP and Aut henti cation, Authorization, and Accounting (AAA)
protocols. The specification utilizes DHCP and AAA options and
attribute-value pairs (AVPs) that are defined in [RFC6610] and

[ RFC5447]. This docunent specifies the interworking among Mbile
Node (MN), Network Access Server (NAS), DHCP, and AAA entities for
the bootstrappi ng procedure in the integrated scenario.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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General mobility term nol ogy can be found in [RFC3753]. The
followi ng additional terns, as defined in [ RFC4640], are used in this
docunent :

Access Service Authorizer (ASA): A network operator that
aut henticates a nobil e node and establishes the nobile node’s
aut hori zation to receive Internet service.

Access Service Provider (ASP): A network operator that provides
direct I P packet forwarding to and fromthe nobile node

Mobility Service Authorizer (MSA): A service provider that authorizes
Mobil e | Pv6 service.

Mobility Service Provider (MSP): A service provider that provides
Mobile I Pv6 service. An MSP is called a "hone MSP' when MSP == MBA
In this docunment, the term MSP neans a Mbility Service Provider that
has a roanming relationship with the MBA but it is not the MSA

Split Scenario: A scenario where the nobility service and the network
access service are authorized by different entities.

I ntegrated Scenario: A scenario where the nobility service and the
network access service are authorized by the sane entity.

3. Assunptions and Conformance

The foll owi ng assunptions are nade in this docunent:

(a) MSA == ASA

(b) MSA and MSP have a roam ng rel ationship.

(c) DHCP relay and NAS are either co-located or there is a nmechani sm
to transfer received AAA information fromthe NAS to the DHCP
rel ay.

Note: If assignnent of a home agent in the home MSP is not
required by a depl oynent, co-location of the NAS and t he DHCP
relay functions or a mechanismto transfer received AAA
information fromthe NAS to the DHCP relay won't be
necessary. In such a case, only the inplenmentation of the
options and procedures defined in [ RFC6610] should suffice.

(d) The NAS shall support M Pv6-specific AAA attributes as specified
in [ RFC5447].
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4.

4.

(e) The AAA server in the home domain (AAAH) used for network access
aut henti cati on (ASA) has access to the same dat abase as the AAAH
used for the mobility service authentication (MSA).

I f hone agent assignnent is required only in the ASP by the

depl oynent, a mininal inplenentation of this specification MAY only
support the delivery of information fromthe DHCP server to the DHCP
client through [RFC6610]. However, if home agent assignnent in the
MSP is required by the deploynment, an inplenmentation conformng to
this specification SHALL be able to transfer the information received
fromthe AAA server to the NAS, and fromthe NAS to the DHCP rel ay
function. This can be achieved either by co-locating the NAS and the
DHCP rel ay functions or via an interface between these functions.

The details of this interface are out of the scope of this

speci fication.

Sol ution Overvi ew
1. Logical View of the Integrated Scenario

In the integrated scenario, the nobile node utilizes the network
access authentication process to bootstrap Mbile IPv6. It is
assuned that the access service authorizer is nmobility service aware.
This allows for Mbile | Pv6 bootstrapping at the tine of access

aut henti cation and authorization. Also, the mechani smdefined in
this document requires the NAS to support M P6-specific AAA
attributes and a co-located DHCP rel ay agent.

Figure 1 shows the AAA infrastructure with a AAA client (NAS), a AAA
proxy in the visited network (AAAV), and a AAA server in the hone
net wor k ( AAAH) .

Chowdhury & Yegin St andards Track [ Page 5]



RFC 6611 M Pv6 Bootstrapping Integrated Scenario May 2012

I
ASP(/ M5P) | ASA/ MSA(/ NSP)
I
I
S R + | S R +
I I I I I
| AAAV [----------- |-------- | AAAH |
I I I I I
S + | S +
I I
I I
I I
I I
+--- - - + E S + |
+----+ | NAS | | DHCP | |
| MN |------ | DHCP | ----| Server |
+o--- 4 | Rel ay| I [ |
S R + S R + |
I
I
E S + | E S +
| HA I I | HA I
| in ASP | | |in MSP |
S . + | S . +

Figure 1: Integrated Scenari o, Network D agramw th DHCP Server

The user’s hone network authorizes the nobile node for network access
and nobility services. Note that usage of a honme agent with the
mobi | e node m ght be selected in the access service provider’s
network or alternatively in the mobility service provider’s network

The MSP may be co-located with the ASP, or the ASA/ MSA, or
i ndependent of the two.

The nobile node interacts with the DHCP server via the relay agent
after the network access authentication as part of the nobile node
configuration procedure.

4.2. Bootstrappi ng Message Sequence

In this case, the nobile node is able to acquire the hone agent
address via a DHCPv6 query. |In the integrated scenario, the ASA and
the MSA are the sanme; it can be safely assumed that the AAAH used for
networ k access authentication (ASA) has access to the sane database
as the AAAH used for the nobility service authentication (MBA).

Hence, the same AAAH can authorize the nobile node for network access
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and nobility service at the sane time. Wen the MN perforns Mbile
| Pv6 registration, the AAAH ensures that the MN is accessing the
assi gned hone agent for that MSP

Figure 2 shows the nmessage sequence for hone agent allocation in both
scenarios -- HAin the ASP (which is co-located with the MSP), or HA
in an MSP that is separate from ASP and possibly fromthe ASA/ MSA as

wel | .

—————————————— ASP- - - - - - >| <- - ASA+NBA- -

-+ S + R + | oo - +
I I I I I I I I
| MY | | NAS/ | | DHCP | | AAAH |
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I I |relay | I I I I
-+ R + e + R +

I I I I

I 1 I 1 | I

| <------mem---- R R >|

I I I I

I I I I

I 2 I I I

[----mmmmmm - >| | |

I I I I

| | 3 | |

I [---mmmmmmm - >| |

I I I I
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Fi gure 2: Message Sequence for Home Agent Allocation
.2.1. Home Agent Allocation in the MP

Thi s section describes a scenario where the home agent is allocated
in the nobile node’s MSP network(s) that is (are) not co-located with
the ASP. In order to provide the nmobile node with information about
the assigned home agent, the AAAH conveys the assigned hone agent’s
information to the NAS via a AAA protocol, e.g., [RFC5447].

Figure 2 shows the nessage sequence for honme agent allocation. In
the scenario with HA in the MSP, the follow ng details apply.
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(1) The nobile node executes the network access authentication
procedure (e.g., |EEE 802.11i/802.1X), and it interacts with the
NAS. The NAS is in the ASP, and it interacts with the AAAH,
which is in the ASA/MSA, to authenticate the nobile node. In
the process of authorizing the nobile node, the AAAH verifies in
the AAA profile that the nobile node is allowed to use the
Mobile | Pv6 service. The AAAH assigns a home agent in the home
MSP, and it assigns one or more hone agents in other authorized
MSPs and returns this information to the NAS. The NAS may keep
the received information for a configurable duration, or it may
keep the information for as long as the MNis connected to the
NAS.

(2) The nobil e node sends a DHCPv6 | nformation-request nessage
[ RFC3315] to the Al _DHCP_Rel ay_Agents_and_Servers mul ti cast
address. In this nessage, the nobile node (DHCP client) SHALL
i nclude the follow ng:

* the Option Code for the Visited Hone Network I nformation
option [RFC6610] in the OPTI ON_ORO

* Cient Home Network I D FQDN option identifying the NMSP.
* the OPTION CLIENTID to identify itself to the DHCP server

(3) The relay agent intercepts the Information Request fromthe
mobi | e node and forwards it to the DHCP server. The relay agent
al so includes the received hone agent information fromthe AAAH
in the Relay-Supplied Options option [RFC6610]. If a NAS
i npl ement ati on does not store the received information as |ong
as the MN's session renmains in the ASP, and if the MN del ays
sendi ng a DHCP request, the NAS/DHCP rel ay does not include the
Rel ay- Supplied Options option in the Relay Forward nessage.

(4) The DHCP server:

* identifies the client by |ooking at the DHCP Uni que
Identifier (DU D) for the client in the OPTI ON_CLI ENTI D.

* determnes that the nobile node is requesting hone agent
information in the MSP by | ooking at the Home Network | D FQDN
opti on.

* determnes that the home agent is allocated by the AAAH by
| ooki ng at the Rel ay-Supplied Options option.
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4.

2

* extracts the allocated horme agent information fromthe Rel ay-
Supplied Options option and includes it in the Identified
Hone Network Information option [RFC6610] in the Reply

Message. |If the requested information is not available in
the DHCP server, it follows the behavior described in
[ RFC6610] .

(5) The relay agent relays the Reply Message fromthe DHCP server to
the mobile node. At this point, the nobile node has the home
agent information that it requested.

2. Hone Agent Allocation in the ASP

This section describes a scenario where the nobil e node requests home
agent allocation in the ASP by setting the id-type field to zero in
the Hone Network ldentifier Option [RFC6610] in the DHCPv6 request
message. In this scenario, the ASP becones the MSP for the duration
of the network access authentication session

Figure 2 shows the message sequence for honme agent allocation. In
the scenario with HAin the ASP, the followi ng details apply.

(1) The nobil e node executes the network access authentication
procedure (e.g., |EEE 802.11i/802.1X) and interacts with the
NAS. The NAS is in the ASP, and it interacts with the AAAH
which is in the ASA/MSA, to authenticate the nobile node. In
the process of authorizing the nobile node, the AAAH verifies in
the AAA profile that the nobile node is allowed to use the
Mobil e | Pv6 services. The AAAH assigns a hone agent in the hone
MSP, and it assigns one or nore hone agents in other authorized
MSPs and returns this information to the NAS. Note that the
AAAH is not aware of the fact that the nobile node prefers a
hone agent allocation in the ASP. Therefore, the assigned home
agent may not be used by the nobile node. This |eaves the
| ocation of the nobility anchor point decision to the nobile
node.

(2) The nobil e node sends a DHCPv6 | nformati on Request nessage
[ RFC3315] to the Al _DHCP_Rel ay_Agents_and_Servers mul ticast
address. In this nessage, the nobile node (DHCP client) SHALL
i nclude the follow ng:

* the Option Code for the Hone Network Identifier Option
[ RFC6610] in the OPTI ON_CRO

* the OPTION CLIENTID to identify itself to the DHCP server
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(3) The relay agent (which is the NAS) intercepts the Information
Request fromthe nobile node and forwards it to the DHCP server.
The rel ay agent also includes the received AAA AVP fromthe AAAH
in the Rel ay-Supplied Options option [RFC6610].

(4) The DHCP server identifies the client by |ooking at the DUI D for
the client in the OPTION_CLIENTID. The DHCP server al so
determ nes that the nobile node is requesting hone agent
information in the ASP by | ooking at the Visited Hone Network
Information option. |If configured to do so, the DHCP server
al l ocates a hone agent fromits configured |ist of hone agents
and includes it in the Visited Home Network | nformation Option
[ RFC6610] in the Reply Message. Note that in this case, the
DHCP server does not use the received information in the Relay-
Suppl i ed Options option

(5) The relay agent relays the Reply Message fromthe DHCP server to
the nobile node. At this point, the nobile node has the hone
agent information that it requested.

4.3. Bootstrappi ng Message Sequence: Fall back Case

In the fallback case, the nobile node is not able to acquire the hone
agent information via DHCPv6. The nobil e node MAY perform DNS
queries to discover the hone agent address as defined in [ RFC5026] .
To perform DNS-based home agent discovery, the nobile node needs to
know t he DNS server address. The details of how the MNis configured
with the DNS server address are outside the scope of this docunent.

4.4. HoA and | KEv2 SA Bootstrapping in the Integrated Scenario

In the integrated scenario, the HoA, |Psec Security Association
setup, and Authentication and Authorization with the MSA are

boot strapped via the sane nmechani sm as described in the bootstrapping
solution for the split scenario [ RFC5026].

5. Security Considerations

The transport of the assigned honme agent information via the AAA
infrastructure (i.e., fromthe AAA server to the AAAclient) to the
NAS may only be integrity protected as per standard D aneter or other
AAA protocol security mechanisnms. No additional security

consi derations are inposed by the usage of this docunment. The
security nechani sns provided by [ RFC3588] are applicable for this
purpose. This docunent does not introduce any new security issues to
Mobi | e | Pv6.
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