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1. Introduction

Thi s docunent defines several subcodes for the BGP [ RFC4271] Finite
State Machine (FSM Error that could provide nore information to help
networ k operators in diagnosing BGP FSMissues and correl ating
network events. This information is also helpful to devel opers in

|l ab situations. This document updates [RFC4271] by requiring that
BGP i npl enentations insert appropriate FSM Error subcodes in

NOTI FI CATI ON nessages for BGP FSM errors.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
3. Definition of Finite State Machine Error Subcodes

Thi s docunent defines the foll ow ng subcodes for the BGP Finite State
Machi ne Error:

0 - Unspecified Error

1 - Receive Unexpected Message in OpenSent State

2 - Receive Unexpected Message in QpenConfirm State
3 - Receive Unexpected Message in Established State

4. Usage of FSM Error Subcodes
If a BGP speaker receives an unexpected nessage (e.g., KEEPALI VE

UPDATE/ ROUTE- REFRESH nessage) on a session in QpenSent state, it MJST
send to the nei ghbor a NOTI FI CATI ON nessage with the Error Code
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Finite State Machine Error and the Error Subcode "Recei ve Unexpected
Message in QpenSent State". The Data field is a 1-octet, unsigned
integer that indicates the type of the unexpected message.

I f a BGP speaker receives an unexpected nessage (e.g., OPEN UPDATE/
ROUTE- REFRESH nessage) on a session in OpenConfirmstate, it MJST
send a NOTI FI CATI ON nessage with the Error Code Finite State Mchine
Error and the Error Subcode "Recei ve Unexpected Message in
OpenConfirm State” to the neighbor. The Data field is a 1-octet,
unsi gned integer that indicates the type of the unexpected nessage.

If a BGP speaker receives an unexpected nmessage (e.g., OPEN nessage)
on a session in Established State, it MJST send to the neighbor a
NOTI FI CATI ON nessage with the Error Code Finite State Machi ne Error
and the Error Subcode "Receive Unexpected Message in Established
State". The Data field is a 1-octet, unsigned integer that indicates
the type of the unexpected nessage.

5. Security Considerations

Speci fication, inplenentation, and depl oynent of the proposed BGP FSM
Error subcodes could nake BGP inplenentation fingerprinting easier

and probably nore accurate. Operators using BGP need to consider
this as an operational security consideration of their BGP depl oynent
deci si ons.

[ BFMR2010] di scusses a nunber of BGP security issues and potenti al
solutions that m ght be relevant both to BGP i npl enenters and BGP
oper at ors.

6. | ANA Consi derati ons

| ANA has created the registry "BGP Finite State Machine Error
Subcodes"”, within the "BGP Error Subcodes" registry, with a

Regi stration Procedure of "Standards Action" as defined in [ RFC5226]
(early allocation of such subcodes is allowed, in accordance with

[ RFC4020] ) .

The regi stry has been populated with the foll owi ng val ues:

Val ue Nane
0 Unspeci fied Error
1 Recei ve Unexpected Message in OpenSent State
2 Recei ve Unexpected Message in OpenConfirm State
3 Recei ve Unexpected Message in Established State
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