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Abst ract

Thi s docunent provides an overvi ew of a workshop held by the Internet
Architecture Board (1 AB) on ’'Interconnecting Smart bjects with the
Internet’. The workshop took place in Prague on 25 March 2011. The
mai n goal of the workshop was to solicit feedback fromthe wi der
community on their experience with deploying | ETF protocols in
constrai ned environnents. This report summarizes the di scussions and
lists the conclusions and recomendations to the |Internet Engi neering
Task Force (I ETF) community.

Note that this docunent is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect | AB
vi ews and positions.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents information that the | AB has deened valuable to
provide for pernmanent record. Docunents approved for publication by
the 1AB are not a candidate for any |level of Internet Standard; see
Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6574
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1. Introduction

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the Internet
and to suggest future directions for the Internet architecture. This
| ong-term pl anning function of the IAB is conplenentary to the
ongoi ng engi neering efforts performed by working groups of the

I nternet Engi neering Task Force (I ETF), under the | eadership of the
Internet Engineering Steering Goup (I ESG and area directorates

Today’'s Internet is experienced by users as a set of applications,
such as enmil, instant nmessaging, and services on the Wb. Wile
these applications do not require users to be present at the tine of
service execution, in many cases they are. There are al so
substantial differences in performance anong the various end devi ces,
but in general end devices participating in the Internet are

consi dered to have hi gh perfornmance

There are, however, a |arge nunber of depl oyed enbedded devi ces, and
there is substantial value in interconnecting themw th the Internet.
The term "I nternet of Things" denotes a trend where a | arge nunber of
devi ces enpl oy conmuni cati on services offered by the Internet
protocols. Many of these devices are not directly operated by
humans, but exi st as conponents in buildings or vehicles, or are
spread out in the environment. There is a large variation in the
computi ng power, available nenory, (electrical) power, and

communi cati ons bandw dt h between different types of devices.

Many of these devices offer a range of new possibilities or provide
addi tional value for previously unconnected devices. Sone devices
have been connected using proprietary comunication networks in the
past but are now migrating to the use of the Internet Protocol suite
in order to share the same comuni cati on network between all
applications and to enable rich comunications services.

Much of this devel opnent can sinply run on existing Internet
protocols. For instance, hone entertainment and nonitoring systens
often offer a Wb interface to the end user. |In many cases the new,
constrai ned environnents can benefit from additional protocols and
protocol extensions that help optim ze the comunications and | ower
the conputational requirenents. Exanples of currently ongoing
standardi zation efforts targeted for these environments include the
Constrai ned RESTful Environnents (CoRE), |Pv6 over Low power WPAN
(6LOWPAN), Routing Over Low power and Lossy networks (ROLL), and the
Li ght - Wei ght | npl enent ati on Gui dance (LW G working groups of the

| ETF.
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Thi s wor kshop expl ored the experiences of researchers and devel opers
when consi dering the characteristics of constrai ned devices.

Engi neers know that many desi gn consi derations need to be taken into
account when devel opi ng protocols and architecture. Bal ancing

bet ween the conflicting goals of code size, econonic incentives,
power consunption, usability, and security is often difficult, as
illustrated by Clark et al. in "Tussle in Cyberspace: Defining
Tomorrow s Internet” [Tussle].

Partici pants at the workshop di scussed the experience and approaches
taken when desi gning protocols and architectures for interconnecting
smart objects to the Internet. The scope of the investigations

i ncl uded constrai ned nodes as well as constrai ned networKks.

The call for position papers suggested investigating the area of
integration with the Internet in the follow ng categories:

0 Scalability

o Power efficiency

o0 Interworking between different technol ogi es and networ k donai ns
0 Usability and nanageability

0 Security and privacy

The goal s of the workshop can be sunmarized as foll ows:

As many depl oyed smart obj ects denonstrate, running protocols like
the Internet Protocol Version 4 [RFCO791] and Version 6 [ RFC2460],
the User Datagram Protocol (UDP) [RFCO768], the Transmi ssion
Control Protocol (TCP) [RFCO793], the Hypertext Transfer Protoco
(HTTP) [ RFC2616], etc., on constrained devices is clearly
possible. Still, protocol designers, systemarchitects, and

devel opers have to keep various limtations in mnd. The

organi zers were interested to discuss the experience with

depl oying | ETF protocols in different constrained environments.

Furthernore, the organi zers were seeking to identify issues either
where current inplenenters do not yet have solutions or where
researchers predict potential issues.

The workshop served as a venue to identify problems and to

di scover comon interests that may turn into new work or into
changes in direction of already ongoing work at the | ETF and or
the Internet Research Task Force (IRTF).
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2. Constrai ned Nodes and Networks

The wor kshop was spurred by the increasing presence of constrained
devices on the network. It is quite natural to ask how these
limtations inpact the design of the affected nodes. Note that not
all nodes suffer fromthe same set of linmitations

Ener gy constraints:

Since wireless communi cation can be a |arge portion of the power
budget for wireless devices, reducing unnecessary comruni cation
can significantly increase the battery life of a | owend device.
The choi ce of | ow power radio can also significantly inpact the
overal |l energy consunption, as can sl eeping periodically, when the
device is not in use. |In some cases, these nodes will only wake
periodically to handl e needed comuni cations. This constraint is
quite in contrast to the "always on" paradigmfound in regul ar
Internet hosts. Even in the case of non-battery operated devices,
power is a constraint with respect to energy efficiency goals.

Bandwi dt h constraints:

Various | ow power radio networks offer only linited bandw dth, and
show hi gh packet loss as well as high link quality variability.
The data transm ssion rates vary from 20 to 900 kil obits per
second (e.g., in the case of |EEE 802.15.4). Nodes may be used in
usual I'y highly unstable radio environnments. The physical -1 ayer
packet size may be limted (~100 bytes).

Menory constraints:

The anmount of volatile and persistent storage inpacts the program
execution and has inportant inplications for the functionality of
the protocol stack. The Arduino UNO board, for exanple, provides
a developer with 2 KB RAM and 32 KB flash nenory (w thout any

ext ensions, such as nicroSD cards).

A system desi gner al so needs to consider CPU constraints, which often
relate to energy constraints: a processor with | ower perfornmance
consunes | ess energy. As described later in this docunent, the

desi gn of the nmainboard may all ow certain conponents to be put to
sleep to further |ower energy consunption. |In general, enbedded
systens are often purpose built with only the hardware conponents
needed for the given task, while general -purpose personal computers
are less constrained with regard to their mainboard | ayout and
typically offer a huge nunber of optional plug-in peripherals to be
connected. A factor that also has to be taken into consideration is
the i ntended usage environnent. For exanple, a hum dity sensor
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depl oyed outside a building may need to deal with tenperatures from
-50 degrees Cto +85 degrees C. There are often physical size
limtations for smart objects. Whiile traditional mainboards are

rat her | arge, such as the Advanced Technol ogy eXtended (ATX) design
with a board size of 305 x 244 mm avail able in many PCs or the mni-
I TX design typically found in hone theater PCs with 170 x 170 mm
mai nboard | ayouts for enbedded systens are typically rmuch smaller,
such as the CoreExpress |layout with 58 x 65 mm or even smaller. In
addition to the plain mainboard, additional sensors, peripherals, a
power adapter/battery, and a case have to be taken into
consideration. Finally, there are cost restrictions as well.

The situation beconmes nore chal |l engi ng when not only the hosts are
constrai ned but also the network nodes thensel ves.

Wil e there are constantly inprovenents being nade, More’s | aw tends
to be less effective in the enbedded system space than in persona
conmputing devices: gains nade avail able by increases in transistor
count and density are nore likely to be invested in reductions of
cost and power requirenents than into continual increases in
computi ng power.

3. Workshop Structure

Wth the ongoing work on connecting snmart objects to the Internet,
there are many chal | enges the workshop participants raised in nore
than 70 accepted position papers. Wth a single workshop day,

di scussions had to be focused, and priority was given to those topics
that had been raised by nany authors. A summary of the identified

i ssues are captured in the subsections bel ow

3.1. Architecture

A nunber of architectural questions were brought up in the workshop
This is natural, as the architectural choices affect the required
technical solutions and the need for standards. At this workshop,
questions regarding the separation of traffic, the need for profiling
for application-specific domains, the demand for data-nodel -specific
standardi zati on, as well as the design choices regarding the | ayer at
whi ch functionality should be put were discussed and are briefly
summari zed bel ow.

3.1.1. One Internet vs. Islands
Devices that used to be in proprietary or application-specific
networks are today migrating to | P networks. There is, however, the

question of whether these snart objects are now on the sane |IP
network as any other application. Controlled applications, like the
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fountains in front of the Bellagio hotel in Las Vegas that are
operated as a distributed control system[Dolin], probably are not
exchangi ng their control nessages over the same network that is also
used by hotel guests for their Internet traffic. The sane had been
argued for smart grids, which are described as follows in

[Smart Grid]:

A smart grid is a digitally enabled electrical grid that gathers,
distributes, and acts on information about the behavior of al
participants (suppliers and consuners) in order to inprove the
efficiency, reliability, econonics, and sustainability of
electricity services.

The question that was raised during the workshop is, therefore, in
what sense are we tal king about one Internet or about using IP
technol ogy for a separate, "walled garden' network that is

i ndependent of the Internet?

Cul l en Jennings conpared the current state of smart object depl oynent
with the evolution of Voice over IP (VolP): "Initially, many vendors
recomrended to run Vol P over a separate VLAN or a separate
infrastructure. Nobody could imagi ne how to make the type of real -

ti me guarantees, how to debug it, and howto get it to work because
the Internet is not ideally suited for naking any types of guarantees
for real-tine systens. As tine went on, people got better at making
voi ce work across that type of IP network. They suddenly noticed
that having voice running on a separate virtual network than their
other applications was a disaster. They couldn’'t decide if a PC was
runni ng a softphone and whether it went on a voice or a data network.
At that point, people realized that they needed a converged network
and all noved to one. | wouldn't be surprised to see the same happen
here. Initially, we will see very separated networks. Then, those
wi Il be running over the same hardware to take advantage of the cost
benefits of not having to deploy multiple sets of wires around

buil dings. Over tinme, there will be strong needs to directly

comuni cate with each other. W need to be designing the systemfor
the long run. Assune everything will end up on the same network even
if youinitially plan to run it in separate networks."

It is clearly possible to | et sensors in a building comunicate
through the wirel ess access points and through the sane
infrastructure used for Internet access, if you want to. Those who
want separation at the physical layer can do so as well. \What is
important is to make sure that these different depl oynment

phi | osophi es do not force | oss of interoperability.
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The level of interoperability that | P acconplished fostered

i nnovation at the application |ayer. Ralph Droms reinforced this
message by saying: "Bright people will take a phone, build an
application and connect it, with the appropriate security controls in
pl ace, to the things in nmy house in ways we have never thought about
before. Oherwise, we are just building another tel ephone network."

3.1.2. Domain-Specific Stacks and Profiles

I magi ne a building network scenario where a new light bulb is
installed that should, out of the box without further configuration,
interoperate with the already present light switch froma different
vendor in the room For many, this is the desired | evel of
interoperability in the area of smart object design. To acconplish
this level of interoperability, it is not sufficient to provide
interoperability only at the network layer. Even running the sane
transport protocol and application-layer protocol (e.g., HTTP) is

i nsufficient since both devices need to understand the semantics of
the payloads for "Turn the Iight on" as well.

St andardi zing the entire protocol stack for this specific "light
switch / light bulb" scenario is possible. A possible stack would,
for exanple, use IPv6 with a specific address configuration nmechani sm
(such as statel ess address autoconfiguration), a network access

aut henti cation security mechani smsuch as Protocol for carrying

Aut hentication for Network Access (PANA) [RFC5191], a service

di scovery mechanism (e.g., nulticast DNS with DNS-Based Service

Di scovery [DNS-SD]), an application-layer protocol, for exanple,
Constrai ned Application Protocol (CoAP) [CoAP] (which uses UDP), and
the syntax and semantic for the light on/off functionality.

As this list shows, there is already sone ampunt of protoco
functionality that has to be agreed on by various stakeholders to
make this scenario work seam essly. As we approach nore conpl ex
protocol interactions, the functionality quickly becones nore
compl ex: IPv4 and I Pv6 on the network | ayer, various options at the
transport layer (such as UDP, TCP, the Stream Control Transmni ssion
Protocol (SCTP) [RFC4960], and the Dat agram Congesti on Control

Prot ocol (DCCP) [RFC4340]), and there are plenty of choices at the
application layer with respect to communication protocols, data
formats and data nodels. Different requirenents have led to the
devel opment of a variety of conmunication protocols: client-server
protocols in the style of the original HITP, publish-subscribe
protocols (like the Session Initiation Protocol (SIP) [RFC3261] or
Ext ensi bl e Messagi ng and Presence Protocol (XMPP) [RFC6121]), and
store-and-forward nessagi ng (borrowed fromthe delay tol erant
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networ ki ng community). Along with the different application-Iayer
communi cati on protocols conme various identity and security
mechani sns.

Wth the smart object constraints, it feels natural to devel op these
stacks since each application domain (e.g., healthcare, smart grids,
bui |l di ng networking) will have their unique requirenents and their
own community involved in the design process. How likely are these
profiles going to be the right match for the future, specifically for
the new innovations that will cone? How nmany of these stacks are we
going to have? WII| the differences in the profiles purely be the
result of different requirenents comng fromthe individua
application domains or will these msmatches reflect the spirit,
under st andi ng, and preferences of the comunity designing then? How
many stacks will nultipurpose devices have to inplenent?

St andardi zi ng profiles independently for each application is not the
only option. Another optionis to let many different applications
utilize a commn foundation, i.e., a protocol stack that is

i mpl emented and utilized by every device. This, however, requires
various application domains to be analyzed for their conmon
characteristics and to identify requirenents that are conmobn across
all of them The level of difficulty for finding an agreenent of how
such a foundation stack shoul d | ook depends on how many | ayers it
covers and how |ightweight it has to be.

From t he di scussions at the workshop, it was clear that the avail able
options are not ideal and further discussions are needed.

3.1.3. Wich Layer?

The end-to-end principle states that functionality should be put into
the end points instead of into the networks. An additiona
recomendation, which is equally inportant, is to put functionality
hi gher up in the protocol stack. Wile it is useful to nmake conmon
functionality available as building blocks to higher |ayers, the wide
range of requirenments by different applications led to a nodel where
| ower |ayers provide only very basic functionality and nore

sophi sticated features were made avail abl e by vari ous applications.
Still, there has been the desire to put application-I|ayer
functionality into the |lower |ayers of the networking stack. A
comon belief is that performance benefits can be gained if
functionality is placed at the lower layers of the protocol stack
This new functionality may be offered in the form of a gateway, which
bridges di fferent conmunication technol ogi es, acts on behal f of other
nodes, and offers nore generic functionality (such as name-based
routing and cachi ng).
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Two exanpl es of functionality offered at the network | ayer and
di scussed during the workshops were | ocation and nane-based routing:

Locat i on:

The notion of |ocation gives each network node the understanding
of proxinmity (e.g., 'I ama light bulb and in the same roomas the
light switch.”). Today, a router may provide information as to
whet her ot her nodes belong to the same subnet or they may provide
| ocation information (for exanple, in the formof GPS-based

coordi nates). However, providing a sense of the specific
environnment (e.g., a room building, canpus, etc.) is not possible
wi t hout manual configuration. Wile it has been a desirable
feature for many ubi quitous computing applications to know this
type of information and to use it for richer application-|ayer

i nteractions, w despread depl oynent has not happened yet.

Nane- Based Routi ng:

Wth the work on recent "clean slate" architecture proposals, such
as naned data networking, flexible nam ng concepts are being
researched to all ow application devel opers to express their
application-layer concepts in a way that they can be used natively
by the underlying networking stack wi thout translation. For
exanpl e, Jeff Burke provided the exanmple of his work in a theater
with a distributed control system of technical equipnment (such as
projectors, dimers, and |ight systens). Application devel opers
nane their equi pnment with hunan-readabl e identifiers, which may
change after the end of a rehearsal, and address them using these
names. These naming concepts based on variabl e-1ength strings

rai se questions regarding scalability.

The workshop participants were not able to cone to an agreenent about
what functionality should be noved fromthe application |ayer to the
network | ayer.

3.2. Sl eeping Nodes

One limtation of smart objects is their available energy. To extend
battery life, for exanple, of a watch battery or single AAA battery
for nmonths, these | ow power devices have to sleep 99%to 99. 5% of
their tinme. For exanple, a light sensor may only wake up to check
whether it is nighttine to turn on light bulbs. Mst parts of the
system particularly communicati on conponents, are put into a

sl eeping state (e.g., W.AN radio interface) and sel ected conponents,
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such as sensors, periodically check for relevant events and, if
necessary, turn on other hardware nmodul es. Every bit is precious, as
is every round trip and every mllisecond of radio activity.

Many | ETF protocols are inplicitly designed to be always on, i.e.,
the protocol inplenmentation waits for and reacts to incomning
messages, and may maintain session state (at various |layers of the
stack). These protocols work well when energy consunption is not a
concern and when receiving and sendi ng nessages happen at a | ow cost.
It should be understood that energy is consuned both in transmtting
messages (and often nore inportantly) in keeping the receiver awake.
Al l owi ng devices to sleep nost of the time preserves energy but
creates chall enges for protocol designs.

The inherent issue encountered by a stationary node resum ng from

sl eep is that another node nmay have chosen the sane address while the
node was asl eep. A nunber of steps have to be taken before sending a
packet. A new address nmay have to be obtained, for exanple using the
Dynami ¢ Host Configuration Protocol (DHCP) or statel ess address

aut oconfiguration. Optionally, Detecting Network Attachnent (DNA)
procedures (see [RFC4436] and [ RFC6059]) can be used to shorten the
setup tinme by noticing that the node is using the sane default

gat eway.

The issue with a nobile node that is sleeping is that the node may
have been noved to another network (e.g., a sleeping |aptop being
transported to a new environment) where on resunption it may di scover
that its address has becone invalid.

The foll owi ng design considerations should be taken into account when
energy efficiency is a concern

1. Rethink the Always-On Assunption

When designing a protocol that assumes that the nodes are al ways
on, alternatives need to be considered. This could involve
elimnating functionality (e.g., not inplenenting DNA or
duplicate address detection) or considering the use of a sleep
proxy. Wiile sleep proxies (e.g., proxZzzy(TM [proxZzzy])
enabl e periodic nessages to be sent on behal f of sleeping nodes,
this approach assunes that energy nanagenent constraints do not
apply to the sleep proxy, which my not always be the case (e.qg.,
if the entire network is deployed in the field w thout access to
power). Yet another option is for devices to explicitly

communi cate sleep cycles so that they can only check for messages
periodically (be it neasured in mlliseconds, seconds, or hours).
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This is the approach taken in | EEE 802. 11, which supports
mul tipl e energy conservati on mechani sns designed to enable a
station to spend a |large fraction of the tine sleeping.

2. Reduce Network Attachnment Costs

As noted above, the procedures for obtaining an address and
assuring its uni queness can be costly. In a network where nodes
spend a large fraction of the tine sleeping, but are not
necessarily nobile, are all of these procedures really necessary?

Can we find ways to reduce the nunber of protocol interactions
wi t hout sacrificing correctness? The main focus of past

i nvestigations has been on IPv6 and ND, but other protocols do
al so deserve a deeper investigation, such as DNS and DHCP

3. Avoid Verbose Protocols

Protocol s involving multiple roundtrips and/or |engthy nmessages
wi th verbose encodings (e.g., XM.) are not always well-suited for
constrai ned environnents. Low power nodes utilizing verbose
protocol s have to use nore energy in sending nessages and have to
stay powered on for a longer period of time as they wait for the
mul ti-roundtrip protocol exchanges to conplete.

The best way to address these problems is to ensure that the

si mpl est possi bl e protocol exchanges are used when the protocols
in question are designed. |In sone cases, alternative encoding
formats and conpressi on nay al so hel p.

4. Think about System Wde Efficiency

VWil e energy efficiency is critical for |ow power devices running
on batteries, it is also beneficial for other devices as well

i ncl udi ng not ebook conmputers, desktop conputers, and snartphones.
However, if the goal is energy efficiency as opposed to battery
life extension for |ow power devices, then it is inmportant to
consider the total energy consunption of all the elenments of the
system

For exanpl e, consider energy consunption in a home environnent.
In these scenarios it is inportant to evaluate the energy usage
of the entire system A light bulb utilizing Internet technol ogy
described in this docunent nmay use | ess power but there is al so
the device that controls the bulb that may consune a | ot of
energy. |If the goal is to reduce overall energy usage, then it
is inportant to consider these two devices (and potentially many
ot hers) together.
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3.3. Security

In the devel opment of smart object applications, as with any ot her
protocol application solution, security has to be considered early in
the design process. As such, the recomendations currently provided
to | ETF protocol architects, such as RFC 3552 [ RFC3552] and RFC 4101
[ RFC4101], apply also to the smart object space.

VWil e there are additional constraints, as described in Section 2,
security has to be a mandatory part of the solution. The hope is
that this will lead to inplenentations that provide security
features, deploynents that utilize them and finally use of better
security nechanisns. It is inportant to point out that the |lack of
direct user interaction will place hard requirenments on depl oynent
nmodel s, configuration mechani sns, and software upgrade /
crypto-agility mechani sns.

Since many of the security nechanisns allow for custom zation
particularly with regard to the cryptographic primtives utilized,
many believe that | ETF security solutions are usable without

nmodi fications in a large part of the smart object domain. Qhers
call for new work on cryptographic printives that nake use of a
single primtive (such as the Advanced Encryption Standard (AES)
[AES]) as a building block for all cryptographic functions. The
benefit would be a snaller footprint of the overall solution,
specifically with respect to hardware Iimtations (e.g., the hardware
architecture of certain enbedded devices prevents pipelining from
being used). In the excitenent for new work on optinizations of
cryptographic printives, other factors have to be taken into
consideration that influence successful deploynment, such as

wi despread support in libraries, as well as intellectual property
rights (IPR). As an exanple of the latter aspect, the struggle of
Elliptic Curve Cryptography (ECC)-based cryptographic al gorithns
[ECC] to find deploynent can partially be attributed to its IPR
situation. The reuse of libraries providing cryptographic functions
is clearly an inportant way to use avail able nmenory resources in a
more efficient way. To deal with the performance and footprint
concerns, investigations into offloading certain resource-hungry
functions to parties that possess nore cryptographic power have been
considered. For exanple, the ability to delegate certificate
validation to servers has been standardized in the | ETF before, for
the support of the Online Certificate Status Protocol (OCSP) in the
I nternet Key Exchange protocol version 2 (IKEv2) and in Transport
Layer Security (TLS); see [ RFC4806] and [ RFC5246], respectively.

Focusing only on the cryptographic primtives would be shortsighted;

many woul d argue that this is the easy part of a snmart object
security solution. Key managenent and credential enroll nent,
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3.

4.

however, are considered a big challenge by many, particularly when
usability requirenents have to be taken into account. Another group
of chal |l enges concern privacy; with smart grids, for exanple, sone
have voi ced concerns regarding the ability of third parties to keep
track of an individual’'s energy consunption (and draw associ at ed
conclusions). As another exanple, it is easy to see how a scal e that
is connected to the Internet for uploading weight information to a
social network could lead to privacy concerns. \Wile security
mechani sms that are used to offer protection of the conmunication
bet ween different parties al so provide a certain degree of privacy
protection, they are clearly not enough to address all concerns.
Even with the best conmunication security and access control

mechani sms in place, one still needs additional safeguards agai nst
the concerns nentioned in the exanples.

Wi |l e better deploynent of security protocols on the entire Internet
woul d be very desirable, practical considerations regarding usability
and the incentives of the stakeholders involved have often lead to

sl ower adopti on.

Rout i ng

A smart object network environment nmay al so enpl oy routers under
simlar constraints as the end devices. Currently two approaches to
routing in these | owpower and | ossy networks are under consideration
-- nanely, nesh-under and route-over. The so-called "mesh-under"
approach places routing functions at the link | ayer, and consequently
al | devices appear as i medi ate nei ghbors at the network layer. Wth
the "route-over" approach, routing is done in the IP layer and not at
all in the link layer. Each physical hop appears as a single IP hop
(ignoring devices that just extend the physical range of signaling,
such as repeaters). Routing in this context neans running a routing
protocol. The IPv6 Routing Protocol for Low power and Lossy Networks
(RPL) [RPL], for exanple, belongs to the route-over category.

From an architectural point of view there are several questions that
arise fromwhere routing is provided, for exanple:

0 Protocols often assume that |ink characteristics are predictable
when communicating with any device attached to the sane |ink
Latency, throughput, and reliability may vary consi derably between
different devices that are nultiple link-layer hops away. What
ti meout should be used? What happens if a device is unreachabl e?
In case of default router selection, two advertised routers may be
a different nunber of hops away. Should a device have visibility
into the path to nmake a decision, and what path characteristics
woul d be useful to have?

Tschofenig & Arkko I nf or mat i onal [ Page 14]



RFC 6574 Smart Cbj ect Wor kshop Report April 2012

0 Scoped nessage delivery to a neighboring IP hop (via link-Iloca
addressing) allows certain types of I P protocols to comrunicate
with their i mediate nei ghbors and to therefore scope their
recipients. A link-local multicast nessage will be received by
all nodes in the sane IP link-local real munless sone special
optinizations are provided by the link Iayer

0 \When path computations are done at the link layer as well as on
the network | ayer, then what coordinati on needs to take place?

When multiple different |ink-layer technologies are involved in a
network design, routing at layer 3 has to be provided in any case.
[10T-ARCH] tal ks about these tradeoffs between route-over and nesh-
under in detail. Furthernore, those who deci de about the depl oynent
have to determ ne how to connect smart objects to the Internet
infrastructure, and a nunber of wired and w rel ess technol ogi es may
be suitable for a specific deploynent. Depending on the chosen

t echnol ogi es the above-nenti oned nesh-under vs. route-over approach
will have to be decided, and further decisions will have to be made
about the choice of a specific routing protocol

In 2008, the | ETF forned the Routing Over Low power and Lossy

net wor ks (ROLL) working group to specify a routing solution for snart
object environnents. During its first year of existence, the working
group studied routing requirenments in detail (see [RFC5867],

[ RFC5826], [RFC5673], and [ RFC5548]), and it worked on a protoco
survey conparing a nunmber of existing routing protocols, including Ad
hoc On-Denmand Di stance Vector (ACDV)-style protocols [RFC3561],
against the identified requirenents. The protocol survey

[ PROT- SURVEY] was inconcl usive and abandoned without giving rise to
publication of an RFC

The ROLL WG concl uded that a new routing protocol satisfying the
docunented requirenents has to be devel oped and the work on RPL was
started as the I ETF routing protocol for smart object networks.
Nevert hel ess, controversial discussions at the workshop about which
routing protocols is best in a given environnment are still ongoing.
Thomas Cl ausen, for example, argued for using an ACDV-Ilike routing
protocol in [C ausen].
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4.

Concl usi ons and Next Steps

The workshop all owed the participants to be exposed to interesting
applications and their requirenents (buildings, fountains, theater,
etc.), to have discussions about radically different architectures
and their issues (e.g., information centric networking), to | ook at
exi sting technol ogy froma new angl e (sl eeping nodes, energy
consunption), to focus on sonme details of the protocol stack

(nei ghbor di scovery, security, routing) and to | earn about

i npl ement ati on experience.

One goal of the workshop was to identify areas that require further
investigation. The list below reflects the thoughts of the workshop
partici pants as expressed on the day of the workshop. Note that the
suggested itenms concern potential work by the |IETF and the I RTF, and
the order does not inply a particul ar preference.

Security:

A di scussion of security is provided in Section 3.3. |In general,
security-rel ated protocol exchanges and the required amount of
conput ational resource requirenents can contribute significantly
to the overall processing. Therefore, it remains a challenge to
acconpl i sh perfornmance i nprovenents w thout sacrificing the
overall security level, taking the usability of the entire system
i nto consideration.

Anot her challenge is how to bal ance the security and performance
needs of smart objects with the interoperability requirenments of
hosts on the Internet since different suites of algorithms tend to
be chosen for these different environments. This involves trade-
of fs between performance on the smart objects versus end-to-end
security. Solutions that mandate a "trusted"” m ddl ebox whose only
role is to terminate security associations tend to be frowned upon
fromthe security perspective, especially since end users of
chal | enged devi ces (where those exist) are unlikely to understand
the security consequences of such m ddl eboxes.

The di scussion concluded with the foll ow ng reconmendati ons:

* |nvestigate usability in cryptographic protocol design with
regard to credential managenent. As an exanple, the Bluetooth
pai ri ng mechani sm was nentioned as a sinple and yet reasonably
secure met hod of introducing devices into a new environnent.
In fact, the | ETF working group Credential and Provisioning
(ENROLL) was established years ago to deal with residentia
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networ ks but was term nated prematurely due to | ack of
progress. The email archive still exists and is avail able
[ ENRCLL] and may provide useful historical information.

* Standardi zed aut hentication and key exchange nechani sns shoul d
be surveyed for suitability in smart object environnents with
respect to nessage size, conputational performance, nunber of
messages, code size, and main nenory requirenments. A starting
poi nt of such an investigation (in the case of |KEv2) was
provided by Tero Kivinen with [ M N MAL-1KEv2], and a suitable
venue for discussion could be the recently established Light-
Wi ght | npl ement ati on Gui dance (LWG working group [LWQG.

* Research has to be done in the area of |ightweight
cryptographic prinmtives -- nanely, block ciphers, stream
ci phers, and cryptographic hash functions. 1It's worthwhile to
mention the early work with the National Institute of Standards
and Technol ogy (NI ST) new cryptographi c hash al gorithm ' SHA- 3’
competition [SHA3]. A suitable forum for discussion is the
| RTF Crypto Forum Research Group (CFRG [CFRG.

The difficulty and i npact of choosing specialized algorithns for
smart objects should not be underestimated. |ssues that arise

i nclude the additional specification conplexity (e.g., TLS already
has hundreds of ciphersuites defined, nost of which are unused in
practice), the long latency in terms of roll out (many hosts are
still using deprecated algorithnms 5-10 years after those

al gorithms were deprecated), and the barriers that |PR-encunbered
schenes present to wi despread deploynment. Wile research on this
topic within CFRG and the cryptographic research community is a
very worthwhile goal, any such algorithnms will likely have to
offer very significant benefits before they will be broadly
adopted. 20% | ess CPU usage is unlikely to be a w nning argunent
no matter what an algorithminventor believes.

Ener gy Design Considerations:

One part of the workshop was focused on the di scussion of energy
implications for | ETF protocol design with proposals being nade
about how to extend protocols to better support nodes that are
nmostly sl eeping. Discussions are encouraged to take place on the
RECIPE mailing list [RECIPE]. The workshop position paper

[ Wasserman] by Margaret Wasserman provides a good starting point
for further investigations.
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I nf ormati on-/ Cont ent - Centri ¢ Networ ki ng:

I nformation/ Content Centric Networking is about accessing naned
content, and a nunber of research projects have energed around
this thene. At this point in tinme, the work is not yet ready for
standardi zation in the |ETF. Instead, the formation of an |IRTF
research group has been proposed, and nore details are avail abl e
on the IRTF DI SCUSS mailing list [irtf-discuss].

Architectural Quidelines:

Partici pants suggested devel oping an architectural wite-up about
what can be done with the I ETF protocols we have today and how
these different el enents may be conbined to offer an expl anation
for the broader comunity. This would be a task for the AB. An
exanple of prior work that serves as input is [RFC6272].

Net wor k Managenent :

VWhile this topic did not make it onto the workshop agenda, it was
consi dered useful to start a discussion about how to inpl enent
net wor kK managenent protocols, such as Network Configuration

Prot ocol (NETCONF) [RFC6241], on snart objects. The follow ng
position papers may be useful as a starting point for further

di scussions: [Ersue] and [ Schoenwael der]. An |IETF draft docunent
is also avail abl e: [ SNWP- OPT] .

Congestion Control

When snart objects transnit sensor readings to some server on the
Internet, these protocol interactions often carry a small anount
of data and happen infrequently, although regularly. Wth the
wor k on new application protocols, |ike CoAP [ CoAP], the question
of whether a congestion control nechani smshould be used at the
underlying transport protocol or by the application protoco
itself arises. [CoAP-CC] is a starting point for CoAP, but
further work is needed.

Dat a Mbdel s:

St andardi zati on of application-layer protocols is inportant but
does not ensure that, for exanple, a light switch and a |ight bulb
are able to interact with each other. One area where participants
saw the need for further work was in the area of data npdel s.
VWil e prior |ETF standardization work on, for exanple, |ocation

[ GEOPRI V] can be reused, the question was raised where the | ETF
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shoul d focus its standardization efforts since domain expertise in
each area will be needed. As a potential exanple, energy pricing
was di scussed, with an exanple provided by [ ENERGY- PRI Cl NG .

Bui | di ng Net wor ki ng:

Network architectures in residential as well as conmercia
bui | di ngs shoul d take the presence of smart objects and dedi cated
subnet wor ks focusing on smart objects into account. A new working
group, Hone Networking (HOVENET) [HOMVENET], was created after the
wor kshop to |l ook at this topic.

Di scovery:

Addi tional extensions to devel oped di scovery protocols, such as
mul ticast DNS (nDNS), may be needed for the smart object
environment. For instance, the HOVENET working group wants to
extend current discovery protocols to work across multiple
subnets. Smart object networks are often organized in separate
subnets, so these extensions may be useful in that environment as
wel | .

Rout i ng:

Changing radi o conditions and link fluctuation may lead to the
need for renumbering. W rkshop participants argued that work
shoul d be started on the nulti-link subnetworks to mtigate this
problem i.e., to extend the notion of a subnet to be able to span
multiple links. Wth the publication of RFC 4903 [ RFC4903], the
Internet Architecture Board had | ooked into this topic already and
provi ded pros and cons.

The applicability of specific routing protocols designed for smart
obj ect networks needs further investigation. The ROLL worKking
group is chartered with the task of constructing an applicability
docunment for RPL, for instance.

5. Security Considerations
The wor kshop di scussi ons covered a range of potential engineering
activities, each with its own security considerations. As the |ETF
community begins to pursue specific avenues arising out of this
wor kshop, addressing relevant security requirenments will be crucial

As described in this report, part of the agenda was focused on the
di scussi on of security; see Section 3. 3.
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