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Abst r act

Thi s docunent defines new attributes to facilitate Proxy Mobile | Pv6
operations using the RADIUS infrastructure. The protocol defined in
this document uses RADI US-based interfaces of the nobile access
gateway and the local nobility anchor with the AAA server for

aut henti cation, authorization, and policy functions. The RAD US

i nteractions between the nobil e access gateway and the RADI US- based
AAA server take place when the nobile node (MN) attaches,

aut henti cates, and authorizes to a Proxy Mbile | Pv6 domain.

Furt hernmore, this docunment defines the RADI US-based interface between
the local mobhility anchor and the AAA RADI US server for authorizing
recei ved Proxy Bi nding Update nessages for the nobile node’'s mobility
session. In addition to the interactions related to nmobility session
setup, this docunment defines the baseline for the nobile access
gateway and the local nobility anchor generated accounti ng.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6572
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1.

I nt roducti on

Proxy Mobile I Pv6 (PM Pv6) [RFC5213] is a network-based nmobility
managenment protocol that allows |IP nobility support for a nobile node
wi thout requiring the nobile node's participation in any nmobility-

rel ated signaling. The nobile nanagenent elenents in the network,
the nmobil e access gateway (MAG and the local mobility anchor (LMY,
are the two key functions in this network-based nobility system The
mobi | e access gateway is responsible for detecting the nmobile node’ s
nmovenents in the network and for initiating the needed nobility
managenent signaling with the local nobility anchor (LMA). Both the
mobi | ity managenent agents nake use of the AAA infrastructure to
retrieve the nmobile node’s policy profile and for performng service
aut hori zat i on.

Thi s docunent defines a RADI US-based [ RFC2865] profile and
corresponding attributes to be used on the AAA interface between the
MAG and the AAA RADIUS server. This interface is used to carry the
per-MN policy profile fromthe renpote policy store to the MAG
Furthernore, this docurment al so defines a RADI US-based interface
between the LMA and the AAA RADI US server for authorization of the
recei ved Proxy Mdbile IPv6 signaling nessages. The AAA procedures
defined in this docunent cover the followi ng two scenari os:

o0 a nobile node connects to the Proxy Mbile I Pv6 domain fromthe
honme net wor k

0 a nobile node connects to the Proxy Mobile I Pv6 domain froma
visited network

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Al the nmobility-related terns used in this docunent are to be
interpreted as defined in the Proxy Mbile | Pv6 specifications
[ RFC5213] and [RFC5844]. Additionally, this docunent uses the
fol | owi ng abbrevi ati ons:

Net wor k Access Server (NAS):
A function that provides authorization services for a device/user

access to the network as defined in [RFC2865]. This docunent
makes an assunption that the NAS function is co-located with the
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MAG. I n scenarios where the NAS function and MAG are decoupl ed,
the messaging interface needed between them for the operation of
PM P6 is beyond the scope of this docunent.

Hone AAA (HAAA):

An Aut hentication, Authorization, and Accounting (AAA) server
|located in the MN's hone network. This sever has access to the
mobi | e node’ s policy profiles.

Visited AAA (VAAA):

An Aut hentication, Authorization, and Accounting (AAA) server

|l ocated in the MNs visited network. The VAAA server takes the
role of a proxy-server, forwarding the received AAA service
request to the HAAA server in the nobile node’s hone network and
rel aying the response to the requesting node, after applying any
| ocal access network policies.

Local AAA (LAAA)

An Aut hentication, Authorization, and Accounting proxy located in
the local network. |In a roaning case, the | ocal AAAA has the
visited AAA role.

3. Solution Overview

Thi s docunent defines the RADI US-based AAA interactions with the two
mobi | ity managenent el enents in the Proxy Mobile | Pv6 domain.

0o Interactions between a MAG and a RADI US- based AAA server
o Interactions between a LMA and a RADI US- based AAA server

The nobile node’'s policy profile [RFC5213] is present in a policy
store and is needed by the PM Pv6 nobility nanagenent el enments for
aut hori zing the nobile node for nobility managenent service and for
obt ai ni ng various service-rel ated paraneters. This policy store
could be locally co-located with the nmobility managenment agents
enabling direct |local access or could be available froma AAA server
t hrough a RADI US-based AAA interface.

When a nobil e node attaches to an access network, the NAS on that
access network may activate the network access authentication
procedure. The choice of the authentication mechanismis specific to
the access network depl oynent; however, it is typically based on the
Ext ensi bl e Aut hentication Protocol (EAP) [ RFC3748]. The NAS perforns
the network access authentication and queries the HAAA using AAA
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protocol, such as RADIUS. |f the network access authentication
succeeds, the MN's policy profile is obtained as part of the RAD US
message exchange with the AAA server.

The nobile node may be an | Pv4-only node, |Pv6-only node, or a dual -
stack (1Pv4/v6) node. Based on the policy specified in the policy
profile, the network access authentication procedure SHOULD provide
t he unanbi guous indication of the type of address(es) to be assigned
for the MNin the network and with all other service-rel ated and
policy paraneters relevant to the nobility service.

After the successful network access authentication and obtaining the
nmobi |l e node’s policy profile, the MAG sends a Proxy Bindi ng Update
(PBU) to the LMA. Upon receiving the PBU, the LMA interacts with the
HAAA to obtain the mobile node’s policy profile, which is required
for authorizing and activating nobility service.

Thi s docunent adds support for three distinct PMPv6 nobility use
cases, taking into account the administrative domains to which the
MAG and the LMA belong. The following are the three rel evant

depl oynent nodel s.

1. the MAG and LMA are both in the home network,

2. the MAG and LMA are both in the visited network,

3. the MMGis in the visited network while the LMAis in the hone
net wor k.

Figure 1 shows participating network entities for the PMPv6 mobility

session, which is located in the hone network. The MAG and LMNA
interact only with the HAAA
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Figure 1. The MAG and LMA Are Both in the Hone Network

Fi gure 2 shows both the LMA and MAG are in the visited network. The
MAG and LMA exchange signaling with the HAAA through the VAAA, which
acts as a Proxy. The visited network may append additi onal

information to the HAAA replies in order to reflect the local policy.
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Figure 2: The MAG and LMA Are Both in the Visited/Local Network

Figure 3 illustrates a topol ogy where the MAG resides in the visited
network while the associated LMAis in MV's hone network. Any
message between the MAG and t he HAAA passes through the VAAA, which
acts as a Proxy. During the network authentication, the visited
network’s specific policy may al so be propagated fromthe VAAA to the
MAG. The LMA has a direct access to the HAAA
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Figure 3: Visited MAG and Honme LMA Topol ogy

4. Attribute Definitions

4.1. M P6- Feat ure-Vector
D amet er [ RFC3588] reserves AVP Code space 1-255 as RADIUS attribute
conpatibility space. The M P6-Feature-Vector attribute (Type val ue
124) defined in [RFC5447] is of type CctetString and contains a
64-bit flags field of supported nobility capabilities. This docunent
reserves two new capability bits according to the rules in [ RFC5447],
and reuses the PM Pv6 capability bits defined by [RFC5779]. The
followi ng capability flag bits are used or defined in this docunent:
PM P6_SUPPORTED ( 0x0000010000000000)

This capability bit is used as defined in [ RFC5779].

| P4_HOA SUPPORTED (0x0000020000000000)

This capability bit is used as defined in [RFC5779]. Assi gnnent
of the | Pv4-HoA (Home Address) is defined by [ RFC5844].
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LOCAL_MAG_ROUTI NG_SUPPCRTED (0x0000040000000000)
This capability bit is used as defined in [ RFC5779].
| PA_TRANSPORT_SUPPORTED ( 0x0000800000000000)

This capability bit is used for negotiation of the |IPv4 transport
support between the MAG and AAA. Wien the MAG sets this flag bit
in the M P6-Feature-Vector, it indicates the ability of the MAG to
provide I Pv4 transport (i.e., |Pv4-based encapsul ation) for
carrying IP traffic between the MAG and the LMA. |If this flag bit
is unset in the returned M P6-Feature-Vector attribute, the AAA
does not authorize the use of |IPv4 transport on the MAGto-LMA
tunnel .

| PA_HOA_ONLY_SUPPORTED (0x0001000000000000)

This capability bit is used for determination of the authorized
PM Pv6 mobility node. When this bit is set by the AAA it

i ndicates PM Pv6 nobility with | Pv4 support has only been

aut horized for the MN. As a result, the RAD US Access- Accept
SHOULD NOT carry the 1 Pv6 Hone Network Prefix (1 Pv6 HNP). \Wen
this bit is set, the PM P6_SUPPORTED flag MJUST al so be set and the
| P4 _HOA SUPPORTED flag MUST NOT be set.

To sumari ze the use of the M P6-Feature-Vector the foll ow ng
capability bit conbination settings mean:

PM P6- SUPPORTED bit set - only IPv6 nobility is supported and
aut hori zed.

PM P6- SUPPORTED and | P4- ONLY- HOA- SUPPORTED bits set - only |Pv4
mobility is supported and authori zed.

PM P6- SUPPORTED and | P4- HOA- SUPPORTED bits set - both | Pv6 and
I Pv4 nobility are supported and aut hori zed.

The M P6- Feature-Vector attribute is also used on the LMA to the

RADI US AAA interface. This capability announcenent attribute enables
direct capability negotiation between the LMA and the AAA. The
capabilities that are announced by both parties in the M P6-Feature-
Vector are known to be rmutually supported. The LMA may use this
mechani sm during authorization of the received PBU agai nst the AAA to
check individual PMPv6 feature perm ssions for a particular M\

If the RADI US Access-Accept contains a contradicting conbination of

the capability flag bits such as both the | P4_HOA ONLY_ SUPPORTED and
the | PA_HOA SUPPCRTED fl ags being set, then the RADIUS client MJST
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treat the Access-Accept as an Access-Reject and SHOULD | og the event.
Simlarly, if the RAD US Access-Request contains a contradicting
combi nation of the capability flag bits, then the RADI US server MJST
reply with an Access-Reject nessage and SHOULD | og the event.

4.2. WNobil e-Node-Ildentifier

The Mobil e-Node-ldentifier attribute (Type value 145) is of type
String and contains the nobile node identifier (M\-ldentifier), see
[ RFC5213], in a formof a Network Access ldentifier (NAl) [RFC4282].
This identifier and the identifier used for access authenticati on may
be different; however, there needs to be a mappi ng between the two
identities as specified in Section 6.6 of [RFC5213]. This attribute
is used on the interface between the MAG and the AAA server. The
Mobi | e- Node-ldentifier attribute is designed for deploynments where
the identity used during network access authentication and the
identity used for nmobility managenent is decoupled. It may al so be
the case where the MAG does not have neans to find out the M
identity that could be used in subsequent PBU and Proxy Bindi ng
Acknowl edgenent (PBA) exchanges (e.g., due to identity hiding during
the network access authentication) or when the HAAA wants to assign
periodically changing identities to the M\

The Mobil e-Node-ldentifier attribute MAY be returned by the HAAA in
the RADI US Access- Accept nessage that conpletes a successful

aut henti cati on and aut hori zati on exchange between the MAG and the
HAAA.  The MAG MUST use the received M\-ldentifier.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Mobi |l e Node ldentifier... ~
B i s T T i i o S o T Ji I

Type:
Mobi | e- Node- | dentifier 145.

Lengt h:
In octets, including Type and Length fields (>= 3).

Mobi |l e Node ldentifier:

This field is of type String and contains the M\-Identifier
of the MNto be used in the PBU PBA exchange.
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4.3. Service-Sel ection

The Service-Selection attribute (Type value 146) is of type UTF-8
text and contains the nanme of the service or the external network
with which the nobility service for the particular MN SHOULD be
associ ated [ RFC5149]. The identifier MJST be unique within the

PM Pv6 Dorai n when nornmelized using the selected nornalization form
[UNF] for the particular PM Pv6 Donmai n depl oynent. For instance,

[ RFC5149] uses the Normalization Form KC ( NFKC) .

The MAG MUST include the Service-Selection attribute in the Access-
Request sent to the AAAif the information was acquired, e.g., by
operator-specific configuration. The AAA MAY include the Service-
Selection attribute in the Access-Accept response nessage to the MAG
even if it was not included in the Access-Request as a neans of
indicating the MN's default service.

The Service Selection nobility option defined in [RFC5149] can be
used i n PBU PBA nmessages between the MAG and LMA. On the LMA-to- AAA
interface, the LMA MAY popul ate the Service-Selection attribute in
the Access-Request nessage using the service information found in the
received PBU, if such a nobility option were included. The Service-
Sel ection identifier should be used to assist the PBU authorization,
the assignment of the MN-HNP, and the | Pv4- M\- HOA as described in

[ RFC5149] and [ RFC5779].

0 1 2 3
01234567890123456789012345678901
T T T A S T
| Type | Length | Service ldentifier... ~
T T S S T T T S St SR SN A S

Type:
Servi ce-Sel ection 146.

Lengt h:
In octets, including Type and Length fields (>= 3).

Text :
This field is of type UTF-8 text and contains the Service
Identifier with which the MN is associ at ed.
4.4. PM P6- Hone- LMA- | Pv6- Addr ess
The PM P6- Home- LMA- | Pv6- Address attribute (Type value 147) is of type

| Pv6 address and is used to deliver the | Pv6 address of the LNMA
| ocated in the hone network.
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Before the MAG can initiate Proxy Mobile IPv6 signaling, it nust be
aware of the LMA's | P address.

When the LMA is assigned to the WMN fromthe hone network, this
attribute MAY be sent by the HAAA to the MAG in the RADI US Access-
Accept nessage.

0 1 2 3

012345678901 23456789012345678901

B T S i T s i i e e SEI S

| Type | Length | Hone LMA | Pv6 address

R i T I e T S S e S TR S T e i I S e S e e e e o o
Home LMA | Pv6 address

i T s i o S i i S R I S I S S S M
Home LMA | Pv6 address

B T S i T s i i e e SEI S
Home LMA | Pv6 address

R i T I e T S S e S TR S T e i I S e S e e e e o o

Honme LMA | Pv6 address |
il s ST I S S I S T T S

Type:
PM P6- Horre- LMA- | Pv6- Addr ess 147.

Lengt h:
= 18 octets

Home LMA | Pv6 address:
128-bit 1 Pv6 address of the assigned hone LMA | Pv6 address.

4.5. PM P6-Visited- LMA-| Pv6- Addr ess

The PM P6-Vi sited-LMA-1Pv6- Address attribute (Type value 148) is of
type IPv6 address and is used to propose a particular LMA in the
visited network and to authorize the use of the LMA in the visited/
| ocal networKk.

PM P6- Vi sited- LMA- | Pv6- Address attribute MAY be included by the MAG
in the RADI US Access- Request message. The LMA in the visited/l ocal
network may be assigned by the [VL] AAA as the result of retrieved
policy profile. If included by the [VL]AAA in the RADI US Access-
Accept sent to the MAG the use of the LMA in the visited/l ocal
network is authorized and the attribute SHALL carry the | Pv6 address
of the LMA assigned for the particular M. See Section 4.2.5 of

[ RFC5447] how the M P6- Feature-Vector attribute and

LOCAL_HOVE AGENT_ASSI GNVENT capability flag is used with the LMA
(Honme Agent) assignnent.
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0 1 2 3

01234567890123456789012345678901

B i s T T i i o S o T Ji I

| Type | Lengt h | Visited LMA | Pv6 address

i i i T i I S i e s o o i i
Visited LMA | Pv6 address

R et e s i o e s i i
Visited LMA | Pv6 address

B i s T T i i o S o T Ji I
Visited LMA | Pv6 address

R T e i e i i S L S s il o T SR R R S

Visited LMA | Pv6 address |
s T i T s sl T S i R S R T

Type:
PM P6- Vi si t ed- LMA- | Pv6- Addr ess 148.

Lengt h:
= 18 octets

Visited LMA | Pv6 address:
128-bit 1 Pv6 address of the assigned visited LMA | Pv6 address.

4.6. PM P6-Honme- LMA- | Pv4- Addr ess

The PM P6- Home- LMA- | Pv4- Address attribute (Type value 149) is of type
| Pv4 address and contains the | Pv4 address of the LMA assigned by the
HAAA.  The [ RFC5844] supports Proxy Mbile | Pv6 signaling exchange
bet ween MAG and LMA using the | Pv4 transport.

When the LMA is located in the hone network, this attribute MAY be
sent by the HAAA to the MAG in the RADI US Access-Accept nessage.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T

| Type | Length | Hone LMA | Pv4 address

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
Honme LMA | Pv4 address |

B el I T R S il il ol siE I R SR S

Type:

PM P6- Hone- LMA- | Pv4- Address 149
Lengt h:

= 6 octets
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Home LMA | Pv4 address:
32-bit 1 Pv4 address of the assigned LMA

4.7. PMP6-Visited- LMA-| Pv4- Addr ess

The PM P6- Vi sited- LMA-| Pv4- Address attribute (Type value 150) is of
type I Pv4 address and is used to propose a particular LMA in the
visited network and to authorize the use of the LMAin the visited
net wor k.

PM P6- Vi si t ed- LMA- | Pv4- Address attribute MAY be included by the MAG
in the RADIUS Access- Request nessage. The LMA in the visited/!| ocal
network may be assigned by the [VL] AAA as the result of retrieved
policy profile. |If included by the [VL]AAA in the RADI US Access-
Accept sent to the MAG the use of the LMA in the visited/l ocal
network is authorized and the attribute SHALL carry the | Pv4 address
of the LMA assigned for the particular M. See Section 4.2.5 of

[ RFC5447] how the M P6- Feature-Vector attribute and
LOCAL_HOVE_AGENT_ASSI GNVENT capability flag is used with the LMA
(Home Agent) assignment.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | Length | Visited LMA | Pv4 address
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
Visited LMA | Pv4 address |
B el I T R S il il ol siE I R SR S

Type:

PM P6- Vi si t ed- LMA- | Pv4- Addr ess 150.
Lengt h:

= 6 octets

| Pv4 LMA address:
32-bit 1 Pv4 address of the assigned LMNA

4.8. PM P6-Honme- HN- Prefi x

The PM P6- Honme- HN-Prefix attribute (Type value 151) is of type |Pv6
prefix. It contains the Mbile Node - Hone Network Prefix (M\-HNP),
which is the I Pv6 prefix assigned to the link between the MN and the
MAG. The MN configures its IP interface fromits hone network
prefix(es). Wen the LMA is |located in the hone network, the PM P6-
Home- HN- Prefix attribute is used to deliver the MN-HNP from t he HAAA
to the MAG
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4.

9.

The PM P6- Home- HN-Prefix attribute is al so used on the LMA-to- HAAA
interface containing the prefix assigned to the MN. [|If the LMA

del egates the MN-HNP assignnent to the HAAA, the attribute MJIST
contain all zeroes in the address of (i.e., '::’) the Access-Request
message. The attribute MJST be present in the RADI US Access- Accept
message if the prior request already included one and SHOULD carry
the MN-HNP the HAAA assigned to the M\

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Length | Reserved | Prefix-Length |

T T S S T T S S S S S

| Honme MN- HNP

T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
Home MN- HNP

T T T A S T
Home MN- HNP

T T S S S T e S S it S S i S S
Honme MN- HNP

i S S T i S S e e e S i Sl U DU S S

Type:
PM P6- Hormre- HN- Prefi x 151.

Lengt h:
= at least 4 and no | arger than 20.

Reserved:
Reserved for future use. The bits MJST be set to zero by the
sender and MJUST be ignored by the receiver.

Prefi x-Lengt h:
The 8-bit unsigned integer indicating the prefix | ength of
the hone network prefix (at least 0 and no | arger than 128).
If the home network prefix contains an address of all zeroes
(i.e., "::"), then the Prefix-Length MJST be set to 128.

Honme Network Prefix:
The hone network prefix for the MN's | Pv6 address configuration.
The Prefix field is up to 16 octets in length. Bits outside of
the Prefix-Length, if included, nust be zero.

PM P6- Vi si t ed- HN- Prefi x
The PM P6-Visited-HN-Prefix attribute (Type value 152) is of type

I Pv6 prefix. It contains the Mbile Node - Horme Network Prefix (M
HNP), which is the IPv6 prefix assigned to the |link between the M
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and the MAG The MN configures its IP interface fromits hone
network prefix(es). Wen the LMAis located in the visited network,
the PM P6-Visited-HN-Prefix attribute is used to deliver the M\-HNP
fromthe VAAA to the MAG

The PM P6-Visited-HN-Prefix attribute is also used on the LMA-to- VAAA
interface containing the I Pv6 prefix assigned to the M\. If the LMA
del egates the assignment of the MN-HNP to the VAAA, the attribute
MJST contain an address of all zeroes (i.e., "::’) in the RAD US
Access- Request nessage. The attribute MJST be present in Access-
Accept nessage if the prior request already included one and SHOULD
carry the MN-HNP t he VAAA assigned to the M\

The attribute SHOULD NOT be included if the use of LMA in the hone
network i s authorized (the PM P6-Home- HN- Prefi x and/ or PM P6- Homre-
LMA- | Pv6- Address attributes are already present). However, if the
VAAA | ocal policy allows both hone and visited LMA addresses to be
delivered to the MAG then this attribute MAY al so be included.

0 1 2 3

01234567890123456789012345678901

B T S i T s i i e e SEI S

| Type | Length | Reserved | Prefix-Length |

R i T I e T S S e S TR S T e i I S e S e e e e o o

| Vi sited M\-HNP

i T s i o S i i S R I S I S S S M
Vi sited M\-HNP

B T S i T s i i e e SEI S
Visited M\ HNP

R i T I e T S S e S TR S T e i I S e S e e e e o o
Vi sited M\-HNP

i T s i o S i i S R I S I S S S M

Type:
PM P6- Vi si ted- HN- Prefi x 152.

Lengt h:
= at least 4 and no | arger than 20.

Reserved:
Reserved for future use. The bits MJST be set to zero by the
sender and MJUST be ignored by the receiver.

Prefix-Lengt h:
The 8-bit unsigned integer indicating the prefix | ength of
the Visited M\-HNP (at least 0 and no larger than 128). |If
the visited home network prefix contains an address of all zeroes
(i.e., "::"), then the Prefix-Length MJST be set to 128.
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Vi sited Home Network Prefix:
The hone network prefix for the MN's | Pv6 address configuration.
The Prefix field is up to 16 octets in length. Bits outside of
the Prefix-Length, if included, nust be zero.

4.10. PM P6-Hone-Interface-1D

The PM P6- Hone-Interface-1D attribute (Type value 153) is of type
String and contains the MN's interface identifier. The selection of
the interface identifier SHOULD NOT allow the tracking of individua
MNs or users between PM Pv6 nobility sessions for privacy reasons
This attribute is applicable in network systens and |ink
technol ogi es, where the network explicitly delivers an interface
identifier to the MN during the link setup. Third Generation
Partnership Project (3GPP) and PPP |ink technol ogi es are exanpl es of
such.

This attribute MAY be sent by the LMA or the MAGto the HAAA in the
RADI US Access- Request packet as a proposal. This attribute MAY be
sent by the HAAAto the LMA or to the MAG in an Access-Accept packet;
however, it MJST be present if the prior request already included
one.

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| Type | Length | Hone Interface Identifier
el i I e i it T e e e e i i T o S e e S e T R R
Hone Interface Identifier
I S i o T s S S S e s s T
Home Interface Identifier |
B i T R R e i o ik SR e

Type:

PM P6- Horre- I nt er f ace-1 D 153.
Lengt h:

= 10 octets.

Home Interface Identifier
The 64-bit long interface identifier (8 octets).

4.11. PMP6-Visited-Interface-1D
The PM P6-Visited-Interface-1D attribute (Type value 154) is of type
String and contains the MN's interface identifier. The selection of

the interface identifier SHOULD NOT all ow the tracking of individua
MNs or users between PM Pv6 nobility session for privacy reasons
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This attribute is applicable in network systens and |ink

technol ogi es, where the network explicitly delivers an interface
identifier to the MN during the link setup. 3GPP and PPP |ink
technol ogi es are exanpl es of such.

This attribute MAY be sent by the LMA or the MAGto the VAAA in the
RADI US Access- Request packet as a proposal. This attribute MAY be
sent by the VAAAto the LMA or to the MAG in an Access-Accept packet;
however, it MJST be present if the prior request already included
one.

0 1 2 3
01234567890123456789012345678901

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| Type | Length | Visited Interface Identifier

el i I e i it T e e e e i i T o S e e S e T R R

Visited Interface ldentifier

I S i o T s S S S e s s T
Visited Interface Identifier |

B i T R R e i o ik SR e

Type:

PM P6- Vi sited-Interface-1D 154.
Lengt h:

= 10 octets.

Visited Interface Identifier:
The 64-bit long interface identifier (8 octets).

4.12. PM P6- Home- | Pv4- HoA

[ RFC5844] specifies extensions to Proxy Mbile I Pv6 protocol that
enabl e 1 Pv4 hone address nobility support to the MN. The PM P6- Hone-
| Pv4- HoA attribute (Type value 155) is of type Address and contains
the I Pv4 Hone Address of the MN. The primary use of this attribute
is to deliver the assigned | Pv4-HoA from HAAA to the MAG

The PM P6- Hone-1Pv4-HoA is al so used on the LMA-to- HAAA interface.

If the LMA in the hone network del egates the assignment of the

| Pv4- HoA to the HAAA, the attribute MUST contain an address of all
zeroes (i.e., 0.0.0.0) in the Access-Request nessage. The attribute
MUST be included in by HAAA in the Access-Accept message if the
previ ous request included it, and it contains the |Pv4-HoA assi gnhed
to the M\
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | Reserved | Prefix-Len

i i i T i I S i e s o o i i
| Home | Pv4 HoA |
R et e s i o e s i i

Type:
PM P6- Hone- | Pv4- HOA 155.

Lengt h:
= 8 octets

Reserved
The 10-bit field reserved for future use. The val ue MJST be
initialized to zero by sender and MJST be ignored by the
receiver.

Prefi x-Len
The 6-bit unsigned integer indicating the prefix length of the
| Pv4 HoA. |If the Hone | Pv4 HoA contains an address of all zeroes
(i.e., "0.0.0.0"), then the Prefix-Len MJST be set to 32.

Horme | Pv4 HoA:
This field is of type Address and contains the |Pv4 home
address of the MN in the honme network.

4.13. PM P6-Visited-|Pv4- HOA

When both the MAG and the LMA are in the visited network, the PM P6-
Visited-1Pv4-HoA attribute (Type value 156) is of type Address and is
used to exchange information between the VAAA and the MAG on the

assi gnnent of the | Pv4 Hone Address to the MN being present in the

vi sited network.

The PM P6- Vi sited-1Pv4-HoA is al so used on the LMA-to- VAAA interface.
If the LMA del egates the assignnent of the | Pv4-HoA to the VAAA the
attribute MJST contain an address of all zeroes (i.e., 0.0.0.0) in
the RADI US Access- Request nessage. The Access-Accept nessage MJST
have the attribute present if the prior request to the VAAA al ready

i ncl uded one.

The attribute SHOULD NOT be included if the use of the LMA in the
hone network is authorized (the PM P6-Home- | Pv4- HOA and/ or PM P6-
Honme- LMA- | Pv4- Address attributes are already present). However, if
the VAAA | ocal policy allows both honme and visited LMA addresses to
be delivered to the MAG then this attribute MAY al so be incl uded.

Xia, et al. St andards Track [ Page 20]



RFC 6572 RADI US PM Pv6 June 2012

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | Reserved | Prefix-Len

i i i T i I S i e s o o i i
| Visited | Pv4 HoA |
R et e s i o e s i i

Type:
PM P6- Vi si t ed- | Pv4- HOA 156.

Lengt h:
= 8 octets

Reserved
The 10-bit field reserved for future use. The val ue MJST be
initialized to zero by the sender and MJST be ignored by the
receiver.

Prefi x-Len:
6-bit unsigned integer indicating the prefix length of the |IPv4
HoA. If the Visited | Pv4 HoA contains an address of all zeroes
(i.e., "0.0.0.0"), then the Prefix-Len MJST be set to 32

Visited | Pv4 HoA:
This field is of type Address and contains the | Pv4 hone address
of the MNin the visited network.

4.14. PM P6- Honme- DHCP4- Ser ver - Addr ess

The PM P6- Honme- DHCP4- Ser ver - Address (Type val ue 157) is of type
Address and contains the | Pv4 address of the DHCPv4 server in the
hone network. The particular DHCP server address is indicated to the
MAG t hat serves the concerning MN. The HAAA MAY assign a DHCP server
to the MAG in depl oynents where the MAG acts as a DHCP Rel ay, as
defined in [ RFC5844].

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S

| Type | Length | Hone DHCPv4 server address

I S i o T s S S S e s s T
Hone DHCPv4 server address

il s ST I S S I S T T S

Type:
PM P6- Horre- DHCP4- Ser ver - Addr ess 157
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Lengt h:
= 6 octets.

Home DHCPv4 server address:
This field is of type Address and contains a 4-octet |Pv4 address
of the DHCP server.

4. 15. PM P6- Vi si t ed- DHCP4- Ser ver - Addr ess

The PM P6- Vi si t ed- DHCP4- Server-Address attribute (Type value 158) is
of type Address and delivers the |IPv4 address of the DHCPv4 server
fromthe visited network to the MAG Wen both the MAG and the LMA
are in the visited network, the VAAA MAY assign a DHCPv4 server to
the MAG i n depl oyments where the MAG acts as a DHCP Rel ay, as defined
in [ RFC5844] .

0 1 2 3
01234567890123456789012345678901

T e L o o o e i i s it NN R SR S B S

| Type | Lengt h | Visited DHCPv4 server address

B i s T T i i o S o T Ji I
Vi sited DHCPv4 server address |

T S e i h SR N N S

Type:
PM P6- Vi si t ed- DHCP4- Ser ver - Addr ess 158.

Lengt h:
= 6 octets

Vi sited DHCPv4 server address:
This field is of type Address and contains a 4-octet |Pv4 address
of the DHCPv4 server.

4.16. PM P6- Hone- DHCP6- Ser ver - Addr ess

The PM P6- Hone- DHCP6- Ser ver - Addr ess (Type value 159) is of type |IPv6
address and contains the | Pv6 address of the DHCPv6 server in the
honme network indicated by the HAAA to the MAG that serves the M\
The HAAA MAY assign a DHCPv6 server to the MAG in depl oynents where
the MAG acts as a DHCP Relay, as defined in [ RFC5213].
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0 1 2 3

01234567890123456789012345678901

B i s T T i i o S o T Ji I

| Type | Lengt h | Home DHCPv6 server address

R e s T o T S R El ok i R e e S S e o o s
Home DHCPv6 server address

R e o T T e S S T ol S i T S s ik i I S I S S R S R
Hone DHCPv6 server address

B i s T T i i o S o T Ji I
Home DHCPv6 server address

R e s T o T S R El ok i R e e S S e o o s

Hone DHCPv6 server address
s T i T s sl T S i R S R T

Type:
PM P6- Horre- DHCP6- Ser ver - Addr ess 159

Lengt h:
= 18 octets

Honme DHCPv6 server address:
This field is of type Address and contains 16-octet |Pv6 address
of the DHCPv6 server

4.17. PM P6- Vi si t ed- DHCP6- Ser ver - Addr ess

The PM P6- Vi si t ed- DHCP6- Server - Address attribute (Type value 160) is
of type IPv6 address and contains the I Pv6 address of the DHCPv6
server in the visited network indicated by the VAAA to the MAG t hat
serves the MN. Wen both MAG and the LMA are located in the visited
networ k, the VAAA MAY assign a DHCPv6 server to the MAG in

depl oynents where the MAG acts as a DHCP Rel ay, as defined in

[ RFC5213] .
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0 1 2 3

01234567890123456789012345678901

B i s T T i i o S o T Ji I

| Type | Lengt h | Visited DHCPv6 server address

i i i T i I S i e s o o i i
Vi sited DHCPv6 server address

R et e s i o e s i i
Vi sited DHCPv6 server address

B i s T T i i o S o T Ji I
Vi sited DHCPv6 server address

R T e i e i i S L S s il o T SR R R S

Vi sited DHCPv6 server address
s T i T s sl T S i R S R T

Type:
PM P6- Vi si t ed- DHCP6- Ser ver - Addr ess 160.

Lengt h:
= 18 octets

Vi sited DHCPv6 server address:
This field is of type Address and contains the 16-octet |Pv6
address of the DHCPv6 server.

4.18. Calling-Station-1d

The Calling-Station-1d attribute (Type value 31) is of type String.
When used within PM Pv6 depl oynents, the attribute contains the MN
Li nk- Layer ldentifier option of the MN as defined in [ RFC5213],
Sections 2.2 and 8.6.

4.19. Chargeabl e-User-ldentity

The Chargeabl e-User-ldentity attribute, or CU, (Type value 89) is a
uni que, tenporary handl e used as neans to, for exanple, correlate

aut henti cation, accounting, and bill post-processing for a particul ar
char geabl e subscriber. The CU format and use follows guidelines
defined by [ RFC4372].

In the scope of this docunment, the CU attribute MAY be present in
the Access-Request. The CU MAY al so be present in the Access-
Accept. The CU MJST be present in the Access-Accept if it was
present in the Access-Request. |f the use of the Chargeabl e-User-
ldentity attribute is supported, then the MAG and/or the LMA conmits
to include the Chargeabl e-User-ldentity attribute in all subsequent
RADI US Accounting packets they send for the given user
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4.20. PM P6- Home- | Pv4- Gat eway

[ RFC5844] specifies extensions to Proxy Mbile |1 Pv6 protocol that
enabl e 1 Pv4 hone address nobility support to the MN. The PM P6- Hone-
| Pv4- Gateway attribute (Type value 161) is of type Address and
contains the default gateway |Pv4 address for the MN. This address
is populated into the PM Pv6 | Pv4 Defaul t-Router Address Option

[ RFC5844]. The address MJST bel ong to the subnet defined in the

PM P6- Honme- | Pv4- HoA attri bute.

0 1 2 3

01234567890123456789012345678901

T e L o o o e i i s it NN R SR S B S

| Type | Lengt h | Honme | Pv4 default gateway

B i s T T i i o S o T Ji I
addr ess |

T S e i h SR N N S

Type:
PM P6- Hone- | Pv4- Gat eway 161.

Lengt h:
= 6 octets

Hone | Pv4 default gateway address:
This field is of type Address and contains a 4-octet |Pv4 default
gat eway address.

4.21. PM P6-Visited-I|Pv4- Gat eway

[ RFC5844] specifies extensions to Proxy Mbile | Pv6 protocol that
enabl e 1 Pv4 hone address nmobility support to the MN\. The PM P6-
Visited-1Pv4-CGateway attribute (Type value 162) is of type Address
and contains the default gateway |Pv4 address for the MN. This
address is populated into the PM Pv6 | Pv4 Defaul t-Router Address
Option [ RFC5844]. The address MJST belong to the subnet defined in
the PM P6-Visited-1Pv4-HoA attribute.
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0 1 2 3

01234567890123456789012345678901

B i s T T i i o S o T Ji I

| Type | Length | Visited | Pv4 default gateway

i i i T i I S i e s o o i i
addr ess |

s T i T s sl T S i R S R T

Type:
PM P6- Vi si t ed- | Pv4- Gat eway 162.

Lengt h:
= 6 octets

Visited | Pv4 default gateway address
This field is of type Address and contains a 4-octet |Pv4 default
gat eway address.

5. MAG to RADI US AAA Interface
5.1. Interface Operations

The MAG to the AAA RADI US server interface is used for retrieval of
the policy profile when an MN tries to attach, authenticate, and
authorize to a PM Pv6 domain. Depending on the policies and network
capabilities, the MAG may retrieve different sets of PM Pv6-session-
rel ated paraneters:

0 Configuration attributes for honme or visited network access
scenari o, depending on the |ocation and attachment point of the
M\I'I

o The I Pv6 or |IPv4 address of the designated LMA, depending on the
access network’s actual |P topol ogy,

o0 The IPv6 or IPv4 configuration paraneters for the M\, dependi ng on
the utilized IP configuration nmethod and individual MN s service
Pol i cy,

0 The DHCP Rel ay support attributes (1Pv4 or IPv6) in case such
functionality is supported in the network.

In addition to PM Pv6-specific attributes, other RADI US attributes
are to be used on the MAGto-AAA interface
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The User-Nanme attribute MJST be present in the Access-Request. It
MJST carry a correctly forned identifier that SHOULD correspond to an
MN identity unless the identity is being suppressed for policy
reasons, for exanple, when identity hiding is in effect. The W
identity, if available, MJST be in Network Access ldentifier (NAl)

[ RFC4282] format. At nmininmum the home real mof the MN MUST be

avai | abl e at the MAG when the network access authentication takes

pl ace. Oherwise, the MAGis not able to route RADIUS request
messages towards the correct HAAA. The MN identity used on the MAG
to-HAAA interface and in the User-Nane attribute MAY entirely be
related to the network access authentication and, therefore, not be
suitable to be used as the M\-Identifier nobility option value in the
subsequent PBU PBA nessages. |In this case, the HAAA MUST provide the
WMN-1dentifier for PBU PBA nessages using the Mbil e-Node-Identifier
attribute (see Section 4.2).

At | east one of the NAS-I|P-Address, NAS-I|Pv6-Address, or

NAS- I dentifier attributes MUST be present in the Access-Request. The
Servi ce-Type attribute SHOULD be set to value 1 (Login) and the NAS-
Port-Type attribute SHOULD be present in the Access-Request.

5.2. Table of Attributes
The followi ng table provides a guide to attributes that nay be found

in authentication and authorization RAD US nessages between the MAG
and the AAA server.
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Request Accept Reject Challenge # Attribute

1 0-1 0 0 1 User-Nane

0-1 0 0 0 4 NAS-| P- Addr ess

0-1 0-1 0 0 5 NAS- Port

0-1 0-1 0 0 6 Service-Type

0-1 0-1 0 0-1 24 State

0 0-1 0 0 25 d ass

0 0-1 0 0-1 27 Sessi on- Ti neout

0-1 0 0 0 31 Calling-Station-1d

0-1 0 0 0 32 NAS-Identifier

0+ 0+ 0+ 0+ 33 Proxy-State

0-1 0 0 0 69 NAS-Port-Type

0+ 0+ 0+ 0+ 79 EAP- Message

1 1 1 1 80 Message- Aut henti cat or

0-1 0-1 0 0 89 Chargeabl e-User-ldentity

0-1 0 0 0 95 NAS-| Pv6- Addr ess

0-1 0-1 0 0 124 M P6- Feat ur e- Vect or

0 1 0 0 145 Mbbil e- Node-ldentifier

0-1 0-1 0 0 146 Service-Sel ecti on

0 0-1 0 0 147 PM P6- Honme- LMA- | Pv6- Addr ess

0-1 0-1 0 0 148 PM P6-Visited-LMA-| Pv6- Addr ess
0 0-1 0 0 149 PM P6- Home- LMA- | Pv4- Addr ess

0-1 0-1 0 0 150 PM P6-Visited- LMA-| Pv4- Addr ess
0 0+ 0 0 151 PM P6- Honme- HN- Pr ef i x

0 0+ 0 0 152 PM P6- Vi sited- HN- Prefix

0 0-1 0 0 153 PM P6- Hone-Interface-1D

0 0-1 0 0 154 PMP6-Visited-Interface-1D

0 0-1 0 0 155 PM P6- Hone- | Pv4- HOA

0 0-1 0 0 156 PM P6-Vi sited-1Pv4- HOA

0 0-1 0 0 157 PM P6- Home- DHCP4- Ser ver - Addr ess
0 0-1 0 0 158 PM P6- Vi si t ed- DHCP4- Ser ver - Addr ess
0 0-1 0 0 159 PM P6- Hone- DHCP6- Ser ver - Addr ess
0 0-1 0 0 160 PM P6- Vi si t ed- DHCP6- Ser ver - Addr ess
0 0-1 0 0 161 PM P6- Hone- | Pv4- Gat eway

0 0-1 0 0 162 PM P6- Vi sited-1 Pv4- Gat eway

6. LMA to RADIUS AAA Interface
6.1. Interface QOperations

The LMA-to-HAAA interface may be used for multiple purposes. These
i nclude the authorization of the incomng PBU updating the LMA
address to the HAAA, del egating the assignment of the MN-HNP or the
| Pv4- HoA to the HAAA, and accounting and PM Pv6 sessi on nmanagenent.
The primary purpose of this interface is to update the HAAA with the
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LMA address information in case of dynanically assigned LMA and to
exchange the MN address assignnent information between the LMA and
t he HAAA

Whenever the LMA sends an Access- Request nessage to the HAAA the
User-Name attribute SHOULD contain the MN' s identity. The LMA-
provided identity in the User-Name attribute is strongly RECOMVENDED
to be the same as the MN's identity information in the PBU M\
Identifier mobility option. The identity SHOULD al so be the sane as
used on the MAGto-HAAA interface; however, in case those identities
differ, the HAAA MUST have a mechani sm of mapping the MN identity
used on the MAG to-HAAA interface to the identity used on the LMA-to-
HAAA interface.

If the PBU contains the MN Link-Layer ldentifier option, the Calling-
Station-1d attribute SHOULD be included in the request nessage
containing the received MN Link-Layer Identifier option

Furthernmore, if the PBU contains the Service Selection nobility
option [RFC5149], the Service-Selection attribute SHOULD be incl uded
in the request nessage containing the received service identifier.
Both the MN Link-Layer Identifier option and the service sel ection
can be used to provide nore information for the PBU authorization
step in the HAAA

The Service-Type attribute MIUST be set to the value 17 (Authorize
Only). If the HAAA is not able to authorize the subscriber’s
mobility service session, then the Access-Reject nessage to the LMA
MAY contain the Reply-Message attribute describing the reason for
rejecting the authorization. A failed authorization obviously
results in arejection of the PBU and a PBA with an appropriate
error Status Value MUST be sent back to the MAG

The aut horization step MJST be perfornmed at least for the initial PBU
session up to a nobility session, when the LMA-to-HAAA interface is
depl oyed. For the subsequent re-registration and handover of PBUs,
the authorization step MAY be repeated (in this case, the LMA-to-HAAA
interface should al so maintain an authorization session state).

In case of a dynam c LMA discovery and assignment [RFC6097], the HAAA
and the renpote policy store may need to be updated with the sel ected
LMA address information. The update can be done during the PBU

aut horization step using the LMA-to-HAAA interface. This
specification uses the PM P6-*-LMA-*-Address attribute for carrying
the LMA's address information fromthe LMA to the HAAA.  The LMA
address information in the request nessage MJST contain the IP
address of the LMA, the Fully Qualified Domain Nane (FQDN) uniquely
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identifying the LMA, or both. The LMA address information refers to
the PM Pv6 part of the LMA, not necessarily the LMA part interfacing
with the AAA infrastructure.

The LMA and the HAAA use the PM P6- Home- HN- Pref i x/

PM P6-Visited-HN-Prefix attributes to exchange the M\ HNP when
appropriate. Simlarly, the LMA and the HAAA use the PM P6- Home-

| Pv4- HoA/ PM P6- Vi si t ed- | Pv4- HOA attributes to exchange the | Pv4- M\
HoA when appropriate. The M\ address information exchange is again
done during the PBU authorization step. The HAAA MAY al so use the
LMA- provi ded MN address infornmation as a part of the information used
to authorize the PBU.

VWhich entity is actually responsible for the address nanagement is
depl oynent specific within the PM Pv6 Domai n and MJST be pre-agreed
on per depl oynent basis. Wen the LMA is responsible for the address
managenent, the PM P6-*-HN- Prefix/PM P6-*-1Pv4-HoA attributes are
used to informthe HAAA and the renpte policy store of the M\- HNP/
| Pv4- MN- HOA assigned to the MN. It is also possible that the LMA
del egates the address nanagenment to the HAAA. In this case, the
MN- HNP/ | Pv4- MN- HOA are set to undefined addresses in the Access-
Request nessage sent fromthe LMA to the HAAA.  The LMA expects to
recei ve the HAAA assigned HNP/ | Pv4- MN-HoA in the correspondi ng
Access- Accept nessage.

6.2. Table of Attributes

The followi ng table provides a guide to which attributes may be found
in authorization process between LMA and the AAA
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Request Accept Reject Challenge # Attribute

1 0-1 0 0 1 User - Nane

0-1 0-1 0 0 4 NAS- | P- Addr ess

0-1 0-1 0 0 5 NAS- Por t

1 0-1 0 0 6 Servi ce- Type

0 0-1 0 0 25 d ass

0 0-1 0 0-1 27 Sessi on- Ti neout

0-1 0 0 0 31 Calling-Station-1d

1 0 0 0 32 NAS- | denti fi er

0+ 0+ 0+ 0+ 33 Proxy- State

1 0 0 0 69 NAS- Por t - Type

1 1 1 1 80 Message- Aut hent i cat or

0-1 0-1 0 0 89 Char geabl e- User-ldentity
0-1 0-1 0 0 95 NAS- | Pv6- Addr ess

0-1 0-1 0 0 124 M P6- Feat ur e- Vect or

1 0 0 0 145 Mobi | e- Node- 1 denti fier

0-1 0-1 0 0 146 Servi ce-Sel ection

0-1 0 0 0 147 PM P6- Horre- LMA- | Pv6- Addr ess
0-1 0 0 0 148 PM P6- Vi si t ed- LMA- | Pv6- Addr ess
0-1 0 0 0 149 PM P6- Hormre- LMA- | Pv4- Addr ess
0-1 0 0 0 150 PM P6- Vi si t ed- LMA- | Pv4- Addr ess
0+ 0+ 0 0 151 PM P6- Horre- HN- Pr ef i x

0+ 0+ 0 0 152 PM P6- Vi si t ed- HN- Prefi x

0-1 0-1 0 0 153 PM P6- Hone- I nt erface-1D
0-1 0-1 0 0 154 PM P6-Visited-Interface-1D
0-1 0-1 0 0 155 PM P6- Horre- | Pv4- HoA

0-1 0-1 0 0 156 PM P6- Vi si t ed- | Pv4- HoA

0-1 0-1 0 0 161 PM P6- Hone- | Pv4- Gat eway

0-1 0-1 0 0 162 PM P6- Vi si t ed- | Pv4- Gat eway

7. Accounting

Radi us- based interfaces at the MAG and LMA with the AAA server
enabl es the netering of traffic associated with the M\, comonly
called "accounting". |If accounting is turned on in the nobile node’'s
policy profile, the local routing SHOULD NOT be enabl ed [ RFC5213].

7.1. Accounting at LMA

The accounting at the LMA to AAA server interface is based on

[ RFC2865] and [RFC2866]. This interface MJST support the transfer of
accounting records needed for service control and charging. These
records should include (but nay not be limted to) the foll ow ng:
time of binding cache entry creation and del etion, nunber of the
octets sent and received by the MN over the bi-directional tunnel,
etc.
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7.2. Accounting at MAG

The accounting at the MAG to AAA server interface is based on

[ RFC2865] and [ RFC2866]. The interface MJST al so support the
transfer of accounting records that should include the foll ow ng:
time of binding cache entry creation and del eti on, nunber of the
octets sent and received by the MN over the bi-directional tunnel,
etc.

If there is data traffic between a visiting MN and a correspondent
node that is locally attached to an access |link connected to the sane
MAG the nobile access gateway MAY optim ze on the delivery efforts
by locally routing the packets instead of using reverse tunneling to
the mobile node’s LMA. In this case, the |local data traffic too MJUST
be reported to AAA Accounting servers by neans of RADIUS protocol .

7.3. Table of Attributes
The followi ng table provides a list of attributes that may be
included in the RADIUS Accounting messages. These attributes are to
compl enent the set of accounting attributes already required by
[ RFC2866] and [ RFC2869] .

Accounti ng

Request # Attribute

0-1 145 Mbbil e- Node-ldentifier

0-1 146 Servi ce-Sel ection

0-1 147 PM P6- Honme- LMA- | Pv6- Addr ess
0-1 148 PM P6- Vi si t ed- LMA- | Pv6- Addr ess
0-1 149 PM P6- Hone- LMA- | Pv4- Addr ess
0-1 150 PM P6- Vi sited- LMA- | Pv4- Addr ess
0+ 151 PM P6- Home- HN- Pref i x

0+ 152 PM P6- Vi si t ed- HN- Prefi x

0-1 155 PM P6- Horne- | Pv4- HoA

0-1 156 PM P6- Vi sited- | Pv4- HoA

0-1 31 Calling-Station-1d

0-1 80 Message- Aut henti cat or

0-1 89 Chargeabl e-User-ldentity

0-1 124 M P6- Feat ur e- Vect or

8. Security Considerations

The RADI US nessages may be transported between the MAG and/or the LMA
to the RADIUS server via one or nore AAA brokers or RADIUS proxies.
In this case, the communication between the LMA and the RADI US AAA
server relies on the security properties of the internediate AAA

br okers and RADI US pr oxi es.
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Regardi ng the privacy threats associated with sending M\-specific
i nformati on between the MAG and AAA server and between the LMA and

AAA server,
RADI US Accounti ng [ RFC2866],

are appl

informati on such as a MN's Interface |D,
except as needed and SHOULD pay speci al

consi derations of the RADI US Base protocol [RFC2865],
and the RADIUS EAP application [ RFC3579]

icable to this docunent. The MAG LMA, and AAA server SHOULD
avoi d including attributes containing personally identifying

i s desired.

9. | ANA Consi deration

9.1. Attri

but e Type Codes

i nk-1ayer address, or NAI,
attention if

identity hiding

Thi s specification defines the follow ng new RADIUS attribute type

val ues:

Mobi | e- Node- 1 denti fier

Servi ce-Sel ection

PM P6- Home- LMA- | Pv6- Addr ess

PM P6- Vi si t ed- LMA- | Pv6- Addr ess

PM P6- Horre- LMA- | Pv4- Addr ess

PM P6- Vi si t ed- LMA- | Pv4- Addr ess

PM P6- Honme- HN- Pr ef i x

PM P6- Vi si t ed- HN- Prefi x

PM P6- Home- I nterface-1D

PM P6-Visited-Interface-1D

PM P6- Horre- | Pv4- HoA

PM P6- Vi si t ed- | Pv4- HoA

PM P6- Horre- DHCP4- Ser ver - Addr ess

PM P6- Vi si t ed- DHCP4- Ser ver - Addr ess
PM P6- Home- DHCP6- Ser ver - Addr ess

PM P6- Vi si t ed- DHCP6- Ser ver - Addr ess
PM P6- Hone- | Pv4- Gat eway

PM P6- Vi si t ed- | Pv4- Gat eway

9.2. Nanespaces

145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162

Thi s specification defines new values to the Mbility Capability
registry (see [ RFC5447]) for use with the M P6-Feat ure-Vector AVP:

Token | Val ue
.................................. Fem e e e e e
| P4_TRANSPORT _SUPPORTED | 0x0000800000000000
| P4_HOA ONLY_SUPPORTED | 0x0001000000000000
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