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Abst ract

This menmo di scusses potential security issues that arise when using
variable bit rate (VBR) audio with the secure RTP profile.
GQuidelines to mtigate these issues are suggested.
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1. Introduction

The Secure RTP (SRTP) framework [ RFC3711] is a widely used franmework
for securing RTP sessions [ RFC3550]. SRTP provides the ability to
encrypt the payl oad of an RTP packet, and optionally add an

aut hentication tag, while | eaving the RTP header and any header
extension in the clear. A range of encryption transforms can be used
with SRTP, but none of the predefined encryption transfornms use any
paddi ng; the RTP and SRTP payl oad sizes match exactly.

When using SRTP with voice streans conpressed using variable bit rate
(VBR) codecs, the Iength of the conpressed packets will depend on the

characteristics of the speech signal. This variation in packet size
will leak a small ampbunt of information about the contents of the
speech signal. This is potentially a security risk for sone

applications. For exanple, [spot-nme] shows that known phrases in an
encrypted call using the Speex codec in VBR node can be recogni zed
with high accuracy in certain circunstances, and [fon-iks] shows that
approximate transcripts of encrypted VBR calls can be derived for
some codecs w thout breaking the encryption. How significant these
results are, and how they generalize to other codecs, is still an
open question. This nmeno di scusses ways in which such traffic

anal ysis risks may be mtigated.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Scenari o- Dependent Ri sk

VWhet her the information | eaks and attacks di scussed in [spot-ne],
[fon-iks], and simlar works are significant is highly dependent on
the application and use scenario. 1In the worst case, using the rate
informati on to recogni ze a prerecorded nmessage knowi ng the set of all
possi bl e nessages woul d | ead to near-perfect accuracy. Even when the
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audi o is not prerecorded, there is a real possibility of being able
to recogni ze contents from encrypted audi o when the dialog is highly
structured (e.g., when the eavesdropper knows that only a handful of
possi bl e sentences are possible), and thus contain only little

i nformati on. Recogni zi ng unconstrai ned conversational speech from
the rate information alone is unreliable and conputationally
expensi ve at present, but does appear possible in some circunstances.
These attacks are only likely to inprove over tine.

In practical SRTP scenarios, how significant the information leak is
when conpared to other SRTP-rel ated information nust be consi dered,
such as the fact that the source and destination |IP addresses are
avail abl e.

3. @idelines for Use of VBR Audio with SRTP

It is the responsibility of the application designer to deternine the
appropriate trade-of f between security and bandw dth overhead. As a
general rule, VBR codecs should be considered safe in the context of
| ow val ue encrypted unstructured calls. However, applications that
make use of prerecorded nmessages where the contents of such
prerecorded nessages may be of any value to an eavesdropper (i.e.,
messages beyond standard greeting nessages) SHOULD NOT use codecs in
VBR node. Interactive voice response (IVR) applications would be
particul arly vul nerabl e since an eavesdropper could easily use the
rate information to recogni ze the pronpts being played out.
Appl i cations conveying highly sensitive unstructured information
SHOULD NOT use codecs in VBR node

It is safe to use variable rate coding to adapt the output of a voice
codec to match characteristics of a network channel, provided this
adaptation is done in a way that does not expose any information on
the speech signal. For exanple, VBR audio can be used for congestion
control purposes, where the variation is driven by the avail able

net wor k bandwi dt h, not by the input speech (i.e., the packet sizes
and spacing are constant unless the network conditions change). VBR
speech codecs can safely be used in this fashion with SRTP while

avoi ding | eaking information on the contents of the speech signa

that m ght be useful for traffic analysis.

4. Cuidelines for Use of Voice Activity Detection with SRTP
Many speech codecs enpl oy sonme form of voice activity detection (VAD)
to either suppress output franes, or generate sone formof |ower-rate

confort noise frames, during periods when the speaker is not active.
If VAD is used on an encrypted speech signal, then sonme infornmation
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about the characteristics of that speech signal can be determ ned by
wat chi ng the patterns of voice activity. This information |eakage is
Il ess than with VBR coding since there are only two rates possible.

The infornmation | eakage due to VAD in SRTP audi o sessions can be nuch
reduced if the sender adds an unpredictable "overhang" period to the
end of active speech intervals, obscuring their actual |ength. An
RTP sender using VAD with encrypted SRTP audi o SHOULD i nsert such an
overhang period at the end of each tal kspurt, delaying the start of
the silence/confort noise by a randominterval. The length of the
overhang applied to each tal kspurt nust be randomy chosen in such a
way that it is conputationally infeasible for an attacker to reliably
estimate the length of that talkspurt. This may be nore inportant
for short tal kspurts, since it seens easier to distinguish between
different single word responses based on the exact word | ength, than
to gl ean nmeaning fromthe duration of a |onger phrase. The audio
data conprising the overhang period nust be packetized and
transmtted in RTP packets in a manner that is indistinguishable from
the other data in the tal kspurt.

The over hang period SHOULD have an exponential | y decreasing
probability distribution function. This ensures a long tail, while
bei ng easy to conpute. It is RECOMVENDED to use an overhang with a
"hal f life" of a few hundred mlliseconds (this should be sufficient
to obscure the presence of interword pauses and the | engths of single
words spoken in isolation, for exanple, the digits of a credit card
nunber clearly enunciated for an automated system but not so |ong as
to significantly reduce the effectiveness of VAD for detecting
|istening pauses). Despite the overhang (and no natter what the
duration is), there is still a small anpbunt of information |eaked
about the start tinme of the tal kspurt due to the fact that we cannot
apply an overhang to the start of a tal kspurt w thout unacceptably
affecting intelligibility. For that reason, VAD SHOULD NOT be used
in encrypted I VR applications where the content of prerecorded
messages may be of any value to an eavesdropper

The application of a random overhang period to each tal kspurt wll
reduce the effectiveness of VAD in SRTP sessions when conpared to

non- SRTP sessions. However, it is still expected that the use of VAD
wi Il provide significant bandw dth savings for many encrypted
sessi ons.

5. Paddi ng the Qutput of VBR Codecs

For scenarios where VBR is considered unsafe, a constant bit rate
(CBR) codec SHOULD be negotiated and used instead, or the VBR codec
SHOULD be operated in a CBR node. However, if the codec does not
support CBR, RTP paddi ng SHOULD be used to reduce the infornmation
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8.

1.

leak to an insignificant |level. Packets nay be padded to a constant
size or to a small range of sizes ([spot-me] achieves good results by
padding to the next nultiple of 16 octets, but the amount of padding
needed to hide the variation in packet size will depend on the codec
and t he sophistication of the attacker) or nay be padded to a size
that varies with tine. The nost secure and RECOMMENDED option is to
pad all packets throughout the call to the sane size.

In the case where the size of the padded packets varies in tinme, the
same concerns as for VAD apply. That is, the paddi ng SHOULD NOT be
reduced without waiting for a certain (randon) tine. The RECOVMENDED
"hold tinme" is the same as the one for VAD.

Note that SRTP encrypts the count of the nunber of octets of padding
added to a packet, but not the bit in the RTP header that indicates
that the packet has been padded. For this reason, it is RECOMVENDED
to add at |east one octet of padding to all packets in a nedia
stream so an attacker cannot tell which packets needed paddi ng.

Security Considerations

This entire meno is about security. The security considerations of
[ RFC3711] al so apply.
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