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Abstract

Thi s docunent describes how the "CONVERT" | MAP extension can be used
within the Sieve mail filtering | anguage to transform nessages before
final delivery.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6558
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to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Mel ni kov, et al. St andards Track [ Page 1]



RFC 6558 Si eve CONVERT March 2012

Tabl e of Contents

1. INntroduCti ON ... 2
1.1. Conventions Used in This Docunment ............. ..., 2
2. MconVert ACTIi ON .. 2
2.1. Interaction with Gher Tests and Actions ................... 3
2.2. "convert" as a Test ... ... e 4
3. EXANDl @S . 5
3.1 EXanpl @ d .. 5
3. 2. EXanPl € 2 5
3.3, EXanpl @ 3 .. 5
3.4, EXanpl e 4 6
4. Security Considerati OnNsS . ... ... ... 7
5. TANA Considerati ONS . . ...ttt e e e e e 7
6. Acknow edgement S . ... ... 7
7. Normative References . ... ... ... . e 7
1. Introduction

The | MAP " CONVERT" extension [ RFC5259] adds an | MAP command f or
performng client-controlled conversions on whol e messages or their
body parts. This docunent defines a simlar extension to the Sieve
mai | filtering | anguage [ RFC5228], which reuses the conversion
parameters and framework established by | MAP CONVERT.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Conventions for notations are as in Sieve [RFC5228], Section 1.1
2. "convert" Action

Usage: convert <quoted-from media-type: string>
<quot ed-t o- nmedi a-type: string>
<transcodi ng- parans: string-list>

The "convert" action specifies that all body parts with a nmedia type
[ RFC2046] (sonetinmes called "M ME type") equal to <quoted-from nedi a-
type> be converted to the nedia type in <quoted-to-nedia-type> using
conversi on paranmeters specified in <transcodi ng-parans>. Each
conversi on parameter value has the followi ng syntax: "<transcodi ng-
par am name>=<t r anscodi ng- par am val ue>", where <transcodi ng-param
nane> and <transcodi ng- param val ue> are defined in CONVERT [ RFC5259].
Messages that don’'t have any body parts with the <quoted-from nedi a-
type> nedia type are not affected by the conversion
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The "convert" action can be used with Sieve MME Part Tests

[ RFC5703], in the case that some, but not all of the body parts need
to be converted, or where different body parts mght require
different conversions. When the "convert"” action appears in a
"foreverypart" loop, it applies only to the body part being
processed, and not to any other body parts (see Section 3.2 for an
exanpl e) .

When the "convert" action appears outside a "foreverypart” |oop, the
conversion applies equally to all body parts -- that is, all body
parts that have the "quoted-from nedi a-type" are converted, using the
same transcodi ng paraneters

A single "convert" action will only apply once to any body part. |If,
for exanple, << convert "image/jpeg" "image/jpeg" ["pix-x=100","pix-
y=120"] >> converts a |larger JPEG inmage to the smaller 100 x 120
size, that will be the end of that "convert" action on that body
part. The action will not see a "new' JPEG body part to process,
resulting fromthe conversion

If a "convert" action cannot be conpleted -- perhaps because the
conversion failed, or because the requested conversion is not
avail able -- that "convert" action MJIST term nate and | eave the

message unchanged, rolling back any other conversions done by that
action. The script processing continues, and prior or subsequent
"convert" actions are not affected. No error condition is raised,
and no partial conversions froma single "convert" action are

al | oned.

I mpl ement ati ons m ght defer any actual conversion until the results
of the conversion are needed for script processing, to avoid doing
conversi ons unnecessarily. Consider the case wherein a "convert"
action is processed but a "discard" action results w thout the need
to actually performthe conversion

When conversions actually need to be done, they can put a significant
| oad on the server. Conputationally expensive conversions of a | ot
of body parts can constitute an attack vector; even if done
legitimately, they can create an unacceptable | oad. Servers MAY

ref use conversions, or do themat |lower priority, effectively slow ng
the requesting process in order to avoid negative effects on service
to other processes.

2.1. Interaction with O her Tests and Actions
Whet her or not the actual conversion has been done yet, a successfu

"convert" action effectively changes the nessage, and all subsequent
actions, including any other "convert" actions, apply to the changed
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message. The "convert" action does not affect the applicability of
other actions; any action that was applicable before the "convert" is
equal Iy applicable to the changed nessage afterward.

When a disposition-type action, such as "fileinto" or "redirect", is
encountered, the state of the nessage with respect to conversions is
"l ocked in" for that disposition-type action. Whether the

i mpl ement ation performs the action at that point or batches it for
|later, it MJIST performthe action on the nessage as it stood at the
time, and MJUST NOT i nclude subsequent conversions encountered |ater
in the script processing. Therefore, the sequence "convert,

fileinto, convert, fileinto" will store two different versions of the
message: the first "fileinto" uses only the first conversion, while
the second uses both. See Section 3.4 for an exanple of how this can
be used.

In addition, any tests done on the nessage and its parts will test
the nmessage after prior conversions have been done. The fourth bl ock
of Section 3.4 shows an exanple of this situation

Convert actions are cunul ative, and each conversion operates on the
message as it stands after all prior conversions. See the fourth
bl ock of Section 3.4 for an exanple of how this mght be tricky.

Because the inplicit keep (see Section 2.10.2 of [RFC5228]), if it is
in effect, acts on the final state of the nmessage, all conversions
are performed before any inplicit keep.

2.2. "convert" as a Test

To sinplify testing for supported and successful conversions, the
"convert" action can also be used as a test. As such, it wll

attenpt to performthe requested conversion(s) and will evaluate to
"false" if and only if at |east one conversion failed. The failure
can be because a conversion was unsupported or because the data could
not be converted (perhaps it had been corrupted in transit or

m sl abeled at its origin).

This creates a new type of Sieve action, a "testable action". The
usage as a test is exactly the sane as for an action, and it doubl es
as an action and a test of the action’s result at the sane tine. See
Section 3.2 for an exanple of how this test can be used.

Note that defining this new testable action does not change the
definitions of any other actions -- it does not inply that other
actions can be used as tests. Future extensions m ght define other
testabl e actions, but those specifications would be responsible for
clearly specifying that.
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3. Examples
3.1. Exanple 1

In the followi ng exanple, all "image/tiff" body parts of the nessage
are converted to "inage/jpeg" with inmage resolution of 320x240
pi xel s. The converted nessage is then subject to the inplicit keep

require ["convert"];
convert "immge/tiff" "inmmge/jpeg" ["pix-x=320","pix-y=240"];

3.2. Exanple 2

In the followi ng exanple, all "image/tiff" body parts of the nmessage
are converted to "inmage/jpeg", as in Exanple 1. |If the conversions
were successful, those nessages are then filed into a nmail box called
"I NBOX. pics". Oher nessages (those with no image/tiff body parts)
are subject to the inplicit keep, and have not been converted.

require ["mne", "fileinto", "convert"];
if header :mime :anychild :contenttype
"Content - Type" "inage/tiff"

if (convert "image/tiff" "inmagel/jpeg" ["pix-x=320","pix-y=240"])

fileinto "1 NBOX pics";

}
}

3.3. Exanple 3

In the followi ng exanple, only "image/tiff" body parts with a
Content-Disposition of "inline" are converted. WMatching parts that
are larger than 500 kil obytes are converted using an inmage resol ution
of 640x480 pixels, and those snaller are converted to 320x240 pi xel s.
The nessage disposition is not changed, so the inplicit keep will be
in effect unless something else in the script changes that.

require ["mne", "foreverypart”, "fileinto", "convert"];
foreverypart

if header :mnme :param"fil ename" :contains

"Cont ent - Di sposi tion" "inline"
{
if size :over "500K"
{
convert "immge/tiff" "inmmge/jpeg" ["pix-x=640","pix-y=480"];
} else {

Mel ni kov, et al. St andards Track [ Page 5]



RFC 6558 Si eve CONVERT March 2012

convert "image/tiff" "image/jpeg" ["pix-x=320","pix-y=240"];
}

}
}

[... script continues ...]
3.4. Exanple 4

The foll owi ng exanpl e shows sone tricky interactions between nultiple
"convert" actions and other disposition-type actions.

require ["nmine", "foreverypart"
"fileinto", "redirect", "convert"];

# The first "if" block will convert all image/tiff body parts
# to 640x480 jpegs and will file the nessage
# into the "I NBOX pics" nmumilbox as converted at this point.
if header :mime :anychild :contenttype
"Cont ent - Type" "inmage/tiff"

convert "immge/tiff" "inmmge/|jpeg" ["pix-x=640","pix-y=480"];
fileinto "I NBOX. pics";

}

# The second bl ock, the "foreverypart" |loop, will convert al

# inline jpegs to 320x240 resolution... including any tiff body
# parts that had been converted in the first bl ock, above.

# Therefore, any tiff that had been converted to a 640x480 jpeg
# will be re-converted to a 320x240 jpeg here if its

# Content-Disposition is specified as "inline"

foreverypart

if header :minme :param"filenane" :contains
"Content-Di sposition” "inline"
{

}
}

# The third block will take any nessage that contains a header
# field called "Mbile-Link" and redirect it to the user’s
# nmobil e address. The redirected nessage will include both
# conversi ons above, from bl ock one and bl ock two.
if exists "Mobile-Link"
{
redirect "joe@mbil e.exanple.cont;

}

convert "image/jpeg" "image/jpeg" ["pix-x=320","pix-y=240"];
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4.

# The fourth block will file the nmessage into "Tiff" if it
# contains any tiff body parts. But because of the earlier
# conversion (in the first block), there will never be any
# tiff body parts, so this "fileinto" will never happen
if header :minme :anychild :contenttype

"Cont ent - Type" "inage/tiff"

fileinto "Tiff";

{

}

# Now, at the end of the script processing, the Sieve
# processor will performan inplicit keep if none of
# the "fileinto" and "redirect"” actions were taken

# The kept nessage will include any conversions that
# were done (that is, any fromthe second bl ock).

Security Considerations

Security considerations given in | MAP CONVERT [ RFC5259] and Sieve
[ RFC5228] are relevant to this docunent. There are no additiona
security considerations resulting from conbining the two.

| ANA Consi der ati ons

| ANA has added the following registration to the "Si eve Extensions"
registry, as defined in RFC 5228:

Capabi lity nanme: convert

Description: adds a new Sieve test and action that enable Sieve
scripts to performdata conversions on the message being
del i vered

RFC nunber: RFC 6558

Cont act address: The Sieve discussion |ist <sieve@etf.org>
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