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Abst ract

The Routing Protocol for Low Power and Lossy Networks (RPL) includes
routing information in data-plane datagrans to quickly identify

i nconsistencies in the routing topology. This docunent describes the
RPL Option for use anpbng RPL routers to include such routing

i nformation.
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I nt roducti on

RPL is a distance vector |Pv6 routing protocol designed for Low Power
and Lossy Networks (LLNs) [RFC6550]. Such networks are typically
constrained in energy and/or channel capacity. To conserve precious
resources, a routing protocol nust generate control traffic
sparingly. However, this is at odds with the need to quickly
propagate any new routing information to resolve routing

i nconsi stenci es qui ckly.

To help minimze resource consunption, RPL uses a slow proactive
process to construct and nmaintain a routing topology but a reactive
and dynami c process to resolving routing inconsistencies. 1In the
steady state, RPL maintains the routing topology using a lowrate
beaconi ng process. However, when RPL detects inconsistencies that
may prevent proper datagramdelivery, RPL temporarily increases the
beacon rate to quickly resolve those inconsistencies. This dynamc
rate control operation is governed by the use of dynamic tiners also
referred to as "Trickle" timers and defined in [RFC6206]. In
contrast to other routing protocols (e.g., OSPF [ RFC2328]), RPL
detects routing inconsistencies using data-path verification, by
including routing information within the datagramitself. In doing
so, repair nechanisns operate only as needed, allow ng the contro
and data planes to operate on simlar tine scales. The main
nmotivation for data-path verification in LLNs is that control-plane
traffic should be carefully bounded with respect to the data traffic.
Intuitively, there is no need to solve routing issues (which may be
tenporary) in the absence of data traffic.
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RPL constructs a Directed Acyclic Gaph (DAG that attenpts to

m nimze path costs to the DAG root according to a set of nmetrics and
hj ective Functions. There are circunstances where | oops may occur,
and RPL is designed to use a data-path |oop detection nmethod. This
is one of the known requirenents of RPL, and other data-path usage

m ght be defined in the future.

To that end, this docunent defines a new |IPv6 option, called the RPL
Option, to be carried within the | Pv6 Hop-by-Hop header. The RPL
Option is only for use between RPL routers participating in the sane
RPL | nstance.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Overview

The RPL Option provides a mechanismto include routing information
with each datagramthat a router forwards. When receiving datagrans
that include routing information, RPL routers process the routing
information to help maintain the routing topol ogy.

Every RPL router along a packet’'s delivery path processes and updates
the RPL Option. |If the received packet does not already contain a
RPL Option, the RPL router nust insert a RPL Option before forwarding
it to another RPL router. This docunent also specifies the use of

| Pv6-in-1Pv6 tunneling [ RFC2473] when attaching a RPL option to a
packet. Use of tunneling ensures that the original packet remains
unnodi fied and that ICVMP errors return to the RPL Option source

rat her than the source of the original packet.

3. Format of the RPL Option
The RPL Option is carried in an | Pv6 Hop-by-Hop Options header,

i medi ately following the I Pv6 header. This option has an alignnent
requi renent of 2n. The option has the follow ng format:
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Figure 1: RPL Option
Option Type: 0x63

Opt Data Len: 8-bit field indicating the length of the option, in
octets, excluding the Option Type and Opt Data Len fields.

Down "O: 1-bit flag as defined in Section 11.2 of [RFC6550]. The
processing SHALL follow the rul es described in Section 11.2 of
[ RFC6550] .

Rank-Error "R : 1-bit flag as defined in Section 11.2 of [RFC6550].
The processing SHALL follow the rul es described in Section 11.2
of [ RFC6550].

Forwardi ng-Error "F : 1-bit flag as defined in Section 11.2 of
[ RFC6550]. The processing SHALL follow the rul es described in
Section 11.2 of [RFC6550].

RPLI nstancel D 8-bit field as defined in Section 11.2 of [RFC6550].
The processing SHALL follow the rul es described in Section 11.2
of [ RFC6550].

Sender Rank: 16-bit field as defined in Section 11.2 of [RFC6550].
The processing SHALL follow the rul es described in Section 11.2
of [ RFC6550].

The two high order bits of the Option Type MJST be set to '01' and
the third bit is equal to 1. Wth these bits, according to

[ RFC2460], nodes that do not understand this option on a received
packet MUST discard the packet. Al so, according to [ RFC2460], the
values within the RPL Option are expected to change en route. The
RPL Option Data Length is variable.
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The action taken by using the RPL Option and the potential set of
sub-TLVs carried within the RPL Option MJST be specified by the RFC
of the protocol that uses that option. No sub-TLVs are defined in
this docunment. A RPL device MUST skip over any unrecogni zed sub-TLVs
and attenpt to process any additional sub-TLVs that nmay appear after

RPL Rout er Behavi or

Dat agrans sent between RPL routers MJST include a RPL Option or RPL
Sour ce Route Header ([RFC6554]) and MAY include both. A datagram
including a Source Routing Header (SRH) does not need to include a
RPL Option since both the source and internediate routers ensure that
the SRH does not contain | oops.

When the router is the source of the original packet and the
destination is known to be within the same RPL | nstance, the router
SHOULD i nclude the RPL Option directly within the original packet.

O herwi se, routers MJST use | Pv6-in-1Pv6 tunneling [ RFC2473] and

pl ace the RPL Option in the tunnel header. Using |IPv6-in-I1Pv6
tunneling ensures that the delivered datagram remains unnodified and
that ICMPv6 errors generated by a RPL Option are sent back to the
router that generated the RPL Option.

A RPL router chooses the next RPL router that should process the

original packet as the tunnel exit-point. |In some cases, the tunne
exit-point will be the final RPL router along a path towards the
original packet’s destination, and the original packet will only
traverse a single tunnel. One exanple is when the final destination

or the destination’s attachnment router is known to be within the sane
RPL | nst ance.

In other cases, the tunnel exit-point will not be the final RPL
router along a path and the original packet may traverse nultiple
tunnels to reach the destination. One exanple is when a RPL router
is simply forwarding a packet to one of its Destination-Oiented DAG
(DODAG parents. In this case, the RPL router sets the tunnel exit-
point to a DODAG parent. Wen forwarding the original packet hop-by-
hop, the RPL router only makes a determnation on the next hop
towards the destination.

A RPL router receiving an | Pv6-in-1Pv6 packet destined to it
processes the tunnel packet as described in Section 3 of [RFC2473].
Before | Pv6 decapsul ation, the RPL router MJST process the RPL
Option, if one exists. After |Pv6 decapsulation, if the router
determines that it should forward the original packet to another RPL
router, it MJST encapsul ate the packet again using |Pv6-in-IPv6
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tunneling to include the RPL Option. Fields within the RPL Option
that do not change hop-by-hop MJST remain the sane as those received
fromthe prior tunnel

RPL routers are responsible for ensuring that a RPL Option is only
used between RPL routers:

1. For datagrans destined to a RPL router, the router processes the
packet in the usual way. For instance, if the RPL Option was
i ncluded using tunnel ed node and the RPL router serves as the
tunnel endpoint, the router renpoves the outer |Pv6 header, at the
sane time renoving the RPL Option as well.

2. Datagrans destined el sewhere within the sane RPL | nstance are
forwarded to the correct interface.

3. Datagrans destined to nodes outside the RPL Instance are dropped
if the outernost | Pv6 header contains a RPL Option not generated
by the RPL router forwarding the datagram

To avoid fragnmentation, it is desirable to enploy MIU sizes that
all ow for the header expansion (i.e., at |least 1280 + 40 (outer IP
header) + RPL_OPTI ON_MAX SIZE), where RPL_OPTION MAX SIZE is the
maxi mum RPL Option header size for a given RPL network. To take
advant age of this, however, the comunicating endpoints need to be
aware of the MIU along the path (i.e., through Path MU Di scovery).
Unfortunately, the |arger MIU size may not be available on all I|inks
(e.g., 1280 octets on |IPv6 Low Power Wrel ess Personal Area Network
(6LOWPAN) links). However, it is expected that nmuch of the traffic
on these types of networks consists of rmuch snaller nessages than the
MIU, so performance degradation through fragnentati on would be
limted.

Security Considerations

The RPL Option assists RPL routers in detecting routing
i nconsi stencies. The RPL nmessage security mechanisns defined in
[ RFC6550] do not apply to the RPL Opti on.

DAG | nconsi stency Attacks

Using the Down 'O flag and SenderRank field, an attacker can cause
RPL routers to believe that a DAG i nconsi stency exists within the RPL
Instance identified by the RPLInstancelD field. This attack woul d
cause a RPL router to reset its DODAG Information Cbject (D O
Trickle tinmer and begin transmtting D O messages nore frequently.
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In order to avoid any unacceptabl e i npact on network operations, an
inmplementation MAY limt the rate of Trickle timer resets caused by
receiving a RPL Option to no greater than MAX RPL_OPTI ON_RANK ERRORS
per hour. A RECOWENDED val ue for MAX_RPL_OPTI ON_RANK_ERRCRS is 20.

Destination Advertisenent Object (DAO Inconsistency Attacks

In Storing nmode, RPL routers maintain Downward routing state. Under
normal operation, the RPL Option assists RPL routers in cleaning up
stale Downward routing state by using the Forwarding-Error 'F flag
to indicate that a datagram could not be delivered by a child and is
bei ng sent back to try a different child. Using this flag, an
attacker can cause a RPL router to discard Downward routing state.

In order to avoid any unacceptabl e i npact on network operations, an
implementation MAY limt the rate of discarding Dowward routing
state caused by receiving a RPL Option to no greater than
MAX_RPL_OPTI ON_FORWARD_ERRORS per hour. A RECOMVENDED val ue for
MAX_RPL_OPTI ON_FORWARD _ERROCRS is 20.

In Non-Storing node, only the Low Power and Lossy Network Border
Router (LBR) nmintains Downward routing state. Because RPL routers
do not mmintain Downward routing state, the RPL Option cannot be used
to nmount such attacks.

| ANA Consi der ati ons

| ANA has assigned a new value in the Destination Options and Hop- by-
Hop Options registry. The value is as foll ows:

Hex Val ue Bi nary Val ue
act chg rest Descri ption Ref erence
0x63 01 1 00011 RPL Option [ RFC6553]

As specified in [ RFC2460], the first two bits indicate that the |IPv6
node MJST discard the packet if it doesn't recognize the option type,
and the third bit indicates that the Option Data may change en route.
The remaining bits serve as the option type.

| ANA has created a registry called RPL-option-TLV, for the sub-TLVs
carried in the RPL Option header. New codes nmay be all ocated only by
| ETF Review [ RFC5226]. The type field is an 8-bit field whose val ue
be between 0 and 255, incl usive.
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