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1. I nt roduction

[DKIM defines a nmechanismfor transparent domain-I|evel signing of
messages for the purpose of declaring that a particul ar

ADmi ni strative Managenent Dormai n (ADMD) takes sone responsibility for
a message

DKIM however, deliberately makes no bi ndi ng between the DNS domain
of the Signer and any other identity found in the nmessage. Despite
this, there is an automati c human perception that an Author Domain
Signature (one for which the RFC5322. From domai n mat ches the DNS
domai n of the Signer) is nore valuable or trustworthy than any other.

To enable a third party to apply DKIM signatures to nessages, the

DKI M speci fication suggests delegation to a third party of either
subdonmai ns or private keys, so that the third party can add DKI M
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signatures that appear to have been added by the Author ADMD. Absent
is a protocol by which an Aut hor ADMD can announce that nessages
bearing specific valid DKIM signatures on its mail, which are added
by other ADMDs, are to be treated as if they were signed by the

Aut hor ADMD itself. This neno presents an experinental mechani sm for
doi ng so, called Authorized Third-Party Signatures (ATPS).

ATPS augnents the semantics of DKIM by providing to the Verifier
multiple identifiers rather than one. Specifically, it validates the
identifier found in the DKIM signature, and then provides the
RFC5322. From domai n for eval uati on.

This meno al so registers, per [AUTHRES], the neans to indicate to
agents downstream of the Verifier that a third-party signature
verification occurred.

2. Definitions

2.1. Key Wrds
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2.2. Email Architecture Term nol ogy

Readers are advised to be familiar with the material and term nol ogy
di scussed in [MAIL] and [ EMAI L- ARCH] .

3. Roles and Scope
The context of this protocol involves the follow ng roles:

0 ADmnistrative Managenent Donmi ns (ADMDs), whose DNS donmain
nane(s) appear in the RFC5322. Fromfield of a [ MAIL] nessage;

0 ATPS Signers, which apply [DKIM signatures using their own
domai ns, but on behalf of the nessage Author’s ADMD;, and

o the Verifier, who inplenents the signature validation procedures
described in [DKIM.

An ADMD inpl enents this protocol if it wi shes to announce that a
signature fromany in a set of specified DNS donmains is to be

consi dered equivalent to one fromthe ADVMD itself. For example, an
ADMD mi ght wi sh to del egate signing authority for its DNS domain to
an approved nmessagi ng service provider w thout doing the work of key
transfer described in Appendix B.1.1 of [DKIM. An authorized ATPS
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Signer nakes a claimof this relationship via newtags in the DKIM
signature, and the ADMD confirns this claimby publishing a specific
TXT record in its DNS

A Verifier inplenents this protocol if it wishes to ensure that a
message bears one or nore signatures from sources authorized to sign
mai | on behalf of the ADVMD, and identify for special treatnent mail
that nmeets (or does not neet) that criterion. It will do so by
treating the Signer’s authorization on behalf of the Author’s ADMD to
mean that the Signer’s signature is equivalent to one affixed by the
Aut hor’ s ADMD.

4. Queries and Replies

This section describes in detail the queries issued, the replies
recei ved, and how they should be interpreted and appli ed.

4.1. Hash Sel ection

The Author’s ADMD will indicate authorization of a third party to
sign its mail via the presence of a DNS TXT record that contains an
encoding of the third party’s DNS domain nane. There are two
supported nethods for doing so -- one that involves a plain copy of
the third party’s DNS donmi n nanme, and one that involves an encoded
versi on of the name. The encodi ng nechanismis provided so that any
domai n nane can be added to the DNS in a fixed length, so that |onger
third-party domai n nanes are not excluded from participation because
of the overall length limt on a DNS query.

If selected, the encodi ng nechani smrequires constructing a di gest of
the third party’s DNS domai n name. The Author ADVMD MJST sel ect a

di gest ("hash") method currently supported by DKIM (see Section 7.7
of [DKIM), and this selection needs to be communicated to the ATPS
Signer, as it is used in generation of the third-party signatures.

Where the encodi ng nechanismis not used, the ATPS Signer MJST use a
hash name of "none".

The full DNS mechanismis specified in Section 4. 3.
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4. 2. Extension to DKIM

[DKIM signhatures contain a "tag=val ue" sequence. This protocol wll
add additional tags called "atps" and "atpsh".

When the ATPS Signer generates a DKIM signature for another ADMVD, it
MUST put its own domain in the signature’s "d" tag, and include an
"atps" tag that has as its value the domain name of the ADVD on whose
behal f it is signing.

The tag nane that carries the nane of the selected hash algorithmis
"atpsh". This tag MUST also be included, as it is required as part
of the algorithmthat will be enacted by the Verifier

The formal syntax definition, per [ABNF], is as follows:
dki matps-tag = %61.74.70. 73 *WSP "=" *WSP donai n- nane

dki mat psh-tag = %61. 74.70. 73. 68 *WBP "=" *WSP
( "none" / key-h-tag-alg )

"domai n- nane" and "key-h-tag-alg" are defined in [DKIM. Note that
according to [DKIM, internationalized domain nanes are to be encoded
as A-labels, as described in Section 2.3 of [IDNA].

The registration for these tags can be found in Section 8.
4.3. ATPS Query Details

When a [DKIM signature including an "atps" tag is successfully
verified, and is considered acceptable to the Verifier according to
any local policy requirenments (which are not discussed here or in
[DKIM), the Verifier conmpares the domain nane in the value of that
tag with the one found in the RFC5322. From field of the message. The
mat ch MUST be done in a case-insensitive manner.

If they do not match, the "atps" tag MJST be ignored.

If they do match, the Verifier issues a DNS TXT query, as specified
bel ow, | ooking for confirmation by the Author ADMD that the ATPS
Signer is authorized by that ADMD to sign nail on its behal f. Were
mul tiple DKIMsignatures including valid "atps" tags are present,
these queries MAY be done in any order or MAY be done in parallel

VWhere the RFC5322. Fromfield contains multiple addresses, this

process SHOULD be applied if the "atps" tag’'s val ue matches any of
the domains found in that field. These MAY be done in any order
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Note that the algorithmuses hashing, but this is not a security
mechanism See Section 9.2 for discussion
The nane for the query is constructed as foll ows:

1. Select the hash algorithmfromthe "atpsh" tag in the signature.
If the hash al gorithm specified does not appear in the |ist
registered with 1 ANA as one valid for use with DKIM (see
Section 7.7 of [DKIM), and is not the reserved name "none" as
descri bed above, abort the query.

2. Extract the value of the "d=" tag fromthe signature

3. Convert any uppercase characters in that string to their
| ower case equi val ents.

4. 1f the selected hash algorithmis not "none", apply the follow ng
addi ti onal steps:

A. Feed the resulting string to the sel ected hash al gorithm

B. Convert the output of the hash to a string of printable ASClI
characters by applying base32 encoding as defined in
Section 6 of [BASE32]. The base32 encoding is used because
its output is restricted to characters that are |legal for use
in labels in the DNS, and it is evaluated the sane way in the
DNS whet her encoded usi ng uppercase or | owercase characters.

5. Append the string ". _atps."

6. Append the domain name found in the "atps" tag of the validated
si gnature.

The query’s formal syntax definition, per [ABNF], is as follows:

atps-query = ( 1*63BASE32 / donai n- nane )
% 2e. 5f.61. 74. 70. 73. 2e donai n- hane

BASE32 = ( ALPHA / 9%%32-37 )

The width limt of 63 on the base32 encoding is based on the naximum
label limt as defined in Section 2.3.4 of [DNS].

See Appendix A for an exanple of a query construction.
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4.4. ATPS Reply Details

In the descriptions below, the | abel NOERROR synbolizes DNS response
code ("rcode") 0, and NXDOVAI N represents rcode 3. See Section 4.1.1
of [DNS] for further details.

At this time, only three possibilities need to be identified in this
speci fication:

0 An answer is returned (i.e., [DNS] reply code NOCERROR with at
| east one answer) containing a valid ATPS reply. |In this case,
the protocol has been satisfied and the Verifier can conclude that
the signing domain is authorized by the ADMD to sign its mail
Furt her queries SHOULD NOT be initiated.

0 No answer is returned (i.e., [DNS] reply code NXDOVAI N, or NCERROR
with no answers), or one or nore answers have been returned as
descri bed above but none contain a valid ATPS reply. In this
case, the Signer has not been authorized to act as a third-party
Signer for this ADVMD, and thus the Verifier MJST continue to the
next query, if any.

0 An error is returned (i.e., any other [DNS] reply code). It is no
| onger possible to determ ne whether or not this nmessage satisfies
the ADMD' s |ist of authorized third-party Signers. The Verifier
SHOULD st op processing and defer the message for |ater processing,
such as requesting a tenmporary failure code fromthe Mil Transfer
Agent (MTA).

If all queries are conpleted and return either NXDOVAIN or NOCERROR
with no answers, then the Signer was not authorized by the ADVD

A valid ATPS reply consists of a sequence of tag=value pairs as
described in Section 3.2 of [DKIM. The follow ng tags and val ues
are currently supported in ATPS records:

d: Dormain (plain-text; RECOWENDED). This tag includes a plain-text
copy of the DNS domai n being authorized as an ATPS Signer. This
is included to assist with collision detections; for exanple, if
the base32 encoding of this name is not the sane as the base32
portion of the query, or nore sinply if this name is not the sane
as that found in the "atps" tag, a hash collision could have
occurred. |Its use where no nane hashi ng has occurred is
redundant. The ABNF is as foll ows:

atps-d-tag = %64 [FWS] "=" [FWS] donmi n- nane
; FWs is defined in [DKIM
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5

v: Version (plain-text; REQURED). This tag indicates the version of
the ATPS specification to which the record conplies. The record
MJST be ignored if the value is not "ATPS1". The ABNF is as
fol | ows:

atps-v-tag = W76 [FW8] "=" [FWS] %41.54.50.53. 31
; FW5 is defined in [ DKIM

Interpretation

For each DKIM signature that verifies (see Section 6 of [DKIM), if a
Verifier succeeds in confirnmng that the Author’s ADVD aut horized the
ATPS Signer using this protocol, then the Verifier SHOULD eval uate
the message as though it contained a valid signature fromthe
Author’s ADMD. It MAY al so i ndependently eval uate the ATPS Si gner
when det erm ni ng nessage di sposition

This assertion is based on the fact that the ADMVMD explicitly endorsed
the ATPS Signer. Therefore, a nodul e assessing reputation that is
based on DKI M signature verification SHOULD apply the reputation of
the Author’s ADMD domain instead of, or in addition to, that of the
ATPS Si gner donai n.

Rel ati onship to ADSP

[ ADSP] defined a protocol by which the owner of an Author Donain can
adverti se a request to message receivers that nmessages bearing no
val id author signature be treated with suspicion or even discarded

A Verifier inplenenting both Author Domain Signing Practices (ADSP)
and ATPS MUST test ATPS first. |If ATPS indicates a valid del egation,
the Verifier MJST act, with respect to ADSP, as though the nessage
has a valid Author Domain Signature (because that’s what the

del egati on neans), and no ADSP test is required.

Experi ment Process

The working group that devel oped DKI M considered a third-party
mechani sm such as this one to be controversial, in terns of need and
practicality, and decided that an alternative nechani smwas
sufficient. However, this was not based on actual experience, as
there is no specific history on this question. Thus, this experinent
was devi sed.
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8.

8.

The experimental protocol described here has been inplenented as an
extension to DKIMin two software products, one of which is open
source and seeing increasingly wide use. It is included there to
al | ow custoners of those systens to nmake use of it if they believe
such third-party assertions are useful to the overall DKIM nmechani sm
Furt her adoption as part of the experinment is wel conme and encouraged.

Use of the protocol and anecdotes of how it affects the overall DKIM
experience will be collected by those inplenenters and the author of
this meno. Those participating in the experinent are al so advised to
observe and report the inpact of what is discussed in Section 9.4,
especially with respect to MIA | atency that nmay be introduced.

If the response is substantial and positive, advancenent al ong the
St andards Track m ght be warranted.

I ANA Consi derations
Thi s section enunerates requested | ANA acti ons.
1. ATPS Tag Registry
| ANA has created an Authorized Third-Party Signature (ATPS) Tag
Regi stry, under the Donmi nKeys Identified Mail (DKIM Paraneters
group, to enunerate the tags that are valid for use in ATPS records.
New regi strations or updates MJST be made in accordance with the
"Specification Required" guidelines described in [IANA]. Such
regi stry changes MJUST contain the follow ng infornation:
1. Name of the tag being registered or updated
2. The docunent where the specification is created or updated
3. The status of the tag, one of "active" (tag is in current use),
"deprecated" (tag is in current use but its use is discouraged),

or "historic" (tag is no longer in use)

The registry’s initial entries are bel ow

+--m o= Fom ek T +
| Tag | Reference | Status
+--- - - T R +
| d | [RFC6541] | active
+--m - - R Fomm oo +
| v | [RFCB541] | active
+--m o= Fom ek T +
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8.2. Emmil Authentication Methods Registry Update
The foll owi ng has been added to the Email Authentication Methods
registry (in the Email Authentication Paraneters group) established
by [ AUTHRES] as per [l ANA]:
Met hod:  dki m at ps
Defined In: [RFC6541]
ptype: header

property: from

value: contents of the [MAIL] From header field, with conments
renmoved

8.3. Emmil Authentication Result Names Registry Update
The foll owi ng have been added to the Email Authentication Result
Nanes registry (in the Email Authentication Parameters group)
established by [ AUTHRES] as per [|ANA]:
Code: none
Exi sting/ New Code: existing
Defined In: [AUTHRES]
Aut h Met hod: dki m at ps
Meaning: No valid DKIM signatures were found on the message bearing
"at ps" tags.
Code: pass
Exi sting/ New Code: existing
Defined In: [AUTHRES]
Aut h Met hod: dki m at ps

Meani ng: An ATPS eval uation was perforned, and a valid signature
froman authorized third party was found on the message.
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Code: fail

Exi sting/ New Code: existing

Defined In: [AUTHRES]

Aut h Met hod: dki m at ps

Meaning: Al valid DKIMsignatures bearing an "atps" tag either did
not reference a domain nanme found in the RFC5322. Fromfield, or
the ATPS test(s) perfornmed failed to confirma third-party
aut hori zati on.

Code: tenperror

Exi sting/ New Code: existing

Defined In: [AUTHRES]

Aut h Met hod: dki m at ps

Meani ng: An ATPS eval uation could not be conpleted due to sone error
that is likely transient in nature, such as a tenporary DNS error.
A later attenpt m ght produce a final result.

Code: pernerror

Exi sting/ New Code: existing

Defined In: [AUTHRES]

Aut h Met hod: dki m at ps

Meani ng: An ATPS eval uati on could not be conpl eted due to some error

that is not likely transient in nature, such as a pernmanent DNS
error. Alater attenpt is unlikely to produce a final result.
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8.4. DKIM Signhature Tag Specifications Registry

The foll owi ng have been added to the DKIM Signhature Tag
Specifications registry (in the Donai nKeys Identified Mail (DKIM
Par anet ers group) established by [DKIM as per [|ANA]

Fommma - S Fommmaa - +
| Type | Reference | Status
R, R Fomm oo +
| atps | [RFC6541] | active
S DT S S I +
| atpsh | [RFC6541] | active
ommma - S IR Fommmaa - +

9. Security Considerations

Thi s section discusses potential security issues related to this
experinental protocol

9.1. Hash Sel ecti on

The sel ection of the hash algorithmto be used (see Section 4.1) has
security inplications, as weaker algorithnms have nore risk of
collision, meaning a second DNS donmain nane could in theory be
constructed to appear to have been authorized by the Author ADND.

At the time of publication of [DKIM, use of SHA256 was preferred
over SHAl for this reason, though support for both has been
mai ntai ned. See Section 3.3 of [DKIM for additional discussion

9.2. False Privacy

The fact that the authorized third-party domain nanme i s hashed and
then encoded with base32 night give sone the fal se sense that the

rel ati onship between the two parties is sonehow protected. This is
not the case. Indeed, the very purpose of this protocol is to nmake
it possible for such relationships to be discovered, so such an
obscuration woul d make that process nore difficult wthout a shared
secret delivered out-of-band to nessage verifiers (which al so adds
further conplexity). Rather, the hash and encode steps are done
merely to convert any third-party domain nane to a fixed width in the
construction of the DNS query.
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9. 3.

9. 4.

10.

10.

Transient Security Failures

Approving a third-party Signer exposes the ADVMD to the risk that the
third-party Signer becones conprom sed and then begins to sign
mal i ci ous or nui sance nessages on behal f of the ADMD. This can
obviously reflect negatively on the ADVMD, and the inpact of this can
becone nore severe as automated domain reputation systens are

devel oped and depl oyed. Thorough vetting and nonitoring practices by
ADMDs of third-party Signers will likely need to beconme the norm

Load on the DNS

A Verifier participating in DKIM ADSP, and ATPS will now issue a
nunber of TXT queries to the DNS equal to as many as one (for the
ADSP query) plus the number of signatures on the nessage (one for
each key that is to be verified) plus the nunber of signatures that
val idated and that also bear an "atps" tag. This is in addition to
any PTR and A queries the MIA m ght issue at the time the actual
message relaying or delivery is initiated. GObviously, this can be
burdensome on the DNS at both ends, and waiting for that nunber of
queries to return when they are issued in parallel could trigger
tineouts in the MIA

An alternative that has not yet been explored is the storage of the
ATPS data at a specific URL tied to the Author’s domain nanme. This
woul d al l eviate pressure on the DNS at the expense of requiring the
ADMD to operate a web server (which has its own security
inplications) and the addition of the establishnent of a TCP
connection. Moreover, the Verifier would be well advised to

i npl ement caching of this data to prevent ATPS from being used as a
deni al - of - servi ce vector

See Section 8.5 of [DKIM for further discussion of DNS-rel ated
i ssues.
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Appendi x A.  Exanple Query and Reply

This section presents an exanmple of the use of this protocol to query
for a third-party authorization and di scusses the interpretation of
the result.

Presume a nessage for which the RFC5322. From donmin is "exanpl e.cont,
and it bears two valid signatures, from "one.exanple.net" and from
"two. exanpl e.net”, each with an "atps" tag whose value is
"exanpl e. cont', and an "atpsh" tag whose value is "shal". The
followi ng actions are taken

1. A SHA1l hash of "one.exanple.net" is conputed and then converted
to printable formusing base32 encoding, resulting in the string
" QSP41 4D24CRHOPDZ3O3ZI U2KSGS3X676" .

2. A TXT query is issued to
" QSP4| 4D24CRHOPDZ3(BZI U2KSGS3X6Z6. _at ps. exanpl e. coni'.

3. If avalid reply arrives, the algorithmstops with [ AUTHRES]
result "pass”. |If a DNS error code other than NXDOVAIN is
returned, the algorithmstops with a result of "tenperror" or
"pernerror" as appropriate.

4. A SHA1l hash of "two.exanple.net" is conputed and then converted
to printable formusing base32 encoding, resulting in the string
" ZTZGRRV3F45A4 U6 HLDKBF3ZCOMV2AI X!

5. A TXT query is issued to
" ZTZGRRV3F45A4UBHLDKBF3ZCOMV2AIX. _at ps. exanpl e. cont'.

6. If awvalid reply arrives, the algorithmstops with [ AUTHRES]
result "pass”. |If a DNS error code other than NXDOVAIN is
returned, the algorithmstops with a result of "tenperror" or
"pernerror" as appropriate.

7. As there are no valid signatures left to test, the algorithm
stops with an "unknown" result.

Appendi x B. Choice of DNS RR Type

It was proposed that this work appear within the DNS under a new
Resource Record (RR) Type. Although this is possibly an appropriate
thing to do, consideration was also given to the fact that mgajor
portions of DKIM al ready use an ASClII|-based "tag=val ue" syntax, and
store key and ADSP data in the DNS using TXT resource records. To
enabl e re-use of existing DKIMcode, it was decided to re-use the TXT
message schene.
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