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Abst ract

Crypt ographi c protocols based on public-key nethods have been
traditionally based on certificates and Public Key Infrastructure
(PKlI) to support certificate managenent. The enmerging field of

I dentity-Based Encryption (IBE) protocols allows sinplification of
infrastructure requirenents via a Private-Key Generator (PKG while
providing the sanme flexibility. However, one significant limtation
of IBE nmethods is that the PKG can end up being a de facto key escrow
server, with undesirabl e consequences. Another observed deficiency
is alack of nmutual authentication of comunicating parties. This
docunent specifies the ldentity-Based Authenticated Key Exchange

(1 BAKE) protocol. |BAKE does not suffer fromthe key escrow probl em
and in addition provides nutual authentication as well as perfect
forward and backward secrecy.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6539

I ndependent Subm ssions Editor Note

Thi s docunent specifies the lIdentity-Based Authenticated Key Exchange
(IBAKE) protocol. Due to its specialized nature, this docunent
experienced limted reviewwithin the Internet Conmunity. Readers of
this RFC should carefully evaluate its value for inplenmentation and
depl oynent .
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1. Introduction

Aut henti cated key agreenents are cryptographic protocols where two or
nore participants authenticate each other and agree on key materi al
used for securing future comunication. These protocols could be
symetric key or asymretric public-key protocols. Symretric-key
protocol s require an out-of-band security mechanismto bootstrap a
secret key. On the other hand, public-key protocols traditionally
require certificates and a | arge-scale Public Key Infrastructure
(PKI). dearly, public-key nethods are nore flexible; however, the
requirenent for certificates and a | arge-scale PKI have proved to be
challenging. In particular, efficient methods to support |arge-scale
certificate revocation and nanagenent have proved to be el usive

Recently, Identity-Based Encryption (1BE) protocols have been
proposed as a viable alternative to public-key nethods by replacing
the PKI with a Private-Key Generator (PKG. However, one significant
limtation of IBE nmethods is that the PKG can end up being a de facto
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key escrow entity (i.e., an entity that has sufficient information to
decrypt communi cated data), wth undesirable consequences. Another
limtation is a lack of nutual authentication between comruni cating
parties. This docunent specifies an ldentity-Based Authenticated Key
Encryption (I BAKE) protocol that does not suffer fromthe key escrow
probl em and that provides nmutual authentication. |In addition, the
schenme described in this docunent allows the use of tine-bound public
identities and corresponding public and private keys, resulting in
automatic expiration of private keys at the end of a time span
indicated in the identity itself. Wth the self-expiration of the
public identities, the traditional real-tine validity verification
and revocation procedures used with certificates are not required.

For exanple, if the public identity is bound to one day, then, at the
end of the day, the public/private key pair issued to this peer wll
sinmply not be valid anynore. Nevertheless, just as with public-key-
based certificate systens, if there is a need to revoke keys before
the designated expiry tine, comrunication with a third party will be
needed. Finally, the protocol also provides forward and backward
secrecy of session keys; i.e., a session key produced using |BAKE is
al ways fresh and unrelated to any past or future sessions between the
protocol participants.

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.1. |IBE Definition

Identity-Based Encryption (IBE) is a public-key encryption technol ogy
that allows a public key to be calculated froman identity and a set
of public paraneters, and the corresponding private key to be
calculated fromthe public key. The public key can then be used by
an Initiator to encrypt nessages that the recipient can decrypt using
the corresponding private key. The IBE framework is defined in

[ RFC5091], [RFC5408], and [ RFC5409].

2.2. Abbreviations

EC Elliptic Curve

| BE I dentity-Based Encryption

| BAKE I dentity-Based Authenticated Key Exchange
| Di Initiator’'s ldentity
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K_PUB
PKG

PKI
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Responder’s ldentity
Public Key
Pri vat e- Key Cener ator

Public Key Infrastructure

2.3. Conventions

o Eis an elliptic curve over a finite field F.

o Pis a point on E of large prime order.

0O s is anon-zero positive integer. s is a secret stored in a PKG
This is a systemw de secret and not reveal ed outside the PKG

0 sPis the public key of the systemthat is known to al
participants. sP denotes a point on E, and denotes the point P
added to itself s times where addition refers to the group
operation on E.

0 Hl is a known hash function that takes a string and assigns it to
a point on the elliptic curve, i.e., HL(A) = QA on E, where Ais
usual Iy based on the identity.

o E(k, A) denotes that Ais IBE-encrypted with the key k

0 s||t denotes concatenation of the strings s and t.

0 K PUBx denotes a public key of x.
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3. ldentity-Based Authenticated Key Exchange
3.1. Overview
| BAKE consists of a three-way exchange between an Initiator and a

Responder. In the figure below, a conceptual signaling diagram of
| BAKE i s depi ct ed.

+-- -+ +-- -+
[ 1] | R
+---+ +---+
MESSAGE_1
.................................. >
MESSAGE_2
o o o o o e e o e e e e e e e e e e e e e e e me oo -
MESSAGE_3
__________________________________ >

Figure 1: Exanpl e | BAKE Message Exchange

The Initiator (1) and Responder (R) are attenpting to nutually

aut henti cate each other and agree on a key using |IBAKE. This
specification assunes that the Initiator and the Responder trust a
third party -- the PKG Rather than a single PKG different PKGs may
be involved, e.g., one for the Initiator and one for the Responder.
The Initiator and the Responder do not share any credenti al s;

however, they know or can obtain each other’s public identity (key)
as well as the public paraneters of each other’s PKG This

speci ficati on does not nmake any assunption on when and how the
private keys are obtained. However, to conplete the protoco
described (i.e., to decrypt encrypted nessages in the | BAKE protoco
exchange), the Initiator and the Responder need to have their
respective private keys. The procedures needed to obtain the private
keys and public paraneters are outside the scope of this
specification. The details of these procedures can be found in

[ RFC5091] and [RFC5408]. Finally, the protocol described in this
docunent relies on the use of elliptic curves. Section 3.3 discusses
the choice of elliptic curves. However, how the Initiator and the
Responder agree on a specific elliptic curve is left to the
application that is |everaging the | BAKE protocol (see [EAP-IBAKE],
for exanple).

The Initiator chooses a randomx. In the first step, the Initiator

computes xP (i.e., P, as a point on E, added to itself x times using
the addition law on E); encrypts xP, the ID, and the IDr using the

Responder’s public key (e.g., K PUBr=HL(IDr||date)); and includes
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this encrypted information in MESSAGE 1 sent to the Responder. In
this step, encryption refers to | BE as described in [ RFC5091] and
[ RFC5408] .

The Responder, upon receiving the nessage, |BE-decrypts it using its
private key (e.g., a private key for that date), and obtains xP. The
Responder further chooses a randomy and conputes yP. The Responder
then I BE-encrypts the Initiator’s identity (ID), its own identity
(IDr), xP, and yP using the Initiator’s public key (e.qg.

K _PUBi =H1(I Di || date)). The Responder includes this encrypted
information in MESSAGE 2 sent to the Initiator

The Initiator, upon receiving and | BE-decrypti ng MESSAGE 2, obtains
yP. Subsequently, the Initiator sends MESSACGE 3, which includes the
| BE-encrypted IDi, I1Dr, and yP, to the Responder. At this point,
both the Initiator and the Responder are able to conpute the sane
session key as xyP.

3.2. | BAKE Message Exchange
Initially, the Initiator selects a random x and conputes xP; the
Initiator MUST use a fresh, random value for x on each run of the
protocol. The Initiator then encrypts xP, the IDi, and the IDr using
the Responder’s public key (e.g., K PUBr=HL(IDr||date)). The
Initiator includes this encrypted information in MESSAGE_1 and sends
it to the Responder, as shown bel ow.
Initiator - > Responder

MESSAGE_1 = E(K_PUBr, ID || IDr || xP)

Upon receiving MESSAGE 1, the Responder SHALL performthe foll ow ng:
o0 Decrypt the nmessage as specified in [ RFC5091] and [ RFC5408].
o Obtain xP

0 Select a randomy and conpute yP. The Responder MJST use a fresh,
random val ue for x on each run of the protocol

o0 Encrypt the Initiator’s identity (ID), its own identity (IDr),
xP, and yP using the Initiator’'s public key (K PUBi).

Responder - > Initiator

MESSAGE 2 = E(K PUBi, ID || IDr || xP || yP)
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Upon receiving MESSACGE 2, the Initiator SHALL performthe foll ow ng:
0 Decrypt the message as specified in [ RFC5091] and [ RFC5408].

o Verify that the received xP is the sane as that sent in MESSAGE 1.
0o Onbtain yP.

o0 Encrypt its own identity (ID ), the Responder’s identity (IDr),
and yP using the Responder’s public key (K PUBi).

Initiator - -> Responder
MESSAGE_3 = E(K_PUBr, ID || IDr || yP)
Upon receiving MESSACGE 3, the Responder SHALL performthe foll ow ng:
o0 Decrypt the nmessage as specified in [ RFC5091] and [ RFC5408].
o Verify that the received yP is the sane as that sent in MESSAGE 2.

If any of the above verifications fail, the protocol halts;

otherwi se, followi ng this exchange, both the Initiator and the
Responder have authenticated each other and are able to conmpute xyP
as the session key. At this point, both protocol participants MJST
discard all internediate cryptographic values, including x and vy.
Simlarly, both parties MJST i medi ately di scard these val ues
whenever the protocol terminates as a result of a verification
failure or tineout.

3.3. Discussion
Properties of the protocol are as foll ows:

o0 Inmunity fromkey escrow. Cbserve that all of the steps in the
prot ocol exchange are encrypted using IBE. So, clearly, the PKG
can decrypt all of the exchanges. However, given the assunption
that PKGs are trusted and well behaved (e.g., PKGs will not nount
an active man-in-the-mddle (MtM attack), they cannot conpute
the session key. This is because of the hardness of the Elliptic
Curve Diffie-Hellman problem In other words, given xP and yP, it
is conputationally hard to conmpute xyP.

o Mitually authenticated key agreenent: (bserve that all of the
steps in the protocol exchange are encrypted using IBE. In
particular, only the Responder and its correspondi ng PKG can
decrypt the contents of MESSACE 1 and MESSAGE 3 sent by the
Initiator, and simlarly only the Initiator and its correspondi ng
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PKG can decrypt the contents of MESSAGE 2 sent by the Responder
Agai n, given the assunption rmade above -- that PKGs are trusted
and wel |l behaved (e.g., a PKGw |l not inpersonate a user to which
it issued a private key) -- upon receiving MESSACGE 2, the
Initiator can verify the Responder’s authenticity, since xP could
have been sent in MESSAGE 2 only after decryption of the contents
of MESSAGE_1 by the Responder. Sinmilarly, upon receiving
MESSAGE 3, the Responder can verify the Initiator’s authenticity,
since yP could have been sent back in MESSAGE 3 only after correct
decryption of the contents of MESSAGE 2 by the Initiator

Finally, both the Initiator and the Responder can agree on the
sane session key. In other words, IBAKE is a nutually

aut henti cated key agreement protocol based on IBE. The hardness
of the key agreement protocol relies on the hardness of the
Elliptic Curve Diffie-Hellman problem Thus, in any practica

i npl ementation, care should be devoted to the choice of elliptic
curve.

o Perfect forward and backward secrecy: Since x and y are random
xyP is always fresh and unrelated to any past or future sessions
between the Initiator and the Responder

0 No passwords: Clearly, the | BAKE protocol does not require any
of fli ne exchange of passwords or secret keys between the Initiator
and the Responder. |In fact, the nmethod is applicable to any two
parties communi cating for the first tine through any comunication
network. The only requirement is to ensure that both the
Initiator and the Responder are aware of each other’s public keys
and the public paraneters of the PKG that generated the
correspondi ng private keys.

0 PKG availability: Cbserve that PKGs need not be contacted during
an | BAKE protocol exchange, which dramatically reduces the
availability requirements on PKGs.

0 Choice of elliptic curves: This specification relies on the use of
elliptic curves for both IBE and Elliptic Curve Diffie-Hellmn
exchange. When making a decision on the choice of elliptic
curves, it is beneficial to choose two different elliptic curves
-- a non-supersingular curve for the internal cal cul ati ons of
Elliptic Curve Diffie-Hellnman values xP and yP, and a
supersingul ar curve for the |IBE encryption/decryption. For the
calculations of Elliptic Curve Diffie-Hellmn values, it is
beneficial to use the curves reconmended by N ST [ FI PS-186] .

These curves make the cal cul ations sinpler while keeping the
security high. On the other hand, |IBE systens are based on
bilinear pairings. Therefore, the choice of an elliptic curve for
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4.

4.

IBE is restricted to a famly of supersingular elliptic curves
over finite fields of large prime characteristic. The appropriate
elliptic curves for IBE are described in [ RFC5091].

o |Inplenmentation considerations: An inplenentation of | BAKE woul d
consist of two primary nodules, i.e., point addition operations
over a NI ST curve, and | BE operations over a supersingular curve.
The i npl enentati on of both nodules only needs to be aware of the
foll owi ng paraneters: (a) the full description of the curves that
are in use (fixed or negotiated), (b) the public paraneters of the
PKG used for the derivation of IBE private keys, and (c) the exact
public identity of each | BAKE participant. The know edge of these
paraneters is sufficient to performElliptic Curve Cryptography
(ECC) operations in different term nals and produce the same
results, independently of the inplenentation

Security Considerations

Thi s docunent is based on the basic |IBE protocol, as specified in

[ BF], [RFC5091]), [RFC5408], and [ RFC5409], and as such inherits sone
properties of that protocol. For instance, by concatenating the
"date" with the identity (to derive the public key), the need for any
key revocation nechanisns is virtually elimnated. Moreover, by
allowing the participants to acquire multiple private keys (e.g., for
duration of contract) the availability requirenents on the PKG are

al so reduced wi thout any reduction in security. The granularity
associated with the date is a matter of security policy and as such
is a decision made by the PKG admi nistrator. However, the
granularity applicable to any given participant should be publicly
avai |l abl e and known to other participants. For exanple, this

i nformati on can be made available in the sane venue that provides
"public information" on a PKG server (i.e., P, sP) needed to

execute | BE.

1. Cenera

Attacks on the cryptographic algorithns used in |IBE are outside the
scope of this docunment. It is assuned that any adm nistrator wll
pay attention to the desired strengths of the rel evant cryptographic
al gorithms based on an up-to-date understanding of the strength of
these algorithns frompublished literature, as well as to known

att acks.

It is assuned that the PKGs are secure, not conpronised, trusted, and
wi Il not engage in l|aunching active attacks independently or in a

col l aborative environment. Nevertheless, if an active adversary can

fool the parties into believing that it is a legitimte PKG then it

can nount a successful MtMattack. Therefore, care should be taken
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4.

2

when choosing a PKG I n addition, any malicious insider could
potentially | aunch passive attacks (by decryption of one or nore
message exchanges offline). Wile it is in the best interest of

adm nistrators to prevent such an issue, it is hard to elimnate this
problem Hence, it is assunmed that such problens will persist, and
hence the session key agreenent protocols are designed to protect
partici pants from passive adversaries

It is also assuned that the comunication between participants and
their respective PKGs is secure. Therefore, in any inplenentation of
the protocols described in this docunent, administrators of any PKG
have to ensure that communication with participants is secure and not
comprom sed

Finally, concatenating the date to the identity ensures that the
corresponding private key is applicable only to that date. This
serves to limt the danage related to a | eakage or conprom se of
private keys to just that date. This, in particular, elimnates the
revocation mechani snms that are typical to various certificate-based
public key protocols.

| BAKE Pr ot ocol

For the basic | BAKE protocol, froma cryptographic perspective, the
follow ng security considerations apply.

In every step, IBE is used, with the recipient’s public key. This
guarantees that only the intended recipient of the message and its
correspondi ng PKG can decrypt the nessage [ BF].

Next, the use of identities within the encrypted payload is intended
to elinmnate sonme basic reflection attacks. For instance, suppose we
did not use identities as part of the encrypted payload, in the first
step of the I BAKE protocol exchange (i.e., MESSAGE 1 of Figure 1 in
Section 3.1). Furthernore, assune that an adversary has access to
the conversation between the Initiator and the Responder and can
actively snoop packets and drop/nodify them before routing themto
the destination. For instance, assume that the |IP source address and
destination address can be nodified by the adversary. After the
first message is sent by the Initiator (to the Responder), the
adversary can take over and trap the packet. Next, the adversary can
nmodi fy the | P source address to include the adversary’s | P address,
before routing it on to the Responder. The Responder will assume
that the request for an | BAKE session cane fromthe adversary, and
will execute step 2 of the I BAKE protocol exchange (i.e., MESSAGE 2
of Figure 1 in Section 3.1) but encrypt it using the adversary’s
public key. The above nessage can be decrypted by the adversary (and
only by the adversary). |In particular, since the second nmessage
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i ncludes the challenge sent by the Initiator to the Responder, the
adversary will now | earn the chall enge sent by the Initiator.
Followi ng this, the adversary can carry on a conversation with the
Initiator, "pretending" to be the Responder. This attack will be
elimnated if identities are used as part of the encrypted payl oad.
In summary, at the end of the exchange, both the Initiator and the
Responder can nutually authenticate each other and agree on a
sessi on key.

Recal | that |BE guarantees that only the recipient of the message can
decrypt the nessage using the private key, with the caveat that the
PKG that generated the private key of the recipient of the nessage
can decrypt the nmessage as well. However, the PKG cannot l|earn the
public key xyP given xP and yP, based on the hardness of the Elliptic
Curve Diffie-Hellman problem This property of resistance to passive
key escrow fromthe PKGis not applicable to the basic |IBE protocols
proposed in [ RFC5091]), [RFC5408], and [ RFC5409].

oserve that the protocol works even if the Initiator and Responder
belong to two different PKGs. |In particular, the paraneters used for
encryption to the Responder and parameters used for encryption to the
Initiator can be conpletely different and i ndependent of each other
Moreover, the elliptic curve used to generate the session key xyP can
be conpletely different and can be chosen during the key exchange.

If such flexibility is desired, then it would be required to add
optional extra data to the protocol to exchange the al gebraic
primtives used in deriving the session key.

In addition to nutual authentication and resistance to passive
escrow, the Diffie-Hellman property of the session key exchange
guarant ees perfect secrecy of keys. In other words, accidental

| eakage of one session key does not conprom se past or future session
keys between the sanme Initiator and Responder
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