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whi ch the | oss episode netrics are to be neasured.
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1. Introduction
1.1. Background and Mdtivation

Packet loss in the Internet is a conplex phenonenon due to the bursty
nature of traffic and congestion processes, influenced by both end-
users and applications and the operation of transport protocols such
as TCP. For these reasons, the sinplest nodel of packet |oss -- the
singl e paraneter Bernoulli (independent) |oss nodel -- does not
represent the conplexity of packet |oss over periods of tine.
Correspondingly, a single loss nmetric -- the average packet |oss
ratio over sonme period of tine -- arising, e.g., froma stream of

Poi sson probes as in [ RFC2680] is not sufficient to determ ne the

ef fect of packet loss on traffic in general

Movi ng beyond single paraneter |oss nodels, Mrkovian and Markov-
nmodul ated | oss nodel s involving transitions between a good and bad
state, each with an associated |oss rate, have been proposed by
Glbert [Glbert] and nore generally by Elliot [Elliot]. In
princi pl e, Markovian nmodel s can be fornul ated over state spaces
involving patterns of |oss of any desired nunmber of packets.

However, further increase in the size of the state space nmakes such
nodel s cunbersone both for parameter estination (accuracy decreases)
and prediction in practice (due to conputational conplexity and
sensitivity to paraneter inaccuracy). |In general, the relevance and
i mportance of particular nodels can change in tinme, e.g., in response
to the advent of new applications and services. For this reason, we
are drawn to enpirical netrics that do not depend on a particul ar
nmodel for their interpretation

An enpirical neasure of packet |oss complexity, the index of

di spersion of counts (I1DC), conprise, for each t >0, the ratio v(t) /
a(t) of the variance v(t) and average a(t) of the nunber of | osses
over successive neasurenment w ndows of a duration t. However, a ful
characterization of packet |oss over tinme requires specification of
the IDC for each wi ndow size t>0

In the standards arena, | oss pattern sanple netrics are defined in

[ RFC3357]. Following the Glbert-Elliot nodel, burst metrics
specific for Voice over IP (VolP) that characterize conpl ete epi sodes
of lost, transmtted, and discarded packets are defined in [ RFC3611].

The above considerations notivate the fornulation of enpirica

metrics of one-way packet |oss that provide the sinplest
generalization of [RFC2680] (which is w dely adopted but only defines
a single loss-to-total ratio netric). The netrics defined here

Duffield, et al. St andards Track [ Page 4]



RFC 6534 Loss Epi sode Metrics for | PPM May 2012

capture deviations fromindependent packet |oss in a robust nodel -
i ndependent manner. The document al so defines efficient neasurenent
met hodol ogi es for these netrics.

1.1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Loss Episode Metrics and Bi - Packet Probes

The | osses experienced by the packet stream can be viewed as
occurring in |loss episodes, i.e., a maximal set of consecutively |ost
packets. This neno describes one-way | oss episode netrics: their
frequency and average duration. Although the average loss ratio can
be expressed in ternms of these quantities, they go further in
characterizing the statistics of the patterns of packet loss within
the stream of probes. This is useful information in understanding
the effect of packet |osses on application performance, since
different applications can have different sensitivities to patterns
of loss, being sensitive not only to the | ong-termaverage | oss rate,
but how | osses are distributed in tine. As an exanple, MPEG video
traffic may be sensitive to loss involving the I-frane in a group of
pi ctures, but further |losses within an episode of sufficiently short
duration have no further inpact; the damage is al ready done.

The | oss episode netrics presented here have the foll ow ng usefu
properties:

1. the netrics are enpirical and do not depend on an underlying
model ; e.g., the loss process is not assuned to be Markovian. On
the other hand, it turns out that the metrics of this memp can be
related to the special case of the Glbert Mdel paraneters; see
Section 7.

2. the metric units can be directly conpared with applications or
user requirenents or tolerance for network | oss perfornmance, in
the frequency and duration of |oss episodes, as well as the usua
packet |l oss ratio, which can be recovered fromthe | oss epi sode
metrics upon dividing the average | oss episode duration by the
| oss epi sode frequency.

3. the metrics provide the small est possible increnent in conplexity
beyond, but in the spirit of, the IP Performance Metrics (1 PPM
average packet loss ratio netrics [RFC2680], i.e., noving froma
single metric (average packet loss ratio) to a pair of nmetrics
(1 oss epi sode frequency and average | oss epi sode duration).
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1.

3.

The docurent al so descri bes a probi ng net hodol ogy under which |oss
epi sode nmetrics are to be nmeasured. The net hodol ogy conpri ses
sendi ng probe packets in pairs, where packets within each probe pair
have a fixed separation, and the tine between pairs takes the form of
a geonetric distributed nunber nultiplied by the sane separation
This can be regarded a generalization of Poisson probing where the
probes are pairs rather than single packets as in [RFC2680], and al so
of geonetric probing described in [RFC2330]. However, it should be
di stingui shed from back-to-back packet pairs whose change in
separation on traversing a link is used to probe bandwidth. In this
docunent, the separation between the packets in a pair is the
tenmporal resolution at which different |oss episodes are to be

di stingui shed. The nethodol ogy does not mneasure episodes of |oss of
consecuti ve background packets on the nmeasured path. One key feature
of this methodology is its efficiency: it estimates the average

| ength of | oss episodes without directly neasuring the conplete

epi sodes thenselves. Instead, this information is encoded in the
observed rel ative frequencies of the four possible outcones arising
fromthe | oss or successful transm ssion of each of the two packets
of the probe pairs. This is distinct fromthe approach of [RFC3611],
whi ch reports on directly neasured episodes.

The netrics defined in this menp are "derived netrics", according to
Section 6.1 of [RFC2330] (the I PPMfranmework). They are based on the
singleton loss nmetric defined in Section 2 of [RFC2680]

CQutline and Contents

0 Section 2 defines the fundanental singleton netric for the
possi bl e outcones of a probe pair: Type-P-One-way- Bi - Packet - Loss.

0 Section 3 defines sanple sets of this metric derived froma
general probe stream Type-P-One-way-Bi-Packet-Loss-Stream

0 Section 4 defines the prime exanple of the Bi-Packet-Loss-Stream
metrics, specifically Type-P-One-way-Bi-Packet-Loss- Geonetric-
Stream arising fromthe geonetric stream of packet-pair probes
that was described informally in Section 1.

0 Section 5 defines |oss episode proto-netrics that sumari ze the
outcones froma streamnetrics as an internediate step to formng
the | oss episode netrics; they need not be reported in general

0 Section 6 defines the final |oss episode netrics that are the
focus of this meno, the new netrics

*  Type- P- One-way- Bi - Packet - Loss- Geonet ri c- St ream Epi sode-
Duration, the average duration, in seconds, of a |oss episode.
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(o]

2

2. 1.

*  Type- P- One- way- Bi - Packet - Loss- Geornret ri c- St r eam Epi sode-
Frequency, the average frequency, per second, at which | oss
epi sodes start.

*  Type- P-One-way- Bi - Packet - Loss- Geonetric-Stream Ratio, which is
the average packet loss ratio nmetric arising fromthe geonetric
st ream probi ng net hodol ogy

Section 7 details applications and relations to existing |oss
nodel s.

Singl eton Definition for Type-P-One-way Bi-Packet Loss

Metric Nane

Type- P- One- way- Bi - Packet - Loss

2.2.

2. 3.

Metric Parameters

Src, the | P address of a source host

Dst, the I P address of a destination host

T1, a sending time of the first packet

T2, a sending time of the second packet, with T2>T1

F, a selection function defining unanbi guously the two packets
fromthe streamselected for the netric

P, the specification of the packet type, over and above the source
and destination addresses

Metric Units

A Loss Pair is pair (11, 12) where each of 11 and |2 is a binary
value 0 or 1, where 0 signifies successful transnission of a packet
and 1 signifies |oss.

The netric unit of Type-P-One-way-Bi-Packet-Loss is a Loss Pair.

2. 4.

1.

Metric Definition

"The Type-P- One-way- Bi - Packet -Loss with parameters (Src, Dst, T1,
T2, F, P) is (1,1)" means that Src sent the first bit of a Type-P
packet to Dst at wire-tinme Tl and the first bit of a Type-P
packet to Dst at wire-tinme T2>T1 and that neither packet was
received at Dst.
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2. "The Type-P-One-way-Bi - Packet-Loss with paranmeters (Src, Dst, T1,
T2, F, P) is (1,0)" means that Src sent the first bit of a Type-P
packet to Dst at wire-time Tl and the first bit of a Type-P
packet to Dst at wire-tine T2>T1 and that the first packet was
not received at Dst, and the second packet was received at Dst

3. "The Type- P- One-way- Bi - Packet-Loss with paraneters (Src, Dst, T1,
T2, F, P) is (0,1)" means that Src sent the first bit of a Type-P
packet to Dst at wire-time Tl and the first bit of a Type-P
packet to Dst at wire-tine T2>T1 and that the first packet was
received at Dst, and the second packet was not received at Dst

4. "The Type- P- One-way- Bi - Packet-Loss with paraneters (Src, Dst, T1,
T2, F, P) is (0,0)" means that Src sent the first bit of a Type-P
packet to Dst at wire-time Tl and the first bit of a Type-P
packet to Dst at wire-tinme T2>T1 and that both packets were
received at Dst.

2.5. Discussion
The purpose of the selection function is to specify exactly which
packets are to be used for neasurenent. The notion is taken from
Section 2.5 of [RFC3393], where exanples are discussed.

2.6. Methodol ogi es
The net hodol ogies related to the Type- P- One-way- Packet-Loss nmetric in
Section 2.6 of [RFC2680] are simlar for the Type-P-One-way-Bi -
Packet - Loss netric described above. |In particular, the nmethodol ogi es
described in RFC 2680 apply to both packets of the pair.

2.7. FErrors and Uncertainties
Sources of error for the Type-P- One-way- Packet-Loss nmetric in Section
2.7 of [RFC2680] apply to each packet of the pair for the Type-P-One-
way- Bi - Packet - Loss netric.

2.8. Reporting the Metric
Refer to Section 2.8 of [RFC2680].

3. General Definition of Sanmples for Type-P-One-way- Bi - Packet - Loss
G ven the singleton netric for Type-P-One-way-Bi - Packet - Loss, we now

define exanpl es of sanples of singletons. The basic idea is as
follows. We first specify a set of times Tl < T2 <...<Tn, each of
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3. 1.

3. 2.

3. 3.

3. 4.

3. 5.

Duf

which acts as the first tinme of a packet pair for a single Type-P-
One-way- Bi - Packet - Loss neasurenent. This results is a set of n
metric val ues of Type-P-One-way- Bi - Packet - Loss.

Metric Nane

Type- P- One- way- Bi - Packet - Loss- St ream

Metric Paraneters

o Src, the IP address of a source host

o Dst, the |IP address of a destination host

o (T11,T12), (T21,T22)....,(Tnl,Tn2) a set of n tines of sending
#Lges for packet pairs, with Tll < T12 <= T21 < T22 <=...<= Tnl <

o F, a selection function defining unanbi guously the two packets
fromthe stream selected for the nmetric

o P, the specification of the packet type, over and above the source
and destination address

Metric Units
A set L1,L2,...,Ln of Loss Pairs
Metric Definition

Each Loss Pair Li for i =1,....n is the Type-P-0One-way- Bi - Packet -
Loss with parameters (Src, Dst, Til, Ti2, Fi, P) where Fi is the
restriction of the selection function F to the packet pair at tine
Ti1, Ti2.

Di scussi on

The netric definition of Type-P-One-way-Bi-Packet-Loss-Streami s
sufficiently general to describe the case where packets are sanpl ed
froma preexisting stream This is useful in the case in which there
is a general purpose neasurenent stream set up between two hosts, and
we wi sh to select a substreamfromit for the purposes of |oss

epi sode nmeasurement. Packet pairs selected as bi-packet |oss probes
need not be consecutive within such a stream |In the next section,
we specialize this sonewhat to nore concretely describe a purpose
built packet stream for |oss episode neasurenent.
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3.6. Methodol ogi es

The net hodol ogies related to the Type- P- One-way- Packet-Loss nmetric in
Section 2.6 of [RFC2680] are simlar for the Type-P-One-way-Bi -

Packet - Loss-Stream netric descri bed above. In particular, the
met hodol ogi es described in RFC 2680 apply to both packets of each
pair.

3. 7. Errors and Uncertainties

Sources of error for the Type-P-One-way-Packet-Loss nmetric in Section
2.7 of [RFC2680] apply to each packet of each pair for the Type-P-
One-way- Bi - Packet - Loss-Stream netri c.

3.8. Reporting the Metric
Refer to Section 2.8 of [RFC2680].

4. An Active Probing Methodol ogy for Bi-Packet Loss
This section specializes the preceding section for an active probing
met hodol ogy. The basic idea is a follows. W set up a sequence of
evenly spaced tinmes T1 < T2 < ... < Tn. Each tine Ti is potentially
the first packet tine for a packet pair neasurenent. W make an
i ndependent random deci sion at each time, whether to initiate such a
measurenent. Hence, the interval count between successive tinmes at
which a pair is initiated follows a geonetric distribution. W also
specify that the spacing between successive tinmes Ti is the sane as
t he spaci ng between packets in a given pair. Thus, if pairs happen
to be launched at the successive times Ti and T(i+1l), the second
packet of the first pair is actually used as the first packet of the
second pair.

4.1. Metric Name
Type- P- One- way- Bi - Packet - Loss- Geonetri c- Stream

4.2. Metric Paraneters
0 Src, the | P address of a source host
o Dst, the | P address of a destination host

o TO, the randomy selected starting tinme [ RFC3432] for periodic
| aunch opportunities

o d, the time spacing between potential |aunch tines, Ti and T(i+1)
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4. 3.

4. 4.

4.5.

4. 6.

Duf

0 n, a count of potential neasurenment instants
0 (g, a launch probability

o F, a selection function defining unanbi guously the two packets
fromthe stream selected for the netric

o P, the specification of the packet type, over and above the source
and destination address

Metric Units
A set of Loss Pairs L1, L2, ..., Lmfor some m<=n
Metric Definition
For eachi =0, 1, ..., n-1 we formthe potential neasurenent tinme Ti

= TO + i*d. Wth probability q, a packet pair neasurenent is
launched at Ti, resulting in a Type-P-One-way- Bi - Packet-Loss with
paraneters (Src, Dst, Ti, T(i+l), Fi, P) where Fi is the restriction
of the selection function F to the packet pair at times Ti, T(i+1).
L1, L2,...Lmare the resulting Loss Pairs; mcan be |ess than n since
not all times Ti have an associ ated nmeasurenent.

Di scussi on

The above definition of Type-P-One-way-Bi-Packet-Loss-Geonetric-
Streamis equival ent to using Type-P-One-way-Bi - Packet - Loss- Stream
with an appropriate statistical definition of the selection function
F.

The nunber mof Loss Pairs in the nmetric can be | ess than the nunber
of potential measurement instants because not all instants may
generate a probe when the |launch probability q is strictly I ess than
1.

Met hodol ogi es

The net hodol ogi es follow from

o0 the specific tinme TO, fromwhich all successive Ti follow, and

o the specific time spacing, and

o the methodol ogi es discussion given above for the singleton Type-P-
One-way- Bi - Packet - Loss netric.
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4.

4.

5.

The issue of choosing an appropriate time spacing (e.g., one that is
mat ched to expected characteristics of |oss episodes) is outside the
scope of this docunent.

Note that as with any active neasurenent nethodol ogy, consideration
must be nmade to handl e out-of-order arrival of packets; see al so
Section 3.6. of [RFC2680].

7. Errors and Uncertainties

In addition to sources of errors and uncertainties related to

met hodol ogi es for measuring the singleton Type-P-One-way- Bi - Packet -
Loss metric, a key source of error when enmitting packets for Bi-
Packet Loss relates to resource limts on the host used to send the

packets. In particular, the choice of TO, the choice of the time
spaci ng, and the choice of the launch probability results in a
schedul e for sending packets. |Insufficient CPU resources on the

sendi ng host may result in an inability to send packets according to
schedule. Note that the choice of time spacing directly affects the
ability of the host CPU to neet the required schedule (e.g., consider
a 100 m crosecond spacing versus a 100 millisecond spacing).

For other considerations, refer to Section 3.7 of [RFC2680].
8. Reporting the Metric

Refer to Section 3.8. of [RFC2680].

Loss Epi sode Proto-Metrics

This section describes four generic proto-netric quantities
associated with an arbitrary set of Loss Pairs. These are the Loss-
Pai r- Counts, Bi-Packet-Loss-Ratio, Bi-Packet-Loss-Episode-Duration-
Nunber, Bi-Packet-Loss- Epi sode- Frequency-Nurber. Specific | oss

epi sode netrics can then be constructed when these proto-netrics
take, as their input, sets of Loss Pairs sanples generated by the
Type- P- One- way- Bi - Packet - Loss- Stream and Type- P- One- way- Bi - Packet -
Loss-Geonetric-Stream The second of these is described in

Section 4. It is not expected that these proto-nmetrics would be
reported thenselves. Rather, they are internmediate quantities in the
production of the final netrics of Section 6 bel ow, and coul d be
rolled up into netrics in inplenmentations. The nmetrics report |o0ss
epi sode durations and frequencies in terns of packet counts, since
they do not depend on the actual time between probe packets. The
final metrics of Section 6 incorporate tinmescales and yield durations
in seconds and frequencies as per second.

Duffield, et al. St andards Track [ Page 12]



RFC 6534 Loss Epi sode Metrics for | PPM May 2012

5.1. Loss-Pair-Counts

Loss-Pair-Counts are the absolute frequencies of the four types of
Loss Pair outcone in a sanple. More precisely, the Loss-Pair-Counts
associated with a set of Loss Pairs L1,,,,Ln are the nunbers N(i,j)
of such Loss Pairs that take each possible value (i,j) in the set (
(0,0), (0,1), (1,0), (1,1)).

5.2. Bi-Packet-Loss-Ratio
The Bi - Packet-Loss-Ratio associated with a set of n Loss Pairs
L1,,,,Ln is defined in terns of their Loss-Pair-Counts by the
quantity (N(1,0) + N(1,1))/n
Note this is formally equivalent to the loss nmetric Type-P-One-way-

Packet - Loss- Average from [ RFC2680], since it averages single packet
| osses.

5.3. Bi-Packet-Loss- Epi sode- Dur ati on- Nurber
The Bi - Packet - Loss- Epi sode- Dur ati on- Nunber associated with a set of n
Loss Pairs L1,,,,Ln is defined in terns of their Loss-Pair-Counts in
the follow ng cases:

0 (2*N(1,1) + N(0,1) + N(1,0)) / (N(O,1) + N(1,0)) if N(O, 1) +
N(1,0) > 0

o O if NO,1) + N(1,0) + N(1,1) = 0 (no probe packets | ost)
0 Undefined if N(O,1) + N(1,0) + N(0,0) = 0 (all probe packets |ost)

Note N(O,1) + N(1,0) is zero if there are no transitions between |oss
and no-| oss outcones.

5.4. Bi-Packet-Loss- Epi sode- Frequency- Nunber
The Bi - Packet - Loss- Epi sode- Frequency- Nunber associated with a set of
n Loss Pairs L1,,,,Ln is defined in terns of their Loss-Pair-Counts
as Bi-Packet-Loss-Ratio / Bi-Packet-Loss-Epi sode-Durati on- Nunber,
when this can be defined, specifically, it is as follows:

o (N(1,0) + N(1,1)) * (N(0,1) + N(1,0)) / (2*N(1,1) + N(O,1) +
N(1,0) ) / nif NO,1) + N(1,0) > 0

o 0if NO,1) + N(1,0) + N(1,1)

0 (no probe packets |ost)

o 1if NO,1) + N(1,0) + NO,0) 0 (all probe packets | ost)
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6

6

6

Loss Epi sode Metrics Derived from Bi - Packet Loss Probing

Metrics for the tine frequency and time duration of |oss episodes are
now defined as functions of the set of n Loss Pairs L1,....,Ln.

Al though a | oss episode is defined as a nmaxi mal set of successive

| ost packets, the | oss episode nmetrics are not defined directly in
terns of the sequential patterns of packet |oss exhibited by Loss
Pairs. This is because sanples, including Type-P-One-way- Bi - Packet -
Loss- Geonetric-Stream generally do not report all |ost packets in
each episode. Instead, the nmetrics are defined as functions of the
Loss-Pair-Counts of the sanple, for reasons that are now descri bed.

Consi der an idealized Type-P-One-way-Bi - Packet - Loss- Geonetri c- Stream
sanmple in which the launch probability g =1. It is shown in [ SBDRO8]
that the average nunber of packets in a |oss episode of this idea
sanple is exactly the Bi-Packet-Loss-Epi sode-Duration derived from
its set of Loss Pairs. Note this conputation nakes no reference to
the position of |ost packet in the sequence of probes.

A general Type-P-One-way- Bi - Packet - Loss- Geonetric-Stream sanmple with
| aunch probability q < 1, independently sanples, with probability q,
each Loss Pair of an idealized sanple. On average, the Loss-Pair-
Counts (if normalized by the total nunber of pairs) will be the sane
as in the idealized sanple. The | oss episode netrics in the genera
case are thus estimators of those for the idealized case; the
statistical properties of this estimation, including a derivation of
the estimation variance, is provided in [ SBDR08].

1. Geonetric Stream Loss Ratio
1.1. Metric Nane

Type- P- One- way- Bi - Packet - Loss- Geonetric-Stream Ratio

6.1.2. Metric Paraneters

0 Src, the | P address of a source host
o Dst, the | P address of a destination host

0o TO, the randomy selected starting tine [ RFC3432] for periodic
| aunch opportunities

o d, the time spacing between potential |aunch tinmes, Ti and T(i+1)

0 n, a count of potential neasurenent instants
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0 (g, a launch probability

o F, a selection function defining unanbi guously the two packets
fromthe stream sel ected for the netric

o P, the specification of the packet type, over and above the source
and destination address

6.1.3. Metric Units
A deci mal nunber in the interval [0, 1]

6.1.4. Metric Definition
The result obtained by conputing the Bi-Packet-Loss-Ratio over a
Type- P- One- way- Bi - Packet - Loss- Geonetric-Stream sanple with the netric
par ameters

6.1.5. Discussion
Type- P- One- way- Bi - Packet - Loss- Geonetric-Stream Ratio estimates the
fraction of packets lost fromthe geonetric stream of Bi-Packet
pr obes.

6.1.6. Methodol ogi es
Refer to Section 4.6.

6.1.7. Errors and Uncertainties
Because Type- P- One-way- Bi - Packet - Loss- Geonetric-Streamis sanpled in
general (when the launch probability q <1), the netrics described in
this section can be regarded as statistical estimtors of the
correspondi ng idealized version corresponding to g = 1. Estinmation
variance as it applies to Type-P-One-way-Bi - Packet - Loss- Geonetri c-
Stream Loss-Ratio is described in [ SBDROS].
For other issues, refer to Section 4.7

6.1.8. Reporting the Metric

Refer to Section 4.8.
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6.2. Ceonetric Stream Loss Episode Duration
6.2.1. Metric Nane

Type- P- One- way- Bi - Packet - Loss- Geonet ri c- St ream Epi sode- Dur ati on
6.2.2. Metric Paraneters

0o Src, the I P address of a source host

o Dst, the IP address of a destination host

o TO, the randomy selected starting tine [ RFC3432] for periodic
| aunch opportunities

o d, the time spacing between potential |aunch tines, Ti and T(i+1)
0 n, a count of potential neasurenent instants
0 (g, a launch probability

o F, a selection function defining unanbi guously the two packets
fromthe streamselected for the netric

o P, the specification of the packet type, over and above the source
and destination address

6.2.3. Metric Units
A non-negative nunber of seconds

6.2.4. Metric Definition
The result obtained by conputing the Bi-Packet-Loss-Epi sode-Duration-
Nunber over a Type- P- One-way- Bi - Packet - Loss- Geonetric-Stream sanpl e
with the metric paranmeters, then multiplying the result by the | aunch
spaci ng paraneter d.

6.2.5. Discussion
Type- P- One- way- Bi - Packet - Loss- Geonet ri c- St ream Epi sode- Dur ati on
estimates the average duration of a | oss episode, neasured in
seconds. The duration nmeasured in packets is obtained by dividing
the metric value by the packet |aunch spacing paraneter d.

6.2.6. Methodol ogi es

Refer to Section 4.6.
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6.2.7. Errors and Uncertainties
Because Type- P- One-way- Bi - Packet - Loss- Geonetric-Streamis sanpled in
general (when the launch probability q <1), the netrics described in
this section can be regarded as statistical estimators of the
correspondi ng idealized version corresponding to g = 1. Estination
variance as it applies to Type-P-One-way-Bi - Packet - Loss- Geonetri c-
St ream Epi sode-Duration is described in [ SBDR08].
For other issues, refer to Section 4.7
6.2.8. Reporting the Metric
Refer to Section 4.8.
6.3. Ceonetric Stream Loss Epi sode Frequency
6.3.1. Metric Nane
Type- P- One- way- Bi - Packet - Loss- Geonet ri c- St r eam Epi sode- Fr equency
6.3.2. Metric Paraneters
0 Src, the | P address of a source host

o Dst, the | P address of a destination host

0o TO, the randomy selected starting tine [ RFC3432] for periodic
| aunch opportunities

o d, the time spacing between potential l|aunch tines, Ti and T(i+1)
0 n, a count of potential neasurenent instants
0 (g, a launch probability

o F, a selection function defining unambi guously the two packets
fromthe stream selected for the nmetric

o P, the specification of the packet type, over and above the source
and destination address

6.3.3. Metric Units

A positive number
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6. 3. 4. Metric Definition

The result obtained by conputing the Bi-Packet-Loss-Epi sode-
Frequency- Nunber over a Type- P- One-way- Bi - Packet - Loss- Geonetri c-
Stream sanple with the netric paranmeters, then dividing the result by
the launch spacing paraneter d.

6. 3. 5. Di scussi on

Type- P- One- way- Bi - Packet - Loss- Geonet ri c- St r eam Epi sode- Fr equency
estimates the average frequency per unit tine with which |oss

epi sodes start (or finish). The frequency relative to the count of
potential probe |aunches is obtained by multiplying the metric val ue
by the packet |aunch spacing paraneter d.

6.3.6. Methodol ogi es
Refer to Section 4.6.
6.3.7. Errors and Uncertainties

Because Type- P- One-way- Bi - Packet - Loss- Geonetric-Streamis sanpled in
general (when the launch probability q <1), the netrics described in
this section can be regarded as statistical estimators of the
correspondi ng idealized version corresponding to g = 1. Estinmation
variance as it applies to Type-P-One-way-Bi - Packet - Loss- Geonetri c-

St ream Epi sode- Frequency is described in [ SBDRO8].

For other issues, refer to Section 4.7
6.3.8. Reporting the Metric

Refer to Section 4.8.
7. Applicability of Loss Episode Metrics
7.1. Relation to Glbert Mdel

The general G lbert-Elliot nodel is a discrete time Markov chain over
two states, Good (g) and Bad (b), each with its own i ndependent
packet loss ratio. In the sinplest case, the Good loss ratio is O,
while the Bad loss ratio is 1. Correspondingly, there are two

i ndependent parameters, the Markov transition probabilities P(g|b) =
1- P(b|b) and P(bjg) = 1- P(g|g), where P(i|j) is the probability to
transition fromstate j and step n to state i at step ntl. Wth
these paraneters, the fraction of steps spent in the bad state is
P(blg)/ (P(blg) + P(g|b)), while the average duration of a sojourn in
the bad state is 1/P(g|b) steps.
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Now i dentify the steps of the Markov chain with the possible sending
ti mes of packets for a Type-P-One-way- Bi - Packet - Loss- Geonetric-Stream
wi th launch spacing d. Suppose the |oss episode netrics Type-P-One-
way- Bi - Packet - Loss- Geonetric-Stream Rati o and Type- P- One-way- Bi -
Packet - Loss- Geonetri c- Stream Epi sode- Duration take the values r and

m respectively. Then, fromthe discussion in Section 6.1.5, the
foll owi ng can be equat ed:

r = P(blg)/(P(blg) + P(g|b)) and mid = 1/P(g|b).

These rel ationships can be inverted in order to recover the Gl bert
nmodel paraneters

P(g|b) = d/mand P(b]g)=d/m (1/r - 1)
8. Security Considerations

Conducting I nternet neasurenents raises both security and privacy
concerns. This nmeno does not specify an inplementation of the
metrics, so it does not directly affect the security of the Internet
or of applications that run on the Internet. However,inplenentations
of these netrics nust be mindful of security and privacy concerns.

There are two types of security concerns: potential harm caused by
the measurenents and potential harmto the nmeasurenents. The

measur enents coul d cause harm because they are active and inject
packets into the network. The measurenent parameters MJIST be
carefully selected so that the neasurenents inject trivial anmounts of
additional traffic into the networks they neasure. |f they inject
"too much" traffic, they can skew the results of the neasurenent and,
in extreme cases, cause congestion and denial of service. The

measur enents thensel ves coul d be harned by routers giving nmeasurenent
traffic a different priority than "normal" traffic, or by an attacker

injecting artificial neasurenent traffic. |If routers can recognize
measurenent traffic and treat it separately, the neasurenents nay not
reflect actual user traffic. |If an attacker injects artificia

traffic that is accepted as legitimte, the loss rate will be
artificially lowered. Therefore, the neasurenent methodol ogies
SHOULD i ncl ude appropriate techniques to reduce the probability that
measurenent traffic can be distinguished from"nornmal" traffic.

Aut henti cation techni ques, such as digital signatures, nay be used
where appropriate to guard against injected traffic attacks. The
privacy concerns of network measurenent are limited by the active
measur enents described in this meno: they involve no rel ease of user
dat a.
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