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Abst ract

Thi s docunent reproduces the Host/Host Protocol devel oped by the ARPA
Net wor k Worki ng Group during 1969, 1970, and 1971. It describes a
protocol used to nmanage communi cati on between processes residing on

i ndependent Hosts. It addresses issues of nultiplexing multiple
streans of comunication (including addressing, flow control,
connection establishment/di sestablishment, and other signaling) over
a single hardware interface. It was the official protocol of the
ARPA Network from January 1972 until the switch to TCP/IP in January
1983. It is offered as an RFC at this late date to help conplete the
hi storical record avail able through the RFC series.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for the historical record.

Thi s docunent defines a Historic Docunent for the Internet comunity.
This is a contribution to the RFC Series, independent of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6529
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1.

I nt roducti on

The Host/Host Protocol for the ARPA Network was created during 1969,
1970, and 1971 by the Network Working Group, chaired by Steve
Crocker, a graduate student at UCLA. Many of the RFCs with nunbers

| ess than 72, plus RFCs 102, 107, 111, 124, 132, 154, and 179 dealt
with the devel opment of this protocol. The first official docunent
defining the protocol was issued by Crocker on August 3, 1970 as
"Host - Host Protocol Docunent No. 1" (see citation in RFC 65), which
was based on RFC 54 by Crocker, Postel, Newkirk, and Kral ey.

Revi si on of Docunment No. 1 began in md-February 1971, as di scussed
in RFC 102. Although MKenzie is listed as the author of the January
1972 docunent, which superseded Docunent No. 1, it is nore correct to
say McKenzie was the person who conpiled and edited the docunent.

Most or all of the ideas in the docunent originated with others.

At the tinme "Host-Host Protocol Docurment No. 1" was issued it was not
gi ven an RFC nunber because it was not to be viewed as a "request for
commrents" but as a standard for inplenentation. It was one of a set
of such standards maintained as a separate set of docunentation by
the Network Information Center (NIC) at Stanford Research Institute
(SRI). The January 1972 version (N C 8246) reproduced here al so

foll owed that approach. It has been noted by nmany that al

subsequent standards were issued as RFCs, and the absence of the
Host/ Host Protocol specification fromthe RFC series creates a
curious gap in the historical record. It is to fill that gap that
this RFC is offered.

In 1972, nost ARPA Network docunents, RFCs and others, were prepared
and distributed in hard copy. The Host/Host Protocol docunent was
typed on a typewiter (probably an IBM Selectric), which had

i nt erchangeabl e print elenents, and used both italic and bol df ace
fonts in addition to the regular font. D agrams were drawn by a
graphic artist and pasted into the typed docunent. Since RFCs are
constrained to use a single typeface, we have tried to indicate
bol df ace by the use of either all capitals or by a double underline,
and to indicate italics by the use of underscores around words in

pl ace of spaces. The resulting docunent is a bit nore difficult to
read, but preserves the enphases of the original. O course, the
pagi nati on has changed, and we hope we have correctly nodified all of
the page nunbers. There were three footnotes in the origina
docunment and we have noved these into the text, set off by

i ndentati on and square brackets. A .pdf image of the origina
docunent can be found at

htt p: // www. cbi . um. edu/ host edpubl i cati ons/ pdf / McKenzi eNCP1972. pdf .
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2

A Few Comrents on Nomencl ature and Key Concepts

In the protocol definition, "RFC' is used to mean "Request for
Connection", which refers to either a "Sender to Receiver" or a
"Receiver to Sender" request to initiate a connection. In
retrospect, this seenms |ike an unnecessarily confusing choice of
t er mi nol ogy.

At the time this protocol was defined, it was given the

undi stingui shed name "Host-Host Protocol." The acronym "NCP" neant
"Network Control Programi and referred to the code that had to be
added to the operating systemw thin each host to enable it to
interact with its Interface Message Processor (I MP) and nanage

mul tiple connections. Over tine, and particularly in the context of
the change fromthis protocol to TCP/IP, this protocol was conmonly
called "NCP" and t he expansi on changed to "Network Control Protocol."

Thi s protocol was superseded by TCP. In this docunment, the protoco
is referred to as a second layer (or "level") protocol, whereas in
current witings TCP is usually referred to as a | ayer 4 protocol
When this protocol was created, it was expected that over tinme new
| ayers would be created on top of, below, and even in between

exi sting | ayers.

This protocol used a separate channel (the control link) to manage
connections. This was abandoned in future protocols.

In this design, there was no checksum or other formof error contro
except for the RST. There had been in earlier versions, but it was
removed at the insistence of the | MP designers who argued vigorously
that the underlying network of | MPs would never |ose a packet or
deliver one with errors. Al though the | M°P network was generally
quite reliable, there were instances where the interface between the
I MP and the host could drop bits, and, of course, experience with
congestion control as the network was nore heavily used nade it clear
that the host layer would have to deal with occasional |osses in
transm ssion. These changes were built into TCP

Uncertainty about timng constraints in the design of protocols is
evident in this docunment and renmmins a source of anbiguity,
limtation, and error in today's design processes.
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3. Host/Host Protocol Document

Host / Host Pr ot ocol
for the
ARPA Net wor k

Prepared for the Network Working G oup by
Al ex McKenzie
BBN
January 1972
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PREFACE

Thi s docunent specifies a protocol for use in conmunication between
Host conputers on the ARPA Network. In particular, it provides for
connection of independent processes in different Hosts, control of
the flow of data over established connections, and several ancillary
functions. Although basically self-contained, this docunent
specifies only one of several ARPA Network protocols; all protoco
specifications are collected in the docunent

_Current _Network Protocols, N C #7104

Thi s document supersedes N C #7147 of the sane title. Principal
di fferences between the docunents include:

prohi biti on of spontaneous RET, ERP, and RRP commands

- a discussion of the problem of unanswered CLS commands (page 16)

- a discussion of the inplications of queueing and not queueing
RFCs (page 14)

- the strong reconmendati on that recei ved ERR commands be | ogged,

and sone additional ERR specifications.

In addition to the above, several nminor editorial changes have been
made.

Al 't hough there are many individuals associated with the network who
are know edgeabl e about protocol issues, individuals with questions
pertaining to Network protocols should initially contact one of the
fol | owi ng:

St eve Crocker

Advanced Research Projects Agency
1400 W1 son Boul evard

Arlington, Virginia 22209

(202) 694-5921 or 5922

Al ex McKenzi e

Bol t Ber anek and Newmran | nc.
50 Moulton Street

Canbri dge, Massachusetts 02133
(617) 491-1350 ext. 441

Jon Post el

University of California at Los Angel es
Conput er Sci ence Depart nent

3732 Boelter Hall

Los Angeles, California 90024

(213) 325-2363
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. I NTRODUCTI ON

The ARPA Network provides a capability for geographically separated
conputers, called Hosts, to comunicate with each other. The Host
conputers typically differ fromone another in type, speed, word

| ength, operating system etc. Each Host computer is connected into
the network through a | ocal snmall conmputer called an _Interface_
_Message_Processor_(IMP). _ The conplete network is forned by

i nterconnecting these IMPs, all of which are virtually identical,

t hrough wi deband conmuni cations |ines supplied by the tel ephone
conpany. Each IMP is programmed to store and forward nessages to the
nei ghboring IMPs in the network. During a typical operation, a Host
passes a nessage to its local IMP, the first 32 bits of this nessage
i nclude the "network address" of a destination Host. The nmessage is
passed fromIMP to | MP through the Network until it finally arrives
at the destination IMP, which in turn passes it along to the
destination Host.

Speci fications for the physical and | ogical nmessage transfer between
a Host and its local I MP are contained in Bolt Beranek and Newran
(BBN) Report No. 1822. These specifications are generally called the
_first _level protocol or Host/IMP Protocol. This protocol is not by
itself, however, sufficient to specify meani ngful comrunication

bet ween processes running in tw dissimlar Hosts. Rather, the
processes nust have sonme agreenent as to the nmethod of initiating
communi cation, the interpretation of transmtted data, and so forth.
Al though it would be possible for such agreenents to be reached by
each pair of Hosts (or processes) interested in comrunication, a nore
general arrangenent is desirable in order to mninize the amount of

i npl ement ati on necessary for Network-w de conmmuni cation

Accordingly, the Host organi zations fornmed a Network Wrki ng G oup
(NWG) to facilitate an exchange of ideas and to fornul ate additiona
specifications for Host-to-Host comunications.

The NWG has adopted a "l ayered" approach to the specification of
conmuni cati ons protocol. The inner layer is the Host/| M protocol
The next |ayer specifies methods of establishing communi cations

pat hs, managi ng buffer space at each end of a comunications path,
and providing a nmethod of "interrupting” a communications path. This
protocol, which will be used by all higher-level protocols, is known
as the _second | evel protocol, or Host/Host protocol. (It is worth
noting that, although the | MP sub-network provides a capability for
_message_swi tching, _ the Host/Host protocol is based on the concept
of _line_switching._ ) Exanples of further |ayers of protoco
currently devel oped or anticipated incl ude:
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1) An _Initial_Connection_Protocol _ (1CP) which provides a conveni ent
standard nethod for several processes to gain sinultaneous access
to some specific process (such as the "logger") at another Host.

2) A _Tel ecommuni cation_Network (TELNET) protocol which provides for
the "mappi ng" of an arbitrary keyboard-printer terminal into a
Network Virtual Terminal (NVT), to facilitate comunication
between a term nal user at one Host site and a term nal -serving
process at some other site which "expects” to be connected to a
(local) termnal logically different fromthe (renpte) termna
actually in use. The TELNET protocol specifies use of the ICP to
establish the comuni cation path between the term nal user and the
term nal -servi ce process

3) A _Data_Transfer_ protocol to specify standard nethods of
formatting data for shipnent through the network

4) A File Transfer_ protocol to specify nmethods for reading,
witing, and updating files stored at a remote Host. The File
Transfer protocol specifies that the actual transm ssion of data
shoul d be performed in accordance with the Data Transfer protocol

5) A Gaphics_ protocol to specify the neans for exchangi ng graphics
di splay information.

6) A _Rempte_Job_Service_ (RJS) protocol to specify methods for
submitting input to, obtaining output from and exercising contro
over Hosts which provide batch processing facilities.

The remai nder of this docunent describes and specifies the Host/Host,
or second |evel, protocol as fornulated by the Network Wrking G oup
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I'1. COVMMUNI CATI ON CONCEPTS

The | MP sub-network inmposes a nunber of physical restrictions on
conmuni cati ons between Hosts; these restrictions are presented in BBN

Report Nunber 1822. 1In particular, the concepts of |eaders,
messages, padding, links, and nessage types are of interest to the
desi gn of Host/Host protocol. The follow ng di scussion assumnes that

the reader is famliar with these concepts.

Al though there is little uniformty anbng the Hosts in either
hardwar e or operating systens, the notion of multiprogranmm ng

dom nates nobst of the systens. These Hosts can each concurrently
support several users, with each user running one or nore processes.
Many of these processes may want to use the network concurrently, and
thus a fundamental requirenent of the Host/Host protocol is to

provi de for process-to-process comuni cation over the network. Since
the first level protocol only takes cogni zance of Hosts, and since
the several processes in execution within a Host are usually

i ndependent, it is necessary for the second | evel protocol to provide
a richer addressing structure.

Anot her factor which influenced the Host/Host protocol design is the
expectation that typical process-to-process conmmunication will be
based, not on a solitary nessage, but rather upon a sequence of
messages. One exanple is the sending of a | arge body of information,
such as a data base, fromone process to another. Another example is
an interactive conversation between two processes, w th nmany
exchanges.

These considerations led to the introduction of the notions of
connections, a Network Control Program a "control link", "contro
commands", connection byte size, message headers, and sockets.

A _connection_ is an extension of a link. A connection couples two
processes so that output fromone process is input to the other
Connections are defined to be sinplex (i.e., unidirectional), so two
connections are necessary if a pair of processes are to converse in
both directions.

Processes within a Host are envisioned as comruni cating with the rest
of the network through a Network Control Program (NCP), resident in

that Host, which inplenments the second | evel protocol. The prinmary
function of the NCP is to establish connections, break connections,
and control data flow over the connections. W w || describe the NCP

as though it were part of the operating system of a Host supporting
mul ti programm ng, although the actual nethod of inplenenting the NCP
may be different in sonme Hosts
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In order to acconplish its tasks, the NCP of one Host nust
comruni cate with the NCPs of other Hosts. To this end, a particular
i nk between each pair of Hosts has been designated as the

_control _link.  Messages transmtted over the control link are
called _control _nessages_*, and nust always be interpreted by an NCP
as a sequence of one or nore _control_commands . For exanple, one

ki nd of control command is used to initiate a connection, while
another kind carries notification that a connecti on has been
term nat ed

[*Note that in BBN Report Nunber 1822, nessages of non-zero type
are called control nessages, and are used to control the flow of

i nformati on between a Host and its IMP. In this docunent, the
term"control message" is used for a nessage of type zero
transmtted over the control link. The |IMPs take no specia

noti ce of these nessages.]

The concept of a nessage, as used above, is an artifact of the | M
sub- networ k; network nmessage boundaries may have little intrinsic
meani ng to comruni cati ng processes. Accordingly, it has been decided
that the NCP (rather than each transmitting process) should be
responsi bl e for segmenting interprocess communication into network
messages. Therefore, it is a principal of the second | evel protoco
that no significance may be inferred from nessage boundaries by a
receiving process. _The_only_exception_to_this_principle_is_in_
_control _nmessages, _each_of _whi ch_rust _contai n_an_i nt egral _nunber _of _
_control _commands. _

Si nce nessage boundaries are selected by the transmtting NCP, the
recei ving NCP nust be prepared to concatenate successive nmessages
fromthe network into a single (or differently divided) transni ssion
for delivery to the receiving process. The fact that Hosts have
different word sizes nmeans that a nmessage fromthe network m ght end
in the mddle of a word at the receiving end, and thus the
concatenati on of the next nessage might require the receiving Host to
carry out extensive bit-shifting. Because bit-shifting is typically
very costly in terms of conputer processing time, the protoco

i ncludes the notions of connection byte size and nessage headers.

As part of the process of establishing a connection, the processes

i nvol ved nust agree on a _connection_byte size.  Each nessage sent
over the connection must then contain an integral nunber of bytes of
this size. Thus the pair of processes involved in a connection can
choose a nutually conveni ent byte size, for exanple, the | east comon
multiple of their Host word lengths. It is inportant to note that
the ability to choose a byte size _nust_be available to the
processes involved in the connection; an NCP is prohibited from

i mposing an arbitrary byte size on any process running in its own
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Host. In particular, an outer |ayer of protocol nmay specify a byte
size to be used by that protocol. |If sone NCP is unable to handle
that byte size, then the outer layer of protocol will not be

i npl ement abl e on that Host.

The | MP sub-network requires that the first 32 bits of each nessage
(called the | eader) contain addressing information, including
destination Host address and |link number. The second |evel protoco
extends the required information at the begi nning of each nmessage to
a total of 72 bits; these 72 bits are called the nessage header. A
Il ength of 72 bits is chosen since nost Hosts either can work
conveniently with 8-bit units of data or have word | engths of 18 or
36 bits; 72 is the least common nultiple of these lengths. Thus, the
I ength chosen for the message header shoul d reduce bit-shifting

probl enms for many Hosts. |In addition to the |eader, the nessage
header includes a field giving the byte size used in the nessage, a
field giving the nunber of bytes in the nmessage, and "filler" fields.
The format of the nmessage header is fully described in Section |V.

Anot her maj or concern of the second |level protocol is a method for
reference to processes in other Hosts. Each Host has sone interna
schene for nam ng processes, but these various schenmes are typically
different and nay even be inconpatible. Since it is not practical to
i mpose a comon internal process nam ng schene, a standard

i ntermedi ate nane space is used, with a separate portion of the nane
space allocated to each Host. Each Host must have the ability to map
internal process identifiers into its portion of this name space.

The el ements of the nane space are called _sockets. A socket forns
one end of a connection, and a connection is fully specified by a
pair of sockets. A socket is identified by a Host nunber and a
32-bit socket number. The same 32-bit nunber in different Hosts
represents different sockets.

A socket is either a _receive_socket or a _send socket, and is so
marked by its loworder bit (0 = receive; 1 = send). This property
is called the socket’s _gender._ The sockets at either end of a
connecti on nust be of opposite gender. Except for the gender, second
| evel protocol places no constraints on the assignment of socket
nunmbers within a Host.
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I'11. NCP FUNCTI ONS

The functions of the NCP are to establish connections, termnate
connections, control flow, transmt interrupts, and respond to test
inquiries. These functions are explained in this section, and
control commands are introduced as needed. |In Section |V the formats
of all control commuands are presented together

Connection Establi shment

The commands used to establish a connection are STR (sender-to-
receiver) and RTS (receiver- to-sender).

[ *The nunber shown above each control command field is the |length
of that field in bits.]

The STR conmmand is sent froma prospective sender to a prospective
receiver, and the RTS froma prospective receiver to a prospective
sender. The send socket field nanes a socket local to the
prospective sender; the receive socket field names a socket local to
the prospective receiver. 1In the STR command, the "size" field
contains an unsigned binary nunber (in the range 1 to 255; zero is
prohi bited) specifying the byte size to be used for all nessages over
the connection. |In the RTS command, the "link" field specifies a
I'ink nunber; all nessages over the connection nust be sent over the
link specified by this nunber. These two commands are referred to as
requests-for-connection (RFCs). An STR and an RTS match if the
recei ve socket fields match and the send socket fields match. A
connection is established when a matching pair of RFCs have been
exchanged. Hosts are_prohibited fromestablishing nore than_one_
_connection_to_any | ocal socket.

Wth respect to a particular connection, the Host containing the send
socket is called the _sending_Host_and the Host containing the
recei ve socket is called the receiving Host. A Host nmay connect
one of its receive sockets to one of its send sockets, thus becomn ng
bot h the sending Host and the receiving Host for that connection
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These terns apply only to data flow, control nessages will, in
general, be transnmitted in both directions.

A Host sends an RFC either to request a connection, or to accept a
foreign Host's request. Since RFC conmands are used both for
requesting and for accepting the establishnment of a connection, it is
possible for either of two cooperating processes to initiate
connection establishment. As a consequence, a family of processes
may be created with connection-initiating actions built-in, and the
processes within this famly may be started up (in different Hosts)
in arbitrary order provided that appropriate queueing is perforned by
the Hosts invol ved (see bel ow).

_There_is_no_prescribed lifetime for_an RFC. _ A Host is pernmitted to
queue incom ng RFCs and withhold a response for an arbitrarily |ong
time, or, alternatively, to reject requests (see Connection
Termination below) imediately if it does not have a matchi ng RFC
outstanding. It nay be reasonable, for exanple, for an NCP to queue
an RFC that refers to sonme currently unused socket until a loca
process takes control of that socket number and tells the NCP to
accept or reject the request. O course, the Host which sent the RFC
may be unwilling to wait for an arbitrarily long tine, so it may
abort the request. On the other hand, sonme NCP inpl enentati ons may
not include any space for queueing RFCs, and thus can be expected to
reject RFCs unless the RFC sequence was initiated |ocally.

_Queuei ng_Consi derations_

The deci sion to queue, or not queue, incom ng RFCs has inportant

i mplications which NCP inplenenters nust not ignore. Each RFC which
i s queued, of course, requires a small amount of nenory in the Host
doi ng the queueing. |If each incomng RFC is queued until a |oca
process seizes the |ocal socket and accepts (or rejects) the RFC, but
no |l ocal process ever seizes the socket, the RFC nust be queued
"forever." Theoretically this could occur infinitely many tines
(there is no reason not to queue several RFCs for a single |oca
socket, letting the I ocal process decide which, if any, to accept)
thus requiring infinite storage for the RFC queue. On the other
hand, if no queueing is performed the cooperating processes described
above will be able to establish a desired connection only by accident
(when they are started up such that one issues its RFC while the RFC
of the other is in transit in the network -- clearly an unlikely
occurrence).

Per haps the nost reasonable solution to the probl ens posed above is
for _each_ NCP to give processes running in its own Host two options
for attenpting to initiate connections. The first option would allow
a process to cause an RFC to be sent to a specified renote socket;
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with the NCP notifying the process as to whether the RFC were
accepted or rejected by the rennote Host. The second option woul d

all ow a process to tell _its_ own_ NCP to "listen" for an RFC to a
specified | ocal socket fromsone renote socket (the process night

al so specify the particular renpte socket and/or Host it w shes to
conmmuni cate with) and to accept the RFC (i.e., return a nmatching RFC
if and when it arrives. Note that this also involves queueing (of
"l'isten" requests), but it is internal queueing which is susceptible
to reasonabl e managenent by the local Host. |If this inplenentation
were avail abl e, one of two cooperating processes could "listen" while
the other process caused a series of RFCs to be sent to the
"listening" socket until one was accepted. Thus, no queuei ng of

i ncom ng RFCs woul d be required, although it would do no harm

_It_is the_intent_of _the_protocol _that_each_NCP_shoul d_provi de_
_either_the "listen" _option_described above or_a SUBSTANTI AL _
_queueing facility. This is not, however, an absol ute requirenent
of the protocol

Connection Term nation

The "nmy socket" field contains the socket |ocal to the sender of the
CLS command. The "your socket” field contains the socket |ocal to
the receiver of the CLS cormand. _Each_side_rnust _send_and_receive_a_
_CLS command_before _connection_ternmnation_is conpleted and the_
_sockets are free to _participate_in_other_connections.

It is not necessary for a connection to be established (i.e., for
_both_ RFCs to be exchanged) before connection term nation begins.

For exanple, if a Host wishes to refuse a request for connection, it
sends back a CLS instead of a matching RFC. The refusing Host then
waits for the initiating Host to acknow edge the refusal by returning
a CLS. Simlarly, if a Host wishes to abort its outstandi ng request
for a connection, it sends a CLS command. The foreign Host is
obliged to acknow edge the CLS with its owmn CLS. Note that even
though the connection was never established, CLS commands nust be
exchanged before the sockets are free for other use.

After a connection is established, CLS commands sent by the receiver
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and sender have slightly different effects. CLS commands sent by the

sender indicate that no nore nmessages will be sent over the
connection. _This_command_nust_not_be_sent if_there_is_a nessage_
_in_transit_over_the connection. A CLS command sent by the receiver

acts as a demand on the sender to term nate transm ssion. However,
since there is a delay in getting the CLS command to the sender, the
recei ver nust expect nore input.

A Host shoul d "qui ckly" acknow edge an incom ng CLS so the foreign
Host can purge its tables. However, _there_ is no _prescribed tinme_
_period_in_which a CLS nust be_ acknow edged. _

Because the CLS command is used both to initiate closing, aborting
and refusing a connection, and to acknow edge cl osing, aborting and
refusing a connection, race conditions can occur. However, they do
not |ead to anbi guous or erroneous results, as illustrated in the
fol | owi ng exanpl es.

EXAMPLE 1: Suppose that Host A sends Host B a request for
connection, and then A sends a CLS to Host B because it is tired
of waiting for a reply. However, just when A sends its CLSto B
B sends a CLS to Ato refuse the connection. A wll "believe" B
i s acknow edgi ng the abort, and B will "believe" Ais

acknow edging its refusal, but the outcome will be correct.

EXAMPLE 2: Suppose that Host A sends Host B an RFC foll owed by a
CLS as in example 1. In this case, however, B sends a matching
RFC to A just when A sends its CLS. Host A nay "believe" that the
RFC is an attenpt (on the part of B) to establish a new connection
or may understand the race condition; in either case it can
discard the RFC since its socket is not yet free. Host B will
"bel i eve" that the CLS is breaking an _established_ connecti on,

but the outcome is correct since a matching CLS is the required
response, and both A and B will then term nate the connection

Every NCP inplenmentation is faced with the problemof what to do if a
mat ching CLS is not returned "quickly" by a foreign Host (i.e., if
the foreign Host appears to be violating protocol in this respect).
One naive answer is to hold the connection in a partially closed
state "forever" waiting for a matching CLS. There are two
difficulties with this solution. First, the socket involved may be a
"scarce resource" such as the "l ogger" socket specified by an Initial
Connection Protocol (see NIC # 7101) which the |ocal Host cannot
afford to tie up indefinitely. Second, a partially broken (or
mal i ci ous) process in a foreign Host may send an unendi ng stream of
RFCs which the | ocal Host wishes to refuse by sending CLS conmands
and waiting for a match. This could, in worst cases, require 2"32 !
socket pairs to be stored before duplicates began to appear
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Clearly, no Host is prepared to store (or search) this much
i nformation.

A second possibility sonmetimes suggested is for the Host which is
wai ting for matching CLS commands (Host A) to send a RST (see page
20) to the offending Host (Host B), thus allowing all tables to be
reinitialized at both ends. This would be rather unsatisfactory to
any user at Host A who happened to be perform ng useful work on Host
B via network connections, since these connections would al so be
broken by the RST.

Most i npl enenters, recognizing these problens, have adopted sone
unofficial timeout period after which they "forget" a connection even
if a matching CLS has not been received. The danger with such an
arrangenment is that if a second connection between the sanme pair of
sockets is later established, and a CLS finally arrives for the first
connection, the second connection is likely to be closed. This
situation can only arise, however, if one Host violates protocol in
two ways; first by failing to respond quickly to an inconming CLS, and
second by permitting establishnent of a connection involving a socket
which it believes is already in use. It has been suggested that the
net wor k adopt sone standard tineout period, but the NWG has been
unable to arrive at a period which is both short enough to be usefu
and | ong enough to be acceptable to every Host. Tinmeout periods in
current use seemto range between approxi mately one mnute and
approximately five mnutes. _It_nust_be_ enphasized_that _all _timeout _
_periods, _although_they_are_relatively_comon, reasonably_safe, and_
_quite_useful, are_in_violation_of the protocol _since their_use _can_
_lead_to_connection_anbiguities.

Fl ow Control

After a connection is established, the sending Host sends nessages
over the agreed-upon link to the receiving Host. The receiving NCP
accepts nmessages fromits | MP and queues themfor its various
processes. Since it may happen that the nessages arrive faster than
they can be processed, some mechanismis required which permts the
recei ving Host to quench the flow fromthe sendi ng Host.

The flow control nechanismrequires the receiving Host to allocate
buffer space for each connection and to notify the sendi ng Host of
how much space is available. The sending Host keeps track of how
much roomis avail abl e and never sends nore data than it believes the
recei ving Host can accept.

To inplenment this nmechanism the sendi ng Host keeps two counters
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associ ated with each connection, a _message_counter_ and a

_bit _counter._  Each counter is initialized to zero when the
connection is established and is increased by allocate (ALL) contro
commands sent fromthe receiving Host as described bel ow. Wen
sendi ng a nessage, the NCP of the sending Host subtracts one fromthe
message counter and the _text length_ (defined below fromthe bit
counter. The sender is prohibited fromsending if either counter
woul d be decrenented bel ow zero. The sending Host may al so return
all or part of the nessage or bit space allocation with a return
(RET) command upon receiving a give-back (GvB) conmand fromthe
recei ving Host (see bel ow).

The _text_length_ of a message is defined as the product of the
connection byte size and the byte count for the nessage; both of
these quantities appear in the nmessage header. Messages with a zero
byte count, hence a zero text length, are specifically pernmtted.
Messages with zero text | ength do not use bit space allocation, but
do use nessage space allocation. The flow control nechani snms do not
pertain to the control |ink, since connections are never explicitly
establi shed over this |ink

The control command used to increase the sender’s bit counter and
message counter is ALL (allocate).

| ALL | Iink | nBg space | bit space

This command is sent only fromthe receiving Host to the sending
Host, and is legal only when a connection using the |ink nunmber
appearing in the "link" field is established. The "nmsg space" field
and the "bit space"” field are defined to be unsigned binary integers
speci fying the ambunts by which the sender’s nessage counter and bit
counter (respectively) are to be increnented. The receiver is

prohi bited fromincrenmenting the sender’s counter above (2716 - 1),
or the sender’s bit counter above (2732 - 1). 1In general, this rule
will require the receiver to maintain counters which are incremented
and decrenented according to the sane rules as the sender’s counters.

The receiving Host may request that the sending Host return all or
part of its current allocation. The control command for this request
is GVB (give-back).

I
o e eeeaooo- +
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This command is sent only fromthe receiving Host to the sending
Host, and is legal only when a connection using the |ink number in
the "link" field is established. The fields fmand fb are defined as
the fraction (in 128ths) of the current nessage space allocation and
bit space allocation (respectively) to be returned. |I|f either of the
fractions is equal to or greater than one, _all_ of the corresponding
al l ocati on nust be returned. Fractions are used since, w th nessages
in transit, the sender and receiver nmay not agree on the actua

all ocation at every point in tinme.

Upon receiving a G/B command, the sending Host nust return _at
_least _* the requested portions of the nessage and bit space

all ocations. (A sending Host is prohibited from spontaneously
returning portions of the nmessage and bit space allocations.) The
control command for performng this function is RET (return).

[*In particular, fractional returns nust be rounded up, not
truncat ed. ]

| RET | link | nmsg space | bit space

This command is sent only fromthe sending Host to the receiving
Host, and is legal only when a connection using the |ink nunmber in
the "link" field is established and a GvB command has been received
fromthe receiving Host. The "nsg space" field and the "bit space"
field are defined as unsigned binary integers specifying the amunts
by which the sender’s nmessage counter and bit counter (respectively)
have been decrenented due to the RET activity (i.e., the amounts of
message and bit space allocation being returned). NCPs are obliged
to answer a GVB with a RET "quickly"; however, there is _no_
prescribed time period in which the answering RET nust be sent.

Sone Hosts will allocate only as nuch space as they can guarantee for
each link. These Hosts will tend to use the GVB conmand only to
recl ai m space which is being filled very slowy or not at all. GO her
Hosts will allocate nore space than they have, so that they may use
their space nore efficiently. Such a Host will then need to use the
GvB comand when the input over a particular link comes faster than
it is being processed.

Interrupts

The second | evel protocol has included a nmechani sm by which the
transm ssion over a connection nmay be "interrupted." The neaning of
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the "interrupt"” is not defined at this level, but is nade avail able

for use by outer layers of protocol. The interrupt command sent from
the receiving Host to the sending Host is INR (interrupt-by-
receiver).
8 8
S +
| INR| link |
R +

The interrupt comand sent fromthe sending Host to the receiving
Host is INS (interrupt-by-sender).

| INS| link |

The INR and INS commands are | egal only when a connection using the
link nunber in the "link" field is established.

Test I nquiry

It may sonetines be useful for one Host to determine if sone other
Host is capable of carrying on network conversations. The contro
command to be used for this purpose is ECO (echo).

| ECO | data |

The "data" field nmay contain any bit configuration chosen by the Host
sending the ECO.  Upon receiving an ECO conmand an NCP must respond
by returning the data to the sender in an ERP (echo-reply) comrand.

| ERP | data

A Host shoul d "quickly" respond (with an ERP command) to an inconi ng
ECO command. However, there is no prescribed tinme period, after the
receipt of an ECO, in which the ERP nust be returned. A Host is

prohi bited from sendi ng an ERP when no ECO has been received, or from
sending an ECOto a Host while a previous ECO to that Host remains
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"unanswered." Any of the follow ng constitute an "answer" to an ECO
information fromthe |l ocal | MP that the ECO was discarded by the
network (e.g., | MP/Host nmessage type 7 - Destination Dead), ERP, RST,
or RRP (see bel ow).

Reinitialization

Cccasionally, due to | ost control nmessages, system "crashes", NCP
errors, or other factors, conmmunication between two NCPs will be

di srupted. One possible effect of any such disruption m ght be that
nei ther of the involved NCPs could be sure that its stored

i nformati on regardi ng connections with the other Host nmatched the
information stored by the NCP of the other Host. |In this situation,
an NCP may wish to reinitialize its tables and request that the other
Host do |ikewi se; for this purpose the protocol provides the pair of
control commands RST (reset) and RRP (reset-reply).

The RST command is to be interpreted by the Host receiving it as a
signal to purge its NCP tables of any entries which arose from
communi cati on with the Host which sent the RST. The Host sending the
RST shoul d Iikewi se purge its NCP tables of any entries which arise
from communi cation with the Host to which the RST was sent. The Host
recei ving the RST shoul d acknow edge receipt by returning an RRP
_Once_the first Host has _sent _an RST to_the_second Host, the first_
_Host _is_not_obliged_to_conmuni cate_with_the_second_Host_ (except_for_
_responding_to_RST) until _the_second_Host_returns_an_RRP. _ In fact,
to avoid synchroni zation errors, the first Host _shoul d_not _

comrmuni cate with the second until the RST is answered. O course, if
the I MP subnetwork returns a "Destination Dead" (type 7) nessage in
response to the control nessage containing the RST, an RRP shoul d not
be expected. |If both NCPs decide to send RSTs at approximately the
same time, then each Host will receive an RST and each nust answer
with an RRP, even though its own RST has not yet been answered.

Sone Hosts may choose to "broadcast” RSTs to the entire network when
they "cone up." One nethod of acconplishing this would be to send an
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RST command to each of the 256 possible Host addresses; the | MP
subnetwork woul d return a "Destination Dead" (type 7) message for
each non-exi stent Host, as well as for each Host actually "dead."
_However, no Host is ever obliged to transmt_an_ RST _command. _

Hosts are prohibited from sending an RRP when no RST has been
received. Further, Hosts may send only one RST in a single control
message and should wait a "reasonable tinme" before sendi ng anot her
RST to the sane Host. Under these conditions, a single RRP
constitutes an "answer" to _all_RSTs sent to that Host, and any
other RRPs arriving fromthat Host should be discarded.
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I'V. DECLARATI VE SPECI FI CATI ONS

Message For mat

Al'l Host-to-Host nmessages (i.e., nessages of type zero) shall have a
header 72 bits long consisting of the following fields (see Figure
1):

Bits 1-32 Leader - The contents of this field nust be
constructed according to the specifications contained
in BBN Report Nunber 1822

Bits 33-40 Field ML - Miust be zero.

Bits 41-48 Field S - Connection byte size. This size nust be
identical to the byte size in the STR used in
establishing the connection. |If this nessage is being
transmtted over the control |ink the connection byte
size nmust be 8.

Bits 49-64 Field C- Byte Count. This field specifies the nunber
of bytes in the text portion of the nessage. A zero
value in the Cfield is explicitly permitted.

Bits 65-72 Field M - Miust be zero.

Fol | owi ng the header, the nessage shall consist of a text field of C
byt es, where each byte is S bits in length. Follow ng the text there
will be field M3 foll owed by padding. The M3 field is zero or nore
bits long and nmust be all zero; this field nay be used to fill out a
message to a word boundary.
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I 32 bitS-----mmm e >|
| <----8 bits--->|<----8 bits--->|<----------- 16 bits----------- >|
o m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meo——ooo +
I I
| LEADER |
I I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e oo |
| | | |
| FI ELD ML | FIELD S | FIELD C |
I I I I
o o o m e e e e e e aaao o +
A I

| FI ELD M | | |
| | | |
S + | |
I I I
I I I
I I I
I I I
| TEXT |
I I I
I I I
I I I
I I I
| | Fom e e o o +
| | | |
| | | FI ELD M3 |
I \Y I I
S Fomm o - o e e oo +
I I
| 10----------------- 0 | <------- PADDI NG
| |
o m m e e e e e e e e eeeoo—ooo +

Figure 1

The nessage header nust, anong other things, enable the NCP at the
receiving Host to identify correctly the connection over which the
message was sent. Gven a set of nessages fromHost A to Host B, the
only field in the header under the control of the NCP at Host B is
the link nunber (assigned via the RTS control conmand). Therefore,
each NCP nust insure that, at a given point in time, for each
connection for which it is the receiver, a unique link is assigned.
Recal|l that the link is specified by the sender’s address and the
I'ink nunber; thus a unique |ink nunber nust be assigned to each
connection to a given Host.
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Li nk Assi gnnent

Li nks are assigned as foll ows:

Li nk nurber Assi gnnent

0 Control Iink

2-71 Avail abl e for connections

1, 72-190 Reserved - not for current use

191 To be used only for nmeasurenent work under the

direction of the Network Measurenent Center at UCLA

192- 255 Avail abl e for private experinental use.

Control Messages

Messages sent over the control |ink have the sane format as other
Host -t o- Host nessages. The connection byte size (Field Sin the
message header) must be 8. Control nessages may not contain nore
than 120 bytes of text; thus the value of the byte count (Field Cin
the nmessage header) nust be |less than or equal to 120.

Control nessages nust contain an integral nunber of control conmands.
A single control conmand may not be split into parts which are
transmitted in different control messages.

Control Conmmands

Each control comrand begins with an 8-bit _opcode.  These opcodes
have values of 0, 1, ... to permt table |ookup upon receipt.
Private experimental protocols should be tested using opcodes of 255,
254, ... Most of the control comands are nore fully explained in
Section I11.
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NOP - No operation

The NOP command may be sent at any time and shoul d be di scarded by

the receiver. It may be useful for formatting control nessages.
RST - Reset
8
+----- +
| RST |
+o-m o - +

The RST command is used by one Host to inform another that al

i nformati on regardi ng previously existing connections, including
partially term nated connections, between the two Hosts shoul d be
purged fromthe NCP tables of the Host receiving the RST. Except for
responding to RSTs, the Host which sent the RST is not obliged to
conmuni cate further with the other Host until an RRP is received in
response.

RRP - Reset reply

The RRP command nmust be sent in reply to an RST comand.

RTS - Request connection, receiver to sender

The RTS command is used to establish a connection and is sent from
the Host containing the receive socket to the Host containing the
send socket. The link nunber for nmessage transm ssion over the
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connection is assigned with this command; the "link" field nmust be
between 2 and 71, inclusive.

STR - Request connection, sender to receiver

The STR command is used to establish a connection and is sent from
the Host containing the send socket to the Host containing the
recei ve socket. The connection byte size is assigned with this
command; the size nust be between 1 and 255, inclusive.

CLS - dose
8 32 32
+--m - - S S +
| CLS | my socket | your socket |
+--m o= Fom e o - Fom e o - +

The CLS command is used to term nate a connection. A connection need
not be conpletely established before a CLS is sent.

| ALL | Iink | nBg space | bit space

The ALL command is sent froma receiving Host to a sending Host to

i ncrease the sending Host’'s space counters. This comrand nmay be sent
only while the connection is established. The receiving Host is
prohibited fromincrementing the Host’ s nmessage counter above

(2716 - 1) or bit counter above (2732 - 1).
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GYB - G ve back

8 8 8 8
g +
| GvB | link | fm] fb |
o +
N N
| +--- bit fraction
AR message fraction

The GVB command is sent froma receiving Host to a sending Host to
request that the sending Host return all or part of its nessage space
and/ or bit space allocations. The "fractions" specify what portion
(in 128ths) of each allocation nust be returned. This comrand nmay be
sent only while the connection is established.

RET - Return

| RET | link | nsg space | bit space

The RET command is sent fromthe sending Host to the receiving Host
to return all or a part of its nmessage space and/or bit space

all ocations in response to a G/B conmand. This command nay be sent
only while the connection is established.

INR - Interrupt by receiver
8 8
Fom ek +
| INR| link |
T +

The INR command is sent fromthe receiving Host to the sendi ng Host
when the receiving process wants to interrupt the sendi ng process.
This command nmay be sent only while the connection is established.
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INS - Interrupt by sender

| INS| link |

The INS command is sent fromthe sending Host to the receiving Host
when the sending process wants to interrupt the receiving process.
This command nmay be sent only while the connection is established.

ECO - Echo request

| ECO| data |

The ECO command is used only for test purposes. The data field may
be any bit configuration convenient to the Host sending the ECO
command.

ERP - Echo reply

| ERP | data

The ERP command nmust be sent in reply to an ECO command. The data
field nust be identical to the data field in the incom ng ECO
command.

ERR - Error detected

The ERR command may be sent whenever a second | evel protocol error is
detected in the input fromanother Host. |In the case that the error
condition has a predefined error code, the "code" field specifies the
specific error, and the data field gives paraneters. For other
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errors the code field is zero and the data field is idiosyncratic to
the sender. Inplementers of Network Control Programs are expected to
publish tinmely information on their ERR commands.

The useful ness of the ERR command is conpronmised if it is nerely

di scarded by the receiver. Thus, sites are urged to record inconing
ERRs if possible, and to investigate their cause in conjunction with
the sending site. The follow ng codes are defined. Additional codes
may be defined | ater

a. Undefined (Error code = 0)
The "data" field is idiosyncratic to the sender

b. Illegal opcode (Error code = 1)
An illegal opcode was detected in a control nmessage. The "data"
field contains the ten bytes of the control nessage begi nni ng
with the byte containing the illegal opcode. |f the renainder
of the control message contains |less than ten bytes, fill wll
be necessary; the value of the fill is zeros.

c. Short paraneter space (Error code = 2)
The end of a control nessage was encountered before all the
required paranmeters of the control command bei ng decoded were
found. The "data" field contains the command in error; the
val ue of any fill necessary is zeros.

d. Bad paraneters (Error code = 3)
Erroneous paraneters were found in a control conmmand. For
exanple, two receive or two send sockets in an STR, RTS, or CLS;
a link nunber outside the range 2 to 71 (inclusive); an ALL
containing a space allocation too large. The "data" field
contains the command in error; the value of any fill necessary
is zeros.

e. Request on a non-existent socket (Error code = 4)
A request other than STR or RTS was nade for a socket (or |ink)
for which no RFC has been transnitted in either direction. This
code is meant to indicate to the NCP receiving it that functions
are being performed out of order. The "data" field contains the
command in error; the value of any fill necessary is zeros.

f. Socket (link) not connected (Error code = 5)
There are two cases:

1. A control command other than STR or RTS refers to a socket
(or link) which is not part of an established connection
This code woul d be used when one RFC had been transm tted,
but the matching RFC had not. It is nmeant to indicate the
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failure of the NCP receiving it to wait for a response to an
RFC. The "data" field contains the conmand in error; the
val ue of any fill necessary is zeros.

A nmessage was received over a link which is not currently
bei ng used for any connection. The contents of the "data"
field are the nmessage header followed by the first eight bits
of text (if any) or zeros.

Assi gnnent

Opcodes are defined to be eight-bit unsigned binary numbers. The

val ues

NCP
RTS
STR
CLS
ALL
GvB
RET
I NR
I NS
ECO
ERP
ERR
RST
RRP

Contr ol

assigned to opcodes are:

O©CO~NOUITA~AWNEO

Conmand Sunmary

8

——- -+

NOP |

—- -+

8 32 32 8
_____________________________________________ +
RTS | receive socket | send socket | lTink |
............................................. +
8 32 32 8
_____________________________________________ +
STR | send socket | receive socket | size
_____________________________________________ +
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8 32 32
Fomm - - o m e e e oo - o m e e e oo - +
| CLS | ny socket | your socket |
+----- S S +
8 8 16 32
T e +
| ALL | Iink | nsg space | bit space |
o e e e e e e e e e e e e e e +
8 8 8 8
e +
| GvB| link | fm] fb |
o e e e e e e oo +
8 8 16 32
e +
| RET | link | msg space | bit space |
I T +
8 8
R +
| INR| link |
- +
8 8
R +
| INS| link |
S TR +
8 8
Fomm e oo - +
| ECO | data |
R +
8 8
S +
| ERP | data |
R +
8 8 80
emenn S T ~ meeeeeieaaaas +
| ERR | code | dat a
Fomm - - Fom e e - - o e e e e e e e ~ e e e e oo +
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[ This is the end of the January 1972 docunent. ]
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4. Security Considerations
Thi s docunent does not discuss any security considerations.
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