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Abst ract

Thi s specification defines a portion of the Managenent |nformation
Base (M B) for use with network managenent based on the Sinple

Net wor k Managenent Protocol (SNMP). In particular, it defines

obj ects for configuring, nonitoring, and controlling routers that
enpl oy the Virtual Router Redundancy Protocol Version 3 (VRRPv3) for
both I1Pv4 and | Pv6 as defined in RFC 5798. This neno obsol etes RFC
2787.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/infol/rfc6527

Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. The Internet-Standard Management Framework

For a detailed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .
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I nt roducti on

Thi s specification defines a portion of the MB for use w th SNW-
based network managenent. |In particular, it defines objects for
configuring, nonitoring, and controlling routers that enploy the
Virtual Router Redundancy Protocol Version 3 (VRRPv3) for both |Pv4
and | Pv6 as defined in RFC 5798 [ RFC5798] .

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

Rel ati onship to RFC 2787

Thi s docunent obsol etes RFC 2787 [ RFC2787]. The mmjor changes in
this docunment reflect changes in the VRRP protocol between RFC 2338
[ RFC2338] and RFC 5798 [ RFC5798]. This docunent is also updated to
conformto current M B conventi ons.

Rel ation to Interface Group (I M B)

Since a router can be participating in VRRP on one or nore
interfaces, "iflndex" is used as an index into the tables defined in
the VRRP MB. This MB nodule inports iflndex fromthe IF-MB. At
this tinme, the |atest version of the IFFMB is from RFC 2863

[ RFC2863] .

Mul ti-Stack | nplenmentations

This M B nodul e is designed to support multi-stack inplenentations
that run VRRP over |Pv4 and IPv6. The IP version, Virtual Router
Identifier (VRID), and iflndex are used to uniquely identify rows in
a multi-stack inplenentation.

Interpretati on of RFC 5798

During the review of this docunent, it energed that there are
different possible interpretations of [RFC5798]. The authors of that
docunent and the VRRP working group were unable to reach consensus as
to which interpretation is correct. This docunment nakes the

foll owi ng assunpti on:
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8.

IPv4 and I Pv6 virtual routers are treated as two separate | ogical
entities and represented as two separate entries in the
vrrpv3QperationsTable. This is required due to the undefined
behavi or of the protocol in [RFC5798] in a nmulti-stack scenario.

VRRP M B Structure and Design

This M B nodul e contains three tables:

(1) The vrrpv3QOperationsTabl e contains objects that define the
operational characteristics of a VRRP router. Rows in this

table correspond to instances of virtual routers.

(2) The vrrpv3StatisticsTable contains the operating statistics for
a VRRP router.

(3) The vrrpv3Associ at edl pAddr Tabl e contai ns the addresses of the
virtual router(s) that a given VRRP router is backing up.

Tabl es are indexed on iflndex, VRID, and the IP version to uniquely
identify a VRRP router.

Notifications in this MB nodule are controll ed using the nmechani sns
defined in [ RFC3413].

VRRP Mul ti-Stack Scenario

The foll owi ng section provides exanpl es of how sone of the objects in
this MB are instanti ated.

KEY:

The labels in the follow ng tables and di agrans correspond to the
actual M B objects as foll ows:

i f = | fI ndex

Addr Type= vrrpv3QOper ati onsl net Addr Type
Vrid = vrrpv3Qperationsvrid

State = vrrpv3Qperati onsSt at us

Prior = vrrpv3QperationsPriority

| pAddr = vrrpv3QOperati onsMast er | pAddr

The follow ng figure shows a hypothetical network with two VRRP
routers, VRL & VR2, configured with two virtual routers. Addresses
in’ () indicate the address of the default gateway for a given host;
HL to H4 are I Pv4 hosts, and H5 to H8 are | Pv6 hosts. A B, and C
are | Pv4 addresses, and X, Y, and Z are | Pv6 addresses. In the
diagram "Interface" is used in the context defined in |F-MB.
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vrrpv3Associ at edl pAddr Tabl e

| if | vrid |AddrType|] IP | RowStat |
S S i S S TRy +
| 12 ] 01 | 1 | A | active |
I TR Fommmaa - oo T +
| 12 ] 01 | 1 | C | active |
A Fomm oo R S R +
| 12 ] 01 | 2 | Y | active |
S S I S S TRy +
| 12 ] 01 | 2 | zZ | active |
I TR Fommmaa - oo T +
| 12 ] 02 | 1 | B | active |
A Fomm oo R S R +
| 12 ] 02 | 2 | X | active |
S S I S S TRy +
NOTES:

1) For "State": M= Master; B = Backup.

March 2012

In the vrrpv3QOperationsTable, a "priority" of 255 indicates that

the respective router owns the | P address,
is native to the router (i.e., "the IP Address Oaner").

10. Definitions

e.g.,

this | P address

This M B nodul e makes reference to the foll owi ng docunents [ RFC2578],

[ RFC2579], [ RFC2580], [RFC2863], and [ RFC4001] .

VRRPV3-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, Count er 32,
I nteger32, mb-2, Unsignhed32,
Count er 64, Ti meTi cks
FROM SNWPv2- SM

TEXTUAL- CONVENTI ON, RowSt at us,
MacAddr ess, TruthVal ue, Ti neStanp,
Ti mel nt erval

FROM SNMPv2- TC

MCODULE- COVPLI ANCE, OBJECT- GROUP,

NOT1 FI CATI ON- GROUP
FROM SNWVPv 2- CONF

Tat a St andards Track
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i flndex
FROM | F-M B -- RFC2863
I net Addr essType, | net Address

FROM | NET- ADDRESS- M B; -- RFC4001

vrrpv3M B MODULE- | DENTI TY
LAST- UPDATED "2012021300002" -- Feb 13, 2012
ORGANI ZATI ON "I ETF VRRP Wor ki ng Group”
CONTACT- | NFO
"WG E-Mail: vrrp@etf.org

Edi t or: Kal yan Tata
Noki a
313 Fairchild Dr,
Mountain View, CA 94043
Tat a_kal yan@ahoo. conf

DESCRI PTI ON
"This M B describes objects used for managi ng Virtual
Rout er Redundancy Protocol version 3 (VRRPv3).

Copyright (c) 2012 | ETF Trust and the persons
identified as authors of the code. Al rights
reserved.

Redi stri bution and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in,
the Sinplified BSD License set forth in Section
4.c of the IETF Trust’'s Legal Provisions Relating
to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of the MB nodule is part of RFC 6527.
Pl ease see the RFC for full legal notices."

REVI SI ON "2012021200002" -- Feb 13, 2012
DESCRI PTION "I nitial version as published in RFC 6527."

:={ mb-2 207 }

-- Textual Conventions

Vrrpv3Vr 1 dTC :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

Tat a St andards Track [ Page 8]
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"The value of the Virtual Router Identifier noted as
(VRID) in RFC 5798. This, along with interface index
(iflndex) and IP version, serves to uniquely identify
a virtual router on a given VRRP router.”

REFERENCE " RFC 5798 (Sections 3 and 5.2.3)"

SYNTAX I nteger32 (1..255)

-- VRRPv3 M B G oups

vrrpv3Notifications OBJECT IDENTIFIER ::={ vrrpv3aMB 0 }
vrrpv3hj ects OBJECT IDENTIFIER ::={ vrrpv3aMB 1 }
vrr pv3Conf or mance OBJECT IDENTIFIER ::= { vrrpv3MB 2 }

-- VRRPv3 M B bjects

vrrpv3QOperations OBJECT | DENTI FI ER : :
vrrpv3Statistics OBJECT | DENTI FI ER ::

{ vrrpv3Objects 1}
vrrpv3Ohjects 2 }

I
-~

--  VRRPv3 Operations Table

vrrpv3QOper ati onsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vrrpv3QperationsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Unified Operations table for a VRRP router that

consi sts of a sequence (i.e., one or nore conceptual
rows) of 'vrrpv3QperationsEntry’ itens each of which
descri be the operational characteristics of a virtual
router.”

:={ vrrpv3Qperations 1 }

vrrpv3QOperati onsEntry OBJECT- TYPE

Tat a

SYNTAX Vrrpv3QOperati onsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in the vrrpv3QperationsTabl e containing the
operational characteristics of a virtual router.

On a VRRP router, a given virtual router is
identified by a conbination of iflndex, VR D, and
the IP version. iflndex represents an interface of
the router.

A row nust be created with vrrpv3QperationsStatus
set to initialize(1l) and cannot transition to
backup(2) or master(3) until

St andards Track [ Page 9]
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vrrpv3QOperati onsRowStatus is transitioned to
active(l).

The information in this table is persistent and when
witten the entity SHOULD save the change to non-
vol atil e storage."

I NDEX { iflndex, vrrpv3Qperationsvrid,
vrrpv3Qper ati onsl net Addr Type

::={ vrrpv3QperationsTable 1 }
Vrrpv3QperationsEntry ::=

SEQUENCE {
vrrpv3QOperationsvrid
Vrrpv3Vr il dTC,
vrrpv3Operati onsl net Addr Type
| net Addr essType,
vrrpv3QOper ati onsMast er | pAddr
I net Addr ess,
vrrpv3QOperati onsPrinaryl pAddr
| net Addr ess,
vrrpv3QOperationsVirtual MacAddr
MacAddr ess,
vrrpv3QOper ati onsSt at us
| NTEGER,
vrrpv3QOperationsPriority
Unsi gned32,
vrrpv3Oper ati onsAddr Count
I nt eger 32,
vrrpv3Qper at i onsAdvl nt er val
Ti mel nterval ,
vrrpv3QOper at i onsPr eenpt Mode
Trut hVal ue,
vrrpv3QOper ati onsAccept Mode
Tr ut hVal ue,
vrrpv3Qper ati onsUpTi me
Ti meTi cks,
vrrpv3QOper at i onsRowsSt at us
RowSt at us
}
vrrpv3QOperationsvrld OBJECT- TYPE
SYNTAX Vrrpv3Vri dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Tat a St andards Track [ Page 10]
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"This object contains the Virtual Router ldentifier
(VRID."
REFERENCE " RFC 4001"
::={ vrrpv3QperationsEntry 1 }

vrrpv3Qper ati onsl net Addr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The | P address type of Vrrpv3QOperationsEntry and
Vrrpv3Associ at edl pAddr Entry. This val ue determ nes
the type for vrrpv3Qperati onsMast erl pAddr,
vrrpv3Qperati onsPrimaryl pAddr, and
vrrpv3Associ at edl pAddr Addr ess.

i pv4(1l) and ipv6(2) are the only two val ues supported
inthis MB nodule.”

REFERENCE " RFC 4001"

::={ vrrpv3QperationsEntry 2 }

vrrpv3QOper ati onsMast er | pAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The master router’s real |IP address. The nmaster router
woul d set this address to vrrpv3OperationsPrinaryl pAddr
while transitioning to master state. For backup
routers, this is the IP address listed as the source in
the VRRP advertisenment |ast received by this virtua
router.”

REFERENCE " RFC 5798"

::={ vrrpv3QperationseEntry 3 }

vrrpv3QOperationsPrimaryl pAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I'n the case where there is nore than one IP

Address (associated | P addresses) for a given

"iflndex', this object is used to specify the IP

address that will becone the

vrrpv3QOperati onsMast erl pAddr’, should the virtual

router transition frombackup state to master."”
::={ vrrpv3QperationskEntry 4 }

Tat a St andards Track [ Page 11]
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vrrpv3QOperati onsVirtual MacAddr OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The virtual MAC address of the virtual router.

Al 't hough this object can be derived fromthe

"vrrpv3QperationsVrid object, it is defined so that it

is easily obtainabl e by a managenent application and

can be included in VRRP-rel ated SNWP notifications."
::={ vrrpv3QperationseEntry 5 }

vrrpv3Operati onsStatus OBJECT- TYPE
SYNTAX | NTEGER {
initialize(1),
backup(2),
mast er ( 3)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The current state of the virtual router. This object
has three defined val ues:

- 'initialize, which indicates that the
virtual router is waiting for a startup event.

- "backup’, which indicates that the virtual router is
nmonitoring the availability of the naster router.

- "master’, which indicates that the virtual router
is forwardi ng packets for | P addresses that are
associated with this router."

REFERENCE " RFC 5798"
::={ vrrpv3QperationsEntry 6 }

vrrpv3QperationsPriority OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object specifies the priority to be used for the
virtual router master election process; higher val ues
i mply higher priority.

A priority of "0, although not settable, is sent by
the master router to indicate that this router has

Tat a St andards Track [ Page 12]
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ceased to participate in VRRP, and a backup virtua
router should transition to becone a new nmster.

A priority of 255 is used for the router that owns the
associ ated | P address(es) for VRRP over |Pv4 and hence
is not settable.

Setting the values of this object to 0 or 255 should be
rejected by the agents inplenenting this M B nodul e.

For exanple, an SNWMP agent would return 'badVal ue(3)
when a user tries to set the values 0 or 255 for this
obj ect . "

REFERENCE " RFC 5798, Section 6.1"
DEFVAL { 100 }
::={ vrrpv3QperationseEntry 7 }

vrrpv3QOper ati onsAddr Count OBJECT- TYPE

SYNTAX I nteger32 (0..255)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The number of | P addresses that are associated with
this virtual router. This nunber is equal to the
nunber of rows in the vrrpv3Associ at edAddr Tabl e t hat
correspond to a given iflndex/VRID/I P version."
REFERENCE " RFC 5798, Section 6.1"
::={ vrrpv3QperationseEntry 8 }

vrrpv3Operati onsAdvl nterval OBJECT- TYPE

SYNTAX Ti nmel nterval (1..4095)
UNI TS "centiseconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The time interval, in centiseconds, between sending

adverti senent nessages. Only the master router sends
VRRP advertisenments."”

REFERENCE " RFC 5798, Section 6.1"

DEFVAL { 100}

::={ vrrpv3QperationskEntry 9 }

vrrpv3QOper at i onsPreenpt Mode OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"Controls whether a higher priority virtual router wll
preenpt a lower priority master."

REFERENCE " RFC 5798, Section 6.1"

DEFVAL { true }

::={ vrrpv3QperationsEntry 10 }

vrrpv3Qper at i onsAccept Mode OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Controls whether a virtual router in nmaster state
wi Il accept packets addressed to the address owner’s
| Pv6 address as its own if it is not the |Pv6 address
owner. Default is false(2).
This object is not relevant for rows representing VRRP
over | Pv4d and should be set to false(2)."

DEFVAL { false }

= { vrrpv3QperationsEntry 11 }

vrrpv3QOperati onsUpTi me OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This value represents the amount of time, in
Ti meTi cks (hundredth of a second), since this virtual
router (i.e., the 'vrrpv3QOperationsStatus’)
transitioned out of 'initialize ."

REFERENCE " RFC 5798, Section 6.1"

c:={ vrrpv3QperationsEntry 12 }

vrrpv3QOper at i onsRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The RowSt atus vari abl e should be used in accordance to
installation and renoval conventions for conceptual
r ows.

To create a rowin this table, a manager sets this
object to either createAndGo(4) or createAndWait(5).
Until instances of all corresponding colums are
appropriately configured, the value of the
correspondi ng i nstance of the

"vrrpv3Operati onsRowSt at us’ colum will be read as
not Ready( 3).

Tat a St andards Track [ Page 14]
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Tat a

In particular, a newy created row cannot be made

active(l) until (mnimally) the correspondi ng instance

of vrrpv3Qperationsl net Addr Type, vrrpv3Qperationsvrid,
and vrrpv3QperationsPrimaryl pAddr has been set, and
there is at |east one active rowin the
"vrrpv3Associ at edl pAddr Tabl e’ defi ning an associ at ed
| P addr ess.

not I nServi ce(2) should be used to administratively
bring the row down.

A typical order of operation to add a row is:
1. Create a row in vrrpv3QperationsTable with
creat eAndWai t (5).

2. Create one or nore corresponding rows in
vrrpv3Associ at edl pAddr Tabl e.

3. Popul ate the vrrpv3QOperati onskEntry.

4. Set vrrpv3QOperationsRowStatus to active(l).

A typical order of operation to delete an entry is:
1. Set vrrpv3Qperati onsRowStatus to notlnService(2).
2. Set the corresponding rows in
vrrpv3Associ at edl pAddr Tabl e to destroy(6) to delete
the entry.
3. Set vrrpv3Qperati onsRowStatus to destroy(6) to
delete the entry."

::={ vrrpv3QperationsEntry 13 }

VRRP Associ at ed Address Tabl e

vrrpv3Associ at edl pAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vrrpv3Associ at edl pAddr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The tabl e of addresses associated with each virtual
router."

:={ vrrpv3Qperations 2 }

vrrpv3Associ at edl pAddr Ent ry OBJECT- TYPE

SYNTAX Vrrpv3Associ at edl pAddr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in the table contains an IP address that is
associated with a virtual router. The nunber of rows
for a given IP version, VrID, and iflndex will equal

the nunber of | P addresses associated (e.g., backed up)

St andards Track [ Page 15]
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by the virtual router (equivalent to
"vrrpv3Qperati onsl pAddr Count ') .

Rows in the table cannot be nodified unless the val ue
of ’vrrpv3QperationsStatus’ for the corresponding entry
in the vrrpv3QperationsTable has transitioned to
initialize(l).

The information in this table is persistent and when
witten the entity SHOULD save the change to non-
vol atil e storage."

| NDEX { iflndex, vrrpv3Qperationsvrid,
vrrpv3Qper at i onsl net Addr Type,
vrrpv3Associ at edl pAddr Addr ess }

::={ vrrpv3Associ at edl pAddr Table 1 }
Vrrpv3Associ at edl pAddrEntry :: =
SEQUENCE {
vrrpv3Associ at edl pAddr Addr ess

| net Addr ess,
vrrpv3Associ at edl pAddr Rowst at us

RowsSt at us
}
vrrpv3Associ at edl pAddr Addr ess OBJECT- TYPE
SYNTAX I net Address (S| ZE (0| 4] 16))
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"The assigned | P addresses that a virtual router is
responsi bl e for backing up

The I P address type is determ ned by the val ue of
vrrpv3Operati onsl net Addr Type in the index of this
row. "

REFERENCE " RFC 5798"

::={ vrrpv3Associ at edl pAddrEntry 1 }

vrrpv3Associ at edl pAddr RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The row status variable, used according to
installation and renoval conventions for conceptua
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rows. To create a rowin this table, a manager sets
this object to either createAndGo(4) or
createAndWait (5). Setting this object to active(l)
results in the addition of an associated address for a
virtual router. Setting this object to notlnService(2)
results in adnministratively bringing down the row.

Destroying the entry or setting it to destroy(6)
renoves the associ ated address fromthe virtual router.
The use of other values is inplenentation-dependent.

I mpl ement ati ons should not all ow deletion of the |ast
row corresponding to an active rowin
vrrpv3QOper ati onsTabl e.

Refer to the description of vrrpv3Operati onsRowSt at us
for typical row creation and del etion scenarios."
::={ vrrpv3Associ at edl pAddrEntry 2 }

-- VRRP Router Statistics

vrr pv3Rout er ChecksunErrors OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP packets received with an
invalid VRRP checksum val ue.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenment system and at
other times as indicated by the val ue of

vrrpv3d obal StatisticsDi scontinuityTine."

REFERENCE " RFC 5798, Section 5.2.8"
:={ vrrpv3Statistics 1}

vrr pv3Rout er Ver si onErrors OBJECT- TYPE

Tat a

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP packets received with an
unknown or unsupported version nunber.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
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other times as indicated by the val ue of
vrrpv3d obal StatisticsDi scontinuityTine."

REFERENCE " RFC 5798, Section 5.2.1"
::={ vrrpv3Statistics 2 }

vrrpv3Rout er Vrl dErrors OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The total nunber of VRRP packets received with a
VRID that is not valid for any virtual router on this
router.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of

vrrpv3d obal StatisticsDi scontinuityTine."

REFERENCE " RFC 5798, Section 5.2.3"
::={ vrrpv3Statistics 3}

vrrpv3d obal StatisticsDi scontinuityTi nme OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

"The val ue of sysUpTinme on the nost recent occasion at

whi ch one of vrrpv3Rout er ChecksunErrors,
vrrpv3Rout er Ver si onErrors, and vrrpv3RouterVridErrors
suffered a discontinuity.

If no such discontinuities have occurred since the | ast
re-initialization of the |ocal nanagenent subsystem
then this object contains a zero value."
:={ vrrpv3Statistics 4}
-- VRRP Router Statistics Table

vrrpv3StatisticsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vrrpv3StatisticsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Tabl e of virtual router statistics."”
c:={ vrrpv3Statistics 5}
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vrrpv3StatisticsEntry OBJECT- TYPE

SYNTAX Vrrpv3StatisticsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in the table containing statistics
i nformati on about a given virtual router."
AUGVENTS { vrrpv3QperationskEntry }
:={ vrrpv3StatisticsTable 1 }

Vrrpv3StatisticsEntry ::=

SEQUENCE {
vrrpv3StatisticsMasterTransitions
Count er 32,
vrrpv3St ati sti csNewiVast er Reason
| NTEGER,
vrrpv3Statisti csRcvdAdverti senents
Count er 64,
vrrpv3StatisticsAdvl nterval Errors
Count er 64,
vrrpv3StatisticslpTtl Errors
Count er 64,
vrrpv3StatisticsProt oErrReason
| NTEGER,
vrrpv3Stati sticsRecvdPri Zer oPacket s
Count er 64,
vrrpv3StatisticsSent Pri Zer oPacket s
Count er 64,
vrrpv3StatisticsRevdl nval i dTypePacket s
Count er 64,
vrrpv3Stati sticsAddressListErrors
Count er 64,
vrrpv3StatisticsPacket Lengt hErrors
Count er 64,
vrrpv3Statisti csRowDi scontinuityTinme
Ti meSt anp,
vrrpv3StatisticsRefreshRate
Unsi gnhed32
}
vrrpv3StatisticsMaster Transiti ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of tinmes that this virtual router’s
state has transitioned to naster state.
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Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

::={ vrrpv3StatisticseEntry 1 }

vrrpv3Stati sti csNewast er Reason OBJECT- TYPE
SYNTAX I NTEGER {
not Master (0),
priority (1),
preenpted (2),
mast er NoResponse (3)

}
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This indicates the reason for the virtual router to
transition to master state. |If the virtual router

never transitioned to naster state, the value of this
object is notMaster(0). Oherwi se, this indicates the
reason this virtual router transitioned to master
state the last tine. Used by vrrpv3NewMaster
notification."

::={ vrrpv3StatisticseEntry 2 }

vrrpv3Statisti csRcvdAdverti senents OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP advertisenents received by
this virtual router.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

:={ vrrpv3StatisticsEntry 3}

vrrpv3StatisticsAdvl nterval Errors OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP advertisenent packets
received for which the advertisenent interval is
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Tat a

different fromthe vrrpv3QOperati onsAdvlnterval
configured on this virtual router.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

:={ vrrpv3StatisticsEntry 4 }

vrrpv3StatisticslpTtl Errors OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP packets received by the
virtual router with IPv4 TTL (for VRRP over |Pv4) or
IPv6 Hop Limt (for VRRP over |Pv6) not equal to 255.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

REFERENCE " RFC 5798, Section 5.1.1.3"

:={ vrrpv3StatisticsEntry 5}

vrrpv3StatisticsProtoErrReason OBJECT- TYPE
SYNTAX | NTEGER {
noError (0),
i pTtI Error (1),
versionError (2),
checksunkrror (3),
vr | dError (4)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This indicates the reason for the | ast protocol
error. This SHOULD be set to noError(0) when no
protocol errors are encountered. Used by
vrrpv3ProtoError notification."

::={ vrrpv3StatisticseEntry 6 }

vrrpv3StatisticsRevdPri Zer oPacket s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The total nunber of VRRP packets received by the
virtual router with a priority of 0.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

REFERENCE " RFC 5798, Section 5.2.4"

:={ vrrpv3StatisticsEntry 7 }

vrrpv3StatisticsSent Pri Zer oPackets OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP packets sent by the virtual
router with a priority of '0'.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

REFERENCE " RFC 5798, Section 5.2.4"

::={ vrrpv3StatisticseEntry 8 }

vrrpv3StatisticsRevdl nval i dTypePackets OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of VRRP packets received by the virtual
router with an invalid value in the "type' field.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

:={ vrrpv3StatisticsEntry 9 }

vrrpv3StatisticsAddressLi st Errors OBJECT- TYPE

Tat a

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets received for which the
address |ist does not match the locally configured
list for the virtual router.
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Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

::={ vrrpv3StatisticseEntry 10 }

vrrpv3StatisticsPacket Lengt hErrors OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets received with a packet
I ength less than the length of the VRRP header.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
vrrpv3Statisti csRowDi scontinuityTine."

c:={ vrrpv3StatisticsEntry 11 }

vrrpv3Statisti csRowDi scontinuityTi ne OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime on the nost recent occasion at
whi ch any one or nmore of this entry’s counters
suffered a discontinuity.

If no such discontinuities have occurred since the |ast
re-initialization of the |ocal nanagenent subsystem
then this object contains a zero value."

:={ vrrpv3StatisticsEntry 12 }

vrrpv3StatisticsRefreshRate OBJECT- TYPE

SYNTAX Unsi gned32

UNITS "milliseconds”

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

"The mninum reasonable polling interval for this entry.

Thi s object provides an indication of the m ninum
anount of time required to update the counters in this
entry."

:={ vrrpv3StatisticsEntry 13 }

-- Notification Definitions
-- Notifications may be controlled using SNMP-NOTI FI CATI ON-M B
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vrrpv3Newast er NOTI FI CATI ON- TYPE
OBJECTS {
vrrpv3Qper ati onsMast er | pAddr,
vrrpv3Stati sti csNewiVast er Reason

STATUS current

DESCRI PTI ON
"The newivaster notification indicates that the sending
agent has transitioned to nmaster state.”

::={ vrrpv3Notifications 1 }

vrrpv3Prot oError NOTI FI CATI ON- TYPE
OBJECTS {
vrrpv3StatisticsProt oErrReason

}
STATUS current
DESCRI PTI ON
"The notification indicates that the sendi ng agent has
encountered the protocol error indicated by
vrrpv3StatisticsProtoErrReason.”
:={ vrrpv3Notifications 2 }

-- Conformance | nformation

vrrpv3Conpl i ances OBJECT | DENTI FI ER ::
vrrpv3QG oups OBJECT | DENTI FI ER : :

{ vrrpv3Conformance 1 }
{ vrrpv3Confornmance 2 }

-- Conpliance Statenents

vrrpv3Ful | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statenent™
MODULE -- this nodul e
MANDATCORY- GROUPS  {
vrrpv3QOperati onsG oup,
vrrpv3StatisticsG oup,
vrrpv3l nf oG oup,
vrrpv3NotificationsG oup

}

OBJECT vrrpv3QOperationsPriority

VWRI TE- SYNTAX Unsi gned32 (1..254)

DESCRI PTION "Setable values are from1 to 254."
::={ vrrpv3Conpliances 1}

vrr pv3ReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
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"When this MB nodul e is inplenented without support
for read-create (i.e., in read-only node), then such
an i npl enmentation can clai mread-only conpliance.
Such a device can then be nonitored, but cannot be
configured with this MB."

MODULE -- this nodul e

MANDATORY- GROUPS  {
vrrpv3Qper ati onsG oup,
vrrpv3Statisti csG oup,
vrrpv3StatisticsDi scontinuityG oup,
vrr pv3l nf oG oup,
vrrpv3Noti ficati onsG oup

}

OBJECT vrrpv3QOperationsPriority
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT vrrpv3Qperati onsPri maryl pAddr
M N- ACCESS read-only

DESCRI PTION "Wite access is not required."”
OBJECT vrrpv3Qper ati onsAdvl nt erval

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."

OBJECT vrrpv3Qper at i onsPr eenpt Mode
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT vrrpv3QOper at i onsAccept Mode
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”
OBJECT vrrpv3QOper at i onsRowsSt at us
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."
OBJECT vrrpv3Associ at edl pAddr RowSt at us
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”
c:={ vrrpv3Conpliances 2 }

-- Conformance G oups

vrrpv3QOper ati onsG oup OBJECT- GROUP
OBJECTS {
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vrrpv3QOperationsVirtual MacAddr,
vrrpv3Qper ati onsSt at us,
vrrpv3QOperationsPriority,
vrrpv3QOper ati onsMast er | pAddr,
vrrpv3QOper ati onsAdvl nterval ,
vrrpv3QOper ati onsPr eenpt Mode,
vrrpv3QOper ati onsAccept Mode,
vrrpv3Qperati onsUpTi e,
vrrpv3QOper at i onsRowSt at us,
vrrpv3QOper at i onsAddr Count
vrrpv3QOperationsPri maryl pAddr,
vrrpv3Associ at edl pAddr Rowst at us

}
STATUS current
DESCRI PTI ON

"Conf ormance group for VRRPv3 operations."
c:={ vrrpv3Goups 1}

vrrpv3StatisticsGoup OBJECT- GROUP
OBJECTS {

vrr pv3Rout er ChecksunErrors,
vrr pv3Rout er Ver si onErrors,
vrrpv3Rout er Vr I dErrors,
vrrpv3StatisticsMasterTransitions,
vrrpv3St ati sti csNewivast er Reason,
vrrpv3Statisti csRcvdAdverti senents,
vrrpv3StatisticsAdvl nterval Errors,
vrrpv3Statisti csRevdPri Zer oPacket s,
vrrpv3StatisticsSentPri Zer oPacket s,
vrrpv3StatisticsRevdl nval i dTypePacket s,
vrrpv3StatisticslpTtl Errors,
vrrpv3StatisticsProt oErrReason,
vrrpv3StatisticsAddressLi stErrors,
vrrpv3Statisti csPacket Lengt hErrors,
vrrpv3Statisti csRowDi scontinuityTi ne,
vrrpv3StatisticsRefreshRate

}
STATUS current
DESCRI PTI ON

"Conformance group for VRRPv3 statistics.”
:={ vrrpv3Goups 2}

vrrpv3StatisticsDi scontinuityGoup OBJECT-GROUP
OBJECTS {
vrrpv3d obal Stati sticsDi scontinuityTi ne

}
STATUS current
DESCRI PTI ON
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"(bj ects providing informati on about counter
discontinuities."
:={ vrrpv3Goups 3}

vrrpv3l nfoG oup OBJECT- GROUP
OBJECTS {
vrrpv3StatisticsProtoErrReason,
vrrpv3St ati sti csNewivast er Reason

}

STATUS current

DESCRI PTI ON
" Conf ormance group for objects contained in VRRPv3
notifications."

:={ vrrpv3Goups 4}

vrrpv3NotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
vrr pv3Newivast er ,
vrr pv3Prot oError

}
STATUS current
DESCRI PTI ON
"The VRRP M B Notification Goup."
:={ vrrpv3Goups 5}

END
11. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure
environment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

The objects vrrpv3QperationsPriority, vrrpv3QperationsPrimaryl pAddr,
vrrpv3QOper ati onsAdvl nterval , vrrpv3Qperati onsPreenpt Mbde,
vrrpv3QOper ati onsAccept Mode, vrrpv3QOperati onsRowSt at us, and
vrrpv3Associ at edl pAddr RowSt at us possess the read-create attribute.
Mani pul ation of these objects is capable of affecting the operation
of a virtual router.

Exanmpl es of how t hese objects could adversely affect the operation of
a virtual router include:
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0 An unaut horized change to vrrpv3QperationsPriority can affect the
priority used in master election, resulting in this router either
becom ng master when it should not, or in sone other router being
el ected by preference. While this will disrupt the operator’s
plans, it will only replicate the unfortunate failure of nultiple
routers, and any router that does becone naster will be capabl e of
filling that role.

o Modification of vrrpv3QOperationsPrimaryl pAddr woul d cause the
configured router to take on an incorrect IP address if it becones
mast er, which would be potentially very disruptive to the network
operati on.

o A malicious change to vrrpv3QperationsAdvl nterval could either
result in the configured router flooding the network with
advertisenents when it becomes master, or the new naster not
advertising frequently enough such that sonme routers do not |earn
about the new naster.

o vrrpv3QperationsPreenpt Mode controls whether this router wll
preenpt another master router. Setting it inappropriately will at
wor se cause one router to be naster against the operator’s plans,
but that router will still be qualified to operate as a master.

0 Setting the vrrpv3Qperati onsAccept Mode coul d prevent an
| Pv6- capabl e VRRP router from accepting packets addressed to the
address owner’s | Pv6 address as its own even if it is not the |IPv6
address owner. Although the default for this object is false(2),
unaut hori zed setting of this object to false mght restrict the
function of some parts of the network.

0 The vrrpv3QOperati onsRowSt at us object that could be used to disable
a virtual router. While there are other colums that, if changed,
coul d di srupt operations, they cannot be changed w t hout first
changi ng t he RowSt at us obj ect.

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for example by using IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this
M B nodul e.

I mpl enent ati ons MJST provide the security features described by the
SNWPv3 framework (see [ RFC3410]), including full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM
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[ RFC5591] in conbination with a secure transport such as SSH
[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

12. | ANA Consi derations

The M B nodule in this docunent uses the follow ng | ANA-assi ghed
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

vrrpv3M B { mb-2 207 vrrpv3M B VRRPV3-M B }

Thi s docunent obsol etes RFC 2787. Therefore, | ANA has deprecated
val ue 68 under 'mb-2', which is assigned to VRRP-M B.
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