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Abstract

Thi s docunent specifies an extension to the specifications in RFC
5101, IP Flow Information Export (IPFIX), when using the Partial
Reliability extension of SCTP (PR-SCTP, Partial Reliability Stream
Control Transm ssion Protocol).

When i npl emrented at both the Exporting Process and Col |l ecting
Process, this nethod offers several advantages, such as the ability
to calculate Data Record | osses for PR-SCTP per Tenplate, imediate
export of Tenplate Wthdrawal Messages, imedi ate reuse of Tenplate
IDs within an SCTP stream reduced likelihood of Data Record | oss,
and reduced denmands on the Collecting Process. Wen inplenented in
only the Collecting Process or Exporting Process, then normal |PFIX
behavior will be seen without all of the additional benefits.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6526
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1. Introduction

The | PFI X protocol [RFC5101] has the goal of exporting Flow
information. This protocol is designed to export information about
IPtraffic Flows and rel ated neasurenent data, where a Flowis
defined by a set of key attributes (e.g., source and destination IP
address, source and destination port, etc.). However, thanks to its
Tenpl at e nechani sm the | PFI X protocol can export any type of
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information, as long as the relevant Information Element is specified
in the I PFI X informati on nodel [RFC5102], registered with | ANA
[1 ANA], or specified as an enterprise-specific Information El enent.

The |1 PFI X protocol [RFC5101] specifies that traffic neasurenents for
Fl ows are exported using a TLV (Type, Length, Value) format. The
information is exported using a Tenplate Record, which is sent once
to export the {Type, Length} pairs that define the data format for
the Information Elenents in a Flow. The Data Records specify val ues
for each Flow.

The | PFI X protocol [RFC5101] is flexible: It foresees the usage of
multiple SCTP streans per association; it allows the transm ssion of
Data Sets, Tenplate Sets, and/or Options Tenplate Sets on any SCTP
stream it offers full and partially reliable export of Data Sets; it
specifies both ordered and out-of-order delivery of Data Sets.
However, due to bandwi dth restrictions and packet |osses in the
network as well as resource constraints on the Exporter and Col |l ector
(e.g., limted buffer sizes), it is not always possible to export all
Data Sets in a reliable way.

Thi s docunent specifies a nmethod for exporting a Tenplate Record and
its associated Data Sets in a single SCTP stream limting each
Tenplate IDto a single SCTP streamif possible, and inposing

i n-order transm ssion.

This method offers several advantages over |PFIX export as specified
in [RFC5101], such as the ability to calculate Data Record | osses for
PR- SCTP per Tenpl ate, inmredi ate export of Tenplate Wt hdrawal
Messages, imredi ate reuse of Tenplate IDs within an SCTP stream
reduced |ikelihood of Data Record | oss, and reduced demands on the
Col I ecting Process.

1.1. Relationship with I PFI X and PSAMP

The specifications in this docunent apply to the | PFI X protocol

speci fications [ RFC5101]. However, they only apply to the SCTP
transport protocol [RFC4960] option of the |IPFIX protoco
specifications (see Section 10 of [RFC5101]), specifically if the
Partial Reliability extension [RFC3758] is used. All specifications
from[RFC5101] apply, unless specified otherwise in this docunent.

As the Packet Sanpling (PSAMP) protocol specifications [ RFC5476] are

based on the | PFI X protocol specifications, the specifications in
this document are also valid for the PSAMP protocol
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1.2. Applicability

The specifications contained in this docunment are applicable to cases
where application requirenents include knowi ng how nmany Data Records
of a certain type (i.e., froma certain Tenplate) were lost. A
typical exanple is a router exporting billing records, where the
Exporting Process cannot afford to export all the Fl ow Records
reliably, due to limted resources to buffer a | arge number of Fl ow
Records. Such a situation may occur if Data Sets are generated at a
hi gher rate at the Exporter than can be transferred to the Coll ector
because of bandwidth limtations in the network or slow reception at
the Col |l ector.

To be nore precise, the specification applicability is the case where
mul tiple Tenpl ates are sinultaneously active within a single SCTP
Transport Session and the cal culation of the Data Record loss for a
particular Tenplate is required. |Indeed, with the current |PFIX
speci fications [RFC5101], if an I PFI X Message is | ost (UDP or SCTP
partially reliable), it is not possible to determ ne to which

Templ ate(s) the | ost Data Records bel ong.

Exporting Processes followi ng the specifications in this docunent

will interoperate with existing Collecting Processes that conply with
[ RFC5101]; no changes are required at the Collecting Process to
receive data froman Exporting Process conpliant with this nethod.
However, Collecting Processes may inplenent additional support for
per-stream export specified in this docunment in order to realize al
the benefits of the approach specified herein. Since the
specifications in this docunent mandate in-order transm ssion of
(Options) Tenplates and associ ated Data Records, |ate arrival of
(Options) Tenplates at the Collecting Process is avoided, which neans
that there are no Data Records that need to be dropped or buffered.

1.3. Limtations

When multiple Tenplates are required, this nmethod requires nultiple
SCTP streans in the association between the Exporting Process and

Col l ecting Process, ideally one stream per Tenplate. To properly
handl e the transm ssion of additional Tenplates during the Transport
Session, additional SCTP streans are sonetines required. These SCTP
streans can only be added within the existing SCTP association if the
specifications in [ RFC6525] are support ed.
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2

2

2

Ter mi nol ogy

| PFI X-specific term nol ogy used in this docunent is defined in
Section 2 of [RFC5101]. As in [RFC5101], these | PFI X-specific terns
have the first letter of a word capitalized when used in this
docunent .

Note that, in this docunent, "(Options) Tenplate" is used to refer to
Templ ates and Options Tenplates. Unless otherw se specified,
"Tenpl ate" alone refers to Tenpl ates excl usive of Options Tenpl at es.

Tenpl at e Reuse Del ay

The tinme the Exporting Process needs to wait after sending the

| ast Data Set described by a given Tenpl ate before sending a
Tenpl ate Wthdrawal Message for the Tenplate. A suitable default
value is 5 seconds, as specified in [ RFC5101].

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. | PFI X Docunents Overvi ew

The |1 PFI X protocol [RFC5101] provides network adm nistrators with
access to Flow infornation.

The architecture for the export of neasured Flow i nformation out of
an | PFl X Exporting Process to a Collecting Process is defined in the
| PFI X architecture [RFC5470], per the requirements defined in

[ RFC3917] .

The I PFI X architecture [ RFC5470] specifies how | PFl X Data Records and
Tenpl ates are carried via a congestion-aware transport protocol from
| PFI X Exporting Processes to | PFI X Collecting Processes.

| PFI X has a formal description of IPFIX Information El ements, their
nanes, their types, and additional semantic information, as specified
in the I PFI X information nodel [RFC5102].

Finally, the IPFI X applicability statenment [ RFC5472] describes what
types of applications can use the |IPFI X protocol and how they can use
the information provided. Furthernore, it shows how the | PFI X
framework relates to other architectures and frameworks.

Claise, et al. St andards Track [ Page 6]



RFC 6526 I PFI X Per SCTP Stream March 2012

2.3. PSAMP Docunents Overvi ew

The docunent "A Franework for Packet Selection and Reporting”

[ RFC5474] describes the Packet Sanpling (PSAMP) framework for network
el ements to sel ect subsets of packets by statistical and ot her

met hods, and to export a stream of reports on the sel ected packets to
a Coll ector.

The set of packet selection techniques (sanpling, filtering, and
hashi ng) supported by PSAMP are described in "Sanpling and Filtering
Techni ques for | P Packet Sel ection" [RFC5475].

The PSAMP protocol [RFC5476] specifies the export of packet

i nformati on froma PSAMP Exporting Process to a PSAMP Col | ecting
Process. Like IPFIX, PSAWMP has a formal description of its
Information El enents, their nanes, their types, and additiona
semantic information. The PSAWMP information nodel is defined in
[ RFC5477] .

3. IPFIX Protocol Specifications: Limtations and | nprovenents

For three specific topics ("Data Record Loss Cal cul ated Per

Tenpl ate", "I medi ate Tenplate Wthdrawal and Reuse", and
"Requirerment for Data Set Buffering"), this section explains the
limtations of the |IPFIX protocol specifications on the one hand, and
the advantages of the method specified in this docunment on the other.

3.1. Data Record Loss Cal cul ated Per Tenplate
3.1.1. |IPFIX Protocol Specifications: Limtation

Section 6.3.2 of [RFC3917], "Requirenents for IP Flow Informtion
Export" discusses the data transfer reliability issues:

Loss of flow records during the data transfer fromthe Exporting
Process to the Collecting Process nust be indicated at the
Col I ecting Process.

However, in some cases, it may be inportant to know how many Dat a
Records of a certain type were lost (e.g., in the case of billing),
and | PFI X does not conventionally provide this information.

A Col l ecting Process can detect out-of-sequence, dropped, or
duplicate | PFl X Messages by tracking the Sequence Number [RFC5101].
Note that the Sequence Nunber field in the | PFl X Message header
increases with the nunber of |PFIX Data Records within the SCTP
stream so loss will be detected per stream
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The | PFI X protocol specifications [RFC5101] specify that Data Records
defined by any Tenpl ate may be sent on any SCTP stream As such, if
there is nmore than one Tenpl ate defined within the whol e SCTP
association, then there is no way of knowi ng with which Tenpl ate any
| ost Data Record is associated. This is true, no natter what
convention the Exporting Process uses to send Data Records on
different SCTP streams, as the protocol nakes no guarantees.

Note that a workaround allowed by the | PFI X specifications in

[ RFC5101] is to use only one Tenplate Record per SCTP Transport
Session, at the cost of nmultiplying the nunber of SCTP Transport
Sessions when multiple Tenplate Records are required.

3.1.2. |IPFI X Export Per SCTP Stream Advantage

Using the specifications in this docunment, it is guaranteed that any
| ost Data Records will be associated only with the Tenplates that are
defined on that SCTP stream By defining only one Tenplate per SCTP
stream it is ensured that any loss is associated with that single
Templ ate. So, by exporting each Tenplate and its correspondi ng Data
Records in a separate SCTP stream from ot her Tenpl ates and Data
Records, the loss pertaining to each specific Tenplate can be deduced
fromthe Sequence Nunber field in the | PFl X Message headers.

3.2. Imediate Tenplate Wthdrawal and Reuse
3.2.1. IPFIX Protocol Specifications: Limtation

A Col l ecting Process nust have received the Tenpl ate Record
associated with the Data Records to be able to decode the information
in the Data Records. [RFC5101] specifies the foll ow ng:

The Exporting Process SHOULD transmit the Tenpl ate Set and Options
Tenpl ate Set in advance of any Data Sets that use that (Options)
Tenplate ID, to help ensure that the Collecting Process has the
Tenpl ate Record before receiving the first Data Record.

The fact that the Collecting Process cannot decode the Data Records
wi t hout the correspondi ng Tenpl ate Record may result in Data Records
bei ng di scarded by the Collecting Process, as specified in [ RFC5101]:

The Col l ecting Process nornmally receives Tenplate Records fromthe
Exporting Process before receiving Data Records. The Data Records
are then decoded and stored by the Collector. |If the Tenplate
Records have not been received at the tinme Data Records are
received, the Collecting Process MAY store the Data Records for a
short period of tinme and decode them after the Tenpl ate Records
are received.
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3.2.2. |IPFI X Export Per SCTP Stream Advantages

By exporting each Tenpl ate Record and the correspondi ng Data Records
within a single SCTP stream and i nposing in-order transm ssion, the
Tenpl ate Record will always arrive before the associated Data
Records. Therefore, there is no risk that the Collecting Process

di scards Data Records while waiting for the Tenplate Record to
arrive.

Furthernore, when reusing a Tenplate ID within an SCTP stream the
Tenpl ate Wthdrawal Message will be guaranteed to arrive before the
new definition of the Tenplate, and therefore the Tenpl ate Record may
be sent directly after the Tenplate Wthdrawal Message. |In other
words, the Tenplate Reuse Delay restriction (5 seconds by default, as
specified in [RFC5101] ) does not need to be applied to Tenplate ID
reuse within the sane SCTP stream

Anot her advant age of the new specifications in this document is a
reduced | oad on the Collecting Process. |Indeed, the Collecting
Process doesn’t have to store the Data Records while waiting for the
Templ ate Record, as the transm ssion order is always guarant eed.
This way, extra reliability of the Data Records is achi eved without
extra burden on the Coll ecting Process.

3.3. Requirenent for Data Set Buffering
3.3.1. IPFIX Protocol Specifications: Limtation

The fact that the protocol specifications in [RFC5101] are flexible
in terms of SCTP strean(s) on which the Tenplate Set, Options

Tenmpl ate Set, and corresponding Data Sets are exported inplies that
the (Options) Tenplate Record m ght be exported on a different SCTP
streamthan the correspondi ng Data Records. This m ght cause Data
Record loss in the Collecting Process, as ordered transm ssion across
SCTP streans i s not guaranteed

For exanple, a Tenplate Record nmay be bl ocked pending reliable
transm ssi on on one SCTP stream whil e the correspondi ng Data Records
may be transmtted inmediately in another SCTP stream Al so, due to
different |levels of SCTP stream congestion, it is possible that even
if the Tenplate Record and correspondi ng Data Records are sent
reliably, Data Records sent on a different SCTP streamthan the
Tenmpl ate Record might still arrive before the Tenpl ate Record
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3.3.2. |IPFI X Export Per SCTP Stream Advantages

By exporting each Tenplate Record and all correspondi ng Data Records
within a single SCTP stream and inposing in-order transm ssion, the
i ssue of ordered transm ssion across nultiple SCTP streans is

avoi ded.

By exporting all corresponding Data Records within the sane ordered
SCTP stream as the Tenpl ate Record, each SCTP streamis independent
and sel f-contained, and the interaction between SCTP streans is
limted to that of the Options Tenplate and associ ated Data Records
sent in different streans. This has several advantageous
consequences, including order preservation that does not result in
the bl ocki ng of unrelated data, and |oad reduction on the Collecting
Process (as the Tenplate Records are guaranteed to be delivered
before the associated Data Records, there is no need for the
buffering of Data Sets that correspond with Tenplates that are

m ssi ng) .

4. Specifications

Thi s section specifies Exporting Process and Col |l ecting Process

behavi or different fromthat in [RFC5101] in order to realize the
benefits of per-streamexport. Note that Exporting Processes

followi ng these specifications will interoperate with [ RFC5101] -
compliant Collecting Processes, but that Collecting Processes wll
have to foll ow additional non-interoperable specifications to realize
the full benefits of the technique. These new specifications, which
add to those in [ RFC5101], are described with the key words defined
in [ RFC2119].

4.1. New Infornmmtion El enent
dat aRecordsReliability

Descri pti on:
The export reliability of Data Records, within this SCTP
stream for the elenent(s) in the Options Tenpl ate scope. A
typical exanple of an element for which the export reliability
will be reported is the Tenplate ID, as specified in the Data
Records Reliability Options Tenplate. A value of 'True' neans
that the Exporting Process MJST send any Data Records
associated with the element(s) reliably within this SCTP
stream A value of 'False’ means that the Exporting Process
MAY send any Data Records associated with the el ement(s)
unreliably within this SCTP stream
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Abstract Data Type: bool ean
Data Type Semantics: identifier
El ement 1 d: 276

Status: current

Per Section 6.1.5 of [RFC5101], the boolean data type is encoded as a
single octet, with the value of 1 for True and the value of 2 for
Fal se.

4.2. Tenpl ate Managenent

To take advantage of per-stream export, Exporting Processes MJST
follow the specification in this section in addition to Section 8,
"Tenpl at e Managenent", of [RFC5101].

As specified in [ RFC5101], Tenplate Sets and Options Tenplate Sets
MUST be sent reliably.

Any Data Sets associated with a Tenpl ate Record MJST be sent on the
same SCTP stream on which the Tenpl ate Record was sent.

The Data Records Reliability Options Tenplate is used to explicitly
informthe Collecting Process which Tenplates will be used in each
SCTP stream and whet her each set of associated Data Records will be
sent reliably or unreliably. After defining a Tenplate |ID and before
sendi ng any associ ated Data Records on an SCTP stream the Exporting
Process MJST notify the Collecting Process of its intention to send
those Data Records reliably or unreliably within that SCTP stream

It does this by sending a Data Record defined by the Data Records
Reliability Options Tenplate for the Tenpl ate associated with the
Data Records to be sent. |If it does not, then the Collecting Process
MUST di sable this extension for the SCTP association. The one
exception to this rule is that the Data Records associated with the
Data Records Reliability Options Tenplate don't require an explicit
notification, as these MJST al ways be sent reliably.

The Data Records Reliability Options Tenplate MJST contain the
followi ng Information El ements:

Scope: Tenmpl ate ID
Non- scope: dataRecordsReliability

After sending a value of 'True’ for the dataRecordsReliability

El ement, the Exporting Process MJST send any Data Records associ ated
with the currently defined Tenplate IDreliably within this SCTP
stream After sending a value of 'False for the
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dat aRecordsReliability El enent, the Exporting Process MAY send any
Dat a Records associated with the Tenplate ID unreliably within this
SCTP stream

If the Exporting Process wants to change the Data Records Reliability
value (fromreliable to unreliable, or vice versa) for Data Records
on an SCTP stream the Tenplate MUST be wi thdrawn, and a new Tenpl ate
MJUST be used.

The Data Records Reliability Options Tenpl ate MAY contain other
non-scope I nfornmation El enents associated with the (Options)
Tenpl at e.

VWhen an Options Tenplate (including the Data Records Reliability
Options Tenpl ate) and associ ated Data Records are sent in the sane
SCTP stream the first associated Data Record can follow the Options
Tenpl ate i medi ately. Wen the Options Tenpl ate and associ ated Data
Records are sent in different SCTP streans, the Exporting Process
SHOULD transmt the Options Tenplate in advance of any Data Sets that
use it, to help ensure that the Coll ector has received the Options
Templ ate Record before receiving the first associ ated Data Record.

It is RECOVWWENDED that the Exporting Process only sends a single
Tenpl ate and corresponding Data Sets within a single SCTP streamin
order to enable calculation of the potential Data Record |oss for
this Tenplate. The Exporting Process MAY group related (Options)
Templ ates and their associated Data Records within a single SCTP
stream so that | oss statistics are calculated for the group of
Tenpl ates that are being sent unreliably within the SCTP stream
This is suitable in cases where there are only slight variations
anong the Tenplates in a group (e.g., the onission of unavail able
fields for export efficiency) and may be necessary if the SCTP
associ ation does not support enough SCTP streanms to export each
Tenplate in its own SCTP stream

If an SCTP stream contains a nixture of Data Records defined by
Tenpl ate Records and by Options Tenpl ate Records, the Data Records
defined by the Options Tenpl ate Records SHOULD be sent reliably so
that the Collecting Process does not consider any |oss to be
associated with the Options Data Records.

4.3. SCTP
To take advantage of per-stream export, Exporting Processes MJST

manage SCTP streans according to the specification in this section,
in addition to Section 10.2.4.3, "Streant, of [RFC5101].
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PR- SCTP [ RFC3758] MUST be inplenented by all conpliant
i mpl enent ati ons.

Al'l 1 PFI X Messages in an SCTP stream MJUST be sent in order.

As specified in [ RFC5101], depending on the requirenments of the
application, the Exporting Process nmay send Data Sets with full or
partial reliability.

If the Exporting Process is required to export a new Tenplate Record
but there are no nore free SCIP streans available, it SHOULD attenpt
to increase the nunber of outbound SCTP streans to which it is able
to send, per [RFC6525]. Alternatively, the Exporting Process MAY add
the Tenplate Set and Data Records to an existing SCTP stream at the
cost of diluting the granularity of any Data Record |oss attribution.
An alternative that may result in the | oss of Flow Records (for
exanple, due to lack of buffering on the Exporter) is to restart the
SCTP association with an increased nunber of SCTP streans.

4.4. Tenplate Wt hdrawal Message

To take advantage of per-stream export, Exporting Processes MJST send
Tenpl ate Wt hdrawal Messages according to the specification in this
section, in addition to Section 8, "Tenplate Minagement", of

[ RFC5101] .

As specified in [ RFC5101], Tenplates that are no longer in use SHOULD
be deleted. Before reusing a Tenplate ID, the Tenplate MJST be
deleted. |In order to delete an allocated Tenplate, the Tenplate is
wi t hdrawn t hrough the use of a Tenplate Wthdrawal Message.

The Tenpl ate Wthdrawal Message MUST be sent on the same SCTP stream
as the associated Templ ate Record.

The Tenpl ate Wthdrawal Message MUST be sent reliably, using SCTP-
ordered delivery per [RFC5101]. As all |IPFIX Messages are sent in
order within an SCTP stream (per the specifications in this
docunent), the |IPFI X Message containing the Tenpl ate Wt hdrawal
Message will not arrive at the Collecting Process before any
associ ated and previously sent Data Record. As a consequence, nho
Data Records will be lost due to delayed arrival at the Collecting
Process.

The Tenplate ID froma wthdrawn Tenpl ate MAY be reused on the same
SCTP streamimedi ately after the Tenplate Wthdrawal Message is
sent. This case is equivalent to the use of a Tenpl ate Reuse Del ay
val ue of 0.
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After reusing the Tenplate ID, the Exporting Process MIST send a Data
Record associated with the Data Records Reliability Options Tenpl ate
to specify the reliability I evel of the Data Records associated with
the new Tenpl at e.

If the Tenplate IDis to be reused on a different SCTP stream the
new Tenpl ate Record MJUST NOT be sent before the Tenpl ate Reuse Del ay
interval.

A Tenplate Wthdrawal Message to withdraw all Tenplates for the
observation Domain | D specified in the | PFI X Message header MJST NOT
be used.

Multiple Tenmplate I Ds MAY be withdrawn with a single Tenpl ate

Wt hdrawal Message under the condition that all the Tenplate IDs in
the Tenplate Wthdrawal Message are used on the sane SCTP stream as
the Tenpl ate Wthdrawal Message.

4.5. The Collecting Process’s Side

Col l ecting Processes nmust operate in a fashion slightly contrary to

[ RFC5101] in order to realize the full benefits of per-stream export.
However, the specification in this section contains a nmechani smthat

al | ows per-stream capabl e Collecting Processes to selectively enable
per-streamexport, in order to ensure interoperability of per-stream
capabl e Coll ecting Processes with Exporting Processes that do not

i mpl ement per-stream export.

4.5.1. SCTP
As specified in [ RFC5101], the Collecting Process SHOULD listen for a
new associ ati on request fromthe Exporting Process. The Exporting

Process will request a number of SCTP streans to use for export.

A Col l ecting Process SHOULD support the procedure for the addition of
an SCTP stream specified in [ RFC6525].

4.5.2. Enabling the Per-SCTP-Stream Ext ensi on
In IPFIX, there is no explicit notification of the Exporting
Process’s capabilities. There is also no return channel for the
Col l ecting Process to communicate its capabilities.
When the Exporting Process is sending according to the per-SCTP-

stream extension, the first Data Record received by the Collecting
Process will be associated with the Data Records Reliability Options
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Template. In this case, the Collecting Process enabl es the extension
for this Transport Session. Oherw se, the Collecting Process MJST
NOT enabl e the extension for this Transport Session.

The Col | ecting Process MJST accept other non-scope |nfornation
El ements in the Data Records Reliability Options Tenplate.

4.5.3. Disabling the Per-SCTP- Stream Ext ension

Not hi ng prevents an inplenentation that does not neet the
specification of the per-SCTP-stream extension from sending a

Tenpl ate that |ooks |ike a dataRecordsReliability Options Tenpl ate.
Therefore, a Collecting Process MIST detect if the Exporting Process
fails to meet the specification fully. [If any of the conditions
below is net, the Exporting Process does not properly use the

per - SCTP- st ream ext ensi on, and the Coll ecting Process MJST | og an
error nessage and disable this extension for the SCTP associ ation

1. A Data Record is received before the appropriate Data Record
associated with the Data Records Reliability Options Tenpl ate
has been received on the same SCTP stream (see Section 4.2).
Not e: Data Records associated with the Data Records Reliability
Options Tenpl ate are an exception to this rule.

2. A Data Record associated with a Data Records Reliability
Options Tenplate is received on an SCTP streamfor a
(non-Options) Tenplate that was defined on a different SCTP
stream

3. A second Data Record associated with the Data Records
Reliability Options Tenplate is received for the same (Options)
Templ at e.

4. A Data Record or a Tenplate Wthdrawal Message is associated
with a Tenplate that was defined on a different SCTP stream

5. Loss of Data Records is detected within a stream where a Data
Record associated with the Data Records Reliability Options
Templ ate indicating unreliable transm ssion for any Tenpl ate
has not been received.

6. A nmessage is received with the SCTP U(nordered) flag set to 1

(i.e., the nmessage was sent unordered), even if it is processed
in order.
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4.5.4. Calculating Data Record Loss Per Tenpl ate

As specified in [ RFC5101], the IPFI X protocol has a Sequence Nunber
field in the | PFl X Message header that increases with the nunber of
| PFI X Data Records in the | PFI X Message. A Collecting Process may
det ect out-of -sequence, dropped, or duplicate |IPFIX Messages by
tracki ng the Sequence Nunber.

VWhen one or nore sequential |PFIX Messages are considered |ost, the
nunber of |ost Data Records is equal to the Sequence Nunber of the
first I PFI X Message Header followi ng the |ost packets (S2) mnus the
Sequence Nunber of the first |lost |PFIX Message (S1). The Sequence
Nunber of the first lost |PFIX Message can be cal cul ated as the
Sequence Nunber of the last | PFI X Message before the sequence of | ost
I PFI X Messages (SO) plus the nunber of Data Records in that |PFIX
Message (NO).

S1 = SO + NO
loss = (S2 - S1) (nmod(2732))
= (S2 - (SO + NO)) (nod(2732))

Note that nodul o 2732 arithnmetic is required, since the Sequence
Nunber may wrap within the series of lost |IPFIX Messages. |If |ess
than 2732 Data Records are lost in a sequence (which can be assuned
in practice), the above equation returns the exact nunber of | ost
Dat a Records.

Not e that using an unsigned32 type for the |loss would automatically
take care of the nod(2732) operation

As this Sequence Nunber is increnmented per SCTP stream the |oss of
Data Records sent in that SCTP stream can be calculated in the case
of partially reliable export. This |loss can be attributed to the
Data Records sent for the (Options) Tenpl ate(s) whose records are
bei ng sent unreliably within that SCTP stream

5. Resource | npact

Al t hough addi ng the new SCTP streans requires a nessage exchange, it
is nore lightweight to set up additional SCTP streans than to set up
a new SCTP associ ation, since the only overhead of addi ng SCTP
streanm(s) to an existing SCTP association is the addition of 16-24
more bytes (allocated in the SCTP association, a single tine),
whereas setting up a new SCTP associ ati on requires nore over head.

In ternms of throughput inpact, the fact that these specifications

di scourage nultiplexing Tenpl ates and Data Records of different
Tenplate IDs may lead to a slightly larger | PFI X Message over head.
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If the Data Record rate is low for a specific Tenplate (and hence a
specific SCTP strean), the Exporting Process m ght not be able to
fill the I PFI X Messages with Data Records associated with other
Tenplates. In such a situation, there is a potential overhead due to
addi tional |PFI X Message headers and SCTP chunk headers.

Finally, with respect to the processing overhead on the Exporter, a
|l ot of state information nust be stored when a | arge nunber of SCTP
streans are used within an SCTP associ ation. However, no conparison
of the performance inpact of multiple streans within an SCTP

associ ation versus openi ng the same nunber of independent SCTP
associ ations is avail abl e.

6. Exanples

Figure 1 shows an exanpl e where SCTP stream 10 carries a Tenpl ate
Record with Tenplate 1D 257 transmitted with full reliability (FR)
together with associated Data Records transmitted with partia
reliability (PR). The Data Records Reliability Options Tenplate with
Template ID 256 is transmitted with full reliability. Its
correspondi ng Data Set contains one Data Record.

Record 1:
0 Scope: Templ ate I D = 257
0 Non-scope: dataRecordsReliability = Fal se
S SRR + R + S SRR +
I I I | I
stream 10 ----| Data | | Data |---] Data | ---
| 257 | | 257 | | 256
I PR| I PRI | FR]
Fomm oo + S R + Fomm oo +
S R + S +
| | | Reliability |
I I | Options I
.---| Tenplate |------- | Tenplate |------ >
| 257 | | 256 |
| FR| | FR
Focmmnaaann + . +
Figure 1
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Note that Tenplate 257 will always be processed before the Data
Records by the Collecting Process, because all |PFI X Messages are
sent in order within an SCTP stream Therefore, the job of the

Col l ecting Process is sinplified. Furthernore, the Data Record | oss
for Tenplate 257 can easily be cal culated by the Collecting Process.

If an Options Tenplate is necessary to understand the content of a
Data Record (i.e., the scope in the Options Tenplate Record is an
Informati on El enent contained in the Data Record or associated with
the Data Record), the Options Tenplate Record should be sent in the
same SCTP stream as displayed in Figure 2.

R + R + R +
I | I I I
stream 20 ----| Data |...| Data |----- | Data | ---
| 260 | | 260 | | 259 |
| PR| | PR| | FR|
T + T + T +
Fomm e - o - + Fomm oo - +
| | | |
---| Data |------- | Tenplate |---
| 258 | | 260 |
| FR| | FR|
R + S +
TS + S +
| Options | | Reliability |
| Tenplate | | Options |
e [------- | Tenpl ate [------ >
| 259 | | 258 |
I FR] I FR]
TS + S +
Figure 2

Figure 2 shows an exanpl e where SCTP stream 20 carries the foll ow ng:

- a Data Records Reliability Options Tenplate with Tenplate | D 258,
transmitted with full reliability.

- an Options Tenplate Record with Tenplate ID 259, transnmitted with
full reliability. This Options Tenplate Record contains
additional information related to the subsequent Data Records
based on Tenplate I D 260. Typical exanples are the Conmon
Properties informati on [ RFC5473] or the Sel ector Report
Interpretati on [ RFC5476].
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- a Tenplate Record with Tenplate ID 260, transmtted with full
reliability.

- a Data Set specified by the Reliability Options Tenplate with
Tenplate ID 258, transmitted with full reliability.

The Data Set contains three Data Records:

Record 1:

0 Scope: Tenplate 1D = 258

0 Non-scope: dataRecordsReliability = True
Record 2:

0 Scope: Template I D = 259

0 Non-scope: dataRecordsReliability = True
Record 3:

0 Scope: Tenmplate I D = 260

0 Non-scope: dataRecordsReliability = Fal se

These Data Records informthe Collecting Process that the Data
Records for Tenplate IDs 258 and 259 are sent reliably, while the
Data Records for Tenplate ID 260 are not. Note that the first
Data Record associated with the Data Record Reliability Options
Tenmpl ate (Tenplate ID 258) is not required and can be omitted.

- a Data Record specified by Tenplate ID 259, transmitted with full
reliability.

- a Data Record specified by Tenplate ID 260, transmitted with
partial reliability.

If the Collecting Process observes some Data Record | oss using the
Sequence Nunber, the loss can only stemfromthe Data Records
associated with Tenplate I D 260, as these are the only Data Records
not exported reliably. Therefore, the calculation of |oss per
Tenplate ID 260 is possible.

Note that Options Tenplates 258, 259, and 260 will always arrive

before their associated Data Records, respectively, because all |PFIX
Messages nust be sent in order within an SCTP stream
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Figure 3 shows an exanpl e where SCTP stream 30 carries a Tenpl ate
Record with Tenplate ID 262 transmitted with full reliability, an
associ ated Data Record transmtted with full reliability, and a
Tenpl ate Wt hdrawal Message, followed by a redefinition of Tenplate
ID 262, and finally the Data Record associated with the new Tenpl ate
transmtted with partial reliability. The Tenplate Wt hdrawal
Message and the new definition of Tenplate ID 262 are sent

i medi ately, without waiting for the Tenpl ate Reuse Delay interval.

S SRR + TS + TS +
I | |Data I I
stream30 ... ---| Data |...] 261 | ----- | Tenplate |---
| 262 | | tnpl D 262] | 262 |
| PR| | dRR: Fal se| | FR|
Fomm oo + TS + TS +
S + oo o + S +
| Tenplate | | | | Data |
.| Wthdraw |----- | Data |------- | 261 [---...
| 262 | | 262 | |tnpl D 262]
| FR| | FR| | dRR:  True|
TS + S SRR + TS +
S + S +
| | | Reliability |
| Tenplate | | Options |
- [------- | Tenplate [------ >
| 262 | | 261 |
| FR| | FR|
S + S +

dRR: Data Records Reliability
Figure 3
The second Data Record associated with the Data Records Reliability
Options Tenpl ate shows that the Data Records associated with the
newy specified Tenplate ID 262 will be sent unreliably.

7. |1 ANA Consi derations

According to the process defined in [RFC5102], | ANA has allocated the
dat aRecordsReliability Information El enent (defined in Section 4.1)
inthe "IPFI X Information El ements” registry [|ANA].
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8. Security Considerations

The sane security considerations as for the I PFI X protocol [RFC5101]

appl y.
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