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1.

1.

I nt roducti on

Mul tinmedia Internet KEYing (MKEY) [RFC3830] defines a protoco
framework for key distribution and specifies key distribution nmethods
usi ng pre-shared keys, RSA, and, optionally, a Diffie-Hellman Key
Exchange. Since the original specification, several alternative key
distribution nmethods for M KEY have been proposed such as [ RFC4650],

[ RFC4738], [RFC6043], and [RFC6267].

Thi s docunent describes M KEY-SAKKE, a nethod for key exchange and
source aut hentication designed for use in |P Miltinmedia Subsystem
(I M5) [3GPP.33.328] Media Plane Security, but with potential for

wi der applicability. This scheme makes use of a Key Managenent
Service (KVMS) as a root of trust and distributor of key material
The KMS provides users with assurance of the authenticity of the
peers with which they communicate. Unlike traditional key
distribution systens, M KEY-SAKKE does not require the KM5 to offer
high availability. Rather, it need only distribute new keys to its
users periodically.

M KEY- SAKKE consi sts of an ldentity-based Public Key Cryptography
(I DPKC) schene based on that of Sakai and Kasahara [S-K], and a
source authentication algorithmthat is tailored to use Identifiers
instead of certificates. The algorithns behind this protocol are
described in [ RFC6507] and [ RFC6508] .

The primary notivation for the MKEY protocol design is the | ow

| at ency requirenent of real-tinme comunication; hence, many of the
defined exchanges finish in one-half to one roundtrip. However, sone
exchanges, such as those described in [ RFC6043] and [ RFC6267], have
been proposed that extend the |latency of the protocol with the intent
of providing additional security. M KEY-SAKKE affords simlarly
enhanced security, but requires only a single sinplex transm ssion
(one-hal f roundtrip).

M KEY- SAKKE additionally offers support for scenarios such as
forking, retargeting, deferred delivery, and pre-encoded content.

1. Requirements Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] .
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2. A New M KEY Mbde: M KEY- SAKKE
2.1. cCutline

The proposed M KEY node requires a single sinplex transm ssion. The
Initiator sends a MKEY | _MESSAGE cont ai ni ng SAKKE Encapsul at ed Dat a
and a signature to the intended recipient. The Responder MJUST
validate the signature. Follow ng signature validation, the
Responder processes the Encapsul ated Data according to the operations
defined in [ RFC6508] to derive a Shared Secret Value (SSV). This SSV
is used as the TGK (the TEK Generation Key defined in [ RFC3830]).

A verification nmessage fromthe Responder (as in pre-shared key node,
for exanple) is not needed, as the parties are nutually authenticated
foll owi ng processing of the single | _MESSAGE. The notation used for
M KEY nessages and their payloads in Figure 1, and in the rest of
this docunment, is defined in [ RFC3830].

Initiator Responder
| _MESSAGE =

HDR, T, RAND, [IDRi], [IDRr], [IDRknsi], [!DRknsr],

[ CERT], {SP}, SAKKE, SIGN o>

Fi gure 1: M KEY- SAKKE Uni cast Mode

The Initiator wants to establish a secure nedia session with the
Responder. The Initiator and the Responder trust a third party, the
KMS, which provisions themwi th key material by a secure nechani sm
In addition to the public and secret keys corresponding to their
Identifier, the KMS MUST provision devices with its KMS Public Key
and, where [RFC6507] is used, its KVM5 Public Authentication Key. A
description of all key material used in M KEY-SAKKE can be found in
Section 2.1.2. The Initiator and the Responder do not share any
credentials; instead, the Initiator is able to derive the Responder’s
public Identifier

I mpl enent ati ons MAY provi de support for multiple KMSs. |In this case,
rather than a single KM5, several different KMSs coul d be invol ved,
e.g., one for the Initiator and one for the Responder. To allow
this, each interoperating KMS MJUST provide its users with the KVS
public keys for every KMS subscriber domain with which its users
conmunicate. It is not anticipated that |arge nutually conmunicating
groups of KMss will be needed, as each KMsS only needs to provide its
domai n of devices with key material once per key period (see

Section 3.3) rather than to be active in each call
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As M KEY- SAKKE i s based on [ RFC3830], the sanme term nol ogy,
processing, and considerations still apply unless otherw se stat ed.
Fol  owi ng [ RFC3830], nessages are integrity protected and encryption
is not applied to entire nessages.

2.1.1. Paraneters

[ RFC6508] requires each application to define the set of public
paraneters to be used by inplenentations. The paraneters in
Appendi x A SHOULD be used in M KEY-SAKKE; alternative paraneters NAY
be subsequently defined; see Section 4.2.

[ RFC6507] requires each application to define the hash function and
various other parameters to be used (see Section 4.1 of [RFC6507]).

For M KEY- SAKKE, the P-256 elliptic curve and base point [FlPS186-3]
and SHA- 256 [ FI PS180-3] MJST be used.

2.1.2. Key Types

Users require keys for [ RFC6508] and to sign messages. These keys
MJST be provided by the users’ KMS. It is RECOMMENDED t hat

i npl ement ati ons support the schene for signatures described in

[ RFC6507]. Alternatively, RSA signing as defined in [ RFC3830] MAY be
used.

SAKKE keys

SAKKE requires each user to have a Receiver Secret Key, created by
the KM5, and the KM5 Public Key. For systens that support

mul tiple KVSs, each user also requires the KMS Public Key of every
KMS subscri ber domain with which comunication is authorized.

ECCSI keys

If the Elliptic Curve-based Certificatel ess Signatures for

I dentity-based Encryption (ECCSI) signatures are used, each user
requires a Secret Signing Key and Public Validation Token, created
by the KM5, and the KMS Public Authentication Key. For systens
that support multiple KMSs, each user also requires the KMS Public
Aut hentication Key of every KMS subscriber domain with which
commruni cation is authorized.

If instead RSA signhatures are to be used, certificates and
correspondi ng private keys MUST be suppli ed.
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2.2. Preparing and Processing M KEY- SAKKE Messages

Preparation and parsing of MKEY nessages are as described in
Sections 5.2 and 5.3 of [RFC3830]. FError handling is described in
Section 5.1.2, and replay protection guidelines are in Section 5.4 of
[RFC3830]. In the follow ng, we describe the conponents of

M KEY- SAKKE nmessages and specify nessage processing and parsing rules
in addition to those in [ RFC3830].

2.2.1. Conmponents of the | _MESSAGE

M KEY- SAKKE requires a single sinplex transmi ssion (a half roundtrip)
to establish a shared TGK  The | _MESSAGE MUST contain the M KEY
Conmon Header Payl oad HDR defined in [ RFC6043] together with the

ti mestanp payload in order to provide replay protection. The HDR
field contains a CSB ID (Crypto Session Bundle ID) randonmy sel ected
by the Initiator. The V bit in the HDR payl oad MJST be set to '0’
and ignored by the Responder, as a response is not expected in this
nmode. The timestanp payl oad MJST use TS type NTP-UTC (TS type 0) or
NTP (TS type 1) as defined in Section 6.6 of [RFC3830] so that the
Responder can determine the Identifiers used by the Initiator (see
Section 3.2). It is RECOVWENDED that the time al ways be specified
in UTC

The | _MESSAGE MUST be signed by the Initiator follow ng either the
procedure to sign M KEY nessages specified in [ RFC3830], or using

[ RFC6507] as specified in this docunment. The SIGN payl oad contains
this signature. Thus, the | MESSAGE is integrity and replay
protected. The ECCSI signature schene [ RFC6507] SHOULD be used. |If
this signature schenme is used, then the Initiator MUST NOT include a
CERT payload. To formthis signature type, the Initiator requires a
Secret Signing Key that is provided by the KVS

O her signature types defined for use with MKEY MAY be used. |If
signature types 0 or 1 (RSA) are used, then the Initiator SHOULD

i nclude a CERT payload; in this case, the CERT payl oad MAY be | eft
out if it is expected that the Responder is able to obtain the
certificate in sone other manner. |If a CERT payload is included, it
MJST correspond to the private key used to sign the | _MESSAGE

The Initiator MUST include a RAND payload in the | MESSAGE, as this
is used to derive session keys.

The identities of the Initiator, Responder, the Initiator’s KM5 (root
of trust for authentication of the Initiator), and the Responder’s
KMS (root of trust for authentication of the Responder) MAY be
contained in the IDRi, IDRr, |IDRknsi, and | DRknsr | _MESSAGES,
respectively. The ID Payload with Role Indicator (IDR) is defined in
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[ RFC6043] and nodified in Section 4.4. \hen used, this payl oad
provides the Identifier for any of the Initiator, the Responder, and
their respective KMss.

The 1D Role MJUST be the Initiator (value 1) for the IDR payl oad and
Responder (value 2) for the IDRr payload. The Initiator’s IDis used
to validate signatures [RFC6507]. |If included, the IDR payl oad MJST
contain the URI of the Initiator incorporated in the Identifier used
to sign the | _MESSAGE (see Section 3.2). |If included, the |IDRr

payl oad MJUST contain the URI of the Responder incorporated in the
Identifier that the Initiator used in SAKKE (see Section 3.2). |If
included, the ID Role MJST be the Initiator’'s KM5 (value 6) for the

| DRkrsi payl oad and Responder’s KMS (value 7) for the | DRknsr payl oad
and MJST correspond to the KMS used as root of trust for the
signature (for the I DRknmsi payl oad) and the KMS used as the root of
trust for the SAKKE key exchange (for the | DRknsr payl oad).

It is OPTIONAL to include any | DR payl oads, as in sone user groups
Identifiers could be inferred by other neans, e.g., through the
signaling used to establish a call. Furthernore, a closed user group
could rely on only one KMS, whose identity will be understood and
need not be included in the signaling.

The | _MESSAGE MUST contain a SAKKE payl oad constructed as defined in
Section 4. 2.

The Initiator MAY al so send security policy (SP) payl oad(s)
containing all the security policies that it supports. If the
Responder does not support any of the policies included, it SHOULD
reply with an error nessage of type "lnvalid SPpar" (Error no. 10).
The Responder has the option not to send the error nessage in M KEY
if a generic session establishnent failure indication is deenmed
appropriate and comuni cated via other means (see Section 4.1.2 of

[ RFC4567] for additional guidance).

2.2.2. Processing the | MESSAGE

The Responder MUST process the | _MESSAGE according to the rules
specified in Section 5.3 of [RFC3830]. The follow ng additiona
processi ng MJST al so be appli ed.

* |f the Responder does not support the M KEY-SAKKE node of
operation, or otherw se cannot correctly parse the received M KEY
message, then it SHOULD send an error nessage "Unsupported nessage
type" (Error no. 13). FError no. 13 is not defined in [ RFC3830],
and so inplenmentations conpliant with [ RFC3830] MAY return an
"Unspecified error" (Error no. 12).
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2. 3.

M

* The Responder MAY conpare the I D payl oad agai nst his local policy
to deterni ne whether he wi shes to establish secure comuni cations
fromthe Initiator. |If the Responder’s policy does not allowthis
conmuni cati on, then the Responder MAY respond with an "Auth
failure" error (Error no. 0).

* |f the Responder supports M KEY- SAKKE and has determined that it
wi shes to establish secure conmmunications with the Initiator, then
it MUST verify the signature according to the nethod described in
Section 5.2.2 of [RFC6507] if it is of type 2, or according to the
certificate used if a signature of type O or 1 is used. |If the
verification of the signature fails, then an "Auth failure" error
(Error no. 0) MAY be sent to the Initiator

* |f the authentication is successful, then the Responder SHALL
process the SAKKE payl oad and derive the SSV according to the
met hod described in [ RFC6508].

For ki ng and Retargeting

VWhere forking is to be supported, Receiver Secret Keys can be held by
multiple devices. To facilitate this, the Responder needs to | oad
his Receiver Secret Key into each of his devices that he wi shes to
recei ve M KEY- SAKKE comuni cations. |f forking occurs, each of these
devi ces can then process the SAKKE payl oad, and each can verify the
Identifier of the Initiator as they hold the KM5 Public

Aut hentication Key. Therefore, the traffic keys could be derived by
any of these devices. However, this is the case for any schene

enpl oying sinplex transm ssion, and it is considered that the

advant ages of this type of schenme are significant for many users.
Furthernore, it is for the owner of the Identifier to determnine on
whi ch devices to allow his Receiver Secret Key to be |oaded. Thus,

it is anticipated that he would have control over all devices that
hol d his Receiver Secret Key. This argunent also applies to
applications such as call centers, in which the security relationship
is typically between the call center and the individual calling the
center, rather than the particular operative who receives the call.

Devi ces hol ding the sanme Receiver Secret Key ought to each hold a
different Secret Signing Key corresponding to the sane ldentifier
This is possible because the Elliptic Curve-based Certificatel ess
Signatures for ldentity-based Encryption (ECCSI) schene all ows
mul tiple keys to be generated by KMS for the same ldentifier.

Secure retargeted calls can only be established in the situation
where the Initiator is aware of the Identifier of the device to whom
the call is being retargeted; in this case, the Initiator ought to
initiate a new M KEY- SAKKE session with the device to whomit has
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1.

been retargeted (if willing to do so). Retargeting an Initiator’s
call to another device (with a different lIdentifier) is to be viewed
as insecure when the Initiator is unaware that this has occurred, as
this prevents authentication of the Responder

Group Conmuni cati ons

SAKKE supports key establishnent for group comunications. The
Initiator needs to forman | _MESSAGE for each nenber in the group,
each using the sane SSV. Alternatively, a bridge can be used. In
this case, the bridge fornms an | _MESSAGE for each nenber of the
group. Any nenber of the group can invite new nenbers directly by
form ng an | _MESSACE using the group SSV.

Deferred Delivery

Deferred delivery / secure voicemail is fully supported by M KEY-
SAKKE. A deferred delivery server that supports M KEY- SAKKE needs to
store the M KEY- SAKKE | _MESSACGE al ong with the encrypted data. When
the recipient of the voicemail requests his data, the server needs to
initiate M KEY-SAKKE using the stored | _MESSAGE. Thus, the data can
be received and decrypted only by a legitimte recipient, who can
also verify the Identifier of the sender. This requires no

addi tional support fromthe KMs, and the deferred delivery server
need not be trusted, as it is unable to read or tanper with the
messages it receives. Note that the deferred delivery server does
not need to fully inplenment MKEY-SAKKE nerely to store and forward
the | _MESSACE

The deferred delivery nessage needs to be collected by its recipient
before the key period in which it was sent expires (see Section 3.3
for a discussion of key periods). Alternatively, if greater

| ongevity of deferred delivery payloads is to be supported, the
Initiator needs to include an | _MESSAGE for each key period during
the lifetime of the deferred delivery nessage, each using the sane
SSV. In this case, the deferred delivery server needs to forward the
| _MESSAGE corresponding to the current key period to the recipient.

Key Managenent

Generating Keys fromthe Shared Secret Val ue
Once a M KEY- SAKKE | _MESSAGE has been successfully processed by the
Responder, he will share an authenticated SSV with the Initiator

This SSV is used as the TG The keys used to protect application
traffic are derived as specified in [ RFC3830].
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3. 2. Identifiers

One of the primary features and advantages of Identity-Based
Encryption (IBE) is that the public keys of users are their
Identifiers, which can be constructed by their peers. This renoves
the need for Public Key or Certificate servers, so that all data
transm ssi on per session can take place directly between the peers,
and high-availability security infrastructure is not needed. In
order for the Identifiers to be constructable, they need to be
unanbi guously defined. This section defines the format of
Identifiers for use in M KEY- SAKKE.

If keys are updated regularly, a KM5 is able to revoke devices. To
this end, every Identifier for use in MKEY-SAKKE MJST contain a

ti mestanp value indicating the key period for which the Identifier is
valid (see Section 3.3). This docunent uses a year and nonth format

to enforce nonthly changes of key material. Further Identifier
schemes MAY be defined for comunities that require different key
| ongevity.

An Identifier for use in MKEY-SAKKE MJIST take the formof a
timestanp formatted as a US-ASCI| string [ASCII] and term nated by a
null byte, followed by identifying data which relates to the identity
of the device or user, also represented by a US-ASCI| string and
terminated by a null byte.

For the purposes of this docunent, the tinestanp MJIST take the form
of a year and nonth value, formatted according to [I1S08601], with the
format "YYYY-MM', indicating a four-digit year, followed by a hyphen
"-", followed by a two-digit nonth.

For the ldentifier schene defined in this docunment, the identifying
data MJST take the formof a constrained "tel” URI. [If an
alternative URI schenme is to be used to form SAKKE I dentifiers, a
subsequent RFC MJST define constraints to ensure that the URI can be
formed unanbi guously. The normalization procedures described in
Section 6 of [RFC3986] MJST be used as part of the constraining rules
for the URI format. It would also be possible to define Identifier
types that used identifying data other than a URI.

The restrictions for the "tel" URl schenme [ RFC3966] for use in
M KEY- SAKKE | dentifiers are as foll ows:

* the "tel" URI for use in M KEY- SAKKE MJUST be formed in gl oba
not ati on,

* visual separators MJST NOT be included,
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* the "tel" URI MJST NOT include additional paraneters, and
* the "tel” URI MJST NOT include phone-context paramneters.

These constraints on format are necessary so that all parties can
unanbi guously formthe "tel" URI

For exanpl e, suppose a user’s tel ephone nunber is +447700900123 and
the nmonth is 2011-02, then the user’s ldentifier is defined as the
ASCI | string:

2011- 02\ Ot el : +447700900123\ 0,
where '\0' denotes the null 8-bit ASCI| character 0x00.

If included in | _MESSAGE, the IDRi and | DRr payl oads MJST contain the
URI used to formthe lIdentifier. The value of the nonth used to form
the lIdentifiers MJUST be equal to the nonth as specified by the data
in the tinestanp payl oad.

3.3. Key Longevity and Update

Identifiers for use in MKEY- SAKKE change regularly in order to force
users to regularly update their key material; we termthe interva

for which a key is valid a "key period". This nmeans that if a device
is comprom sed (and this is reported procedurally), it can continue
to communicate with other users for at nost one key period. Key

peri ods SHOULD be indicated by the granularity of the format of the
timestanp used in the ldentifier. |In particular, the ldentifier
schene in this docunent uses nmonthly key periods. |nplenentations
MUST al | ow devices to hold two periods’ keys sinultaneously to all ow
for differences in systemtinme between the Initiator and Responder

Where a nonthly key period applies, it is RECOMVENDED t hat

i npl ement ations receive the new key material before the
second-to-last day of the old nonth, comrence allow ng receipt of
calls with the new key material on the second-to-last day of the old
mont h, and continue to allow receipt calls with the old key materi al
on the first and second days of the new nonth. Devices SHOULD cease
to receive calls with key material corresponding to the previous
month on the third day of the nonth; this is to allow conpron sed
devices to be keyed out of the communicating user group

KMSs MAY update their KMS Master Secret Keys and KMS Master Secret
Aut hentication Keys. |f such an update is not deened necessary, then
the correspondi ng KVMS Public Keys and KMs Public Authentication Keys
will be fixed. |If KMS keys are to be updated, then this update MJST
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occur at the change of a key period, and new KM5 Public Key(s) and
KMS Public Authentication Key(s) MJIST be provided to all users with
their user key material

It is NOT RECOMVENDED for KMSs to distribute nmultiple key periods
keys sinultaneously, as this prevents the periodic change of keys
from excl udi ng conprom sed devi ces

3.4. Key Delivery
Thi s docunent does not seek to restrict the nmechani sns by which the
necessary key material nmight be obtained fromthe KM5. The
mechani sms of [ RFC5408] are not suitable for this application, as the
M KEY- SAKKE protocol does not require public paraneters to be
obtained froma server: these are fixed for all users in order to
facilitate interoperability and sinplify inplementation
The delivery mechani smused MJST provide confidentiality to al
secret keys, integrity protection to all keys, and nutual
aut henti cation of the device and the KVS

4. Payl oad Encodi ng
Thi s section describes the new SAKKE payl oad and al so the payl oads
for which changes have been nmade conpared to [ RFC3830]. A detailed
description of MKEY payloads is provided in [ RFC3830].

4.1. Commopn Header Payl oad (HDR)

An additional value is added to the data type and next payl oad
fields.

* Data type (8 bits): describes the type of nessage.
Data type | Value | Comment
SAKKE msg | 26 | Initiator's SAKKE nessage
Table 1: Data type (additions)

* Next payload (8 bits): identifies the payload that is added after
t hi s payl oad.

Next payload | Value | Section

Tabl e 2: Next payl oad (additions)
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* V(1 bit): flag to indicate whether a response message i s expected
(1) or not ("0'). It MIST be set to 'O and ignored by the
Responder in a SAKKE nessage.

4.2. SAKKE Payl oad

The SAKKE payl oad contai ns the SAKKE Encapsul ated Data as defined in
[ RFC6508] .

3
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Tabl e 3: SAKKE payl oad

*  Next payload (8 bits): identifies the payload that is added after

thi s payl oad.
* SAKKE parans (8 bits): indicates the SAKKE paraneter set to be
used.
SAKKE par ans | Val ue
Parameter Set 1 (See Appendix A) | 1

Tabl e 4: SAKKE par ans

* | D scheme (8 bits): indicates the SAKKE identifier schene to be
used.

tel URl with nonthly keys (See Section 3.2) | 1
Table 5: 1D schene
* SAKKE data length (16 bits): length of SAKKE data (in bytes).

* SAKKE data (variable): the SAKKE Encapsul ated Data formatted as
defined in Section 4 of [RFC6508].
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4.3. SICGN Payl oad
To enabl e use of the ECCSI signature algorithm which has efficiency
benefits for use with Identity-based encryption, we define an
addi tional signhature type

* Stype (4 bits): indicates the signhature algorithm applied by the
Si gner.

ECCSI | 2 | ECCSI signature
Table 6: S type (additions)
4. 4. | DR Payl oad

The | DR payl oad was defined in [ RFC6043], but its definition only
provided the facility to identify one KMS per exchange. Since it is
possible that different KMss could be used by the Initiator and
Responder, this payload is extended to define an ID Role for the KM5
of the Initiator and the KM5 of the Responder
* |D Role (8 bits): specifies the sort of identity.

ID Rol e | Val ue

Initiator’s KMS (IDRknsi) | 6
Responder’s KMs (I DRknsr) | 7

Table 7: ID Role (additions)
5. Applicability of M KEY-SAKKE Mde

M KEY- SAKKE is suitable for use in a range of applications in which

secure comuni cations under a clear trust nodel are needed. In
particular, the KM5 need not provide high availability, as it is only
necessary to provide a periodic refresh of key material. Devices are

provided with a high |l evel of authentication, as the KM5 acts as a
root of trust for both key exchange and si gnatures.

6. Security Considerations

Unl ess explicitly stated, the security properties of the MKEY
protocol as described in [ RFC3830] apply to M KEY-SAKKE as well. In
addition, M KEY-SAKKE inherits some properties of ldentity-based
cryptography. For instance, by concatenating the "date" with the UR
to formthe lIdentifier, the need for any key revocati on nmechanisns is
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virtually elimnated. It is NOI RECOWENDED for KMSs to distribute
mul tiple months’ keys sinmultaneously in an I BE system as this
prevents the monthly change of keys from excl udi ng conproni sed

devi ces.

The sol ution proposed provides protection suitable for high-security
user groups, but is scal abl e enough that it could be used for |arge
nunbers of users. Traffic keys cannot be derived by any

i nfrastructure conponent other than the KVS

The effective security of the public parameters defined in this
docunent is 112 bits, as this is the security offered by the prine p
of size 1024 bits used in SAKKE (see Section 7 of [RFC6508]). For
simlar paraneter sizes, M KEY-SAKKE provides equival ent |evels of
effective security to other schenes of this type (such as [ RFC6267])
For reasons of efficiency and security, it is RECOMMENDED to use a
node of AES-128 [AES] in the traffic application to which M KEY- SAKKE
supplies key material, but users SHOULD be aware that 112 bits of
security are offered by the defined public paranmeters. Foll ow ng

[ SPB0O0-57], this choice of security strength is appropriate for use
to protect data until 2030.

User identities cannot be spoofed, since the Public Authentication
Token is tied to the Identifier of the sender by the KM5. In
particular, the Initiator is provided with assurance that nobody
other than a holder of the legitimate Receiver Secret Key can process
the SAKKE Encapsul ated Data, and the signature binds the hol der of
the Initiator’'s Secret Signing Key to the | _MESSAGE. Since these
keys are provided via a secure channel by the KMS, nutual

aut hentication is provided. This nechanism protects against both
passive and active attacks.

If there were a requirenent that a caller remain anonynmous from any
called parties, then it would be possible to renove the signature
fromthe protocol. A called user could then decide, according to

| ocal policy, whether to accept such a secure session

6.1. Forking

Where forking is used, the viewis taken that it is not necessary for
each device to have a separate Receiver Secret Key. Rather, where a
user wishes his calls to be forked between his devices, he |oads the
same Receiver Secret Key onto each of them This does not conprom se
his security as he controls each of the devices, and is consistent
with the Initiator’s expectation that he is authenticated to the
owner of the ldentifier he selected when initiating the call.
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6.2. Retargeting

Since the Initiator is nade aware by the forwardi ng server of the
change to the Identifier of the Responder, he creates an | _MESSAGE
that can only be processed by this legitinmte Responder. The
Initiator MAY al so choose to discontinue the session after checking
his |l ocal policy.

6.3. Goup Calls

Any device that possesses an SSV can potentially provide it securely
to any other device using SAKKE. Thus, group calls can either be
established by an Initiator, or can be extended to further Responders
by any party to whomthe original Initiator has sent an | _MESSAGE

The Initiator in this context MAY be a conference bridge. |If a node
of operation in which a bridge has no know edge of the SSV is needed,
the role of the MKEY-SAKKE | nitiator MJST be carried out by one or
nmore of the communicating parties, not by the bridge.

VWhere nul ti-way comuni cations (rather than broadcast) are needed,
the application using the supplied key material MJST ensure that a
suitable Initialization Vector (IV) schene is used in order to
prevent cryptovariable re-use.

6.4. Deferred Delivery
Secure deferred delivery is supported in a manner such that no trust
is placed on the deferred delivery server. This is a significant
advantage, as it removes the need for secure infrastructure
conmponent s beyond the KMS

7. | ANA Consi derations
Thi s docunent defines new val ues for the nanespaces Data Type, Next
Payl oad, and S type defined in [ RFC3830], and for the ID Role
nanespace defined in [RFC6043]. The follow ng | ANA assi gnments have
been added to the M KEY Payl oad registry:
* 26 - Data type (see Table 1)
* 26 - Next payload (see Table 2)
* 2 - Stype (see Table 6)
* |D Role (see Table 7)

* 6 - Initiator’'s KMs (| DRknsi )
* 7 - Responder’s KM (| DRknsr)
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8.

8.

The SAKKE payl oad defined in Section 4.2 defines two fields for which
I ANA has created and now mai ntai ns namespaces in the MKEY Payl oad
registry. These two fields are the 8-bit SAKKE Params field, and the
8-bit ID Schene field. [|ANA has recorded the pre-defined val ues
defined in Section 4.2 for each of the two nane spaces. Values in
the range 1-239 SHOULD be approved by the process of Specification
Required, values in the range 240-254 are for Private Use, and the
val ues 0 and 255 are Reserved according to [ RFC5226].

Initial values for the SAKKE Parans registry are given bel ow.
Assi gnnents consi st of a SAKKE paranmeters nanme and its associ ated
val ue.

Val ue SAKKE par ans Definition
0 Reserved
1 Paranmeter Set 1 See Appendix A

2-239 Unassi gned
240-254 Private Use
255 Reserved

Initial values for the ID schene registry are given bel ow.
Assi gnnents consist of a nane of an identifier scheme nanme and its
associ at ed val ue.

Val ue I D Schene Definition
0 Reser ved
1 tel URI with nonthly keys See Section 3.2

2-239 Unassi gned
240- 254 Private Use
255 Reserved
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Appendi x A

[ RFC6508]

paraneters to be used by inplenentations.
in this appendi x.

Section 2.

n

p

Px
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Par anmeters for

M KEY- SAKKE

of [RFC5508] .

128

997ABB1F
416C0CE1
FA0AAB27
E791B39F
E26C6487
B6AFF4A8
9F94 D6 AF
80C5DF10

265EAECY
905B0338
BDO2AAC9
39E46CE7
389B1921
6DABFD2A
A7E535AB
203177C4

53FCO9EE
2B1A2FD6
BSEDB6CO
43D5F22C
9760AF76
A702C339
D5CFB4ACC
80EC46C4

0A824906
D3E82016
F5EA69F4
6B598CCF
70DAE117
AC6F1E80
13515AD7
ADB9B570

0A563FDA
9CB48261
E2FCOF1B
F7C88A19
326B4CD4
31852A82
56971F1F
AC7ACE87

C2958FF6
672D2098
F8BFO3C6
FDF22286
CC9AD335
0C614AA0
D5A5C7C7
2B1EB3Al

332C29AD
0AEC69C6
F6CE2308
DBI9DFAS5
5DD5BCCB
7A60DE74
80728087
967E0979

3F6009F1
02990696
654EC2B9
9A140B2E
AD547C6C
164AA989
E9CB99A9
6A67DCDE

65C61198
BE9AE358
22873005
356D27F4
512AC5CD
A7CF3C52
FCE3E823
666D807A

99718466
6FAG6B8D6
C8A1CC35
4D5B49FD
144AB173
A9F3CF14
FF38FAO8
D99B601E

0A799005
98B2F204
AB10DB90
718BDOE7
337C8654
A7C1514D
EE9163A5
880DC8AB

FOF1F053
3D778D82
E7F7F5E5
416CFFOC
CADG696B5
492D979F
80BDADSA
75573FD7

Use in M KEY- SAKKE

DADO657A
B3EO1AZE
31A59CBO
A666A6D00
65681CE1
1C3C09AA
89857DB0
FEAS5FEB

36B4195E
2CF8068B
4C69672C
2999A9B4
595A0738
870F026A
E2615F6C
BFAAL17FB

3EDOB52A
B6FF7CBF
30B0O9E10
406CE890
8B72F2E1
BA66910D
B63F73EC
EAE63895

3634A135
1E141178
FODES5F6
A9EO032B9
B7652FEQ
C5A4D5F2
D5BB4636
1BEF16D7
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requires each application to define the set of public
Paraneter Set 1 is defined
Descriptions of the parameters are provided in
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g = 66FC2A43
CB6A87BDL
371E9474
CBFDA85D
EEOFAEDL
55DF0460
D682C033
3C8CAES7

Hash = SHA- 256 (defined i
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