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Abst r act

SEcure Nei ghbor Discovery (SEND) specifies a nmethod for securing

Nei ghbor Di scovery (ND) signaling against specific threats. As
defined today, SEND assunes that the node sending an ND nessage i s
the owner of the address from which the nessage is sent and/or
possesses a key that authorizes the node to act as a router, so that
it is in possession of the private key or keys used to generate the
digital signature on each nessage. This nmeans that the Proxy ND
signaling performed by nodes that do not possess know edge of the
address owner’s private key and/ or know edge of a router’s key cannot
be secured using SEND. This docunent extends the current SEND
specification in order to secure Proxy ND operation

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
comunity. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the IESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6496
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1. Introduction

SEcur e Nei ghbor Discovery (SEND) [ RFC3971] specifies a method for
securing Nei ghbor Discovery (ND) signaling [ RFC4861] against specific
threats [ RFC3756]. As defined today, SEND assunes that the node
sendi ng an ND nessage is the owner of the address fromwhich the
message i s sent and/ or possesses a key that authorizes the node to
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act as a router, so that it is in possession of the private key or
keys used to generate the digital signature on each message. This
means that the Proxy ND signaling performed by nodes that do not
possess know edge of the address owner’s private key and/or know edge
of a router’s key cannot be secured using SEND.

Thi s docunent extends the current SEND specification with support for
Proxy ND. Fromthis point on, we refer to such an extension as
"Secure Proxy ND Support for SEND".
2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
3. Term nol ogy
Secure ND Proxy
A node acting on behal f of another node and authorized to secure a
Nei ghbor Di scovery Protocol (NDP) nessage w thout know ng the
private key related to the source address of the other node or the
key related to the router authorization
Proxi ed | Pv6 address

An | Pv6 address that does not belong to the Secure ND Proxy and
for which the Secure ND Proxy is perform ng advertisenents.

Non- SEND node
An | Pv6 node that does not inplenent the SEND [ RFC3971]
specification but uses the ND protocol defined in [ RFC4861] and
[ RFC4862], without additional security.

RFC 3971 node
An | Pv6 node that does not inplenent the specification defined in
this docunment for Secure Proxy ND support but uses the SEND
specification as defined in [ RFC3971].

Secure Proxy ND (SPND) node
An | Pv6 node that receives and validates nessages according to the

specification defined in this docunent for Secure Proxy ND
support.
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Transl ated NDP nmessage

An NDP nessage issued by a Secure ND Proxy as a result of a
recei ved NDP nessage originated by the owner of the address or
ori gi nated by anot her node acting on behalf of the owner of the
addr ess.

Synt heti c NDP nessage

An NDP nessage issued by a Secure ND Proxy that is not the result
of a received NDP nessage

4. Secure Proxy ND Overview

The original SEND specification [ RFC3971] has inplicitly assuned that
only the node sending an ND nessage is the owner of the address from
which the nmessage is sent. This assunption does not allow proxying
of ND nessages, since the advertiser is required to generate a valid
RSA Si gnature option, which in turn requires possession of the
public-private key pair that was used to generate a Cryptographically
Generated Address (CGA), or that was associated to a router
certificate.

To be able to separate the roles of owner and advertiser, the
followi ng extensions to the SEND protocol are defined:

0 A Secure Proxy ND certificate, which is a certificate authorizing
an entity to act as an ND proxy. It is an X 509v3 certificate in
whi ch the purpose for which the certificate is issued has been
specified explicitly, as described in a conpani on docunent
[ RFC6494]. Briefly, Secure Proxy ND certificates include one or
nmor e KeyPur posel d val ues that can be used for authorizing proxies
to sign Router Advertisenent (RA) and Redirect nessages, or to
si gn Nei ghbor Advertisenent (NA), Neighbor Solicitation (NS), or
Router Solicitation (RS) nessages on behal f of other nodes. The
inclusion of this value allows the certificate owner to perform
proxyi ng of SEND nessages for a range of addresses indicated in
the sane certificate. This certificate can be exchanged through
the Authorization Del egati on D scovery process defined in
[ RFC3971] .

0 A new Nei ghbor Discovery option called the Proxy Signature (PS)
option. This option contains the hash value of the public key of
the proxy, and the digital signature of the SEND nmessage comnputed
with the private key of the proxy. The hash of the public key of
the proxy is conmputed over the public key contained in the Secure
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Proxy ND certificate. Wen an ND nessage contains a PS option, it
MUST NOT contain CGA or RSA Sighature options. The PS option MJST
be appended to any NDP nessage (NA, NS, RS, RA, and Redirect) to
secure it.

o A nodification of the SEND processing rules for all ND nessages:
NA, NS, RS, RA, and Redirect. Wen any of these nessages
containing a PS option is validated, it is considered secure.

These extensions are applied in the follow ng way:

0 A Secure ND Proxy that proxies ND nessages on behal f of a node can
use the PS option to protect the proxi ed nessages. This Secure ND
Proxy becones part of the trusted infrastructure just |like a SEND
router.

0 The nmessages to be secured with the PS option are built according
to [RFC4861] if they are synthesized by the Secure ND Proxy, or
they result fromthe processing rules defined in [RFC4389] if they
are transl ated ND nessages.

0 In order to allow nodes to successfully validate secured proxied
messages, the nodes MUST be aware of the Secure Proxy ND
certificate (in the format described in [ RFC6494]) and MJST apply
the nodified processing rules specified in this document. W cal
these nodes ' SPND nodes’. Note that the rules for generating ND
messages in SPND nodes do not change, so these nodes behave as
defined in [ RFC3971] when they send ND nessages.

o0 To allow SPND nodes to know the certification path required to
validate the public key of the proxy, devices responding to CPS
(Certification Path Solicitation) messages with CPA (Certification
Pat h Adverti sement) nessages as defined in Section 6 of the SEND
specification [ RFC3971] are extended to support the certificate
format specified in [RFC6494], and are configured with the
appropriate certification path.

5. Secure Proxy ND Specification

A Secure ND Proxy perforns all the operations described in the SEND
specification [ RFC3971] with the addition of new processing rules to
ensure that the receiving node can identify an authorized proxy
generating a translated or synthetic SEND nmessage for a proxied

addr ess.

This is acconplished by signing the nessage with a private key of the

aut hori zed Secure ND Proxy. The signature of the Secure ND Proxy is
included in a new option called the PS option. The signature is
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performed over all the Nei ghbor Di scovery Protocol (NDP) options
present in the nessage, and the PS option is appended as the | ast
option in the nessage.

5.1. Proxy Signature Option

The Proxy Signature option allows signatures based on public keys to
be attached to NDP nessages. The format of the PS option is
described in the foll ow ng diagram

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S

Type | Lengt h | Reserved |
i T o T i e S S S i S e S

Key Hash

i S T S T o S S e e it Sl S S e S S S

I
+-
I I
I I
I I
I I
+- +
| |
Digital Signature

I I

B i aT T e e o S o S S S I T et sl o ST S S S S S S

| |

Paddi ng
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 1: PS Option Layout

Type

32
Length

The I ength of the option (including the Type, Length, Reserved,

Key Hash, Digital Signature, and Padding fields) in units of
8 octets.
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Reserved

A 16-bit field reserved for future use. The value MJST be
initialized to zero by the sender, and MJST be ignored by the
receiver.

Key Hash

A 128-bit field containing the nost significant (|eftnost)

128 bits of a SHA-1 [SHA1l] hash of the public key used for
constructing the signature. |Its purpose is to associate the
signature to a particular key known by the receiver. Such a key
MUST be the sane one within the correspondi ng Secure Proxy ND
certificate.

Digital Signature

A variable-length field containing a PKCS#1 v1.5 signature,
constructed by using the sender’s private key over the follow ng
sequence of octets:

1. The 128-bit CGA Message Type tag [ RFC3972] value for Secure
Proxy ND, Ox09F5 2BE5 3B62 4C76 CB96 4E7F CDC9 2804. (The tag
val ue has been generated randomy by the editor of this
specification.)

2. The 128-bit Source Address field fromthe | P header
3. The 128-bit Destination Address field fromthe |P header

4. The 8-bit Type, 8-bit Code, and 16-bit Checksumfields from
the |1 CVP header.

5. The NDP nessage header, starting fromthe octet after the | CWP
Checksum field and continuing up to, but not including, NDP
options.

6. Al NDP options preceding the Proxy Signature option

The signature value is conputed with the RSASSA- PKCS1-v1l 5

al gorithm and SHA-1 hash, as defined in [RSA]. This field starts
after the Key Hash field. The length of the Digital Signature
field is determned by the ASN. 1 BER codi ng of the PKCS#1 v1.5

si gnature.

Krishnan, et al. Experi ment al [ Page 7]



RFC 6496 Secure Proxy ND Support for SEND February 2012

5

5.

Paddi ng

This variable-length field contains padding. The length of the
padding field is determined by the length of the Proxy Signature
option mnus the length of the other fields.

2. Mdified SEND Processing Rul es

Thi s specification nodifies the sender and receiver processing rules
defined in the SEND specification [ RFC3971].

2.1. Processing Rules for Senders

A Secure ND Proxy MJST NOT use a key to sign NDP nessage types that
do not correspond to the authorization granted to the consi dered key.
NA, NS, and RS nessages MJST be signed with a key corresponding to a
Secure Proxy ND certificate with a KeyPurposeld val ue [ RFC6494] of

i d- kp-sendProxi edOmer, and the source addresses of the nessages MJST
be enconpassed in the prefix associated to the certificate. RA and
Redi rect nmessages MUST be signed with a key corresponding to a Secure
Proxy ND certificate with a KeyPurposeld val ue of

i d- kp-sendProxi edRouter. The prefix included in the RA nessage for
on-link determ nation and/or statel ess address autoconfiguration, and
the Target Address of the Redirect nmessage, MJST be enconpassed in
the prefix associated to that certificate.

A secured NDP nmessage sent by a Secure ND Proxy for a proxied address
MUST contain a PS option and MJST NOT contain either CGA or RSA
Signature options. Section 7 discusses in which cases an NDP nessage
has to be secured in a scenario including non-SEND nodes.

The input of this process is a nessage obtained in either of the
fol |l owi ng ways:

a. |If the Secure ND Proxy generates synthetic SEND nessages for a
proxi ed address, the nmessage MJST be constructed as described in
t he Nei ghbor Di scovery for |P version 6 specification [ RFC4861].

b. If the Secure ND Proxy translates secured nessages, first the
authenticity of the intercepted nessage MUST be verified. If the
i ntercepted nessage is a SEND nessage, it MJST be validated as
specified in Section 5 of the SEND specification [RFC3971]. If
the intercepted nessage contains a PS option, the authenticity of
the message MJST be verified as detailed in Section 5.2.2 of this
specification. After validation, the CGA RSA or PS options of
the original nessage MJUST be renoved. Then, the nessage to be
transl ated MUST be processed according to the ND Proxy
specification [RFC4389]. |In this way, it is determ ned whether
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5.

the message recei ved should be proxied or not; the proxy
interface status is updated if needed, the outgoing interface is
determ ned, the link-layer header and the |ink-layer address
within the payload are nodified if required, etc.

A Secure ND Proxy then nodifies the input nessage as foll ows:

1.

3.

2

2

Ti mest anp and Nonce options MJST be included according to the
rules specified in SEND [ RFC3971]. The value in the Timestanp
option MJST be generated by the proxy. |If the proxy is
translating a nmessage that includes a nonce, the Nonce value in
the proxi ed nessage MJST be the sane as in the intercepted
message. |If the proxy is synthesizing a solicitation nessage,
the Nonce val ue MUST be generated by the proxy. |If the proxy is
synt hesi zi ng an adverti senent nessage, the Nonce val ue MJST
correspond to the solicitation nessage to which the proxy is

r espondi ng.

The Proxy Signature option MIUST be added as the last option in
t he message.

The data MUST be signed as explained in Section 5.1

Processing Rul es for Receivers

Any SEND message wi thout a Proxy Signature option MJST be treated as
specified in the SEND specification [ RFC3971].

A SEND nessage including a Proxy Signature option MJUST be processed
as specified bel ow

1.

The receiver MJST ignore any RSA and CGA options, as well as any
options that mght come after the first PS option. The options
are ignored for both signature verification and NDP processing
pur poses.

The Key Hash field MJST indicate the use of a known public key.
A valid certification path (see [ RFC6494] Section 9) between the
receiver’s trust anchor and the sender’s public key MJST be
known. The Secure Proxy ND X 509v3 certificate MJST contain an
ext ended key usage extension including the appropriate

KeyPur posel d val ue and prefix for the nmessage to validate:

* For RA nmessages, a KeyPurposeld val ue of
i d- kp- sendPr oxi edRout er MJUST exi st for the certificate, and
the prefix included in the RA nessage for on-link
determ nati on and/or statel ess address autoconfigurati on MJST
be enconpassed in the prefix associated to that certificate.
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* For Redirect nessages, a KeyPurposeld val ue of
i d- kp- sendPr oxi edRout er MJUST exi st for the certificate, and
the prefix included in the Target Address of the Redirect
message MJST be enconpassed in the prefix associated to that
certificate.

* For NA, NS, and RS nmessages, a KeyPurposeld val ue of
i d- kp- sendPr oxi edOmer MJST exist for the certificate, and the
source addresses of the nessages MJST be enconpassed in the
prefix associated to the certificate.

If any of these tests fail, the verification fails.

3. The Digital Signature field MJST have correct encoding;
otherw se, the verification of the nessage including the PS
option fails.

4. The Digital Signature verification MUST show that the signature
has been cal cul ated as specified in Section 5.1; otherw se, the
verification of the nmessage including the PS option fails.

5. The Nonce option MJST be processed as specified in [ RFC3971]
Section 5.3.4, except for replacing 'RSA Signature option’ with
"PS option'; if these tests fail, the verification of the nessage
including the PS option fails.

6. The Tinmestanp opti on MJIST be processed as specified in [ RFC3971]
Section 5.3.4, except for replacing 'RSA Signature option’ with
"PS option’. If these tests fail, the verification of the
message including the PS option fails. The receiver SHOULD store
the peer-related tining informati on specified in [ RFC3971]
Sections 5.3.4.1 and 5.3.4.2 (RD ast, TSlast) separately for each
different proxy (which could be identified by the different Key
Hash val ues of the proxied nessage) and separately fromthe
timng information associated to the | P address of a node for
whi ch the message is proxied. |In this way, a message received
for the first time froma proxy (i.e., for which there is no
information stored in the cache) for which the Tinestanp option
i s checked SHOULD be checked as a message received froma new
peer (as in [ RFC3971] Section 5.3.4.2).

7. Messages with the Override bit [RFC4861] set MJUST override an
exi sting cache entry regardl ess of whether it was created as a
result of an RSA Signature option or a PS option validation
VWhen the Override bit is not set, the advertisenment MJST NOT
update a cached link-1ayer address created securely by neans of
RSA Signature option or PS option validation
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Messages for which the verification fails MJST be silently discarded
if the node has been configured to accept only secured ND nmessages.
The nessages MAY be accepted if the host has been configured to
accept both secured and unsecured nessages but MJUST be treated as an
unsecured message.

5.3. Proxying Link-Local Addresses

SEND [ RFC3971] relies on certificates to prove that routers are

aut hori zed to announce a certain prefix. However, Neighbor Discovery
[ RFC4861] states that routers do not announce the Iink-local prefix
(fe80::/64). Hence, it is not required for a SEND certificate to
hol d an X 509 extension for |P addresses that authorizes the
fe80::/64 prefix. However, some Secure Proxy ND scenari os

([ RFC4389], [RFC5213]) inpose providing the proxying function for the
I ink-1ocal address of a node. Wen Secure ND Proxy functionality for
a link-1ocal address is required, either a list of link-loca
addresses, or the fe80::/64 prefix MIST be explicitly authorized to
be proxied in the corresponding certificate.

6. Application Scenarios

In this section, we describe three different application scenarios
for which Secure Proxy ND support for SEND can be applied. Note that
the particular way in which Secure Proxy ND support is applied (which
ND nmessages are proxied, in which direction, how the interaction with
non- SEND hosts and RFC 3971 hosts is handled, etc.) largely depends

on the particular scenario considered. In the first two scenarios
presented bel ow, ND nessages are synthesized on behalf of off-Iink
nodes. In the third one, ND nessages are translated fromthe

messages received in other interfaces of the proxy.
6.1. Scenario 1. Mbile |IPv6

The description of the problens for deploying SEND in this scenario
is presented in [ RFC5909].

The Mobile IPv6 (M Pv6) protocol [RFC6275] allows a Mobile Node (MN)
to nove fromone link to another while maintaining reachability at a
stabl e address, the so-called MN's Hone Address (HoA). Wwen an WN
attaches to a foreign network, all the packets sent to the MN's HoA
by a Correspondent Node (CN) on the hone link or a router are
intercepted by the Home Agent (HA) on that home |ink, encapsul ated,
and tunneled to the MN' s regi stered Care-of Address (CoA).

To deploy Secure Proxy ND in this scenario, i.e., to secure the HA

operation, a Secure Proxy ND certificate with a KeyPurposeld val ue of
i d- kp- sendProxi edOaner for the prefix of the hone link is required.
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The Secure ND Proxy is configured with the private key associated to

this certificate.

I'ink,

with any of the MN's Hone Addresses in the binding cache,

Wen a NS is intercepted by the HA on the hone

the HA checks whether the Target Address within the NS matches

and if so,

it replies with a Neighbor Advertisenent (NA) constructed as

described in [ RFC4861],

as the Target Link-Layer Address Option (TLLAO).

(generated by the proxy) and nonce (if appropriate,
[ RFC3971]) MJIST be i ncl uded.

Finally,

Then,

containing its own |link-layer address (HA_LL)

a tinestanp

according to
a PS option signing the

message MJST be included as the |ast option of the nessage.
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case: the nmessage generated by the proxy when the MN noves fromthe
home network, or the MNif it cones back to the home |ink, as defined
in the MPv6 specification [ RFC6275].

6.2. Scenario 2: Proxy Mobile |IPv6

Proxy Mobile I Pv6 [ RFC5213] is a network-based nobility managenent
protocol that provides IP nmobility managenent support for M\s wi t hout
requiring that MNs be involved in the nobility-rel ated signaling.

The 1P nobility managenent is totally hidden to the MN in a Proxy
Mobile I Pv6 donmain, and it is perforned by two functional entities:
the Local Mbility Anchor (LMA) and the Mbile Access Gateway (MAG).

When the MN connects to a new access link, it sends a multicast
Router Solicitation (RS). The MAG on the new access |ink, upon
detecting the MN's attachnent, signals the LMA requesting an update
of the binding state of the MN (by neans of a Proxy Binding Update
(PBU)). Once the signaling is conpleted (it receives a Proxy Binding
Ack (PBA)), the MAG replies to the M\ with a Router Advertisenent
(RA) containing the home network prefix(es) that were assigned to
that nmobility session, making the MN believe it is still on the sane
link, so the IPv6 address reconfiguration procedure is not triggered
(Figure 3).

Krishnan, et al. Experi ment al [ Page 13]



Kri shnan,

Figure 3: Mbile Node's Handover in PM Pv6

To avoid potential |ink

- | ocal

the MN after a handoff to a new link,

specification [ RFC5213]

requires that

the Proxy Mobile |IPv6
the MAG s |ink-Iocal

RFC 6496 Secure Proxy ND Support for SEND February 2012
MN new MAG LMVA
I I I

MN Attached | |
I I I
| IMN Attached Event from MV Network |
I I I
| SRC = WN | |
| DST = all routers | |
| 1CWPv6 RS | |
| [CGAl | |
| RSA signature | |
R Rt > |
I I I
| |--- PBU ------------- >|
| | |
| | Accept PBU
I I I
| | <---emmmeea- - PBA ---|
I I I
| Accept PBA |
| | |
| | ==== Bi-Dir Tunnel ===
I I I
| SRC = MVAGAMWN | |
| DST = MWN | I
| | CVPv6 RA | |
| SLL = MAG LL | |
I PS I I
ESRREEEEEEEETEEERPREEE | |
I I
I I
I I

address col |lisions between the MAG and

addr ess on

the link to which the MN is attached be generated by the LMA when the

MN first attaches to a
serving MAG after each
the MAG s |ink-1| ocal
that MN' s session.

et al.

PM Pv6 donmi n,
handoff. Thus,

and be provided to th
fromthe MN' s point

Experi ment al

e new W s
of view,

address remains constant for the duration of

[ Page 14]



RFC 6496 Secure Proxy ND Support for SEND February 2012

The approach described above and the current SEND specification are
i nconpatible, since sharing the same |ink-1ocal address on different
MAGs woul d require all MAGs of a PM Pv6 domain to construct the CGA
and the RSA Signature option with the sane public-private key pair,
which is not an acceptable security policy.

Using different public-private key pairs on different MAGs woul d mean
that different MAGs use different CGAs as |ink-1ocal addresses.

Thus, the serving MAG s |ink-1ocal address would change after each
handoff of the MN, which is in contradiction with the way MAG | i nk-

| ocal address assignnent occurs in a PMPv6 donain.

To provi de SEND protection, each MAG MJST be configured to act as a
proxy by nmeans of a certificate associated to the PM Pv6 donai n,

aut hori zing each MAG to securely proxy NA and RS nmessages by neans of
a KeyPurposel d val ue of id-kp-sendProxiedOmer. |In addition, the
certificate MIUST al so authorize the MAG to advertise prefixes by
associating to the sanme certificate a KeyPurposeld val ue of

i d- kp-sendProxi edRouter. Note that the inclusion of nmultiple

KeyPur posel d val ues is supported by [ RFC6494].

Wen a MAG replies to an RS with an RA, the source address MJST be
equal to the MAG |ink-local address associated to the MNin this

PM Pv6 dormain, with its own |ink-layer address as the source |ink-

| ayer address. Then, a timestanp (generated by the proxy) and nonce
(if appropriate, according to [ RFC3971]) MJST be included. Finally,
a PS option signing the nessage MJUST be included as the | ast option
of the message. This procedure is followed for any other ND nessage
that could be generated by the MAG to the M\

A node receiving a nessage fromthe MAG containing the PS option MJST
apply the processing rules defined in Section 5.2.2. Note that

unsol i cited nessages sent by the MAG shoul d be validated by the host
according to timestanp val ues specific to the MAG serving the |ink,
not to any other MAG to which the host has been connected before in
other links, according to processing step nunber 6 of Section 5.2.2.
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6.3. Scenario 3: RFC 4389 Nei ghbor Discovery Proxy

The problenms for deploying SEND in this scenario are presented in
[ RFC5909] .

Link 1 Link 2
Host A ND Proxy (P) Host B
I I I
| SRC = A |
| DST = solicited node (B) | |
| 1CMPv6 NS | I
| TARGET = B | |
| SLLAO = A LL | |
|- > |
| | SRC = A |

| | DST = solicited node (B)

I | 1CVMPV6 NS |
| | TARGET = B |
| | SLLAO = P_LL |
| R D >
I I I
| | SRC=B |
| | DST = A |
I | 1COWPv6 NA |
| | TARGET = B |
| | TLLAO = B_LL |
| | < |
| SRC=B | |
| DST = A | |
| 1CVPv6 NA | I
| TARGET = B | |
| TLLAO = P_LL | |
| < | |
I I

Figure 4: RFC 4389 Nei ghbor Di scovery Proxy Operation

The Nei ghbor Di scovery (ND) Proxy specification [ RFC4389] provides a
met hod by which nultiple link-layer segnents are bridged into a
singl e segnent and specifies the |IP-1ayer support that enables
bridgi ng under these circunstances.

A Secure ND Proxy MJIST parse any | Pv6 packet it receives on a proxy
interface to check whether it contains one of the foll ow ng NDP
messages: NS, NA, RS, RA, or Redirect. The Secure ND Proxy MJST
verify the authenticity of the received ND nessage, according to

[ RFC3971], or according to Section 5.2.2 if it contains a PS option
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Then, after renoving the CGA, RSA, or PS options, the nessage to be
transl ated MJUST be processed according to the ND Proxy specification
[ RFC4389]. This includes perform ng | oop prevention checks,
determning the outgoing interface for the proxi ed message, changing
the source |ink-layer address to the address of the outgoing

i nterface, changing source link-1ayer addresses contained in the
payl oad (that is, in a Source Link-Layer Address Option (SLLAO or a
Target Link-Layer Address Option (TLLAO ), maintaining the
destination link-layer address as the address in the nei ghbor entry
corresponding to the destination |IPv6 address, setting the P bit for
proxi ed RA nessages, etc. Note that besides |ink-1layer addresses and
the P bit of a RA, no other field of the received nessage is changed
when proxi ed by an [ RFC4389] proxy.

VWhen any ot her |Pv6 unicast packet is received on a proxy interface,
if it is not locally destined, then it is forwarded unchanged (ot her
than using a new | ink-layer header) to the proxy interface for which
the next-hop address appears in the nei ghbor cache. |f no nei ghbor
cache entry is present, the Secure ND Proxy SHOULD queue the packet
and initiate a Neighbor Discovery signaling as if the NS nessage were
| ocal I y gener at ed.

Note that to be able to sign any NS, NA RS, RA or Redirect nessage,
the key used MUST correspond to a certificate with KeyPurposeld
val ues of id-kp-sendProxi edOaner and i d-kp-sendProxi edRout er

In order to deploy this scenario, nodes in proxied segnents MJST know
the certificate-authorizing proxy operation. To do so, it could be
required that at |east one device per proxied segnent (maybe the
proxy itself) be configured to propagate the required certification
path to authorize proxy operation by nmeans of a CPS/ CPA exchange.

7. Backward Conpatibility with RFC 3971 Nodes and Non- SEND Nodes

In this section, we discuss the interaction of Secure ND Proxies and
SPND nodes with RFC 3971 nodes and non- SEND nodes. As stated in

[ RFC3971], network operators may want to run a m xture of nodes
accepting secured and unsecured NDP nmessages at the same tine.
Secure ND Proxi es and SPND nodes SHOULD support the use of secured
and unsecured NDP nessages at the sanme tine.

7.1. Backward Conpatibility with RFC 3971 Nodes
RFC 3971 nodes, i.e., SEND nodes not conpliant with the nodifications
required in Section 5, cannot correctly interpret a PS option

received in a proxied ND nessage. These SEND nodes silently discard
the PS option, as specified in [ RFC4861] for any unknown option. As
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a result, these nessages will be treated as unsecured, as descri bed
in Section 8 ("Transitions |Issues”) of the SEND specification
[ RFC3971] .

When RFC 3971 nodes and SPND nodes exchange ND nessages (Wwithout
proxy intervention), in either direction, nmessages are generated
according to the SEND specification [RFC3971], so these nodes

i nteroperate seam essly.

In the scenarios in which the proxy translates ND nessages, the
messages to translate can either be originated in an RFC 3971 node or
in an SPND node, without interoperability issues (note that the

di fference between RFC 3971 nodes and SPND nodes only affects the
ability to process recei ved NDP nessages containing a PS option, not
the way they generate nessages secured by SEND).

A configuration option MAY exist in a Secure ND Proxy to specify the
RFC 3971 nodes to which it is connected, so that the proxied nessages
sent to these nodes are not processed according to the Secure Proxy
ND specification, for performance reasons.

7.2. Backward Conpatibility with Non-SEND Nodes

Non- SEND nodes recei ving NDP packets silently discard PS options, as
specified in [ RFC4861] for any unknown option. Therefore, these
nodes interpret messages proxi ed by a Secure ND Proxy as any other ND
nessage

When non- SEND nodes and SPND nodes exchange ND nessages (Wi thout
proxy intervention), in either direction, the rules specified in
Section 8 of [RFC3971] apply.

A Secure ND Proxy SHOULD support the use of secured and unsecured NDP
messages at the same tine, although it MAY have a configuration that
causes proxying to not be perforned for unsecured NDP nessages. A
Secure ND Proxy MAY al so have a configuration option whereby it

di sabl es secure ND proxying conpletely. This configuration SHOULD be
switched off by default; that is, security is provided by default.

In the foll ow ng paragraphs, we discuss the recommended behavi or of
the Secure ND Proxy regarding the protection level to provide to
proxi ed nessages in a mxed scenario involving SPNDY RFC 3971 nodes
and non- SEND nodes. In particular, two different situations occur,
dependi ng on whet her the proxi ed nodes are RFC 3971 or SPND nodes, or
non- SEND nodes.

As a rule of thunb, if the proxied nodes can return to the link in

whi ch the proxy operates, the Secure ND Proxy MJST only generate PS
options on behalf of nodes with SEND capabilities (i.e., those nodes
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that could use SEND to defend their nmessages if present on the sane
link as the proxy -- in other words, either RFC 3971 nodes or SPND
nodes). This is relevant to allow nodes to prefer secured

i nformati on over an unsecured one, and to properly execute the
Duplicate Address Detection (DAD) procedure, as specified in

[ RFC3971]. Therefore, in this case, the Secure ND Proxy MJST

synt hesi ze/ transl ate messages containing the PS option for SPND and
RFC 3971 hosts, and MJUST NOT synt hesi ze/transl ate nessages contai ni ng
the PS option for non-SEND nodes. Note that ND advertisenents in
response to solicitations generated by a Secure ND Proxy mnust either
be secured or not secured, according to the previous considerations
(i.e., according to the nature of the proxied node), and not
according to the secure or unsecure nature of the solicitation
message

In order to apply this rule, the Secure ND Proxy needs to know the
security capabilities of the proxied node. The way this information
i s acquired depends on the application scenario, and it is discussed
next :

0 For scenarios in which ND nessages are translated for nodes that
can arrive to the link in which the proxy operates, the rule can
be easily applied: only for nessages validated in the Secure ND
Proxy according to the SEND specification [RFC3971], or according
to Section 5.2.2 of this specification for nmessages containing a
PS option (which means that another proxy previously checked that
the original nessage was secured), the nessage MJST be proxied
securely by the inclusion of a PS option. Unsecured ND nessages
could be proxied if unsecured operation is enabled in the proxy,
but the nmessage generated by the Secure ND Proxy for the received
message MUST NOT include a PS option

o For scenarios in which ND nessages are synthesized on behal f of
renot e nodes, different considerations should be nade according to
the particular application scenario.

* For MPv6, if the MN can return to the honme link, it is
required that the proxy know whether the node could use SEND to
defend its address or not. A HA including the PS option for
proxyi ng a non-SEND MN woul d make ND nessages sent by the proxy
be nore preferred than an ND nessage of the non-SEND MN when
the MN returns to the hone Iink (even if the proxi ed nmessages
have the Override bit set to 1). Not using the PS option for
an RFC 3971 or SPND MN woul d make the address in the home |ink
nmore vul nerabl e when the MN is away than when it is in the hone
link, defeating the purpose of the Secure Proxy ND nechani sm
Therefore, in this case, the HA MJUST know the SEND capabilities
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of the M\, MUST use the PS option if the MNis an SPND or
RFC 3971 host, and MJST NOT use the PS option for non- SEND
host s.

* For the Proxy Mdbile |IPv6 scenario, a node noving froma link
in which the PS option has been used to protect a |link-Iayer
address to a link in which ND nessages are not protected by
SEND woul d prevent the MN from acquiring the new information
until the cached information expires. However, in this case,
it is reasonable to consider that all MAGs provide the sane
security for protecting ND nessages, and that either all MAGs
or no MAGs will behave as a Secure ND Proxy, so configuration
is expected to be easier

A configuration option MAY exist in a Secure ND Proxy to specify the
non- SEND nodes to which it is connected, so that the proxied nessages
sent to these nodes are not processed according to the Secure Proxy
ND specification, for perfornmance reasons

Security Considerations

The nmechani sm described in this docunent introduces a new PS option
all owing a Secure ND Proxy to synthesize or translate a SEND nessage
for a proxied address, to redirect traffic for given target
addresses, or to advertise prefix information by neans of RA
messages. An SPND node only accepts such a nessage if it includes a
valid PS option generated by a properly authorized Secure ND Proxy
(with a certificate containing a KeyPurposeld with val ue

i d- kp-sendProxi edOmer for protecting NA, NS, and RS nessages, or
contai ning a KeyPurposeld val ue of id-kp-sendProxi edRouter for
protecting RA and Redirect messages). Such a nessage has protection
against the threats presented in Section 9 of [RFC3971] equivalent to
a message signed with an RSA Signature option

The security of proxied ND nessages not including a PS option is the
sane as an unsecured ND nessage. The security of a proxied ND
message received by a non-SEND host or RFC 3971 host is the sane as
an unsecured ND nmessage.

When a nessage including a PS option is received by an SPND node, any
CGA or RSA options also included in the nessage are renoved and the
remai ni ng nessage further processed. Al though properly forned
proxi ed messages MUST NOT include PS and CGA/ RSA options at the sane
time, discarding themif they appear does not affect security. |If
the PS option is validated, then the information included in the
message has been validly generated by a proxy, and shoul d be honored
(renmenber that anti-replay protection is provided by neans of Nonce
and Tinestanp options). |If the PS option is not validated, then it
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is treated as an unsecured nmessage. |n any case, there is no gain
for an attacker from appending false or old CGA RSA information to a
message secured by a Secure ND Proxy.

A conprom sed Secure ND Proxy provisioned with an authorization
certificate with a KeyPurposeld val ue of id-kp-sendProxi edRouter is
able, like a conmpronised router, to siphon off traffic fromthe host,
or mount a man-in-the-nmiddle attack, for hosts comunicating to off-
link hosts. A conprom sed Secure ND Proxy provisioned with an

aut horization certificate with a KeyPurposeld val ue of

i d- kp-sendProxi edOmer can siphon off traffic or nount a man-in-the-
m ddl e attack for communi cati on between on-link hosts, even if the
hosts use SEND. Note that different application scenarios may
require one type of authorization, the other, or both. To minimze
security risks, authorization capabilities MJST NOT exceed the ones
strictly required by the application scenario to be depl oyed.

The nessages for which a Secure ND Proxy perforns its function and
the link for which this function is perforned MJST be confi gured
appropriately for each proxy and scenario. This configuration is
especially relevant if Secure Proxy ND is used for translating ND
messages fromone link to another.

Section 7 discusses the security considerations resulting fromthe
deci sion to append or omit the PS option, depending on the SEND
awar eness of the proxi ed nodes.

Protection agai nst replay attacks fromunsolicited nessages such as
NA, RA, and Redirects is provided by neans of the Tinestanp option
When Secure ND Proxy is used, each host, and each proxy acting on
behal f of that host, are considered to be different peers in terns of
timestanp verification. Since the information provided by the host
and a proxy, including different |ink-layer addresses, may be
different, a replay attack could affect the operation of a third
node: replaying nessages i ssued by a host that is no longer in the
link can prevent the use of a proxy, and replayi ng nessages of a
proxy when the host is back in the link can prevent commruni cation
with the host. This kind of attack can be performed until the

ti mestanp of the peer (either the host or a proxy) is no |longer valid
for the receiver. The wi ndow of vulnerability is in general |arger
for the first message received froma new peer than for subsequent
messages received fromthe sane peer (see [RFC3971]). A nore
detail ed analysis of the possible attacks related to the Ti nestanp
option is described in Section 6.3 of [RFC5909].
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9.

10.

11.

11.

| ANA Consi der ati ons

| ANA has allocated the followi ng a new | Pv6 Nei ghbor Discovery Option
type for the PS option, as 32. The value has been allocated fromthe
nanespace specified in the | ANA "I Pv6 Nei ghbor Discovery Option
Formats" registry |ocated at

http://ww. i ana. or g/ assi gnnent s/ i cnpv6- par anet er s.

| ANA has al so allocated the follow ng new 128-bit val ue under the
"Cryptographically Generated Addresses (CGA) Message Type Nane Space"
registry [ RFC3972]:
0x09F5 2BE5 3B62 4C76 CB96 4E7F CDC9 2804.
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