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1. Introduction

The purpose of the Resource Public Key Infrastructure (RPKI) is to
support assertions by current resource holders of IP (v4 and v6)
address space and AS nunbers, based on the records of organizations
that act as Certification Authorities (CAs). |P address and AS
nunmber resource information is carried in X 509 certificates via RFC
3779 extensions [RFC6487]. Oher information assertions about
resources are expressed via digitally signed, non-X 509 data
structures that are referred to as "signed objects” in the RPK
context [RFC6480]. This docunment standardizes a tenplate for

speci fying signed objects that can be validated using the RPKI.
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RPKI signed objects make use of Cryptographic Message Syntax (CMVS)

[ RFC5652] as a standard encapsul ation format. CMS was chosen to take
advant age of existing open source software avail able for processing
messages in this format. RPKI signed objects adhere to a profile
(specified in Section 2) of the CM5 signed-data object.

The tenplate defined in this docunment for RPKI signed objects is not
a conplete specification for any particul ar type of signed object,
and instead includes only the itens that are common to all RPKI
signed objects. That is, fully specifying a particular type of

si gned object requires an additional docunment that specifies the
details specific to a particular type of signed object. Such details
i nclude Abstract Syntax Notation One (ASN. 1) [X 208-88] for the

obj ect’s payl oad and any additional steps required to validate the
particul ar type of signed object. Section 4 describes in nore detai
the additional pieces that nust be specified in order to define a new
type of RPKI signed object that uses this tenplate. Additionally,
see [ RFC6482] for an exanple of a document that uses this tenplate to
specify a particular type of signed object, the Route Oigination

Aut hori zation (RQOA).

1.1. Term nol ogy

It is assuned that the reader is famliar with the terns and concepts
described in "Internet X 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile" [RFC5280], "X 509
Extensions for I P Addresses and AS ldentifiers" [RFC3779], and

"Crypt ographi ¢ Message Syntax (CMB)" [ RFC5652].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Note on Al gorithns
CVMB is a general fornmat capable of accommpdating a wi de variety of
signature and digest algorithms. The algorithnms used in the RPK
(and associ ated key sizes) are specified in [ RFC6485].

2. Signed hject Syntax
The RPKI signed object is a profile of the CM5 [ RFC5652] signed-data

object, with the restriction that RPKI signed objects MJST be encoded
using the ASN. 1 Distingui shed Encodi ng Rul es (DER) [ X. 509-88].
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The general format of a CMS object is:

ContentInfo ::= SEQUENCE {
cont ent Type Cont ent Type,
content [0] EXPLICIT ANY DEFI NED BY content Type }

Cont ent Type ::= OBJECT | DENTI FI ER

The content-type is the signed-data type of id-data, nanely the
i d-si gnedData O D [ RFC5652], 1.2.840.113549.1.7.2.

2.1. Signed-Data Content Type

According to the CM5 standard, the signed-data content type is the
ASN. 1 type SignedDat a:

Si gnedDat a :: = SEQUENCE {
ver si on CMsSVersion
di gest Al gori thns Di gest Al gorithm dentifiers,
encapCont ent | nf o Encapsul at edCont ent | nf o,
certificates [0] IMPLICIT CertificateSet OPTI ONAL
crls [1] IMPLICI T Revocati onl nf oChoi ces OPTI ONAL
signerinfos Signerlnfos }

DigestAlgorithmdentifiers ::= SET OF DigestAl gorithm dentifier
Signerinfos ::= SET OF Signerlnfo

Additionally, the Signerinfos set MIUST contain only a single
Si gner I nfo object.

2.1.1. version

The version is the syntax version nunber. It MJST be 3,
corresponding to the signerinfo structure having versi on nunber 3.

2.1.2. digestAl gorithms
The di gest Al gorithnms set contains the O Ds of the digest algorithn(s)
used in signing the encapsul ated content. This set MJST contain
exactly one digest algorithm O D, and the O D MJST be sel ected from
those specified in [ RFC6485].

2.1.3. encapContentlinfo
encapContentinfo is the signed content, consisting of a content type

identifier and the content itself. The encapContentlnfo represents
the payl oad of the RPKI signed object.
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Encapsul at edContent I nfo ::= SEQUENCE {
eCont ent Type Cont ent Type,
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }

Cont ent Type ::= OBJECT | DENTI FI ER
2.1.3.1. eContent Type

This field is left undefined by this profile. The eContentType is an
O D specifying the type of payload in this signed object and MJST be
specified by the Internet Standards Track docunent that defines the
obj ect .

2.1.3.2. eCont ent

This field is left undefined by this profile. The eContent is the
payl oad of the signed object and MUST be specified by the Internet
St andards Track document that defines the RPKI object.

Note that the signed object profile does not provide version nunbers
for signed objects. Therefore, in order to facilitate transition to
new versi ons of the signed objects over tine, it is RECOMWENDED t hat
each type of signed object defined using this profile include a
version nunmber within its eContent.

2.1.4. certificates

The certificates field MJUST be included, and MJUST contain exactly one
certificate, the RPKI end-entity (EE) certificate needed to validate
this signed object.

2.1.5. crls

The crls field MJUST be omtted.
2.1.6. signerlnfos

Signerinfo is defined in CM5 as:

Signerinfo ::= SEQUENCE {
ver si on CMVSVersi on
sid Signerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTI ONAL
si gnat ur eAl gorithm Si gnatureAl gorithmdentifier
si gnature SignatureVval ue,
unsi gnedAttrs [1] IMPLICI T UnsignedAttri butes OPTI ONAL }
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2.1.6.1. version

The version nunber MUST be 3, corresponding with the choice of
Subj ect Keyl dentifier for the sid.

2.1.6.2. sid
The sid is defined as:

Signerldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier }

For RPKI signed objects, the sid MIST be the SubjectKeyldentifier
that appears in the EE certificate carried in the CVMS certificates
field.

2.1.6.3. digestA gorithm

The di gest Al gorithm MJUST consist of the O D of a digest algorithm
that conforns to the RPKI Al gorithns and Key Size Profile
speci fication [ RFC6485].

2.1.6.4. signedAttrs
The signedAttrs is defined as:
SignedAttributes ::= SET SIZE (1..MAX) OF Attribute

Attribute ::= SEQUENCE {
attr Type OBJECT | DENTI FI ER,
attrVal ues SET OF Attri buteVal ue }

AttributeVal ue ::= ANY

The signedAttrs el ement MJUST be present and MJST include the content-
type and nmessage-di gest attributes [RFC5652]. The signer MAY al so
include the signing-tinme attribute [ RFC5652], the binary-signing-tine
attribute [RFC6019], or both attributes. Oher signed attributes
MJUST NOT be i ncl uded.

The signedAttrs el enent MJUST include only a single instance of any
particular attribute. Additionally, even though the syntax all ows
for a SET OF AttributeValue, in an RPKI signed object, the attrVal ues
MJST consist of only a single AttributeVal ue.
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2.1.6.4.1. Content-Type Attribute

The content-type attribute MJUST be present. The attrType O D for the
content-type attribute is 1.2.840.113549.1.9. 3.

The attrValues for the content-type attribute MJUST natch the
eCont ent Type in the Encapsul atedContentlnfo. Thus, attrValues MJST
contain the O D that specifies the payload type of the specific RPK
signed object carried in the CV5 signed data structure.

2.1.6.4.2. Message-Digest Attribute

The nessage-digest attribute MJST be present. The attrType O D for
the message-digest attribute is 1.2.840.113549.1.9.4.

The attrValues for the nessage-digest attribute contains the output
of the digest algorithmapplied to the content being signed, as
specified in Section 5.4 of [RFC5652].

2.1.6.4.3. Signing-Tine Attribute
The signing-tinme attribute MAY be present. Note that the presence or
absence of the signing-tinme attribute MUST NOT affect the validity of
the signed object (as specified in Section 3). The attrType O D for
the signing-tinme attribute is 1.2.840.113549.1.9.5.

i d-signingTine OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 5}

The attrValues for the signing-time attribute is defined as:
SigningTine ::= Time
Time ::= CHO CE {
ut cTi me UTCTi e,

general i zedTi me CeneralizedTinme }

The Tine el ement specifies the time, based on the |ocal system cl ock,
at which the digital signature was applied to the content.

The definition of Time matches the one specified in the 1997 version

of X.509. Additional information regarding the use of UTCTi ne and
General i zedTi me can be found in [ RFC5652].
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2.1.6.4.4. Binary-Signing-Time Attribute

The binary-signing-time attribute MAY be present. Note that the
presence or absence of the binary-signing-tinme attribute MJST NOT
affect the validity of the signed object (as specified in Section 3).
The attrType O D for the binary-signing-tinme attribute is
1.2.840.113549.1.9.16.2. 46

i d-aa-bi narySi gni ngTi me OBJECT IDENTIFIER ::= { iso(1l)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) aa(2) 46 }

The attrValues for the signing-tinme attribute is defined as:
Bi narySi gningTine ::= BinaryTi me
Bi naryTime ::= I NTEGER (0. . MAX)
The BinaryTime el enment specifies the tinme, based on the local system
clock, at which the digital signature was applied to the content.
The precise definition of the BinaryTine el ement can be found in
[ RFC6019] .
2.1.6.5. signatureAl gorithm

The signatureAl gorithm MJUST conformto the RPKI Al gorithnms and Key
Size Profile specification [ RFC6485].

2.1.6.6. signature
The signature value is defined as:
Si gnat ureVal ue ::= OCTET STRI NG

The signature characteristics are defined by the digest and signature
al gorithns.

2.1.6.7. unsignedAttrs
unsi gnedAttrs MJST be omitted.

3. Signed Object Validation
Before a relying party can use a signed object, the relying party
MJST val idate the signed object by verifying that all of the
followi ng conditions hold. A relying party may performthese checks
in any order. Note that these checks are necessary, but not

sufficient. |In general, further validation MJST be perforned based
on the specific type of signed object.
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1. The signed object syntax conplies with this specification. In
particul ar, each of the following is true:

a.

Lepi nski ,

The content-type of the CMS object is Signedbata (O D
1.2.840.113549.1.7.2)

The version of the SignedData object is 3.

The certificates field in the SignedData object is present and
contains one EE certificate, the SubjectKeyldentifier field of
whi ch matches the sid field of the Signerlnfo object.

The crls field in the SignedData object is omtted.
The version of the Signerinfo is 3.

The signedAttrs field in the Signerinfo object is present and
contains both the content-type attribute (O D
1.2.840.113549.1.9.3) and the nessage-digest attribute (OD
1.2.840.113549.1.9.4).

The signedAttrs field in the Signerinfo object does not
contain any attributes other than the following four: the
content-type attribute (O D 1.2.840.113549.1.9.3), the
message-di gest attribute (O D 1.2.840.113549.1.9.4), the
signing-time attribute (O D 1.2.840.113549.1.9.5), and the
bi nary-signing-tine attribute (OD
1.2.840.113549.1.9.16.2.46). Note that the signing-tine and
bi nary-signing-tine attributes MAY be present, but they are
not required.

The eContent Type in the Encapsul atedContentinfo is an O D that
mat ches the attrValues in the content-type attribute.

The unsignedAttrs field in the Signerinfo object is onmtted.
The digestAlgorithmin the SignedData and Signerlnfo objects
conforns to the RPKI Al gorithms and Key Size Profile

speci fication [ RFC6485].

The signatureAlgorithmin the Signerlnfo object confornms to
the RPKI Al gorithns and Key Size Profile specification

[ RFC6485] .

The signed object is DER encoded.
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2. The public key of the EE certificate (contained within the CVS
si gned-data object) can be used to successfully verify the
signature on the signed object.

3. The EE certificate (contained within the CMS signed-data object)
is avalid EE certificate in the RPKI as specified by [ RFC6487].
In particular, a valid certification path froma trust anchor to
this EE certificate exists.

If the above procedure indicates that the signed object is invalid,
then the signed object MJST be discarded and treated as though no
signed object were present. |If all of the conditions above are true,
then the signed object may be valid. The relying party MJST then
perform any additional validation steps required for the particul ar
type of signed object.

Note that a previously valid signed object will cease to be valid
when the associated EE certificate ceases to be valid (for exanple,
when the end of the certificate's validity period is reached, or when
the certificate is revoked by the authority that issued it). See

[ RFC6487] for a conplete specification of resource certificate
validity.

4. Definition of Specific Signed bjects

Each RPKI signed object MJST be defined in an Internet Standards
Track document based on this profile, by specifying the follow ng
data el enments and val i dation procedure:

1. eContentType: A single ODto be used for both the eContentType
field and the content-type attribute. This O D uniquely
identifies the type of signed object.

2. eContent: Define the syntax for the eContent field in
encapContentinfo. This is the payload that contains the data
specific to a given type of signed object.

3. Additional Validation: Define a set of additional validation
steps for the specific signed object. Before using this specific
signed object, a relying party MJST performboth the generic
validation steps in Section 3 above, as well as these additiona
st eps.

5. Security Considerations
There is no assunption of confidentiality for the data in an RPK

signed object. The integrity and authenticity of each signed object
is based on the verification of the object’s digital signature, and

Lepi nski, et al. St andards Track [ Page 10]



RFC 6488 RPKI Si gned Object Tenpl ate February 2012

the validation of the EE certificate used to performthat
verification. It is anticipated that signed objects will be stored
in repositories that will be publicly accessible.

Si nce RPKI signed objects make use of CMS as an encapsul ation format,
the security considerations for CM5 apply [ RFC5652].

6. | ANA Consi der ati ons

I ANA has created a registry of "RPKI Signed Objects" types that
utilize the tenplate defined in this docunent. This registry
contains three fields: an informal nanme for the signed object, the
O D for the eContent Type of the signed object, and a specification
poi nter that references the RFC in which the signed object is
specified. The entries in this registry are managed by | ETF

St andards Acti on.

The registry has been initially populated with the follow ng two

entries.

Narme | ab | Specification
ROA | 1.2.840.113549.1.9.16.1.24 | RFC 6482

Mani fest | 1.2.840.113549.1.9.16.1.26 | RFC 6486
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