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Pseudowi re Status for Static Pseudow res
Abstract

Thi s docunent specifies a nmechanismto signal Pseudowire (PW status
messages using a PWassoci ated channel (ACh). Such a nechanismis
suitable for use where no PWdynam c control plane exits, known as
static PWs, or where a Terminating Provider Edge (T-PE) needs to send
a PWstatus nessage directly to a far-end T-PE. The nechani sm al | ows
PW Oper ati ons, Adm nistration, and M ntenance (QAM mnessage mappi ng
and PWredundancy to operate on static PW. This docunent al so
updates RFC 5885 in the case when Bi-directional Forwardi ng Detection
(BFD) is used to convey PWstatus-signaling information.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6478.
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1. Introduction
The default control plane for Pseudowire (PW technol ogy, as defined
in [RFC4447], is based on the Label Distribution Protocol (LDP).
However, that docunent al so describes a static provisioning node
wi thout a control plane. When a static PWis used, there is no
method to transmit the status of the PWor attachment circuit (AC
between the two Provider Edge (PE) devices at each end of the PW
Thi s docunent defines a nmethod to transport the PWstatus codes
defined in Section 5.4.2 of [RFC4447] and el sewhere [ REDUNDANCY] i n-
band with the PWdata using a generic associ ated channel [RFC5586].
2. Specification of Requirements
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
3. Termi nol ogy
ACh: Associ at ed Channel
ACH: Associ at ed Channel Header
FEC: Forwar di ng Equi val ence Cd ass
LDP: Label Distribution Protocol
LSP: Label Switching Path
M- PW Ml ti-Segnent Pseudowi re
PE: Provi der Edge
PW Pseudowi r e
SS-PW  Si ngl e- Segnent Pseudowi re
S-PE:  Switching Provider Edge Node of Ms-PW
T-PE: Terminating Provider Edge Node of Ms-PW
4. Applicability
As described in [ RFC4447] and [RFC6310], a PE that establishes an

MPLS PWusing neans other than LDP, e.g., by static configuration,
MUST support sone alternative nmethod of status reporting. The
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5.

5.

procedures described in this docunent are for use when PW are
statically configured and an LDP control plane is not avail able.

As defined in [ RFC4447], a PE that establishes a PWusing LDP MJST
use the PWstatus TLV mechani smfor AC and PWstatus and def ect
notification on that PW In order to avoid duplicate notifications
and potentially conflicting notifications, such PEs MUST NOT use the
mechani sms described in this docunent for those PW, except that the
S- PE bypass node described in Section 5.5 MAY be used when both T-PEs
at each end of the PWuse LDP to establish the PW

In order to protect against duplicate notifications and potentially
conflicting notifications, when the Pseudowi re Status protocol for
Static Pseudowi res described in this docunent is used, the BFD VCCV
(Virtual Grcuit Connectivity Verification) status-signaling

mechani sns described in [ RFC5885] (CV Types 0x08 and 0x20) MJST NOT
be used. BFD VCCV for fault detection (CV types 0x04 and 0x10) NMAY
still be used.

Pseudowi re Status Operation
1. PWOAM Message

The PWstatus TLV as defined in Section 5.4.2 of [RFC4447] is
transported in a PW QAM nessage using the PW ACH.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

|0 O O 1] Versi on| Reserved | 0x0027 PW OAM Message |
I T I e i S S i S S
| Refresh Ti ner | TLV Length | Al Fl ags |

i T S S S T S S e S L it S S SE S S S
TLVs

I I
I I
I T S S S e S S S S S Sup S Sup S S S

Figure 1: ACh PW OAM Message Packet Header

The first 32 bits are the standard ACH header construct as defined in
[ RFC5586] .

The first nibble (0001b) indicates the ACH instead of PWdata. The
version and the reserved values are both set to 0 as specified in
[ RFC4385] .
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The refresh tiner is an unsigned integer and specifies refresh tine

in seconds with a range from1 to 65535. The value 0 neans that the
refresh timer is set to infinity, and the PW QAM nessage wi || never

be refreshed, and will never tineout.

The TLV length field indicates the length of all TLVs only. This
docunent defines only the transport of the PWstatus TLV, as defined
in Section 5.4.2, [RFC4447], in the TLV field. |In the future,
additional TLVs may be defined to be used in this field with code
points allocated fromthe IANA registry called "LDP TLV Type Nane
Space".

The A flag bit is used to indicate an acknow edgnent of the PWstatus
TLV included. The rest of the flag bits are reserved and they MJST
be set to 0 on transmt, and ignored upon receipt. Wen the Abit is
set, the refresh tiner value is a requested tinmer val ue.

The PW OAM Message code point value is 0x0027.
5.2. Sending a PW Status Message

The PW St atus nessages are sent in-band using the PW QOAM nessage
containing the PWStatus TLV for a particular PW as defined in
[ RFC4447]. The PW Status TLV format is al nbost as defined in
[ RFC4447] and is repeated here for the reader’s conveni ence:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Res| PW St at us (0x096A) | Length |
I e I S l w i S L ki
| St at us Code |
B i s T T i i o S o T Ji I

Figure 2: PWStatus TLV For nat

Unli ke the case in [RFC4447], here, the first 2 bits are reserved,
and MJUST be set to zero on transmt and ignored on receipt.

The PW Status TLV is prepended with a PW OAM nessage header and sent
on the ACh of the PWto which the status update applies.

To clear a particular status indication, the PE needs to send a new
PW OAM nmessage containing a PWStatus TLV with the correspondi ng bit
cleared as defined in [ RFC4447].

The procedures described in [RFC6073] that apply to an S-PE and PW
usi ng an LDP control plane also apply when sendi ng PWstatus using
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the PW OAM channel. The OPTI ONAL procedures using the SP-PE TLV
described in [RFC6073] can al so be applied when sendi ng PW st at us
usi ng the PW QAM channel .

The detail ed nessage transmt and nessage receive procedures are
specified in the next section. PWQOAM status nessages MJST NOT be
used as a connectivity verification nethod.

5.3. PWOQOAM Status Message Transnmit and Receive

Unli ke the PWstatus procedures defined in [ RFC4447], with this

met hod there is no TCP/IP session or session managenent. Therefore,
unli ke the TCP/I P case, where each nmessage is sent only once, the PW
OAM nessage containing the PWstatus TLV needs to be transmitted
repeatedly to ensure reliable nessage delivery. |If a malformed TLV
or an unknown TLV is received in a PWOAM st atus nessage, the TLV
MUST be ignored, and the PE SHOULD report the event to the operator.

A PW OAM nessage containing a PWstatus TLV with a new status bit set
or reset will be transnmitted inmediately by the PE. Unless the
message i s acknow edged within a second, the PWQOAM nessage will then
be repeated twice nore at an initial interval of one second.
Subsequently, the PWOAM nessage will be transmitted with an interval
specified by the refresh tiner value in the packet. Note that this
val ue MAY be updated in the new PW OAM nessage packet, in which case
the new refresh tinmer val ue becones the new packet transmit interval.

The suggested default value for the refresh tiner is 600 seconds.
This default is adequate for typical deploynents, and PEs are
designed to take into account processing these nessages at the
required rate.

VWhen a PW OAM nessage containing a status TLV is received, a tiner is
started according to the refresh rate specified in the packet. |If
anot her non-zero PWstatus nessage is not received within 3.5 tines
the specified tiner value, the status condition will tineout in 3.5
times the last refresh tiner value received, and the default status
of zero is assumed on the PW It is also a good practice to
introduce sone jitter in the delay between refresh transm ssions, as
long as the maximumjitter delay is within the prescribed maxi nrum
refresh time of 3.5 tines the specified tinmer value for 3 consecutive
refresh packets.

To clear a particular status fault, the PE need only send an updated
message with the corresponding bit cleared. |If the PWstatus code is
zero, the PWOAM nessage will be sent |ike any ot her PW OAM st at us
nmessage using the procedures descri bed above; however, transm ssion
will cease after 3 PWstatus nessages have been sent at one second
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5.

5.

3.

4.

intervals and before the refresh tiner expires. A PWstatus nessage
of zero MAY be acknow edged using the procedures described in Section
5.3.1. If it is acknow edged, then a timer value of zero MJST be
used. This SHOULD cause the PE sending the PWstatus notification
message with a PWstatus code equal to zero to stop sending and to
continue normal operation.

1. Acknow edgment of PW Status

A PE receiving a PWOAM nessage contai ning a PWstatus nessage MAY
acknow edge the PWstatus nessage by sinply building a reply packet
with the sane format and status code as the received PW OAM nessage,
but with the A bit set, and transmitting it on the PWACh back to the
source of the PWOAM nessage. The receiving PE MAY use the refresh
timer field in the acknow edgement packet to request a new refresh
interval fromthe originator of the PWOAM nessage. The tiner val ue
set in the reply packet SHOULD then be used by the originator of the
PW OAM nessage as the new transnit interval. |[|f the requested
refresh timer value is to be used, then, when the the current timer
expires, the PWQOAM nessage transnission interval is set to the new
val ue and the new value is sent in the PWQOAM nmessage. If the
transmtting PE does not want to use the new tiner value (for |ocal
policy reasons, or because it sinply cannot support it), it MJST
refresh the PWOAM nessage with the tiner value it desires. The
receiving PE will then set its timeout tinmer according to the new
refresh timer value that is in the packet received, regardl ess of
what tinmer value it requested. The receiving PE MIST NOT request a
new refresh timer value nore than once per refresh interval.

The suggested default value for the refresh timer value in the
acknow edgnment packet is 600 seconds.

If the sender PE receives an acknow edgnent nessage that does not
mat ch the current active PWstatus nessage being sent, it sinply
i gnores the acknow edgnent packet.

If a PE that has received a non-zero status code for a PWdetects by
any neans that the far end PE has becone unreachable, it will follow
the standard defect entry procedures of [RFC6310], Section 6. 2.

MPLS Label Stack

Wth one exception, all PWQAM status messages are sent to the

adj acent PE across the PSN tunnel. |In many cases, the transmitting
PE has no way to determ ne whether the adjacent PEis an S-PE or a
T-PE. This is a necessary behavior to preserve backward
conpatibility with PEs that do not understand M5-PWs. |n the
procedures described in this docunent, there are two possible
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destinations for the PWQOAM status nessages: the adjacent PE or the
T-PE. Sending a PWstatus nessage directly to the T-PE is an
enhanced nethod that is only applicable using PWQAM st at us nessages
sent in the PWACH

5.4.1. Label Stack for a Message Destined to the Next PE

A PE that needs to forward a PW OAM status message to the adjacent PE
across the PSN tunnel MJUST set the PWIlabel TTL field to 1.
Furthernore, if the control word is not in use on the particular PW
the PE MJUST place the GAL reserved | abel [RFC5586] bel ow the PWI abel
with the TTL field set to 1.

5.4.2. Label Stack for a Message Destined to the Egress PE

This is also known as "S-PE bypass node"; see below. A T-PE that
requires sending a PWOAM status nessage directly to the
corresponding T-PE at the other end of the PWMJST set the TTL of the
PW Il abel to a value that is sufficient to reach the correspondi ng
T-PE. This value will be greater than one, but will be set according
to the local policy on the transmitting T-PE. Furthernore, if the
control word is not in use on the particular PW the PE MJUST al so

pl ace the GAL reserved | abel [RFC5586] bel ow the PWIabel with the
TTL field set to 1.

5.5. S-PE Bypass Mode

S- PE bypass node enables a T-PE that uses LDP as the PWsetup and
control protocol to bypass all S-PEs that m ght be present along the
Ms- PWand to send a nessage directly to the rembte T-PE. This is
used for very fast nmessage transmi ssion in-band with the PW PDUs.
This node is OPTIONAL and MJUST be supported by both T-PEs to be
enabled. This nmode MJST NOT be used if the first PWsegnent
connected to each T-PE is not using LDP.

Note that this nethod MJUST NOT be used to send nessages that are
permitted to originate at an S-PE. O herw se, race conditions could
occur between nessages sent via the control plane by S-PEs and
messages sent via the data plane by T-PEs.

Status codes, except for those listed bel ow, MJUST NOT be sent using
the S-PE bypass procedure and MJST be ignored on reception.

0x00000002 - Local Attachment Circuit (ingress) Receive Fault
0x00000004 - Local Attachment Circuit (egress) Transmt Fault

0x00000020 - PWforwardi ng standby
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0x00000040 - Request switchover to this PW

Note that since "clear all failures" may be sent by an S-PE, it MJST
NOT be sent using the S-PE bypass node.

When S-PE bypass node is enabled, all PWStatus TLVs received using
this method have priority over PWStatus TLVs sent via contro
protocol s such as LDP [ RFC4447]. However, the sanme PW Status TLVs
MJST al so be sent in LDP to keep the S-PEs state updated.

5.5.1. S-PE Bypass Mdde LDP Flag Bit

When a PW Segnent along an M5-PWis using the LDP control protoco

and wi shes to request the use of the S-PE bypass status nessage node,
it sets the B bit in the generic protocol flags interface paraneters
sub-TLV as shown in Figure 3. This flag can only be set by a T-PE
usi ng LDP as the PWconfiguration and nmanagenent protocol. If the

S- PE bypass node LDP flag bit in the generic protocol flags interface
paraneter does not match in the FEC advertisenment for directions of a
specific PW that PWMJIST NOT be enabl ed.

The interface paraneter is defined as foll ows:
0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type=0x18 | Lengt h=4 |RRRRRRRRRRRRRRRB
B T S i T s i i e e SEI S
Figure 3: PWGeneric Protocol Flags Sub-TLV
TLV Type
Type 0x18 - PW Generic Protocol Flags.
Lengt h
TLV length is always 4 octets.
Fl ags
Bit B, in position 31 above, is set to request the S PE bypass
mode. R bits are to be allocated by | ANA as described in the | ANA
section. |If they are not allocated, they are to be considered as

reserved for future use and MJST be zero on transm ssi on and
i gnored on reception of this TLW.
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6.

6.

6.

If the T-PE receives an LDP | abel nmappi ng nmessage containing a
generic protocol flags interface parameter TLV with the bit B set,
then the T-PE receiving the | abel mappi ng nessage MAY send S-PE
bypass status nessages in the PWACh. |If bit B of said TLV is not
set, or the TLV is not present, then the T-PE receiving the |abel
mappi ng nmessage MJST NOT send S-PE bypass status nessages in the
PW ACh.

S-PE Operation

The S-PE will operate according to the procedures defined in

[ RFC6073]. The foll owing additional procedures apply to the case
where a static PWsegnent is switched to a dynam ¢ PWsegnent that
uses LDP, and the case where a static PWsegnent is switched to
anot her static PWsegnent.

Static PWto Another Static PW

The procedures that are described in [RFC6073] Section 10 al so apply
to the case of a static PWswitched to another static PW The LDP

header is sinply replaced by the PW QAM header; otherw se, the packet
format will be identical. The information that is necessary to form
an SP-PE TLV MJST be configured in the S-PE, or no SP-PE TLV will be
sent. [RFC6073] defines the | ANA "Pseudowire Switching Point PE TLV
Type" registry. 1In order to support the static PWconfiguration and
addr essi ng scheme, the foll owi ng new code point has been assi gned:

Type Length Descri ption

0x07 24 Static PWMPLS- TP PWsegnent | D of |ast
PW segnment traversed

The format of this TLV is that of the "Static Pseudow re Sub- TLV"
defined in [ RFC6426] .

Dynamic PWto Static PWor Vice Versa

The procedures that are described in Section 10 of [RFC6073] al so
apply to this situation. However, if the PWI| abel of the LDP-
controll ed PWsegnent is withdrawn by the adjacent PE, the S-PE will
set the PWstatus code "0x00000001 - Pseudowi re Not Forwarding" to
the adjacent PWon the static PWsegnent.

The S-PE will only withdraw its | abel for the dynami c, LDP-controlled
PWsegment if the S-PE is not provisioned.
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7. Security Considerations

The security measures described in [ RFC4447], [RFC5085], and
[ RFC6073] are adequate for the proposed mechani sm

8. | ANA Consi derati ons
| ANA has set up the registry of "PWGCeneric Protocol Flags". These
are bit strings of length 16. Bit O is defined in this docunent.
Bits 1 through 15 are to be assigned by | ANA using the "I ETF Revi ew'
policy defined in [ RFC5226].

Any requests for allocation fromthis registry require a description
of up to 65 characters.

Initial PWGeneric Protocol Flags value allocations are as foll ows:

Bit Mask Descri ption
0x0001 - S-PE bypass node [ RFC6478]
Thi s docunent uses a new Associ ated Channel Type. |ANA already

mai ntai ns the "Pseudow re Associ ated Channel Types" registry. The
val ue 0x0027 has been assigned with the description "PWQOAM Message".

Thi s docunent uses a new Pseudowire Switching Point PE TLV Type.

I ANA al ready maintains the "Pseudowire Sw tching Point PE sub-TLV
Type" registry. A value of 0x07 has been assigned with the
description "Static PWMLS-TP PWsegnent |ID of |ast PWsegnent
traversed".

Thi s docunent uses a new interface paraneter type. |ANA already
mai ntains the "Pseudowire Interface Paraneters Sub-TLV type
Regi stry". A value of 0x18 has been assigned with the description
"PW Generic Protocol Flags".
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