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1. Introduction

Thi s specification describes a runtime assignnent of a local nobility
anchor (LMA) for the Proxy Mbile IPv6 (PM Pv6) [ RFC5213] protocol.
The runtine LMA assignnent takes place during a Proxy Binding Update
(PBU) and a Proxy Bi ndi ng Acknow edgenent (PBA) nessage exchange

bet ween a nobile access gateway (MAG and a LMA. The runtine LMA
assignnent functionality defined in this specification can be used,
for exanple, for |oad-bal ancing purposes. MAGs and LMAs can al so

i mpl ement ot her | oad-bal anci ng mechani sns that are conpletely
transparent at the PM Pv6 protocol |evel and do not depend on the
functionality defined in this specification.

The runtine LMA assignnent functionality does not depend on the
Domai n Name System (DNS) or the Authentication, Authorization, and
Accounting (AAA) infrastructure for the assignnent of the LMA to

whi ch the nobile node (MN) is anchored. Al MAGs and LMAs (either
rfLMAs or r2LMAs; see Section 2.2) have to belong to the sane PM Pv6
domai n.

There are a nunber of reasons why the runtinme LMA assignnent is a
useful addition to the PM Pv6 protocol. A few are identified bel ow

0o LMAs with multiple |IP addresses: a cluster of LMAs or a bl ade
architecture LMA may appear to the routing systemas nultiple LMAs
with separate unicast |IP addresses. A MAGcan initially select
any of the LMAs as the serving LMA using, for exanmple, DNS- and
AAA-based solutions. However, MAGs initial selection my be
suboptimal fromthe LMA point of view and i nmediate runtine
assignnent to a "proper LMA" woul d be needed. The LMA could use a
[ RFC5142] - based approach, but that would inply unnecessary setting
up of a mobility session in a "wong LMA" with associ ated back-end
support systeminteractions, additional signaling between the MAG
and the LMA, and re-establishing a nobility session to the new LNA
again with associated signaling.

0 Bypassing a | oad-bal ancer: a cluster of LMAs or a bl ade
architecture LMA may have a | oad-bal ancer in front of them or
integrated in one of the LMAs. The | oad-bal ancer woul d represent
mul tiple LMAs during the LMA discovery phase and only its IP
address woul d be exposed to the MAG thus hiding possible
i ndi vidual LMA or LMA bl ade | P addresses fromthe MAG However,
if all traffic nust always go through the |oad-bal ancer, it
qui ckly becones a bottl eneck. Therefore, a PM Pv6 protocol-1evel
support for bypassing the |oad-bal ancer after the initial PBU PBA
exchange woul d greatly help scalability. Al so, bypassing the
| oad- bal ancer as soon as possible allows inplenenting | oad-
bal ancers that do not maintain any M\-specific state information.
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0 Independence from DNS: DNS-based | oad-bal ancing is a conmon
practice. However, keeping MAGs up to date with LMA | oad status
using DNS is hard, e.g., due to caching and unpredictable zone
updat e del ays [ RFC6097]. Generally, LMAs constantly updating the
[ RFC2136] zone's master DNS server might not feasible in a large
PM Pv6 domain due to increased | oad on the master DNS server and
addi ti onal background signaling. Furthernmore, MAGs may perform
(LMA) destination address selection decisions that are not in line
with what the DNS administrator actually wanted [ RFC3484].

o0 I ndependence from AAA: AAA-based sol uti ons have basically the sane

argunments as DNS-based sol utions above. It is also typical that
AAA- based solutions offload the initial LMA selection to the DNS
infrastructure [ RFC5779]. The AAA infrastructure does not return

an | P address or a Fully Qualified domain Name (FQDN) to a single
LMA; rather, it returns a FQDN representing a group of LMAs.

0 Support for |IPv6 anycast addressing [RFC4291]: the current PM Pv6
speci fication does not specify how the PM Pv6 protocol should
treat anycast addresses assigned to nobility agents. For exanple,
a bl ade architecture LMA may have a uni que unicast |P address for
each bl ade and a single anycast address for all blades. A MAG
could then initially send a PBU to an anycast LMA address and
receive a PBA froman anycast LMA address. Once the MAG receives
the uni cast address of the runtinme-assigned LMA bl ade through the
initial PBU PBA exchange, the subsequent conmuni cation continues
usi ng the uni cast address.

As a summary, the DNS/ AAA-based approaches cannot be used to sel ect
an "appropriate" LMA at runtime. Therefore, this specification
defines a solution that is applicable for LMA inpl enentati ons where
the I P address known to the MAGis not the best LMA of choice at
runtime.

2. Requirenents and Term nol ogy

2.1. Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.2. Terminol ogy

In addition to the term nol ogy defined in [RFC5213], the follow ng
term nology is al so used:
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3.

4.

4.

rf LMA

An LMA that receives a PBU froma MAG and decides to assign an I P
mobility session with a new target LNMA (r2LM).

r 2LMA

The LMA assigned to a MAG as a result of the runtime LMA
assi gnnent .

Runtine Assi gnnent Donain

A group of LMAs that consists of at |east one rfLMA and one or
more r2LMAs (all are part of the sanme PM Pv6 domain). A TrfLMA is
all owed to assign MAGs only with r2LMAs that belong to the sane
runti me assignment domamin. The rfLMA and one or nore r2LMAsS may
consist of nultiple blades in a single network elenent, nultiple
physi cal network el ements, or multiple LMAs distributed
geogr aphi cal ly.

Proxy Mobile |1 Pv6 Domai n Assunpti ons

The runtine LMA assignnent functionality has few assunptions within
the PM Pv6 donai n.

Each LMA in a runtime assignnent domain MJST be reachable at a

uni cast I P address. The rfLMA and the r2LMA MJUST have a prior
agreenent, adequate means to secure their inter-LMA comruni cation,
and an established trust relationship to performthe runtinme LMA
assi gnnent .

Each LMA and MAG participating in the runtime LMA assignment is
assuned to have required Security Associations (SAs) pre-established.
Dynam c negotiation of the SAs using, e.g., |KEv2 [ RFC5996], SHOULD
be supported but is out of scope of this specification.

Mobility Options

In the followi ng sections, all presented values, bit fields, and
addresses are in network byte order.

1. Redirect-Capability Mbility Option

The Redirect-Capability nobility option has the alignnent requirenent
of 4n. There can be zero or one Redirect-Capability nobility option
in the PBU. The format of the Redirect-Capability nobility option is
shown bel ow.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Option Type | Option Length | Reserved |
i i i T i I S i e s o o i i

Redi rect-Capability Mbility Option
0o Option Type: 8-bit identifier set to 46.

0 Option Length: 8-bit unsigned integer, representing the | ength of
the Redirect-Capability nobility option in octets, excluding the
Option Type and Length fields. The Option Length MJST be set to
2.

0 Reserved: This field is reserved for future use. This field MJST
be set to zero by the sender and ignored by the receiver.

The Redirect-Capability option is used by the MAG to informthe LMA
that it inplenments and has enabled the runtime LMA assi gnment
functionality.

4.2. Redirect Mbility Option

The Redirect mobility option in the PBA MJUST contain an unicast
address of the r2LMA and the address famly MJST be the same as the
currently used transport between the MAG and the rfLMA. There can be
zero or one Redirect nmobility option in the PBA. The Redirect
mobility option has the alignnment requirenent of 4n. The format of
the Redirect nobility option is shown bel ow

0 1 2 3
01234567890123456789012345678901
I T S i e S e e S A S S R SR S

Option Type | Option Length | KN Reserved |
R s i o e i ol S e S e T ik ik T S e T S T S

Optional | Pve r2LMA Address |
i i S S i T s i S

Optional |Pv4 r2LMA Address |

+-
I
+-
I
I
I
I
+-
I
S T S S e i e S S S R S o e

Redirect Mbility Option

o0 Option Type: 8-bit identifier set to 47.
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0 Option Length: 8-bit unsigned integer, representing the | ength of
the Redirect nobility option in octets, excluding the Option Type
and Length fields. |If the 'K flag is set and "N is unset, then
the length MUST be 18. If the 'K flag is unset and 'N is set,
then the length MUST be 6. Both the 'K and 'N flags cannot be
set or unset simultaneously.

o 'K flag: This bit is set (1) if the 'Optional |Pv6 r2LMA Address’
is included in the nmobility option. Oherwi se, the bit is unset

(0).

o 'N flag: This bit is set (1) if the 'Optional |Pv4 r2LMA Address’
is included in the nobility option. Oherwi se, the bit is unset

(0).

0 Reserved: This field is reserved for future use. MJST be set to
zero by the sender and ignored by the receiver.

o Optional 1Pv6 r2LMA Address: the unicast |Pv6 address of the
r2LMA.  This value is present when the correspondi ng PBU was
sourced froman | Pv6 address.

0 Optional IPv4 r2LMA Address: the | Pv4 address of the r2LMA. This
val ue is present when the correspondi ng PBU was sourced from an
| Pv4 address (for IPv4 transport, see [RFC5844]).

The Redirect option is used by the LMA to informthe MAG that the
runti me LMA assignnment took place and the MAG has to update its
Bi nding Update List Entry (BULE) for the nobility session.

4.3. Load Information Mbility Option

The Load Information nmobility option can be included in any PBA and
is used to report priority and key load information of a LMA to a MAG
(or to a 'proxy-MAG ). The Load Information nmobility option has the
al i gnment requirement of 4n. The format of the nmobility option is
shown bel ow
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0

1 2 3

01234567890123456789012345678901

+-
I
+-
I
+-
I
+-
I
+-
I
+-

i T o T i e S S S i S e S
Option Type | Option Length | Priority |
e b T S i i S S S S e e s S i T T i S S
Sessions in Use |

R s i e R i e oI S e S e S R i Tk T S S R S R i S
Maxi mum Sessi ons |

i T o T i e S S S i S e S
Used Capacity |

e b T S i i S S S S e e s S i T T i S S
Maxi mum Capacity |

R s i e R i e oI S e S e S R i Tk T S S R S R i S

Load Information Mbility Option
Option Type: 8-bit identifier set to 48.

Option Length: 8-bit unsigned integer, representing the |ength of
the Load Information nobility option in octets, excluding the
Option Type and Length fields. The length is set to 18.

Priority: 16-bit unsigned integer, representing the priority of an
LMA. The | ower value, the higher the priority. The priority only
has meani ng anong a group of LMAs under the sanme administration,
for exanple, determ ned by a cormon LMA FQDN, a donmi n name, or a
realm

Sessions in Use: 32-bit unsigned integer, representing the nunber
of parallel nobility sessions the LMA has in use.

Maxi mum Sessi ons: 32-bit unsigned integer, representing the
maxi mum nunber of parallel nobility sessions the LMAis willing to
accept .

Used Capacity: 32-bit unsigned integer, representing the used
bandwi dt h/ t hr oughput capacity of the LMA in kil obytes per second.

Maxi mum Capacity: 32-bit unsigned integer, representing the
maxi mum bandwi dt h/t hr oughput capacity in kil obytes per second the
LMAis willing to accept.

The session and capacity information can easily be used to calcul ate

di

fferent |oad factors of the LMA. A MAG (or a ’'proxy-MAG ) MAY use

the priority and load information to internally maintain priority
ordering of LMAs.
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4.4. Aternate |Pv4 Care-of Address Mbility Option

5.

5.

The Alternate | Pv4 Care-of Address (A4CoA) nobility option has the
al i gnnent requirenent of 4n+2. The format of the nobility optionis
shown bel ow:

0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i
| Option Type | Option Length |
R T e i e i i S L S s il o T SR R R S
Alternate | Pv4 Care-of Address |
R et e s i o e s i i

Alternate | Pv4 Care-of Address Mbility Option
0 Option Type: 8-bit identifier set to 49.

0 Option Length: 8-bit unsigned integer, representing the I ength of
the Load Information nobility option in octets, excluding the
Option Type and Length fields. The length is set to 4.

0o Alternate |Pv4 Care-of Address: an |IPv4 equival ent of the
[ RFC6275] Alternate Care-of Address option for IPv6. |In the
context of PMPv6, its semantic is equivalent to the Alternate
Care-of Address option for |Pv6.

A MAG MAY include the Alternate | Pv4 Care-of Address option in a PBU.
An LMA that receives and inplenents the Alternate |Pv4 Care-of
Address option MJST echo the option as such back to the MAGin a
reply PBA.

Runti me LMA Assi gnnent
1. Ceneral Operation

During the runtime LMA assignnent, the PBA is returned fromthe LMA
Address to which the PBU was sent, i.e., fromthe rfLMA address.
After the runtime LMA assignnment, all PM Pv6 conmuni cation continues
directly between the MAG and the r2LMA bypassing the rfLMA. The
overall runtinme LMA assignnment flow sequence is shown in Figure 1.
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[MAG  [rfLMA]  [r2LMY]
I I

I

1) |--PBU->| | LMA assignment takes place in rfLMA
I I I

2) | |~~~ >\ _
| | | + BCE gets created in r2LMNA

3) I I<~ ~ ~ ~I/

4) | <--PBA--| | PBA contains r2LMA information.
I I I
| <=====(at a::::::>|
I I I

5 |------- PBU- - - - - - >| Lifetinme extension,

6) |<------ PBA- - ----- | de-registration, etc.

Figure 1. Runtine LMA Assignnent fromrfLMA to r2LMA and Setting Up a
Mobility Session in the r2LMA within a Runtine Assignment Donain

The assunption in the signaling flow step 1) shown in Figure 1 is
that the mobility session gets created in the r2LMA, al though the
rfLMA is responsible for interfacing with the MAG There are several
possi bl e solutions for the rfLMA and the r2LMA interacti on depending
on, e.g., the co-location properties of the rfLMA and the r2LNA

Thi s specification describes two:

0o Co-located rfLMA and r2LMA functions, where the 'rfLMA side of the
LMA'" is reachable via an anycast address or the | oopback address
of the LMA. See Section 5.3.1 for further details.

0 Separate rfLMA and r2LMA functions, where the rfLMA acts as a non-
transparent 'proxy-MAG to a r2LMA. See Section 5.3.2 for further
detail s.

There are other possible inplenentations of the rfLMA and the r2LMNA
At the end, as long as the protocol between the MAG and the rfLMA
follows this specification , the co-location or inter-conmunication
properties of the rfLMA and the r2LMA do not matter.

5.2. Mobile Access Gateway Operation

In the base PM Pv6 protocol [RFC5213], a MAG sends a PBU to an LMA;
this results in creation of a Binding Cache Entry (BCE) at the LMA
and the LMA sending a PBA sent back to the MAG The MAGin turn
creates a correspondi ng Bi nding Update List Entry (BULE). This
specification extends the base protocol with the runtinme LMA
assignnent functionality.
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If the MAG supports the runtime LMA assignnment and the functionality
is al so enabl ed (see the Enabl eLMARedi rect Functi on confi guration
variable in Section 7), then the MAG includes the Redirect-Capability
mobility option in a PBU that establishes a new nobility session
(i.e., Handoff Indicator Option in the PBU has the value of 1). The
Redi rect-Capability nmobility option in the PBU is also an indication
to an LMA that the MAG supports the runtinme LMA assi gnment
functionality and is prepared to be assigned with a different LMA
The runtine LMA assi gnnent concerns al ways one nobility session at a
time.

If the MAG receives a PBA that contains the Redirect nmobility option
without first including the Redirect-Capability nobility option in
the correspondi ng PBU, then the MAG MJST ignore the option and
process the PBA as described in RFC 5213.

If the MAG receives a PBA that contains the Redirect nobility option
and the MAG had included the Redirect-Capability nobility option in
the correspondi ng PBU, then the MAG MJST performthe foll owi ng steps
in addition to the normal [RFC5213] PBA processing:

o0 The MAG updates its BULE to contain the r2LMA address included in
the received Redirect nobility option.

o If there is no SA between the MAG and the r2LMA, the MAG SHOULD
initiate a dynanmic creation of the SA between the MAG and the
r2LMA as described in Section 4 of RFC 5213. If the dynamc SA
creation fails, the MAG SHOULD | og the event. The MAG MAY retry

the dynam c creation of the SA and if those also fail, the newy
created BULE (and also the BUL in the r2LMA) will eventually
timeout. If the failure is persistent, it can be regarded as a

system | evel configuration error.

The MAG is not required to send a fresh PBU to the r2LNMA after a
successful runtinme assignnment. The nobility session has al ready been
established in the r2LMA. The MAG MUST send all user traffic to the
r2LMA address. The MAG MUST send subsequent binding refresh PBUs
(e.g., lifetime extension, handoff, etc.) to the r2LMA address. |If
there is no existing tunnel between the MAG and the r2LMA uni cast
address, then the MAG creates one as described in Section 6.9.1.2 of
[ RFC5213] .
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5.3. Local Mbility Anchor Operation

The text in the followi ng sections refers to an 'LMA when it means
the conbination of the rfLMA and the r2LMA, i.e., the entity where
runtime LMA assignnment is possible. Wen the text points to a
specific LMA role during the runtinme assignnent, it uses either the
"rfLMA or the 'r2LMA'.

If the runtime assignnment functionality is enabled (see the

Enabl eLMARedi r ect Functi on configuration variable in Section 7) in the
rf LMA but the LMA assignnent is not going to take place for sone
reason, and the rfLMAis not willing to serve (or not capable of
serving) as a normal [RFC5213] LMA for the MAG then the rfLMA MJUST
reject the PBU and send back a PBA with Status Value set to 130
(I'nsufficient resources) error code. |If the rfLMAis able to nake
the assignment to an r2LMA, it returns a PBA with the Redirect
mobility option as defined below. Oherwi se, the rfLMA MIJST act as a
normal [ RFC5213]- or [RFC5844]-defined LMA for the MAG

The rf LMA MJUST only assign the MAGto a new r2LMA with which it knows
the MAG has an SA or with which it knows the MAG can establish an SA
dynamcally. The rfLMA MJUST NOT assign the MAGwith a r2LMA that the
rfLMA and the r2LMA do not have a prior agreenent and an established
trust relationship for the runtine LMA assignnent. These SA-rel ated
know edge issues and trust relationships are depl oynent specific in a
PM Pv6 domain and in a runtinme assignnent domain, and out of scope of
this specification. Possible context transfer and other coordination
managenent between the rfLMA and the r2LMA are agai n depl oynent
specific for LMAs in a runtinme assignnent domain. The rfLMA MUST NOT
change the used transport |P address famly during the runtinme LMA
assi gnnent .

As a result of a successful runtinme LMA assignnment, the PBA MJUST
contain the Redirect nmobility option with a valid r2LMA uni cast
address and the PBA Status Val ue indicating success.

Next, we describe two depl oynent and inplenmentation nodels for the
runtime LMA assignnment. In Section 5.3.1, we describe a nodel where
the rfLMA and r2LMA are co-located. 1In Section 5.3.2 we describe a
nodel where the rfLMA acts as a non-transparent ’'proxy-MAG, and
where the rfLMA and the r2LMA are separate. There can be even nore
i npl ementati on options depending on the rfLMA and the r2LNA
co-location properties, and how the inter-LMA communi cation is

ar r anged.
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5.3.1. Co-Located rfLMA and r2LMA Functi ons

In this solution approach, the rfLMA and the r2LMA are part of the
sanme 'co-located LMA', and nmay even be using the sane physical
network interface. The rfLMA is reachable via an anycast or a

| oopback address of the LMA. Each r2LMA is reachable via its unicast
address. Figure 2 illustrates exanple signaling flows for the

sol uti on.

The MAG LMA SA is between the MAG and the rfLMA (i.e., the anycast or
the | oopback address of the LMA). How this SA has been set up is out
of scope of this specification, but a nanual SA configuration is one
possibility.

The rfLMA becones active when the runtinme LMA assi gnnment
functionality is enabled (see the Enabl eLMARedi rect Functi on
configuration variable in Section 7). Wen the rfLMA receives a PBU
destined to it, and the PBU contains the Redirect-Capability nobility
option, then the 'co-located LMAN MJIST create a nobility session in a
r2LMA rol e using the procedures described in [RFC5213]. If there is
no existing tunnel between the MAG and the r2LMA uni cast address,
then the r2LMA creates one as described in Section 5.3 of [ RFC5213].
The r2LMA used for accepting and anchoring the nmobility session MJST
al so have the runtine LMA assignnent functionality enabled (see the
Enabl eLMARedi r ect Accept Functi on configuration variable in Section 7).

If the nobility session creation succeeded, then the ’'co-located LMA
inthe rfLMA role sends a PBAto the MAG The PBA is sourced using
the rfLMA (anycast or | oopback) address. The PBA MJST contain the
r2LMA uni cast address (1 Pv6 or IPv4) in the Redirect nobility option.

If the PBU is received on the r2LMA uni cast address, then the PBU is
processed as described in RFC 5213 and t he response PBA MJST NOT
contain the Redirect nmobility option.

If the PBUis received on the rfLMA address and there is no Redirect-
Capability nmobility option in the PBU, then the 'co-located LMA' MAY
choose to be a LMA for the MAG (assuming the rfLMA address is not an
anycast address). Oherwi se, the rfLMA MJIST reject the PBU and send
back a PBAin a rfLMA role with Status Value set to 130 (Insufficient
resources) error code (as nentioned in Section 5.3).
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Lifeti

5.3.2. Separate rfLMA and r2LMA Functions (Proxy-MAG

In this solution approach,
functions,

i mpl ement the Alternate | Pv4 Care-of Address option (see

Section 4.4). Figure 3 illustrates exanple signaling flows for the

-- PBU -
Redi rect - Capability,

PBA - --=--cemmeao-

Redi rect =r 2LMA 2 addr ess,

[ rfLMA
I

I
I
I
______ >|
I
I
I

February 2012

/r2LMA 1/ 1 2LMA 2/ 1 2LMA 3]

r2LMA gets sel ected

BCE is created in r2LMA 2

| Tunnel

| <=========== MAG r2LMA 2 tunnel

me extension, etc.

sr c=MAG_Pr oxy- CoA,
dst=r 2LNA 2,

src=r 2LMA 2,
dst =MAG_Pr oxy- CoA,
Load I nfo,

I
I
|
I
I
| <
I
I
|
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Fi gure 2: Co-Located rfLMA and r2LMA Exanpl e

sol uti on.
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setup in r2LMA 2

the rfLMA and the r2LMA are two isol ated
and nay even be physically separate networking nodes. The
r2LMA can be any [ RFC5213]- or

[ RFC5844] - conpliant LMA that doesn’t
have any know edge of this specification when | Pv6 transport is used.
In case of IPv4 transport, the [ RFC5844]-conpliant LMA MJUST al so
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The rfLMA is actually a non-transparent 'proxy-MAG that shows up as
an LMA i nmpl ementing this specification towards the MAG and as a base
[ RFC5213] -conpliant MAGto the r2LMA. (See [ RFC2616] for a generic
definition of a non-transparent proxy; although it’s for HTTP, the

i dea al so applies here.) This type of operation is also referred to
as 'chaining’ in other contexts. The protocol between the ’proxy-
MAG and the r2LMA is the base [ RFC5213] PM Pv6 protocol .

The MAG LMA SA is between the MAG and the rfLMA, and [ RFC5213] SA
considerations apply fully. The MAG has no know edge of the ' proxy-
MAG -r2LMA SA. [ RFC5213] considerations regarding the SA between the
"proxy-MAG and the r2LMA apply fully. It is also possible that
"proxy- MAG -r2LMA security is arranged using other neans than |Psec,
for exanple, using l|ayer-2 VPNs.

When the rfLMA receives a PBU, and the PBU contains the Redirect-
Capability nobility option, then the rfLMA in a 'proxy-MAG role:

0 Processes the PBU using the procedures described in RFC 5213
except that no mobility session gets created. Instead, the rfLMA
creates a proxy state based on the received PBU.

0 Assigns a r2LMA to the MAG

0 Creates a new PBU, which includes all non-security related
mobility options fromthe original PBU and an Al ternate Care-of
Address (ACoA) option containing the Proxy Care-of Address of the
original MAG If the original PBU already included an ACoA
option, then the content of the ACoA option in the PBU MJST be
the same as in the original PBU.

Note, in case of IPv4 transport [RFC5844], the Alternate |Pv4
Car e- of Address (A4CoA) option MIST be used and contain the |IPv4
Proxy Care-of Address of the original MG

0 Sends the new PBU sourced fromits ’'proxy-MAG |Pv6 or |Pv4 Proxy
Care-of Address and destined to the r2LMA address using the
procedures described in RFC 5213 (or RFC 5844 in case of |Pv4
transport).

The r2LMA processes the received PBU using the procedures described
in RFC 5213 or RFC 5844. In case of |Pv4 transport, the r2LMA uses
the I Pv4 Proxy Care-of Address fromthe Alternate |Pv4 Care-of
Address option for the tunnel setup and the creation of the BCE. The
reply PBA” MJST be destined to the source address of the received
PBU, i.e., the Care-of Address the ’'proxy-MAG .
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Once the rfLMA in a 'proxy-MAG role receives a reply PBA' fromthe
r2LMA and the nmobility session creation succeeded in the r2LMA, the
rfLMA sends a PBAto the original MAG The PBA is sourced fromthe
rf LMA address and destined to the MAG (I Pv6 or |Pv4) Proxy Care-of
Address. The PBA MJUST contain the r2LMA (I Pv6 or |Pv4) unicast
address in the Redirect nobility option. Oher non-security-rel ated
mobil ity options (including the Load Information option) are copied
fromthe PBA to the PBA as such.

If one of these errors occurs:

o the PBA" Status Value indicates that the nobility session creation
failed in the r2LMA. For exanple, the Status Value in the PBA is
set to 130 (Insufficient resources), or

o0 there was no PBA' response fromthe r2LMA, or

o the PBA" did not include the Alternate | Pv4 Care-of Address option
al though it was included in the corresponding PBU (when using
| Pv4 transport),

then the rfLMA SHOULD assign the MAGto a new r2LMA and rerun the
procedure for sending the PBU described earlier for the new r2LNA
The nunber and order of r2LMA reassignnent attenpts is controlled by
the I ocal policy and the ambunt of known r2LMAs in the rfLMA. When
the rfLMA in a 'proxy-MAG role concludes the nobility session
creation failed with r2LMA(s), the rfLMA MIJST set the Status Value in
the PBA as received fromthe |atest contacted PBA' Status Value or to
130 (Insufficient resources) in case of no responses fromrfLMAs, and
send the reply PBA to the MAG The PBA is sourced fromthe rfLMA
address and destined to the MAG Proxy Care-of Address. O her

possi bl e non-security-related nobility options (including the Load
Informati on option) are copied fromthe PBA to the PBA as such.

Once the rfLMA has sent the reply PBA to the MAG it can renove the
proxy state. Subsequent traffic between the MAG and the r2LNMA will
bypass the rfLMA (assuming the nobility session creation succeeded in
the r2LMA).

If the rfLMA receives a PBU with no Redirect-Capability mobility
option in the PBU, then the PBU is processed as described in
Section 5.3, i.e., the rfLMA may or nay not act as an [ RFC5213] or
[ RFC5844] LMA to the MAG
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[ MAG [ rf LM [r2LMA]

I I

MAG di scovers rfLMA
BULE for rfLMA

rf LMA assigns a r2LMA and
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| ..
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I
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proxy state src=r 2LMA, |
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6

Handof f and Multi-Homi ng Consi derations

A MN can be multi-honmed, i.e., have network connectivity over
multiple interfaces connected to one or nore accesses. |f PM Pv6-
based handovers between multiple interfaces or accesses are desired,
then a single LMA should have a control over all possible multi-homed
mobility sessions the MN has. Once the MN has established one
mobility session with one LMA, the subsequent nobility sessions of
the sane MN woul d be anchored to the LMA that was initially assigned.
If each nobility session over a different interface (and possibly a
MAG has no requirenments for PM Pv6-based handovers between accesses
or interfaces, then the rest of the considerations in this section do
not apply.

One possible solution already supported by this specification is
applying the runtinme LMA assignnent only for the very first initia
attach a multi-homed MN does towards a PM Pv6 domain. After the
initial attach, the assigned r2LMA address has been stored in the
policy profile. For the subsequent nobility sessions of the nmulti-
honmed M\, the sanme assigned r2LMA address woul d be used and there is
no need to contact the rfLMA. Ensuring the discovery of the same
r2LMA each time relies on the MN having an identity that can al ways
point to the sane policy profile, independent of the access that is
used.

MAGs have a control over selectively enabling and disabling the
runtime assignment of the LMA. If the multi-homed MN is attached to
a PM Pv6 domain via nmultiple MAGs, the assigned r2LMA address shoul d
be stored in the renote policy store and downl oaded as a part of the
policy profile dowmload to a MAG Alternatively, MAGs can share
policy profile information using other neans. |In both cases, the
actual inplenmentation of the policy profile information sharing is
specific to a PM Pv6 depl oynent and out of scope of this

speci fication.

Prot ocol Configuration Variabl es

Thi s specification defines two configuration variables that contro
the runtime LMA assignment functionality within a PM Pv6 domai n.

Enabl eLMARedi r ect Functi on

This configuration variable is available in both a MAG and in a
rfLMA. Wen set to TRUE (i.e., enabled), the PMPv6 node enabl es
the runtime LMA assignment functionality. The default value is
FALSE (i.e., disabled).
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Enabl eLMARedi r ect Accept Functi on

This configuration variable is available in a r2LMA. Wen set to
TRUE (i.e., enabled), the r2LMA is able to accept runtinme LMA
assignnent nobility sessions froma rfLMA. The default value is
FALSE (i.e., disabled).

Note that the MAG and LMA configuration variables from Sections 9.1
and 9.2 of [RFC5213] do not apply for an LMA when it is in an rfLMA
role.

8. Security Considerations

The security considerations of PMPv6 signaling described in RFC 5213
apply to this docunent. An incorrectly configured LMA may cause
unwanted runtinme LMA assignnment attenpts to non-existing LMAs or to
other LMAs that do not have and will not have an SA with the MAG
Consequently, the MAG will experience failed binding updates or
unsuccessful creation of nobility sessions. An incorrectly
configured LMA may al so cause biased load distribution within a

PM Pv6 domai n. This docunment al so assunes that the LMAs that
participate in runtine LMA assignnent have adequate prior agreenent
and trust relationships between each ot her.

If the SAs between MAGs and LMAs are manual |y keyed (as may be needed
by the scenario described in Section 5), then the anti-replay service
of ESP-protected PM Pv6 traffic cannot typically be provided. This
is, however, deploynment specific to a PMPv6 donmi n.

If a PMPv6 donmai n deploynment with a runtine LMA assignnent requires
that a rfLMA has to nodify a PBU PBA in any way, e.g., by changing
the source and destination |IP address or any other field of the
encapsul ati ng | P packet, then the security nechani sm (such as

possi bl e authentication options) used to protect the PBU PBA MJUST NOT
cover the outer |P packet on those parts that night get nodified.

Al ternatively, the rfLMA can do all required security processing on
the PBU PBA, and the conmunication between the rfLMA and the r2LMA
woul d be unprotected at the PM Pv6 protocol level. |In this case, the
runti me assignment domai n MJUST i npl enent an adequate |evel of
security using other nmeans, such as |ayer-2 VPNs.
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9.

10.

11.

11.

11.

| ANA Consi der ati ons

New nmobility options for use with PMPv6 are defined in the [ RFC6275]
"Mobility Options" registry. The nobility options are defined in
Section 4:

Redi rect-Capability Mbility Option 46
Redirect Mbility Option 47
Load Information Mbility Option 48
Alternate | Pv4 Care-of Address 49
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