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Abst r act

On Decenber 8-9, 2010, the I AB co-hosted an Internet privacy workshop
with the World Wde Wb Consortium (WBC), the Internet Society
(1'sSCC), and M T s Conputer Science and Artificial Intelligence
Laboratory (CSAIL). The workshop reveal ed sonme of the fundanenta
chal I enges in designing, deploying, and anal yzi ng privacy-protective
Internet protocols and systens. Although workshop participants and
the community as a whole are still far from understandi ng how best to
systematically address privacy within Internet standards devel opnent,
wor kshop participants identified a nunber of potential next steps.

For the I ETF, these included the creation of a privacy directorate to
review Internet-Drafts, further work on docunenting privacy

consi derations for protocol devel opers, and a nunber of exploratory
efforts concerning fingerprinting and anonyni zed routing. Potentia
action items for the WBC included investigating the formation of a
privacy interest group and fornul ati ng gui dance about fingerprinting,
referrer headers, data mnimzation in APls, usability, and genera
consi derations for non-browser-based protocols.

Note that this document is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect the
views of the AB, WBC, | SCC, or MT CSAl L

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)

and represents information that the | AB has deemed val uable to

provi de for permanent record. Docunents approved for publication by
the 1AB are not a candidate for any |level of Internet Standard; see

Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6462
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1.

I nt roducti on

On Decenber 8-9, 2010, the I AB co-hosted a workshop with the WBC,

I SOC, and MT' s Conputer Science and Artificial Intelligence
Laboratory (CSAIL) about Internet privacy [Wrkshop]. The workshop
was organi zed to help the Internet community gain sonme understandi ng
of what it neans for Internet-based systens to respect privacy, how
such systems have been or could be designhed, how the relationship
between the web and the broader Internet inpacts privacy, and what
specific work the I ETF and/or the WBC mi ght pursue to address
Internet privacy. An overview of topics discussed at the workshop is
provided in Section 2

The wor kshop di scussi ons reveal ed the conplexity and broad- based
nature of privacy on the Internet. Across nunerous different
applications, a nunber of fundanental design chall enges appear again
and agai n: the increasing ease of user/device/application
fingerprinting, unforeseen infornation | eakage, difficulties in

di stinguishing first parties fromthird parties, conplications

ari sing from system dependenci es, and the |ack of transparency and
user awareness of privacy risks and tradeoffs (see Section 3).

Wor kshop participants also identified a nunber of barriers to
successful depl oynent and anal ysis of privacy-ninded protocols and
systems, including the difficulty of using generic protocols and
tools to defend agai nst context-specific threats; the tension between
privacy protection and usability; and the difficulty of navigating
bet ween busi ness, legal, and individual incentives (see Section 4).

Privacy chall enges far outnunber solutions, but the workshop

i dentified a nunber of concrete prelimnary steps that standards
organi zations can take to help ensure respect for user privacy in the
design of future standards and systems. For the |ETF, these included
the creation of a privacy directorate to review Internet-Drafts,
further work on docunenting privacy considerations for protoco

devel opers, and initiating a nunber of exploratory efforts concerning
fingerprinting and anonyni zed routing. Potential action itens for
the WBC included investigating the formation of a privacy interest
group and formul ati ng gui dance about fingerprinting, referrer

headers, data minimzation in APls, usability, and genera

consi derations for non-browser-based protocols. These next steps and
wor kshop out conmes are di scussed in Section 5.

Wor kshop Overvi ew

The wor kshop expl ored both current technical challenges to protecting
privacy and the ways in which standards organi zations can help to
address those challenges. Links to workshop materials are listed in
Appendi x A
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2.1. Technical Discussion

The wor kshop expl ored privacy challenges in three different technica
dommi ns: at the network level, at the browser level, and with respect
to cross-site data exchanges. Exanple technol ogi es were highlighted
in each area to notivate the discussion

At the network level, participants discussed |IP address hiding in
mobility protocols, privacy extensions for |Pv6 addressing [ RFC4941],
and onion routing. Discussion about the Tor project [Tor] was
particularly insightful. Tor is a circuit-based, |owl atency

communi cati on service designhed to anonyni ze protocols that run over
TCP. End hosts participating in a Tor exchange choose a path through
the network and build a circuit in which each "onion router” in the
pat h knows its predecessor and successor, but no other nodes in the
circuit. Each onion router in the path unwaps and decrypts received
i nformati on before relaying it downstream

For Tor to provide anonynity guarantees, Tor nodes need to be able to
strip out information elenents that can be used to re-identify users
over time. For exanple, web technol ogi es such as cookies, |arge
portions of JavaScript, and alnost all browser plug-ins (including

Fl ash) need to be disabled in order to maintain Tor's privacy
properties during web use, significantly hanpering usability.

At the browser |evel, the discussion focused first on experiences
with "private browsing” nodes. Private browsing puts a browser into
a tenporary session where no information about the user’s browsing
session is stored locally after the session ends. The goal is to
protect the user’s browsi ng behavior fromothers who may nake use of
the same browser on the same nachine. Private browsing is not
designed to protect the user frombeing tracked by malware (e.qg.,
keyl oggers), renote servers, enployers, or governnents, but there is
sone evidence that users fail to understand the distinction between
protection from snoopi ng anong users who share a device and these
other forns of tracking. The specific protections offered by private
browsi ng nodes al so vary frombrowser to browser, creating privacy

| oophol es in sone cases.

The browser discussion al so addressed proposals for "Do Not Track"
(DNT) technologies to be built into browsers to provide users with a
sinple way to opt out of web tracking. At the tine of the workshop,
various different technical proposals had been designed to offer
users the ability to indicate their preference to opt out or to block
communi cation to certain web sites altogether. The discussions at
the workshop illustrated a | ack of agreement about what type of

Cooper I nf or mat i onal [ Page 4]



RFC 6462 2010 | AB-WBC-1 SOC-M T Privacy Wrkshop January 2012

tracking is acceptable, which technical nechani snms woul d be best
suited for different scenarios, and how the mechani sms woul d interact
with other aspects of privacy protection (such as notices to users).

The cross-site data-sharing discussion focused on current uses of
Qpen Aut horization (QAuth) (with Facebook Connect, for exanple).
Whi |l e i nprovenents have been nmde in obtaining user consent to
sharing data between sites, challenges remain with regard to data

m nim zation, ease of use, hidden sharing of data, and centralization
of identity infornmation.

2.2. SDO Di scussion

Partici pants di scussed past experiences in approaching privacy within
the 1ETF and the WBC. Individual protocol efforts within the |IETF
have sought to address certain privacy threats over the years.

Pr ot ocol designers have taken steps to reduce the potential for
identifiability associated with protocol usage, such as in the |Pv6
privacy extensions case [RFC4941]. Protocols architected to rely on
i ntermedi ari es have sought to mnimze the user data exposed in
transit, most notably in SIP [ RFC3323]. Protocol architectures used
in interpersonal exchange have sought to give users granular contro
over their information, including presence [ RFC2778] and geol ocati on
informati on [ RFC3693]. Efforts to square privacy with usability are
ongoi ng; the ALTO working group [ALTQ, for exanple, is working out
how to bal ance the needs of users and network operators to share data
wi th each ot her about content preferences and network topol ogies

agai nst legitinmte concerns about revealing too nuch of either kind
of information.

The | ETF al so has experience to draw on in building a cul ture of
security awareness. Beginning with [RFC1543], RFCs were required to
contain a Security Considerations section. But that sinple mandate
did not inmediately translate into the extensive security

consci ousness that perneates the |IETF today. Over nany years and
with much effort invested, a nore systematic approach to security has
evol ved that makes use of a variety of tools and resources: the
security area itself, guidelines to RFC authors about security

consi derations [RFC3552], the security directorate, security advisors
assigned to individual working groups, security tutorials at |IETF
nmeetings, and so on

The WBC | i kewi se has a nunber of past efforts to draw on. One of the
earliest large-scale standards efforts aimed at inproving web privacy
was the Platformfor Privacy Preferences [P3P]. The idea behind P3P
was to have web sites provide nmachi ne-readabl e privacy policies that
browsers could vet and possibly override according to the user’s
preference. The P3P policy expression | anguage was robust enough to
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all ow sites to make conpl ex assertions about how they intended to
make use of data related to users, but market devel opments have
created a nunber of challenges with depl oyed policies.

More recent work at the WBC centered around the appropriateness of
various privacy features to be included in the Geol ocation API

[ Geol ocation], which gives web sites a way to access the user’s
preci se location. The APl requires that inplenentations obtain user
consent before accessing location information and allow users to
revoke that consent, but decisions about retention, secondary use,
and data mnimzation are left up to individual web sites and
applications. The geolocation effort and the P3P experience both
rai se questions about how to navigate usability, regulation, business
i ncentives, and other aspects that normally lie outside the scope of
st andar ds devel opnent organi zati on (SDO) work.

3. Design Chall enges

Wor kshop di scussi ons surfaced a nunmber of key issues that can make
desi gning privacy-sensitive protocols and systens difficult: the

i ncreasi ng ease of user/device/application fingerprinting, unforeseen
informati on | eakage, difficulties in distinguishing first parties
fromthird parties, conplications arising from system dependenci es,
and the lack of transparency and user awareness of privacy risks and
tradeoffs.

3.1. Ease of Fingerprinting

I nternet applications and protocols now share so nany uni que
identifiers and other bits of information as part of their ordinary
operation that it is beconing increasingly easy for renote nodes to
create unique device or application fingerprints and re-identify the
same devices or applications over time [Panopticlick]. Hardware
identifiers, |IP addresses, transport protocol paraneters, cookies,
other forns of web storage, and a vast array of browser-based
informati on may be routinely shared as users browse the web. The
ease of fingerprinting presents a significant challenge for any
application that seeks to guarantee anonymity or unlinkability (such
as [Tor], which uses onion routing to strip out data that identifies
conmuni cati ons endpoi nts).

In many cases, the information that can be used to fingerprint a
device was not originally shared for that purpose; identifiers and
other information are provided to support some other functionality
(like I P addresses being shared in order to route packets), and nay
incidentally be used to fingerprint. This conplicates the task of
preventing fingerprinting, because each application or protoco
likely needs its own identifiers and information to function
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Furthernore, sonme services are increasingly coning to rely on
fingerprinting in order to detect fraud or provide custonized
content, for exanple. Finding privacy-friendly substitutes for
fingerprinting will only becone nore difficult as these services
becone nore entrenched (see Section 4.3).

The space of fingerprinting mitigations requires further exploration
For exanpl e, workshop participants discussed the use of JavaScri pt
queries to obtain a browser’s (often highly unique) font list, and
the tradeoffs associated with browsers instead (or additionally)
supporting sonme snall subset of fonts in order to reduce browser
identifiability. As with many other privacy features, such a
restriction presents a tradeoff between privacy and usability, and in
the case of fingerprinting wit large, it may be difficult to find
consensus about which mitigations appropriately bal ance both val ues.
As a first step, the | ETF may consi der docunenting the fingerprinting
inplications for widely used | ETF protocols (TCP, HTTP, SIP, etc.).

3.2. Information Leakage

Internet protocols and services tend to | eak information in ways that
were not foreseen at design tine, as explored during the | ETF 77
technical plenary [IETF77] and in recent research [PrivLoss]
[PrivDiffus]. For exanple, the HTTP referrer header [RFC2616]
(misspelled in the original specification as "Referer") provides a
way for a web site to obtain the URI of the resource that referred
the user to the site. Referrer headers provide valuable insights to
web sites about where their users conme from but they can al so | eak
sensitive information (search terns or user |Ds, for exanple),
because URI strings on the web often contain this information. The
infrastructure of an individual web site is often designed solely
with a viewto making the site itself function properly, and
enbeddi ng search ternms or other user-specific information in URI's may
serve that goal, but when those URIs |eak out to other sites via a
referrer header, it creates the potential for third parties to use
and abuse the data contained therein.

The use of URIs for authentication of identity or capabilities can be
susceptible to the same kinds of problens. Relying on a "possession
nodel " where any user in possession of an authentication or
capability URI can gain access to a resource is only suitable in
situations with sone neans of control over URl distribution, and can
lead to wi de | eakage when used on the open web.
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3.3. Differentiating between First and Third Parties

Di stingui shing between "first-party" interactions and "third-party”
interactions is inportant for understanding the inplications of data
collection, sharing, and use that take place during the normal course
of web use. Unfortunately, the traditional neanings of these
concepts do not always clearly match up with user expectations or

evol ving web technol ogies. Traditionally, the term"first party" has
been used to refer to the domain of a web site to which a user agent
directs an explicit request on behalf of a user. The term"third
party" has been used to refer to the domain of a web resource that a
user agent requests as a result of a first-party request, with the
third-party resource hosted at a different domain fromthe first-
party domai n.

This distinction between first-party and third-party domains is in
part a result of |ong-standing user agent practices for handling HTTP
cookies. Typically, HTTP cookies are returned only to the origin
server that set them [ RFC6265]. Cookies set fromfirst-party domains
may not be read by third-party donains and vice versa. In sone
cases, cookies set fromfirst-party domains that contain subdomai ns
are accessible by all subdomains of the first-party domain. The

di stinction between first-party domains and third-party domains is
reflected in browser-based cookie controls: major web browsers al
offer distinct first-party cookie settings and third-party cookie
settings.

However, a user’s perception or expectation of the difference between
a "first party" and a "third party" may not fall neatly within these
distinctions. Users may expect that content hosted on a first-party
subdorai n, but provided or used by a third party, would be treated as
third-party content, but browsers often treat it as first-party
content. Conversely, when third-party content appears froma source
with which the user has an established relationship -- such as the
Facebook "Like" button or other social w dgets -- users may consider
their interaction with that content to be a desirable first-party

i nteraction, even though the content is hosted on a third-party
domai n.

Handl i ng these expectations progranmatically is difficult, since the
sanme identifier structures (donains, subdomai ns) can correlate to

di fferent user expectations in different contexts. On the other

hand, prompting users to express a preference about what kinds of
data collection and use shoul d be all owabl e by each party encountered
on the web is not practical. Wb and browser devel opers are actively
seeki ng novel ways to address this challenge, but there are few

cl ear-cut sol utions.
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3.4. Lack of Transparency and User Awareness

There is no question that users lack a full understandi ng of how
their information is being used and what the tradeoffs are between
havi ng their data collected and accessing services at little or no
cost. Much of the tracking that takes place on the web is passive
and invisible to users. Myst conpani es disclose their data usage
practices in witten privacy policies, but these policies are rarely
read, difficult to understand, and often fail to disclose salient
details (such as data retention lifetimes). Even when web tracking
is associated with some visual indication -- a highly targeted Gmil
ad or the Facebook "Like" button, for exanple -- users often do not
realize that it is occurring

Efforts abound to attenpt to present information about data
collection and usage in a nore digestible way. P3P was one early
effort, but because it sought to support the expression of the vast
expanse of potential policies that conpani es nmay have, it devel oped
nmore conplexity than the average user (or user interface) could
sustain. More recent efforts have focused on using a linited set of
icons to represent policies or provide an indication that tracking is
t aki ng pl ace.

4. Depl oynent and Anal ysis Chal | enges

Wor kshop participants identified a nunber of barriers to both

depl oynent of privacy-protecting technol ogi es and the analysis of the
privacy properties of technol ogical systens. These included the
difficulty of using generic protocols and tools to defend agai nst
context-specific threats; the tension between privacy protection and
usability; and the difficulty of navigating between business, |egal,
and i ndi vi dual incentives.

4.1. Cenerative Protocols vs. Contextual Threats

Privacy is not a binary state. Rather than operating either entirely
in private or entirely in public, individuals experience privacy
contextually, resulting in differing requirenments for privacy
protection, depending on the circunmstance and the individual. On the
Internet, the contextual nature of privacy neans that threats agai nst
it can vary, depending on the depl oynent scenario, the usage
scenario, the capabilities of different attackers, and the |evel of
concern that different kinds of attackers generate anpng different
users.
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Addressing the full waterfront of privacy threats within generic
protocols and tools is largely intractable. As a result, existing
privacy features devel oped at the network and application |ayers have
taken nore targeted approaches. For exanple, privacy extensions for
statel ess address autoconfiguration in | Pv6 [ RFC4941] support
addresses constructed dynami cally rather than generating addresses
based on interface Media Access Control (MAC) addresses, which for
nmost users are persistent and unchangeabl e uni que identifiers that
could be used for long-termtracking. Wile IPv6 privacy extensions
provide inportant protection against tracking and re-identification
by renpte endpoints, they do not prevent -- and were not neant to
prevent -- all parties frombeing able to associate an | P address
with a particular user. 1SPs and governnents still have neans to
make such associ ations, and renote endpoi nts have many ot her
mechani sms at their disposal to attenpt to identify users
persistently, albeit wthout using |Pv6 addresses.

Thi s kind of experience with devel oping privacy tools shows that
designing privacy features into systems and protocols requires a

cl ear understandi ng of the scope of the threats they are designed to
address. This scope is currently being debated in di scussion about
devel oping "Do Not Track" (DNT) nechanisns for the web and ot her
online contexts. A nunber of different approaches have been
proposed, including browser functionality to retain opt-out cookies,
an HTTP header that expresses the user’s preference not to be
tracked, and a browser-based bl ock Iist nechanismthat prevents the
browser from conmunicating with tracking sites (for an overview, see
[OptQuts]). Regardless of the approach, these nechani sns function
based on sone understandi ng of which "tracking" users should be able
to control, which in turn is based on sone notion of the threats
presented by different kinds of tracking conducted by different kinds
of entities on the web. Should DNT mechani sms apply to sites with
whi ch the user already has an established relationship? O sites
that use only aggregate, non-individualized data? Does tracking for
fraud prevention or custonization present different threats than
tracking for advertising or marketing purposes? The answers to these
questions will dictate DNT design choices.

The space of privacy threats on the Internet nmay appear particularly
broad froma protocol design perspective, because many of the
protocols in w dest use are designed generically to support a variety
of applications and functionality. HITP, for exanple, is used for a
wi der variety of purposes than its original designers likely
anticipated; it is unsurprising that some of these purposes include
obt ai ni ng and usi ng data about web users in ways that may be privacy-
infringing. It is unreasonable to ask protocol designers to nmitigate
the potential privacy risks of every possible depl oynent that may
result froma particular protocol design; the key questions are about
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how the responsibility for protecting against privacy intrusion
shoul d be split between protocols, APlIs, applications, and services,
and whi ch kinds of privacy features can best be inplenented in each
pl ace.

4.2. Tension between Privacy Protection and Usability

The wor kshop di scussi ons highlighted the tension between providing
privacy protections and maintaining usability. Tor [Tor] provides
sonme salient exanples of this tradeoff. Tor seeks to provide
protection agai nst network surveillance, but by |engthening the
routing path, it may significantly increase round-trip tine. Tor
obscures endpoint |P addresses; thus, it also interferes with

| P-based geol ocation. Wb browsing using Tor is particularly
chal | engi ng, as nost browser plug-ins, much of JavaScript, and a
nunmber of other browser-based features need to be bl ocked or
overridden in order to neet Tor’'s anonynity requirenents. Wth Tor,
privacy clearly cones at a price

Even | ess aggressive privacy features may cone with usability
tradeoffs. One exanple is the blocking of HITP referrer headers for
privacy protection reasons. Sone sites provide a custon zed
experience to users based on the referring page, which neans that

di sabling referrer headers, as some browsers allow users to do, may
sacrifice user experience features on certain sites. Part of the
challenge is the I evel of nuance involved in naking deci sions about
privacy -- how can users be nade to understand the privacy tradeoffs
of blocking HTTP referrer headers, for exanple, when the effects of
doing so will vary fromsite to site, or when there is limted U
space to comuni cate the tradeoffs? Even seemingly sinple privacy
controls like private browsing are not well understood.

The feature set that inplenmentors choose to nmake available is often
reflective of the tension between usability and privacy. For
exanpl e, SIP [RFC3261] supports Secure/ Multipurpose |Internet Mai
Extensions (S/MME) to secure SIP request bodies, but given its user
experience inpact, few inplementations include S/M ME support.

Al t hough usability challenges are generally thought of as user-Ievel
i ssues that are out of scope for the IETF, to the extent that they
trickle down into inplenentation decisions, they are highly rel evant.

Al t hough wor kshop partici pants reached few firm concl usi ons about how
to tackle usability issues arising fromprivacy features, the group
agreed that it may be beneficial for the WBC to do sone nore thinking
in this area, possibly toward the end of including usability
considerations in individual specifications. The challenge with such
an effort will be to provide useful guidance wi thout being overly
prescriptive about how i npl enentati ons shoul d be desi gned.
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4.3. Interaction between Business, Legal, and Technical |ncentives
4.3.1. Role of Regulation

The I nternet has sustained comercial content for decades. Many
services are offered at little or no cost in exchange for being able
to sell advertising or collect user data (or both). As the
comrerci al value of the web in particular has expl oded in recent
years, the paradigmfor regulating privacy has al so begun to change,
al beit nore slowy.

At the dawn of the commercial Internet, few web sites had witten
privacy policies that explained what they did with user data. Under
regul atory pressure, sites began to docunment their data collection
and usage practices in publicly posted policies. These policies

qui ckly becane | engthy | egal docunents that commercial sites could
use to limt their liability, often by disclosing every possible
practice that the site nmight engage in, rather than inforning users
about the salient practices of rel evance to them

Because so many businesses are fueled by user data, any nove to give
users greater control over their data -- whether by better informng
them about its use or providing tools and settings -- often requires
the force of regulatory influence to succeed. |In recent years,

regul atory authorities have put pressure on conpanies to inprove
their privacy disclosures by naking them sinpler, nore concise, nore
prom nent, and nore accessible (see the 2010 Federal Trade Commi ssion
privacy report [FTC]). Certain conpanies and industry sectors have
responded by devel opi ng privacy icons, using short notices in
addition to privacy policies, and nmaki ng the | anguage they use to
descri be privacy practices nore accessible and easier to understand.

Regul ators play an inportant role in shaping incentive structures.
Conpani es often seek a bal ance between acting to limt their
liability and pushing the envel ope with respect to uses of consuner

data. |If regulators take a strong stand against certain practices --
as, for exanple, European |egislators have agai nst cooki es being set
wi t hout user consent [Directive] -- legitinmate businesses will fee

compelled to comply. But where there is regulatory uncertainty,

busi ness responses may differ according to different market
strategies. The variety of potential responses to the energing

di scussi on about nechanisns to control web tracking denonstrates this
vari ation: sone businesses will enbrace support for enhanced user
control, others may restrict their offerings or charge fees if they
are unable to track users, and still others may elect to circunvent
any new nmechani sms put in place. The absence of regulatory pressure
tends to make the line between "good" and "bad" actors |ess evident.
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4.3.2. P3P: A Case Study of the Inportance of I|ncentives

That absence of regulatory pressure revealed itself in the case of
P3P. The first version of P3P was standardized in the early 2000s,
when | egalistic privacy policies were the normand users had only

el ementary controls over the data coll ected about themon the web.
P3P chal | enged that paradigmby providing a way for web sites to
express machi ne-readabl e privacy policies for browsers to vet and
possi bly override according to the user’s preference. The P3P policy
expression | anguage was designed to allow sites to nake conpl ex
assertions about how they intended to nake use of data related to
users.

The designers of Internet Explorer 6 made a crucial decision to only
allow sites to use third-party cookies if they had installed adequate
P3P policies. To avoid having their cookies bl ocked, nost comercial
sites adopted sonme P3P policy, although nmany sites nerely cut and
pasted fromthe exanple policies provided by the WBC. Today, |arge
nunbers of sites are misrepresenting their privacy practices in their
P3P policies, but little has been done in response [Policies], and
browser support for P3P outside of IEis |imted.

Wil e theories abound to explain the current status of P3P

i npl ementations, there is no doubt that the relationship between
regul atory and conmmrercial incentives played a significant role. The
P3P policy expression | anguage provi ded support for conpanies to be
able to express in granular detail how they handl e user data, but the
conpanies had little reason to do so, preferring to protect
thenselves fromthe liability associated with revealing potentially
unsavory practices. |In theory, the threat of regul atory backl ash
coul d have served as an incentive to publish accurate P3P policies,
but at the time of P3P's release, there was little regulatory
interest in noving beyond long, legalistic privacy policies. Even
today, regulators are reluctant to bring enforcenent actions agai nst
conpani es with m sl eading policies, perhaps because their own
incentive structure conpels themto focus on other, nore proni nent
matters

The P3P experience is instructive in general for attenpts at crafting
privacy features that require the active participation of both ends
of a communi cation. Actors that are nmeant to articulate their own
privacy preferences, whether they be conpanies or individuals,
require incentives to do so, as do those that are nmeant to process
and react to such preferences. For exanple, the |ETF s GEOPRI V
architecture allows for expression of user preferences about |ocation
informati on [ RFC4119]. While users may have nore incentive to

di sclose their privacy preferences than conpanies did in the P3P
case, successful use of the GEOPRIV nodel will require endpoints that
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5.

5

consunme | ocation information to abide by those preferences, and in
certain contexts -- conmercial or enploynent-related, for exanple --
they may be unwilling, or regulatory pressure may be required to spur
a change in practice

It is clearly not the prerogative of Internet protocol developers to
seek to change existing incentive structures. But acknow edgi ng what
mot i vat es busi nesses, individuals, and regulators is crucial to

det erm ni ng whet her new privacy technol ogies will succeed or fail.

Concl usi ons and Next Steps
1. | ETF Qutl ook

The wor kshop dempnstrated that the understanding of how to address
privacy within the Internet standards comunity is nascent. The |IETF
faces particular chall enges, because | ETF protocols generally do not
mandat e i npl ementation styles or pre-conceive particul ar depl oynent
contexts, making the space of potential privacy threats attributable
to any single protocol difficult to foresee at protocol design tinme.

Wor kshop partici pants nonet hel ess outlined a nunber of potential next
steps. Work has already begun to attenpt to provide guidance to
protocol designers about the privacy inpact of their specifications
[PrivCons]. In refining this guidance, many of the questions raised
at the workshop will need to be confronted, including those about how
to properly nodel privacy threats against generic protocols, howto
anticipate privacy risks that have been exposed in the previous
design efforts, and how to docunent risks that are nore difficult to
foresee and nmitigate. Wrkshop participants acknow edged t hat
devel opi ng such guidance is likely necessary if document authors are
expected to incorporate "Privacy Considerations" sections in their
docunents, but even with guidance, this is likely to be an uphil
battle for many authors for sone tine to cone.

As prelimnary steps, those with privacy expertise may seek to apply
the current guidance to existing | ETF protocols. The security area
directors have al so created a privacy directorate where privacy
revi ews of docunents com ng before the I ESG are bei ng conduct ed.

Partici pants al so expressed an interest in further pursuing a nurmber
of the technical topics discussed at the workshop, including | essons
| earned fromthe experience of Tor and the fingerprinting

i mplications of HITP, TCP, SIP, and other |ETF protocols. These and
other efforts may be explored within the Internet Research Task Force
(IRTF) in addition to, or in lieu of, the I ETF.

Cooper I nf or mat i onal [ Page 14]



RFC 6462 2010 | AB-WBC-1 SOC-M T Privacy Wrkshop January 2012

5.2. WBC Qutl ook

The WBC is likewise in a position of seeking a nore conprehensive
approach to privacy within the SDO Because the work of the WBC
operates within a nore defined scope than that of the IETF -- nanely,
the web -- the questions before the WBC tend to lie nore in the space
of distingui shing between what can appropriately be acconplished

wi thin WBC specifications and what should be left to individua

i npl ementations, a thene that repeated itself again and again at the
wor kshop.

To further develop its approach to privacy, the WVBC will investigate
an interest group to discuss privacy topics. Sone potential topics
that energed fromthe workshop include the fingerprinting inpact of
WBC protocols, data mnimzation in APIs, dealing with referrer
header privacy | eakage, devel oping privacy considerations for

non- br owser - based protocols, and devel oping usability considerations
as part of specification design

5.3. Oher Future Wrk

The wor kshop covered a nunber of topics that may deserve further
exploration in the | ETF, the WBC, and the privacy comunity at |arge.
These include devel opnent of privacy term nol ogy; articul ation of
privacy threat nodels; analysis and experinmentation with "Do Not
Track" mechani sms for the web; work on cross-site data sharing,
correlation, and linkability in web and non-web contexts; and

i nvestigation of policy expression | anguages.
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7. Security Considerations

Wor kshop participants di scussed security aspects related to privacy,
acknow edgi ng that while nuch of the standards community may have
once viewed nost rel evant privacy concerns as being enconpassed by
security considerations, there is a growing realization of privacy
threats that |lie outside the security realm These include concerns
related to data minimzation, identifiability, and secondary use.
Earlier security work provided m ninmal provision for privacy
protection (e.g., the definition of "privacy" in [RFC2828] and some
gui dance about private information in [RFC3552]).
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