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Abst ract

The use of cellul ar broadband for accessing the Internet and other
data services via snmartphones, tablets, and not ebook/ net book
conputers has increased rapidly as a result of high-speed packet data
net wor ks such as HSPA, HSPA+, and now Long- Term Evol ution (LTE) being
depl oyed. Operators that have depl oyed networks based on 3rd
Generation Partnership Project (3GPP) network architectures are
facing | Pv4 address shortages at the Internet registries and are
feeling pressure to mgrate to |Pv6. This docunent describes the
support for IPv6 in 3GPP network architectures.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6459
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1.

I nt roducti on

| Pv6 support has been part of the 3rd CGeneration Partnership Project
(3GPP) standards since the first release of the specifications

(Rel ease 99). This support extends to all radio access and packet -
based systemvariants of the 3GPP architecture fanmily. |In addition,
a lot of work has been invested by the industry to investigate
different transition and depl oynent scenarios over the years.
However, |Pv6 deploynment in comercial networks remains |low. There
are many factors that can be attributed to this lack of depl oynent.
The nost relevant factor is essentially the same as the reason for

| Pv6 not being deployed in other networks either, i.e., the lack of
busi ness and conmerci al incentives for depl oynment.

3GPP network architectures have continued to evolve in the tine since
Rel ease 99, which was finalized in early 2000. The nost recent
versi on of the 3GPP architecture, the Evol ved Packet System (EPS) --
comonly referred to as System Architecture Evol ution (SAE), Long-
Term Evol ution (LTE), or Release-8 -- is a packet-centric
architecture. In addition, the nunber of subscribers and devices
usi ng the 3GPP networks for Internet connectivity and data services
has al so i ncreased phenonenally -- the nunber of nobile broadband
subscri bers has increased exponentially over the |ast couple of

years.

Wth subscriber growh projected to increase even further, and with
recent depletion of available | Pv4 address space by | ANA, 3GPP
operators and vendors are now in the process of identifying the
scenari os and sol utions needed to depl oy |Pv6.

Thi s docunent describes the establishment of IP connectivity in 3GPP
network architectures, specifically in the context of |IP bearers for
3G Ceneral Packet Radio Service (GPRS) and for EPS. It provides an
overvi ew of how IPv6 is supported as per the current set of 3GPP
specifications. Sone of the issues and concerns with respect to
depl oynent and shortage of private | Pv4 addresses within a single
network donmai n are al so di scussed

The | ETF has specified a set of tools and mechani sns that can be
utilized for transitioning to IPv6. In addition to operating dual -
stack networks during the transition fromIPv4 to | Pv6, the two
alternative categories for the transition are encapsul ati on and
translation. The |IETF continues to specify additional solutions for
enabling the transition based on the depl oynent scenari os and
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2

1.

operator/ISP requirenments. There is no single approach for
transition to I Pv6 that can neet the needs for all deploynments and
model s. The 3GPP scenarios for transition, described in [TR 23975],
can be addressed using transition nmechanisns that are already

avail able in the tool box. The objective of transition to IPv6 in
3CGPP networks is to ensure that:

1. Legacy devices and hosts that have an |IPv4-only stack wll
continue to be provided with I P connectivity to the Internet and
services

2. Devices that are dual -stack can access the Internet either via
I Pv6 or I1Pv4. The choice of using |Pv6 or | Pv4 depends on the
capability of:

A. the application on the host,
B. the support for IPv4 and | Pv6 bearers by the network, and/or
C. the server(s) and other end points.
3GPP networks are capable of providing a host with IPv4 and | Pv6
connectivity today, albeit in nany cases with upgrades to network
el ements such as the Serving GPRS Support Node (SGSN) and the Gat eway
GPRS Support Node (GGSN)
3GPP Term nol ogy and Concepts
Ter mi nol ogy
Access Point Nane
The Access Point Nane (APN) is a Fully Qualified Domain Nane
(FQDN) and resolves to a set of gateways in an operator’s network
The APNs are piggybacked on the adm nistration of the DNS
nanmespace
Dual Address PDN PDP Type
The dual address Packet Data Network/Packet Data Protocol (PDN
PDP) Type (1Pv4v6) is used in 3GPP context in many cases as a

synonym for dual -stack, i.e., a connection type capable of serving
both I Pv4 and | Pv6 sinultaneously.
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Evol ved Packet Core

The Evol ved Packet Core (EPC) is an evolution of the 3GPP GPRS
system characterized by a higher-data-rate, |ower-I|atency, packet-
optinized system The EPC conprises subconponents such as the
Mobi lity Managenent Entity (MVE), Serving Gateway (SGWN, Packet
Data Network Gateway (PDN-GW, and Home Subscri ber Server (HSS).

Evol ved Packet System

The Evol ved Packet System (EPS) is an evolution of the 3GPP GPRS
system characterized by a higher-data-rate, |ower-I|atency, packet-
optinmized systemthat supports multiple Radi o Access Technol ogi es
(RATs). The EPS conprises the EPC together with the Evol ved

Uni versal Terrestrial Radio Access (E-UTRA) and the Evol ved

Uni versal Terrestrial Radio Access Network (E-UTRAN).

Evol ved UTRAN

The Evol ved UTRAN (E-UTRAN) is a conmuni cations network, sometines
referred to as 4G and consists of eNodeBs (4G base stations),

whi ch nmake up the E-UTRAN. The E-UTRAN al |l ows connectivity

bet ween the User Equi pnent and the core network.

GPRS Tunnel |'i ng Protocol

The GPRS Tunnel ling Protocol (GIP) [TS.29060] [TS. 29274]

[ TS.29281] is a tunnelling protocol defined by 3GPP. It is a

net wor k- based nmobility protocol and is sinilar to Proxy Mbile

I Pv6 (PM Pv6) [RFC5213]. However, GIP also provides functionality
beyond nobility, such as in-band signaling related to Quality of
Service (QoS) and chargi ng, anong ot hers.

GSM EDGE Radi o Access Network

The d obal System for Mbile Communications (GSM EDGE Radi o
Access Network (GERAN) is a comrunications network, comonly
referred to as 2G or 2.5G and consists of base stations and Base
Station Controllers (BSCs), which make up the GSM EDGE radi o
access network. The CERAN allows connectivity between the User
Equi pnrent and the core network.
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Gat eway GPRS Support Node

The Gateway GPRS Support Node (GGSN) is a gateway function in the
GPRS that provides connectivity to the Internet or other PDNs.

The host attaches to a GGSN identified by an APN assigned to it by
an operator. The GGSN al so serves as the topol ogi cal anchor for
addr esses/ prefixes assigned to the User Equi prent.

Ceneral Packet Radi o Service

The General Packet Radio Service (GPRS) is a packet-oriented
mobi | e data service available to users of the 2G and 3G cel | ul ar
communi cati on systens -- the GSM -- specified by 3GPP.

Hi gh- Speed Packet Access

The Hi gh- Speed Packet Access (HSPA) and HSPA+ are enhanced
versi ons of the Wdeband Code Division Miltiple Access (WCDMA) and
UTRAN, thus providing nore data throughput and | ower | atencies.

Hone Locati on Regi ster

The Hone Location Register (HLR) is a pre-Rel ease-5 database (but
is also used in Release-5 and |ater networks in real deploynents)
that contains subscriber data and information related to call
routing. All subscribers of an operator, and the subscribers’
enabl ed services, are provisioned in the HLR

Home Subscri ber Server

The Hone Subscriber Server (HSS) is a database for a given

subscri ber and was introduced in 3GPP Rel ease-5. It is the entity
contai ning the subscription-related information to support the
network entities actually handling calls/sessions.

Mobi lity Managenent Entity
The Mobility Managenent Entity (MVE) is a network elenment that is
responsi ble for control -plane functionalities, including
aut henti cation, authorization, bearer managenent, |ayer-2
mobility, etc. The MME is essentially the control-plane part of
the SGSN in the GPRS. The user-plane traffic bypasses the MVE
Mobi | e Term nal

The Mobile Terminal (M) is the nodemand the radio part of the
Mobil e Station (MS).
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Public Land Mobil e Network

The Public Land Mobile Network (PLMN) is a network that is
operated by a single admnistration. A PLMN (and therefore al so
an operator) is identified by the Mbile Country Code (MCC) and
the Mobile Network Code (MNC). Each (tel ecomunications) operator
provi ding nobile services has its own PLM\.

Po

icy and Chargi ng Control

The Policy and Charging Control (PCC) framework is used for QoS
policy and charging control. It has two nain functions: flow
based charging, including online credit control; and policy
control (e.g., gating control, QS control, and QoS signaling).

It is optional to 3GPP EPS but needed if dynam c policy and
charging control by means of PCC rul es based on user and services
are desired.

Packet Dat a Network

The Packet Data Network (PDN) is a packet-based network that
either belongs to the operator or is an external network such as
the Internet or a corporate intranet. The user eventually
accesses services in one or nore PDNs. The operator’s packet core
networ ks are separated from packet data networks either by GGSNs
or PDN Gat eways (PDN-G/).

Packet Data Network Gateway

The Packet Data Network Gateway (PDN-GWN is a gateway function in
the Evol ved Packet System (EPS), which provides connectivity to
the Internet or other PDNs. The host attaches to a PDN-GW
identified by an APN assigned to it by an operator. The PDN GW
al so serves as the topol ogi cal anchor for addresses/prefixes
assigned to the User Equipnent.

Packet Data Protocol Context
A Packet Data Protocol (PDP) context is the equivalent of a
virtual connection between the User Equi pnent (UE) and a PDN using
a specific gateway.

Packet Data Protocol Type
A Packet Data Protocol Type (PDP Type) identifies the used/all owed

protocols within the PDP context. Exanples are |Pv4, |Pv6, and
| Pv4v6 (dual -stack).
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S4 Serving GPRS Support Node

The S4 Serving GPRS Support Node (S4-SGSN) is conpliant with a
Rel ease-8 (and onwards) SGSN t hat connects 2@ 3G radi o access

networks to the EPC via new Rel ease-8 interfaces like S3, $4,

and S6d.

Servi ng Gat eway

The Serving Gateway (SGN is a gateway function in the EPS, which
terminates the interface towards the E-UTRAN. The SGWis the
Mobility Anchor point for layer-2 nobility (inter-eNodeB
handovers). For each UE connected with the EPS, at any given
point intime, there is only one SGN The SGWNis essentially the
user-pl ane part of the GPRS s SGSN.

Serving GPRS Support Node

The Serving GPRS Support Node (SGSN) is a network elenent that is
| ocat ed between the radi o access network (RAN) and the gateway
(GGSN). A per-UE point-to-point (p2p) tunnel between the GGSN and
SGSN transports the packets between the UE and the gat eway.

Term nal Equi pnent

The Term nal Equi prent (TE) is any device/ host connected to the
Mobile Term nal (MI) offering services to the user. A TE may
conmmuni cate to an MI, for exanple, over the Point to Point

Pr ot ocol (PPP).

UE, M5, MN, and Mbbil e

The terms UE (User Equipnent), M5 (Mobile Station), MN (Mbile
Node), and nobile refer to the devices that are hosts with the
ability to obtain Internet connectivity via a 3GPP network. A M5
is conprised of the Termi nal Equi prent (TE) and a Mobile Terni nal
(MI). The terms UE, M5, MN, and nobil e are used interchangeably
within this docunent.

UMIS Terrestrial Radi o Access Network

The Uni versal Mbile Tel ecomuni cati ons System (UMIS) Terrestri al
Radi o Access Network (UTRAN) is a conmmuni cations network, conmonly
referred to as 3G and consists of NodeBs (3G base stations) and
Radi o Network Controllers (RNCs), which make up the UMIS radio
access network. The UTRAN all ows connectivity between the UE and
the core network. The UTRAN is conprised of WCDVA, HSPA, and
HSPA+ radi o technol ogi es.
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User Pl ane

The user plane refers to data traffic and the required bearers for
the data traffic. 1In practice, IPis the only data traffic
protocol used in the user plane.

W deband Code Division Miltiple Access

The W deband Code Division Miltiple Access (WCDVA) is the radio
interface used in UMIS networks.

eNodeB

The eNodeB is a base station entity that supports the Long-Term
Evolution (LTE) air interface.

2.2. The Concept of APN

The Access Point Nane (APN) essentially refers to a gateway in the
3GPP network. The 'conplete’ APN is expressed in a formof a Fully
Qualified Domain Nanme (FQDN) and al so pi ggybacked on the

adm ni stration of the DNS namespace, thus effectively allow ng the
di scovery of gateways using the DNS. The UE can choose to attach to
a specific gateway in the packet core. The gateway provides
connectivity to the Packet Data Network (PDN), such as the Internet.
An operator may al so include gateways that do not provide Internet
connectivity but rather provide connectivity to a closed network
providing a set of the operator’s own services. A UE can be attached
to one or nore gateways sinmultaneously. The gateway in a 3GPP
network is the GGSN or PDNNGWN Figure 1 illustrates the APN based
network connectivity concept.

)

e R EEE R + _( PDN ‘) _
_(Core'. | G\ | ==== I nt er net )
+---+ ( W )------ | APN=i nt er net | " . ) )
[UE] ~~~~|RAN| - ---( * . ) )--+ +---ommon-- + e
" bk (]
I I
I I + _(.PDN)
| +-- | G2 | _(Operator*) _
| | APN=CpSer v| ==== Servi ces ‘)
UE is attached Fommmmoa + (. ) )
to G and GA2 Ce-( )---"

si mul t aneousl y

Figure 1: User Equi pnent Attached to Multiple APNs Simultaneously
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3. | P over 3GPP GPRS
3. 1. I ntroduction to 3GPP GPRS

Asinmplified 20 3G GPRS architecture is illustrated in Figure 2.
This architecture basically covers the GPRS core network from R99 to
Rel ease-7, and radi o access technol ogi es such as GSM (2G, EDGE (2G
often referred to as 2.5G, WDMA (3G, and HSPA(+) (3G often
referred to as 3.5G. The architecture shares obvious sinmlarities
with the Evol ved Packet System (EPS), as will be seen in Section 4.
Based on Gn/ G interfaces, the GPRS core network functionality is
logically inplenented on two network nodes -- the SGSN and t he GGSN.

3G
Uu ( ‘. lu +----+ +----+ ( .
[UE] ~~| ~~~( UTRAN )--|---|SGSN--|---|GGEN--|----( PDN )
c° . ) ) +----+ G +---+ G (. ) )
Cea (.- /] Cea (.-
I
2G Gb- - |
- / |
_ ‘L / --Gp
[UE] ~~]~~( PDN )__/ I
Un( * . ) )
e (- )
_( [GEN ) _
( ot her )
(" PLMN ) )
l__( _______ )___l

Figure 2: Overview of the 2E 3G GPRS Logi cal Architecture

Gn/ Gp: Interfaces that provide a network-based nobility service for
a UE and are used between an SGSN and a GGSN. The Gn
interface is used when the GGSN and SGSN are | ocated inside
one operator (i.e., a PLMN). The Gp-interface is used if the
GGSN and the SGSN are located in different operator domains
(i.e., adifferent PLMN). GIP is defined for the G/ &
interfaces (both GIP-C for the control plane and GIP-U for
the user plane).

Go: The Base Station System (BSS)-to-SGSN interface, which is
used to carry information concerning packet data transm ssion
and layer-2 nobility managenent. The Gb-interface is based
on either Franme Relay or IP.
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| u: The Radi o Network System (RNS)-to-SGSN i nterface, which is
used to carry information concerning packet data transm ssion
and layer-2 nobility managenent. The user-plane part of the
lu-interface (actually the 1u-PS) is based on GIP-U. The
control -plane part of the lu-interface is based on the Radio
Access Network Application Protocol (RANAP)

G: The interface between the GGSN and a PDN. The PDN nay be an
operator’s external public or private packet data network, or
an intra-operator packet data network.

W/ Um 2G or 3Gradio interfaces between a UE and a respective radio
access networKk.

The SGSN is responsible for the delivery of data packets fromand to
the UE within its geographical service area when a direct tunne
option is not used. |If the direct tunnel is used, then the user

pl ane goes directly between the RNC (in the RNS) and the GGSN. The
control -plane traffic always goes through the SGSN. For each UE
connected with the GPRS, at any given point in time, there is only
one SGSN.

3. 2. PDP Cont ext

A PDP (Packet Data Protocol) context is an association between a UE
represented by one | Pv4 address and/or one /64 |1 Pv6 prefix, and a PDN
represented by an APN. Each PDN can be accessed via a gateway
(typically a GGSN or PDNNGN. On the UE, a PDP context is equival ent
to a network interface. A UE may hence be attached to one or nore
gateways vi a separate connections, i.e., PDP contexts. 3GPP GPRS
supports PDP Types | Pv4, 1Pv6, and since Rel ease-9, PDP Type | Pv4v6e
(dual -stack) as well

Each primary PDP context has its own | Pv4 address and/or one /64 |Pv6
prefix assigned to it by the PDN and anchored in the correspondi ng
gateway. The GGSN or PDN-GWis the first-hop router for the UE
Applications on the UE use the appropriate network interface (PDP
context) for connectivity to a specific PDN. Figure 3 represents a
hi gh-1 evel view of what a PDP context inplies in 3GPP networKks.
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4.

4.

Y

| A + Lo

| --+ | APNX in | _( L

| |O PDPc1 )| GGSN/ |----(Internet)

|| | PDNNGW | ( ) )

| UE| o - + EEEY G

| ] R + R

| |10 PDPc 2 )| APNy in | _(Priv'.

+- -+ | GGSN/ |------- (Network )
| PDN-GW | (" )
S + e (LT

Fi gure 3: PDP Contexts between the MS/UE and Gat eway

In the above figure, there are two PDP contexts at the M5/ UE: the
"PDPcl’ PDP context, which is connected to APNx, provides |nternet
connectivity, and the ' PDPc2’ PDP context provides connectivity to a
private I P network via APNy (as an exanple, this network may include
operator-specific services, such as the MM5 (Miltimedi a Messagi ng
Service)). An application on the host, such as a web browser, would
use the PDP context that provides Internet connectivity for accessing
services on the Internet. An application such as a MV woul d use
APNy in the figure above, because the service is provided through the
private network.

| P over 3GPP EPS
1. Introduction to 3GPP EPS

Inits nost basic form the EPS architecture consists of only two
nodes on the user plane: a base station and a core network Gateway
(GWN. The basic EPS architecture is illustrated in Figure 4. The
functional split of gateways allows operators to choose optim zed
topol ogi cal | ocations of nodes within the network and enabl es vari ous
depl oynent nodel s, including the sharing of radi o networks between
different operators. This also allows independent scaling, growth of
traffic throughput, and control -signal processing.
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Fommmaa - +
| 1P
S1-MVE  +------- + Si11 | Servi ces|
ool eeo| MVE e -e heeee - +

I I I | SG

| LEETEEE + | S5/ |
+----4+ LTE-UU +------- + S1-U Fommmm + S8 4------- +
|[UE |----]---|eNodeB |---|----------------- | SGW |--]---| PDN-GW |
| | ::::::::l :::::::l :::::::::::::::::::::l :::::::l ::::::l |
+----+ e +Dual - St ack EPS Bearer+------- + e +
Figure 4: EPS Architecture for 3GPP Access

S5/ S8: Provi des user-pl ane tunnelling and tunnel managenment between

the SGWand PDN-GW using GIP (both GIP-U and GIP-C) or

PM Pv6 [ RFC5213] [TS. 23402] as the network-based mohility
managenment protocol. The S5 interface is used when the
PDN- GW and SGW are | ocated inside one operator (i.e., a
PLMN). The S8-interface is used if the PDN-GWand the SGW
are located in different operator domains (i.e., a different

PLMN) .

S11: Ref erence point for the control-plane protocol between the
MVE and SGWN based on GIP-C (GTP control plane) and used,
for exanple, during the establishnment or nodification of the
default bearer.

S1- U Provi des user-plane tunnelling and inter-eNodeB path
swi tching during handover between the eNodeB and SGW using
GIP-U (GTP user pl ane).

S1- MVE:  Reference point for the control -plane protocol between the
eNodeB and MVE

SG The interface between the PDN-GWand the PDN. The PDN may
be an operator-external public or private packet data
network or an intra-operator packet data network.

4. 2. PDN Connecti on

A PDN connection is an association between a UE represented by one

| Pv4 address and/or one /64 |IPv6 prefix, and a PDN represented by an
APN. The PDN connection is the EPC equival ent of the GPRS PDP
context. Each PDN can be accessed via a gateway (a PDN-GWN. The PDN
is responsible for the I P address/prefix allocation to the UE. On
the UE, a PDN connection is equivalent to a network interface. A UE
may hence be attached to one or nore gateways via separate
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connections, i.e., PDN connections. 3GPP EPS supports PDN Types | Pv4,
I Pv6, and | Pv4v6 (dual -stack) since the beginning of EPS, i.e., since
Rel ease- 8.

Each PDN connection has its own | P address/prefix assigned to it by
the PDN and anchored in the corresponding gateway. |In the case of
the GIP-based S5/S8 interface, the PDNNGWVis the first-hop router for
the UE, and in the case of PM Pv6-based S5/S8, the SGWis the first-
hop router. Applications on the UE use the appropriate network
interface (PDN connection) for connectivity.

4.3. EPS Bearer Nbdel

The | ogi cal concept of a bearer has been defined to be an aggregate
of one or nore IP flows related to one or nore services. An EPS
bearer exists between the UE and the PDN-GWand is used to provide
the sane | evel of packet-forwarding treatnment to the aggregated IP
flows constituting the bearer. Services with IP flows requiring

di fferent packet-forwarding treatnment would therefore require nore
than one EPS bearer. The UE perfornms the binding of the uplink IP
flows to the bearer, while the PDN-GWperfornms this function for the
downl i nk packets.

In order to always provide |low | atency on connectivity, a default
bearer will be provided at the tine of startup, and an | Pv4 address
and/or 1Pv6 prefix gets assigned to the UE (this is different from
GPRS, where UEs are not automatically connected to a PDN and
therefore do not get an |1 Pv4 address and/or |Pv6 prefix assigned
until they activate their first PDP context). This default bearer
will be allowed to carry all traffic that is not associated with a
dedi cated bearer. Dedicated bearers are used to carry traffic for IP
flows that have been identified to require specific packet-forwarding
treatment. They may be established at the tinme of startup -- for
exanple, in the case of services that require always-on connectivity
and better QoS than that provided by the default bearer. The default
bearer and the dedicated bearer(s) associated to it share the sane |IP
address(es)/prefix.

An EPS bearer is referred to as a Guaranteed Bit Rate (GBR) bearer if
dedi cated network resources related to a GBR value that is associated
with the EPS bearer are pernanently allocated (e.g., by an adnission
control function in the eNodeB) at bearer establishnment/nodification
O herwi se, an EPS bearer is referred to as a non-GBR bearer. The
default bearer is always non-GBR, with the resources for the IP flows
not guaranteed at the eNodeB, and with no adm ssion control

However, the dedicated bearer can be either GBR or non-GBR A GBR
bearer has a GBR and Maximum Bit Rate (MBR), while nore than one

non- GBBR bearer belonging to the sanme UE shares an Aggregate MBR
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(AMBR). Non-GBR bearers can suffer packet |oss under congestion
whil e GBR bearers are imune to such | osses as |long as they honor the
contracted bit rates.

5. Address Managenent
5.1. | Pv4 Address Configuration

The UE's | Pv4 address configuration is always performed during PDP
cont ext/ EPS bearer setup procedures (on |ayer 2). DHCPv4-based

[ RFC2131] address configuration is supported by the 3GPP
specifications, but is not used on a wide scale. The UE nust al ways
support address configuration as part of the bearer setup signaling,
since DHCPv4 is optional for both UEs and networKks.

The 3GPP standards al so specify a "deferred | Pv4 address all ocation
on a PM Pv6-based dual -stack | Pv4v6 PDN connection at the time of
connection establishment, as described in Section 4.7.1 of

[ TS. 23402]. This has the advantage of a single PDN connection for

I Pv6 and | Pv4, along with deferring | Pv4 address allocation until an
application needs it. The deferred address allocation is based on
the use of DHCPv4 as well as appropriate UE-side inplenentation-
dependent triggers to invoke the protocol

5.2. | Pv6 Address Configuration

I Pv6 Statel ess Address Autoconfiguration (SLAAC), as specified in

[ RFC4861] and [ RFC4862], is the only supported address configuration
mechani sm St at ef ul DHCPv6- based address configuration [ RFC3315] is
not supported by 3CGPP specifications. On the other hand, stateless
DHCPv6 service to obtain other configuration information is supported
[RFC3736]. This inplies that the Mbit is always zero and that the
O bit may be set to one in the Router Advertisement (RA) sent to

t he UE

The 3CGPP network all ocates each default bearer a unique /64 prefix,
and uses layer-2 signaling to suggest to the UE an Interface
Identifier that is guaranteed not to conflict with the gateway’s
Interface Identifier. The UE nust configure its link-local address
using this Interface ldentifier. The UE is allowed to use any
Interface Identifier it wishes for the other addresses it configures.
There is no restriction, for exanple, on using privacy extensions for
SLAAC [ RFC4941] or other similar types of mechani snms. However, there
are network drivers that fail to pass the Interface ldentifier to the
stack and instead synthesize their own Interface ldentifier (usually
a Medi a Access Control (MAC) address equivalent). |If the UE skips
the Duplicate Address Detection (DAD) and al so has other issues with
t he Nei ghbor Di scovery protocol (see Section 5.4), then there is a
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smal | theoretical chance that the UE will configure exactly the sane
l'ink-1ocal address as the GGSN PDN- GV  The address collision may
then cause issues in I P connectivity -- for instance, the UE not
being able to forward any packets to the uplink

In the 3GPP link nodel, the /64 prefix assigned to the UE cannot be
used for on-link determ nation (because the L-bit in the Prefix
Information Option (PIO in the RA nust always be set to zero). |If
the advertised prefix is used for SLAAC, then the A-bit in the PIO
must be set to one. Details of the 3GPP |ink-nodel and address
configuration are provided in Section 11.2.1.3.2a of [TS.29061].

More specifically, the GGSN PDN- GV guarantees that the /64 prefix is
unique for the UE. Therefore, there is no need to performany DAD on
addresses the UE creates (i.e., the 'DupAddrDetectTransmits’ variable
in the UE could be zero). The GGSN PDN-GWis not allowed to generate
any gl obally unique I Pv6 addresses for itself using the /64 prefix
assigned to the UE in the RA

The current 3GPP architecture linits the nunmber of prefixes in each
bearer to a single /64 prefix. |If the UE finds nore than one prefix
inthe RA, it only considers the first one and silently discards the
others [TS.29061]. Therefore, nmulti-honming within a single bearer is
not possible. Renunbering without closing the | ayer-2 connection is
al so not possible. The lifetine of the /64 prefix is bound to the
lifetime of the layer-2 connection even if the advertised prefix
lifetime is longer than the | ayer-2 connection lifetinme.

5.3. Prefix Del egation

| Pv6 prefix delegation is a part of Release-10 and is not covered by
any earlier releases. However, the /64 prefix allocated for each
default bearer (and to the UE) may be shared to the |ocal area
network by the UE inpl enenting Nei ghbor Di scovery proxy (ND proxy)

[ RFC4389] functionality.

The Rel ease-10 prefix del egati on uses the DHCPv6-based prefix

del egation [ RFC3633]. The nodel defined for Rel ease-10 requires
aggr egat abl e prefixes, which means the /64 prefix allocated for the
default bearer (and to the UE) nust be part of the shorter del egated
prefix. DHCPv6 prefix delegation has an explicit limtation,
described in Section 12.1 of [RFC3633], that a prefix delegated to a
requesting router cannot be used by the delegating router (i.e., the
PDN-GWin this case). This inplies that the shorter 'del egated
prefix’ cannot be given to the requesting router (i.e., the UE) as
such but has to be delivered by the delegating router (i.e., the
PDN-GAN in such a way that the /64 prefix allocated to the default
bearer is not part of the 'delegated prefix’. An option to exclude a
prefix from del egati on [ PD- EXCLUDE] prevents this problem

Kor honen, et al. I nf or mat i onal [ Page 17]



RFC 6459 IPv6 in 3GPP EPS January 2012

5.4. 1 Pv6 Neighbor Discovery Considerations

6

6

The 3GPP |ink between the UE and the next-hop router (e.g., the GGSN)
resenbles a point-to-point (p2p) link, which has no |ink-Iayer
addresses [RFC3316], and this has not changed fromthe 2G 3G GPRS to
the EPS. The UE IP stack has to take this into consideration. Wen
the 3GPP PDP context appears as a PPP interface/link to the UE, the
I P stack is usually prepared to handl e the Nei ghbor D scovery
protocol and the rel ated Nei ghbor Cache state nmachine transitions in
an appropriate way, even though Nei ghbor D scovery protocol nessages
contain no link-layer address infornmation. However, sone operating
systens discard Router Advertisenents on their PPP interface/link as
a default setting. This causes SLAAC to fail when the 3GPP PDP
context gets established, thus stalling all 1Pv6 traffic.

Currently, several operating systens and their network drivers can
make the 3GPP PDP context appear as an | EEE 802 interface/link to the
I P stack. This has a few known issues, especially when the |IP stack
is made to believe that the underlying Iink has link-1layer addresses.
First, the Neighbor Advertisenent sent by a GGSN as a response to a
Nei ghbor Solicitation triggered by address resolution m ght not
contain a Target Link-Layer Address option (see Section 4.4 of

[ RFC4861]). It is then possible that the address resol ution never
conpl etes when the UE tries to resolve the Iink-layer address of the
GGSN, thus stalling all 1Pv6 traffic.

Second, the GGSN may sinply discard all Neighbor Solicitation
messages triggered by address resolution (as Section 2.4.1 of

[ RFC3316] is sonetinmes msinterpreted as saying that responding to
address resolution and next-hop determination is not needed). As a
result, the address resolution never conpletes when the UE tries to
resolve the link-layer address of the GGSN, thus stalling all |Pv6
traffic. There is little that can be done about this in the GGSN
assuni ng the nei ghbor-di scovery inplenentation already does the right
thing. But the UE stacks nust be able to handl e address resol ution
in the nmanner that they have chosen to represent the interface. 1In
other words, if they enulate | EEE 802 interfaces, they also need to
process Nei ghbor Di scovery nmessages correctly.

3GPP Dual - Stack Approach to |1 Pv6
1. 3GPP Networks Prior to Rel ease-8

3GPP standards prior to Rel ease-8 provide |Pv6 access for cellular
devices with PDP contexts of type IPv6 [TS. 23060]. For dual -stack
access, a PDP context of type IPv6 is established in parallel to the
PDP context of type IPv4, as shown in Figures 5 and 6. For |Pv4-only
service, connections are created over the PDP context of type |Pv4,
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and for |Pv6-only service, connections are created over the PDP
context of type IPv6. The two PDP contexts of different type may use
the sanme APN (and the gateway); however, this aspect is not
explicitly defined in standards. Therefore, cellular device and
gateway inplenentations fromdifferent vendors may have varying
support for this functionality.

Y -

| _(I'Pva’
|---+ S S ( PDN )
| D |~~~ [f-nnn | === === ) )
| S| IPv4d context | S | | G| e (.-
| | GI | G|

| U | | S| | S| _(1'Pv6

| E| IPv6 context | N | | N | ( PDN )
| /1] ~~~~~~~ /] ----- | | ====| (s) | ====( . ) )
+-- -+ +-- -+ +-- -+ e (LT

Figure 5: Dual -Stack (DS) User Equi pnent Connecting to Both |IPv4 and
I Pv6 Internet Using Parallel 1Pv4-Only and | Pv6-Only PDP Contexts

Y

I

| ---+ +---+ +---+

| Dl ~~~~~~~ /] ----- | |:::: | -

| S| IPv4 context | S| | G| _( Ds
B | G| | G (T PN )
| U | S| | S |==== ) )
| E| IPv6 context | N | | N | (-

| 111 ] ~~~~~~~ I[]----- lI=== |

+---+ +---+ +---+

Figure 6: Dual - Stack User Equi pnent Connecting to Dual -Stack Internet
Using Parallel IPv4-Only and | Pv6-Only PDP Contexts

The approach of having parallel IPv4d and | Pv6 types of PDP contexts
open is not optimal, because two PDP contexts require double the
signaling and consune nore network resources than a single PDP
context. In Figure 6, the IPv4 and | Pv6 PDP contexts are attached to
the same GGSN. While this is possible, the dual -stack M5 may be
attached to different GGSNs in the scenari o where one GGSN supports

| Pv4 PDN connectivity while another GGSN provides | Pv6 PDN
connectivity.
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6.2. 3GPP Rel ease-8 and -9 Networks

Since 3GPP Rel ease-8, the powerful concept of a dual-stack type of
PDN connecti on and EPS bearer has been introduced [TS.23401]. This
enabl es parallel use of both IPv4 and I Pv6 on a single bearer
(I'Pv4ave), as illustrated in Figure 7, and makes dual stack sinpler
than in earlier 3GPP rel eases. As of Release-9, GPRS network nodes
al so support dual -stack (1Pv4v6e) PDP contexts

<

+______T_
mc wo'!

~
1~
1~

Figure 7: Dual - Stack User Equi pnent Connecting to Dual -Stack Internet
Using a Single | Pvdv6é PDN Connection

The following is a description of the various PDP contexts/PDN bearer
types that are specified by 3GPP:

1. For 2@ 3G access to the GPRS core (SGSN GGSN) pre-Rel ease-9,
there are two | P PDP Types: |IPv4 and I Pv6. Two PDP contexts are
needed to get dual -stack connectivity.

2. For 2@ 3G access to the GPRS core (SGSN GGSN), starting with
Rel ease-9, there are three | P PDP Types: |Pv4, |1Pv6, and | Pv4ve.
A mni mum of one PDP context is needed to get dual -stack
connectivity.

3. For 2@ 3G access to the EPC (PDN-GWvia S4-SGSN), starting with
Rel ease-8, there are three | P PDP Types: |Pv4, 1Pv6, and | Pv4ve
(whi ch gets nmapped to the PDN connection type). A m nimm of one
PDP context is needed to get dual -stack connectivity.

4. For LTE (E-UTRAN) access to the EPC, starting with Rel ease-38,

there are three | P PDN Types: |Pv4, |Pv6, and | Pv4v6. A m ni mum
of one PDN connection is needed to get dual -stack connectivity.
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6.3. PDN Connection Establishnent Process

The PDN connection establishment process is specified in detail in
3GPP specifications. Figure 8 illustrates the high-level process and
signaling involved in the establishnent of a PDN connecti on.

UE eNodeB/ MVE SGW PDN- GW HSS/
| BS | | | AAA
| | | | |
|---------- > (1) | | | |
| |---------- > (1) | | |
| | | | | |
17 \l
| Aut henti cati on and Aut hori zati on | (2)
15 /|
| | | | | |
| | |---------- > (3) | |
| | | |---------- > (3) |
| | | | | |
| | | | <---------- | (4) |
| | | <---------- | (4) | |
| | <---------- | (5) | |
| /---mm---- Vi | | | |
| RB setup |(6) | | | |
[\--------- Il | | | |
| |---------- > (7) | | |
|---------- > (8) | | | |
| |---------- > (9) | | |
| | | | | |
| ————=—=—=—=—=—==== l_p| i nk Dat a :::::::::>::::::::::>| (10) |
| | | | | |
| | |---------- > (11) | |
| | | | | |
S U e
| <============ Downl i nk Dat a :::::::<:::::::::::| (13) |
| |

I I I
Figure 8 Sinplified PDN Connection Setup Procedure in Rel ease-8
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1. The UE (i.e., the M5) requires a data connection and hence
decides to establish a PDN connection with a PDN-GN The UE
sends an "Attach" request (layer-2) to the base station (BS).
The BS forwards this Attach request to the MVE

2. Aut hentication of the UE with the Authentication, Authorization,
and Accounting (AAA) server/HSS follows. |If the UEis
aut horized to establish a data connection, the process continues
with the foll owi ng steps:

3. The MMVE sends a "Create Session" request nmessage to the SGW
The SGWforwards the Create Session request to the PDNNGN The
SGW knows the address of the PDNNGWNWto which it forwards the
Create Session request as a result of this information having
been obtained by the MVE during the authentication/authorization
phase.

The UE | Pv4 address and/or | Pv6 prefix gets assigned during this
step. |If a subscribed |IPv4 address and/or |IPv6 prefix is
statically allocated for the UE for this APN, then the MVE
passes this previously allocated address information to the SGW
and eventually to the PDNFGWVin the Create Session request
message. O herw se, the PDN-GW nmanages the address assi gnnent
to the UE (there is another variation to this step where |Pv4
address allocation is delayed until the UE initiates a DHCPv4
exchange, but this is not discussed here).

4. The PDN-GW creates a PDN connection for the UE and sends a
Create Session response nessage to the SGWVfrom which the
session request nessage was received. The SGWforwards the
response to the corresponding MVE that originated the request.

5. The MVE sends the "Attach Accept/Initial Context Setup" request
message to the eNodeB/ BS.

6. The radi o bearer (RB) between the UE and the eNodeB is
reconfigured based on the paraneters received fromthe MVE
(See Note 1 bel ow.)

7. The eNodeB sends an "Initial Context" response nessage to
t he MVE.
8. The UE sends a "Direct Transfer" nessage, which includes the

"Attach Conpl ete" signal, to the eNodeB.
9. The eNodeB forwards the Attach Conpl ete nessage to the MVE

10. The UE can now start sending uplink packets to the PDN GW
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6. 4.

Kor

11. The MVE sends a "Mdify Bearer" request message to the SGW

12. The SGWresponds with a Mdify Bearer response nessage. At this
time, the downlink connection is al so ready.

13. The UE can now start receiving downlink packets, including
possi bl e SLAAC-rel ated | Pv6 packets.

The type of PDN connection established between the UE and the PDN GV
can be any of the types described in the previous section. The dual -
stack PDN connection, i.e., the one that supports both |Pv4 and | Pv6
packets, is the default connection that will be established if no
specific PDN connection type is specified by the UE in Rel ease-8

net wor ks.

Note 1: The UE receives the PDN Address Information El enent

[ TS. 24301] at the end of radio bearer setup nessaging. This

i nformati on el enent contains only the Interface Identifier of the
| Pv6 address. In the case of the GPRS, the PDP Address
Information El enent [TS.24008] would contain a conplete |Pv6
address. However, the UE nust ignore the IPv6 prefix if it
receives one in the nessage (see Section 11.2.1.3.2a of

[ TS. 29061]).

Mobility of 3GPP | Pv4v6 Bearers

3GPP di scussed at |ength various approaches to support mobility

bet ween a Rel ease-8 LTE network and a pre-Rel ease-9 2@ 3G net wor k

wi t hout an S4-SGSN for the new dual -stack bearers. The chosen
approach for nobility is as follows, in short: if a UEis allowed to
do handovers between a Rel ease-8 LTE network and a pre-Rel ease-9

2d 3G network without an S4- SGSN whi |l e havi ng open PDN connecti ons,
only single-stack bearers are used. Essentially, this indicates the
fol |l owi ng depl oynent opti ons:

1. If a network knows a UE may do handovers between a Rel ease-8 LTE
network and a pre-Rel ease-9 2@ 3G network wit hout an S4- SGSN
then the network is configured to provide only single-stack
bearers, even if the UE requests dual -stack bearers.

2. If the network knows the UE does handovers only between a
Rel ease-8 LTE network and a Rel ease-9 2E 3G network or a
pre- Rel ease-9 network with an S4-SGSN, then the network is
configured to provide the UE with dual -stack bearers on request.
The sane also applies for LTE-only depl oynments.
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When a network operator and their roam ng partners have upgraded
their networks to Release-8, it is possible to use the new | Pv4v6
dual -stack bearers. A Release-8 UE al ways requests a dual -stack
bearer, but accepts what is assigned by the network

7. Dual - Stack Approach to IPv6 Transition in 3GPP Networks

3GPP networks can natively transport |Pv4 and | Pv6 packets between
the UE and the gateway (GGSN or PDN-GWAN as a result of establishing
either a dual-stack PDP context or parallel 1Pv4d and | Pv6 PDP

cont exts.

Current deploynments of 3GPP networks primarily support |Pv4 only.
These networks can be upgraded to al so support |Pv6 PDP contexts. By
doi ng so, devices and applications that are |1 Pv6 capable can start
utilizing IPv6 connectivity. This will also ensure that |egacy

devi ces and applications continue to work with no inpact. As newer
devices start using |IPv6 connectivity, the demand for actively used

I Pv4 connections is expected to slowy decrease, hel ping operators
with a transition to IPv6. Wth a dual -stack approach, there is

al ways the potential to fall back to IPv4. A device that may be
roaming in a network wherein IPv6 is not supported by the visited
network could fall back to using | Pv4 PDP contexts, and hence the end
user would at |east get some connectivity. Unfortunately, the dual-
stack approach as such does not |ower the nunmber of used |Pv4
addresses. Every dual -stack bearer still needs to be given an |Pv4
address, private or public. This is a major concern w th dual -stack
bearers concerning | Pv6 transition. However, if the majority of
active | P communication has noved over to I Pv6, then in the case of
Net wor k Address Translation fromIPv4 to | Pv4 (NAT44), the nunber of
active NAT44-translated | Pv4 connections can still be expected to
gradual |y decrease and thus give sone |evel of relief regardi ng NAT44
function scalability.

As the networks evolve to support Rel ease-8 EPS architecture and the
dual -stack PDP contexts, newer devices will be able to | everage such
capability and have a single bearer that supports both |Pv4 and | Pv6.
Since | Pv4 and | Pv6 packets are carried as payload within GIP between
the M5 and the gateway (GGSN PDN-GW, the transport-network
capability in terns of whether it supports IPv4 or I Pv6 on the

i nterfaces between the eNodeB and SGW or between the SGW and PDN- GW
is immterial
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8. Depl oynent |ssues
8.1. Overlapping | Pv4 Addresses

G ven the shortage of globally routable public |IPv4 addresses,
operators tend to assign private | Pv4 addresses [ RFC1918] to UEs when
they establish an | Pv4-only PDP context or an | Pv4dv6 PDN context.
About 16 mllion UEs can be assigned a private | Pv4 address that is
unique within a domain. However, for nmany operators, the number of
subscribers is greater than 16 mllion. The issue can be dealt wth
by assigni ng overl appi ng RFC 1918 | Pv4 addresses to UEs. As a
result, the I Pv4 address assigned to a UE within the context of a
singl e operator real mwould no | onger be unique. This has the

obvi ous and known issues of NATed | P connections in the Internet.
Direct UE-to-UE connectivity beconmes conplicated; unless the UEs are
within the sane private address range pool and/or anchored to the
sanme gateway, referrals using |IP addresses will have issues, and so
forth. These are generic issues and not only a concern of the EPS
However, 3GPP as such does not have any nandatory | anguage concerni ng
NAT44 functionality in the EPC. Cbvious depl oynent choi ces apply

al so to the EPC

1. Very large network deploynents are partitioned, for exanple,
based on geographical areas. This partitioning allows
overl apping | Pv4 address ranges to be assigned to UEs that are in
different areas. Each area has its own pool of gateways that are
dedi cated to a certain overl apping | Pv4 address range (al so
referred to as a zone). Standard NAT44 functionality allows for
conmmuni cation fromthe [RFCL918] private zone to the Internet.
Conmruni cati on between zones requires special arrangenment, such as
using intermedi ate gateways (e.g., a Back-to-Back User Agent
(B2BUA) in the case of SIP)

2. A UE attaches to a gateway as part of the Attach process. The
nunber of UEs that a gateway supports is on the order of 1 to 10
mllion. Hence, all of the UEs assigned to a single gateway can
be assigned private | Pv4 addresses. Operators with large
subscri ber bases have nultipl e gateways, and hence the same
[ RFC1918] | Pv4 address space can be reused across gateways. The
| Pv4 address assigned to a UE is unique within the scope of a
si ngl e gat eway.

3. New services requiring direct connectivity between UEs shoul d be

built on IPv6. Possible existing |IPv4-only services and
applications requiring direct connectivity can be ported to |Pv6.
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8.2. IPv6 for Transport

The various reference points of the 3GPP architecture, such as S1-U,
S5, and S8, are based on either GIP or PM Pv6. The underlying
transport for these reference points can be |Pv4 or IPv6. GIP has
been able to operate over |IPv6 transport (optionally) since R99, and
PM Pv6 has supported I Pv6 transport since its introduction in

Rel ease-8. The user-plane traffic between the UE and the gateway can
use either 1Pv4 or I Pv6. These packets are essentially treated as
payl oad by GIP/PM Pv6 and transported accordingly, with no rea
attention paid (at least froma routing perspective) to the
informati on contained in the | Pv4 or | Pv6 headers. The transport

I'i nks between the eNodeB and the SGWN and the |ink between the SGWV
and PDN-GW can be migrated to | Pv6 without any direct inplications
to the architecture

Currently, the inter-operator (for 3GPP technol ogy) roam ng networks
are all 1Pv4 only (see Inter-PLMN Backbone Guidelines [GSMA. IR 34]).
Eventual |y, these roaming networks will also get migrated to IPv6, if
there is a business reason for that. The mgration period can be
prol onged consi derably, because the 3GPP protocol s al ways tunne
user-plane traffic in the core network, and as described earlier, the
transport-network I[P version is not in any way tied to the user-plane
I P version. Furthernore, the design of the inter-operator roam ng
networks is such that the user-plane and transport-network IP
addressi ng schemes are conpl etely separated from each other. The
inter-operator roamng network itself is also conpletely separated
fromthe Internet. Only those core network nodes that nust be
connected to the inter-operator roanm ng networks are actually visible
there, and are able to send and receive (tunneled) traffic within the
i nter-operator roam ng networks. Cbviously, in order for the roam ng
to work properly, the operators have to agree on supported protoco
versions so that the visited network does not, for exanple,
unnecessarily drop user-plane IPv6 traffic.

8.3. (Operational Aspects of Running Dual - Stack Networks

Oper ating dual -stack networks does inply cost and complexity to a
certain extent. However, these factors are mtigated by the
assurance that | egacy devices and services are unaffected, and there
is always a fallback to IPv4d in case of issues with the |Pv6

depl oynent or network el enents. The nodel al so enabl es operators to
devel op operational experience and expertise in an increnental
manner .
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Runni ng dual - stack networks requires the managenent of multiple IP
address spaces. Tracking of UEs needs to be expanded, since it can
be identified by either an | Pv4 address or an I Pv6 prefix. Network
elements will also need to be dual -stack capable in order to support
t he dual -stack depl oynent nodel

Depl oyment and migration cases (see Section 6.1) for providing dual -
stack capability nmay mean doubl ed resource usage in an operator’s
network. This is a major concern against providi ng dual -stack
connectivity using techniques discussed in Section 6.1. Al so,
handovers between networks with different capabilities in terns of
whet her or not networks are capabl e of dual -stack service nay prove
difficult for users to conprehend and for applications/services to
cope with. These facts may add other than just technical concerns
for operators when planning to roll out dual -stack service offerings.

8.4. (perational Aspects of Running a Network with | Pv6-Only Bearers

It is possible to allocate |Pv6-only bearers to UEs in 3GPP networks.
The 1 Pv6-only bearer has been part of the 3GPP specification since
the beginning. In 3GPP Release-8 (and later), it was defined that a
dual -stack UE (or when the radi o equi pnent has no know edge of the UE
I P stack’s capabilities) nmust first attenpt to establish a dual -stack
bearer and then possibly fall back to a single-stack bearer. A

Rel ease-8 (or later) UE with an I Pv6-only stack can directly attenpt
to establish an I Pv6-only bearer. The IPv6-only behavior is up to
subscription provisioning or PDN-GW configuration, and the fallback
scenarios do not necessarily cause additional signaling.

Al t hough the bullets bel ow introduce |Pv6-to-1Pv4 address translation
and specifically discuss NAT64 technol ogy [ RFC6144], the current 3GPP
Rel ease-8 architecture does not describe the use of address
translation or NAT64. It is up to a specific deploynment whether
address translation is part of the network or not. The following are
sonme operational aspects to consider for running a network with

| Pv6-only bearers

o The UE nmust have an | Pv6-capabl e stack and a radio interface
capabl e of establishing an I Pv6 PDP context or PDN connection

0 The GGSN PDN- GW nust be | Pv6 capable in order to support |Pv6
bearers. Furthernore, the SGSN MVE nust allow the creation of a
PDP Type or PDN Type of | Pv6.

o Many of the conmon applications are | P version agnostic and hence

woul d work using an | Pv6 bearer. However, applications that are
| Pv4 specific would not work.
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o0 Inter-operator roamng is another aspect that causes issues, at
| east during the ranp-up phase of the |IPv6 deploynent. |If the
visited network to which outbound roaners attach does not support
PDP/ PDN Type | Pv6, then there needs to be a fallback option. The
fall back option in this specific case is nostly up to the UE to
i npl ement. Several cases are discussed in the follow ng sections.

o |If and when a UE using an | Pv6-only bearer needs access to the
I Pv4 Internet/network, some type of translation fromlIPv6 to | Pv4d
has to be deployed in the network. NAT64 (or DNS64) is one
solution that can be used for this purpose and works for a certain
set of protocols (read TCP, UDP, and | CMP, and when applications
actually use DNS for resolving names to | P addresses).

Restricting Qutbound |1 Pv6 Roam ng

Roam ng was briefly touched upon in Sections 8.2 and 8.4. Wile
there is interest in offering roam ng service for |Pv6-enabl ed UEs
and subscriptions, not all visited networks are prepared for |Pv6
out bound roaners:

0 The visited-network SGSN does not support the I Pv6 PDP context or
| Pv4v6 PDP context types. These should nostly concern
pre- Rel ease-9 2G 3G networks wi thout an S4-SGSN, but there is no
definitive rule, as the deployed feature sets vary dependi ng on
i mpl ement ati ons and | i censes.

0 The visited network m ght not be commercially ready for |Pv6
out bound roaners, while everything m ght work technically at the
user-plane level. This would |ead to "revenue | eakage",
especially fromthe visited operator’s point of view (note that
the use of a visited-netwrk GGSN PDN- GW does not really exist
today in conmercial deploynents for data roam ng)

It mght be inthe interest of operators to prohibit roam ng

sel ectively within specific visited networks until IPv6 roaming is in
pl ace. 3GPP does not specify a mechani smwhereby | Pv6 roaming is
prohi bited w thout al so disabling |IPv4d access and ot her packet
services. The follow ng options for disabling | Pv6 access for

roam ng subscribers could be available in some network depl oynents:

o0 Policy and Charging Control (PCC) [TS.23203] functionality and its
rules, for exanple, could be used to cause bearer authorization to
fail when a desired criteriais met. |In this case, that would be
PDN/ PDP Type | Pv6/1Pv4ve and a specific visited network. The
rul es can be provisioned either in the honme network or locally in
the visited network.
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0 Sonme Home Location Register (HLR) and Hone Subscriber Server (HSS)
subscri ber databases allow prohibiting roaming in a specific
(visited) network for a specified PDN PDP Type.

The obvi ous problens are that these solutions are not nandatory, are
not unified across networks, and therefore also lack a well-specified
fal l back nmechanismfromthe UE s point of view

8. 6. | nt er - RAT Handovers and | P Versions

It is obvious that as operators start to increnentally depl oy the EPS
along with the existing UTRAN GERAN, handovers between different
radi o technol ogi es (inter-RAT handovers) becone inevitable. In the
case of inter-RAT handovers, 3GPP supports the following IP

addr essi ng scenari os:

0 The E-UTRAN | Pv4v6 bearer has to map one to one to the UTRAN GERAN
| Pv4v6 bearer.

0 The E-UTRAN | Pv6 bearer has to map one to one to the UTRAN GERAN
| Pv6 bearer.

0 The E-UTRAN | Pv4 bearer has to map one to one to the UTRAN GERAN
| Pv4 bearer.

O her types of configurations are not standardi zed. The above rules
essentially inply that the network m gration has to be planned and
subscriptions provisioned based on the | owest conmon denoninator, if
i nter- RAT handovers are desired. For exanple, if sone part of the
UTRAN cannot serve anything but |Pv4 bearers, then the E-UTRAN i s

al so forced to provide only | Pv4 bearers. Various conbinations of
subscri ber provisioning regarding | P versions are discussed further
in Section 8.7.

8.7. Provisioning of IPv6 Subscribers and Various Conbi nati ons during
Initial Network Attachnent

Subscribers’ provisioned PDP/ PDN Types have nultiple configurations.
The supported PDP/ PDN Type is provisioned per each APN for every
subscriber. The following PDN Types are possible in the HSS for a
Rel ease-8 subscription [TS. 23401]:

o |Pv4ve PDN Type (note that the | Pv4v6 PDP Type does not exist in
an HLR and Mbile Application Part (MAP) [TS.29002] signaling
prior to Rel ease-9)

o |Pv6-only PDN Type
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o |Pv4-only PDN Type

o |Pv4_or_IPv6 PDN Type (note that the I Pv4_or_| Pv6 PDP Type does
not exist in an HLR or MAP signaling. However, an HLR nay have
mul tiple APN configurations of different PDN Types; these
configurations would effectively achi eve the same functionality).

A Rel ease-8 dual -stack UE nust always attenpt to establish a PDP/ PDN
Type | Pv4v6 bearer. The sane al so applies when the nodem part of the
UE does not have exact know edge of whether the UE operating system

| P stack is dual -stack capable or not. A UE that is |IPv6-only
capabl e nmust attenpt to establish a PDP/ PDN Type | Pv6 bearer. Last,
a UE that is |IPv4-only capable nmust attenpt to establish a PDN PDP
Type | Pv4 bearer.

In a case where the PDP/ PDN Type requested by a UE does not match
what has been provisioned for the subscriber in the HSS (or HLR), the
UE possibly falls back to a different PDP/PDN Type. The network
(i.e., the MVE or the S4-SGSN) is able to informthe UE during
network attachment signaling as to why it did not get the requested
PDP/ PDN Type. These response/cause codes are documented in

[ TS. 24008] for requested PDP Types and [TS. 24301] for requested PDN
Types:

0 (E)SM cause #50 "PDN PDP type |IPv4 only allowed".

0 (E)SM cause #51 "PDN PDP type IPv6 only all owed".

0 (E)SM cause #52 "single address bearers only all owed".

The above response/ cause codes apply to Rel ease-8 and onwards. In
pre- Rel ease-8 networks, the response/cause codes that are used vary,

dependi ng on the vendor, unfortunately.

Possi bl e fall back cases when the network depl oys MVES and/ or S4- SGSNs
i nclude (as docunented in [TS. 23401]):

0 Requested and provisioned PDP/ PDN Types match => requested.

0 Requested | Pv4v6 and provisioned IPv6 => | Pv6, and a UE receives
an indication that an | Pv6-only bearer is all owed.

0 Requested | Pv4v6 and provi sioned | Pv4 => | Pv4, and the UE receives
an indication that an | Pv4-only bearer is allowed.
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0 Requested | Pv4v6 and provisioned |Pv4d_or _|IPv6 => | Pv4 or IPv6 is
sel ected by the MVE/ S4- SGSN based on an unspecified criteria. The
UE may then attenpt to establish, based on the UE inpl enentation,
a parallel bearer of a different PDP/PDN Type.

o0 O her conbinations cause the bearer establishment to fail

In addition to PDP/ PDN Types provisioned in the HSS, it is also
possi ble for a PDN-GW (and an MVE/ S4-SGSN) to affect the fina
sel ected PDP/ PDN Type:

0 Requested | Pv4v6 and configured IPv4 or IPv6 in the PDN-GW=> | Pv4
or IPv6. |If the MVE operator had included the "Dual Address
Bearer" flag in the bearer establishnent signaling, then the UE
woul d have received an indication that an I Pv6-only or |Pv4-only
bearer is allowed.

0 Requested | Pv4v6 and configured IPv4 or IPv6 in the PDN-GW=> | Pv4
or IPv6. |If the MVE operator had not included the "Dual Address
Bearer" flag in the bearer establishnent signaling, then the UE
may have attenpted to establish, based on the UE inpl enentation, a
paral |l el bearer of a different PDP/PDN Type.

An SGSN that does not understand the requested PDP Type is supposed
to handl e the requested PDP Type as IPv4. |If for sonme reason an MVE
does not understand the requested PDN Type, then the PDN Type is
handl ed as | Pv6.

9. Security Considerations

Thi s docunent does not introduce any security-rel ated concerns.
Section 5 of [RFC3316] already contains an in-depth di scussion of

| Pv6-rel ated security considerations in 3GPP networks prior to

Rel ease-8. This section discusses a few additional security concerns
to take into consideration

In 3GPP access, the UE and the network always perform a mutual

aut hentication during the network attachnent [TS.33102] [TS. 33401].
Furt hernmore, each tinme a PDP context/PDN connection gets created, a
new connection, a nodification of an existing connection, and an
assignnent of an IPv6 prefix or an | P address can be authori zed
against the PCC infrastructure [TS.23203] and/or PDN s AAA server.

The wirel ess part of the 3GPP |ink between the UE and the (e)NodeB as
wel | as the signaling nmessages between the UE and the MVE/ SGSN can be
protected, depending on the regional regulation and the operator’s
depl oynent policy. User-plane traffic can be confidentiality
protected. The control plane is always at least integrity and replay
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protected, and nay al so be confidentiality protected. The protection
within the transm ssion part of the network depends on the operator’s
depl oynent policy [TS. 33401].

Several of the on-link and nei ghbor-di scovery-related attacks can be
mtigated due to the nature of the 3GPP point-to-point |ink nodel
and the fact that the UE and the first-hop router (PDN GWN GGSN or
SGN are the only nodes on the Iink. For off-link IPv6 attacks, the
3GPP EPS is as vul nerable as any | Pv6 system

There have al so been concerns that the UE | P stack mi ght use

per manent subscriber identities, such as an International Mobile
Subscriber ldentity (IMsSl), as the source for the | Pv6 address
Interface Identifier. This would be a privacy threat and would all ow
tracki ng of subscribers. Therefore, the use of an IMSl (or any
identity defined by [TS.23003]) as the Interface Identifier is
prohibited [TS.23401]. However, there is no standardi zed nmethod to

bl ock such m sbehavi ng UEs.

Sunmary and Concl usi ons

The 3GPP network architecture and specifications enable the

establi shnent of 1Pv4 and | Pv6 connections through the use of
appropriate PDP context types. The current generation of deployed
net wor ks can support dual -stack connectivity if the packet core
network el ements, such as the SGSN and GGSN, have that capability.
Wth Rel ease-8, 3GPP has specified a nore optinmal PDP context type
that enabl es the transport of IPv4 and | Pv6 packets within a single
PDP cont ext between the UE and the gateway.

As devices and applications are upgraded to support |Pv6, they can
start |everaging the IPv6 connectivity provided by the networks while
mai ntaining the ability to fall back to I Pv4. Enabling |IPv6
connectivity in the 3GPP networks by itself will provide sone degree
of relief to the I Pv4 address space, as nmany of the applications and
services can start to work over |Pv6. However, w thout conprehensive
testing of current widely used applications and solutions for their
ability to operate over |Pv6 PDN connections, an |Pv6-only access
woul d cause di sruptions.
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