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Abstract

Thi s docunent describes the application of MPLS nulti-segnent
pseudowi res (MS-PWs) in a dual -technol ogy environnent conprising a
Passive Optical Network (PON) and an MPLS Packet Switched Network

(PSN) .

PON t echnol ogy may be used in nobil e backhaul networks to support the
end segnments closest to the aggregation devices. |In these cases,
there may be a very |large nunber of pseudowire (PW Term nating

Provi der Edge (T-PE) nodes. The MPLS control plane could be used to
provi sion these end segnents, but support for the necessary protocols
woul d conplicate the nanagenment of the T-PEs and would significantly
increase their expense. Alternatively, static, or nanagenent plane,
configuration could be used to configure the end segnents, but the
very | arge nunber of such segnents in a PON places a very heavy
burden on the network manager.

Thi s docunent describes how to set up the end segnent of an end-to-
end MPLS PWover a G gabit-capabl e Passive Optical Network (G PON) or
10 G gabit-capabl e Passive Optical Network (XG PON) using the G PON
and XG PON managenent protocol, Optical Network Term nation
Managenent and Control Interface (OMCl). This sinplifies and speeds
up PW provisioning conpared with nanual configuration.

Thi s docunent al so shows how an Ms-PW may be constructed froman end

segnment supported over a PON, and switched to one or nore segnents
supported over an MPLS PSN
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6456
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I nt roducti on

The use of PW in Packet Switched Networks (PSNs) is defined in

[ RFC3985]. This architecture is extended in [RFC5659] for nulti-
segnment pseudowi res (Ms-PWs) satisfying the requirenents in

[ RFC5254]. More detail on Ms-PW is provided in [ RFC6073].
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An M5-PWis a useful technology for certain applications where there
is an aggregation of paths toward a conmon point in the network,
e.g., nobile backhaul; the segnents can be aggregated within tunnels
bet ween PWswi tching points thus inproving scalability and reducing
the nunber of control plane adjacencies where a control plane is
used.

Segnments of an M5-PWin a PSN can be set up using manual provisioning
(static PWs) or using a dynamic control plane such as the Labe
Distribution Protocol (LDP) [RFC5036] [RFC4447].

In many scenarios, in access and nmetro networks, a Passive Optical
Net wor k (PON) provides | onger distance, higher bandw dth, and better
econony than other technol ogi es such as point-to-point Ethernet or
Di gital Subscriber Line (DSL). Mobile backhaul with PON is already
bei ng depl oyed.

Figure A depicts the physical infrastructure of an Optical
Di stribution Network (CDN)

I I
| <--Optical Distribution Network-->

| branch mai n |
+o---- + fibers fiber
Base @ ------ | | | |
Stations ------ | ONU |\ | |
------ | | \ Vv |
oo o + \ |
| W S + |
+----- + \ | | oo o - +
Base =~ ------ I I | Optical | \ I I
Stations ------ | ONU |--------- | Splitter |[------------- | O.T
------ I I I I I I
+--mna + ] e + +--mna +
/
oo o - + |/
Base @ ------ | |/
Stations ------ | ONU

Fi gure A: Typical PON System Architecture

In a PON, the Optical Network Unit (ONU) and Optical Line Term nation
(OLT) are adjacent nodes connected by an Optical Distribution Network
(ODN), which consists of optical fibers and optical splitters in a
tree topology. The link between each ONU and OLT is sinulated as a
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poi nt-to-point link, and there is no path redundancy between them
The OLT resides in the central office, while ONUs reside in customer
prem ses. ONUs are deployed in huge numbers and so they are cost
sensitive. Mirre information about ODNs can be found in [ G 984.1].

In a nobile backhaul network, many 2G and 3G base stations still use
| egacy interfaces such as Tinme-Division Miltiplexing (TDM and ATM
Therefore, these native services must be carried across the PON
before they can be carried over the PSN using PW. This docunent
descri bes how Ms-PW can be constructed with end segnents that
operate over the PON and are switched to further segnents operated
over the PSN. In this case, the base stations are connected by
access circuits (ACs) to the ONUs, which act as Term nating Provider
Edge (T-PE) nodes. The OLT is a Switching Provider Edge (S-PE).
This nodel is shown in Figure B.

Routing protocols and dynam c | abel distribution protocols such as
LDP woul d significantly increase the ONUs’ cost and conplexity as
they place requirements on both hardware and software. Besides the
codi ng and mai nt enance of these new protocols, a much nore powerful
CPU and nmore menory are al so necessary for themto run snoothly.

As there is no redundant path between each ONU and the OLT, routing
and path selection are not necessary in the PON. Therefore, static
provi sioni ng of PWI abels between ONUs and the OLT is sinple and
preferred because it can greatly reduce the cost of an ONU that acts
as a T-PE. However, use of a Network Managenment System (NMS) to
provision PW in a PON woul d require the network nmanager to configure
each ONU and to configure the OLT once for each PW Since there may
be very many ONUs (and hence very many PW) in a PON, this requires a
| arge anount of operational effort. Additionally, there is an issue
that the configuration of each PWat the OLT and ONU ni ght be

i nconsi stent since these nodes are configured separately.

[ G 988] defines the G POV XG PON rmanagenent protocol called the "ONT
Managenent and Control Interface (OMClI)". OMCl is an inplenentation
requirenent for all G POV XG PON systens. |If OMCl is used to
configure PW on an ONU, no upgrade to an ONU s hardware is required
and the extension to the OMClI inplenentation is negligible. This
provides a way of reducing the cost and conplexity of provisioning
PW in a G PON XG PON.

Thi s docunent shows how the two technol ogi es (PON and PSN) can be
combi ned to provide an end-to-end multi-segnent MPLS PW The MPLS
PW are also carried over the PON in MPLS Label Switched Path (LSP)
tunnels. There is an MPLS LSP tunnel in each direction between each
ONU and the OLT in a one-to-one relationship with the underlying G
POV XG PON channel. The OLT and ONU perform penul ti mate hop poppi ng
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(PHP) [RFC3031] on this single-hop LSP so no | abels are used on the
wire for the MPLS LSP tunnel. There is no change to the operation of
MPLS PWs, and MPLS packets are carried by the GPON |ink | ayer
according to ITU-T [ G 984. 3andl] or XG PON |ink | ayer according to
ITUT [G987. 3].

2. Termnology for G PON XG PON
We defined the followng terns derived from|[G 987]:

0 G gabit-capable Passive Optical Network (G PON). A variant of the
Passive Optical Network (PON) access technol ogy supporting
transm ssion rates in excess of 1 Git/s and based on the ITUT
G 984.x series of Recormmendations [G 984.1], [G 984.4and2] and
[ G 984. 3anmdl] .

0 G PON Encapsul ation Method (GEM. A data frane transport schene
used in G PON systens that is connection oriented and that
supports fragnmentation of the user data franes into variable sized
transm ssi on fragments.

0 GCEMport. An abstraction of the G PON adaptation | ayer
representing a | ogical connection associated with a specific
client packet flow between the OLT and the ONU.

0 10-gi gabit-capabl e Passive Optical Network (XG PON): A PON system
supporting nomnal transm ssion rates on the order of 10 Guit/s in
at |l east one direction, and inplenmenting the suite of protocols
specified in the ITUT G 987.x series Recormendati ons.

0 XG PON encapsul ation nmethod (XGEM: A data frame transport schene
used in XG PON systens that is connection oriented and that
supports fragnmentation of user data frames into variabl e-sized
transm ssion fragnents.

0 XGEM port: An abstraction in the XG PON transm ssion convergence
(XGTC) service adaptation sublayer representing a | ogical
connection associated with a specific client packet flow.

0 Optical Distribution Network (ODN). In the PON context, a tree of
optical fibers in the access network, supplenented with power or
wavel ength splitters, filters, or other passive optical devices.

0o Optical Line Termnation (OLT). A device that term nates the
common (root) endpoint of an CDN; inplenments a PON protocol, such
as that defined by ITUT G 984 series; and adapts PON PDUs for
upl i nk comuni cati ons over the provider service interface. The
OLT provi des managenent and nai ntenance functions for the
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subt ended ODN and ONUs. In this docunent, the OLT is a network
element with rmultiple PON ports and uplinks that provide switching
capability to the PSN.

0 Optical Network Termination (ONT). A single subscriber device
that term nates any one of the distributed (leaf) endpoints of an
ODN, inplenents a PON protocol, and adapts PON PDUs to subscri ber
service interfaces. An ONT is a special case of an ONU.

0 Optical Network Unit (ONU). A generic termdenoting a device that
term nates any one of the distributed (leaf) endpoints of an CDN,
i mpl ements a PON protocol, and adapts PON PDUs to subscri ber
service interfaces. |In sone contexts, an ONU inplies a nmultiple
subscri ber device. 1In this docunent, an ONU is a Provi der Edge
(PE) node with one or nore ACs that map to the service interfaces.
The ONU acts as a T-PE.

0 ONT Managenent and Control Interface (OMCl). The nanagenent and
control channel between OLT and ONT in PON. The OMCl protocol
runs between the OLT Controller and the ONT Controller across a
GEM connection that is established at ONT initialization. The
OMCl protocol is asymmetric: the Controller in the OLT is the
master and the one in the ONT is the slave. A single OLT
Controller using nultiple instances of the protocol over separate
control channels may control multiple ONTs. The OMCl protocol is
used to manage the ONT in areas of configuration, fault
managenent, performance, and security.

0 Passive Optical Network (PON). An OLT connected, using an CDN, to
one or nore ONUs or ONTs.

Mul ti-Segment Pseudow re over PON Network Reference Mdel

[ RFC5659] provi des several pseudow re enul ati on edge-to-edge (PWVE3)
reference architectures for the multi-segnent case. These are
general nodel s extended from[RFC3985] to enabl e point-to-point
pseudowi res through nultiple PSN tunnels.

A G PON XG PON consists of an OLT, an CDN, and nultiple ONUs. The
ODN is actually a fiber tree that provi des physical connections
between the OLT and the ONUs. G PON XG PON has its own physi cal
layer and link layer. A GEM XGEM port is a |ogical point-to-point
connection between the OLT and each ONU over GPON Transni ssion
Convergence (GIC) | ayer/ XG PON transni ssion convergence (XGIC) |ayer.
There can be nore than one GEM XGEM port between the OLT and an

i ndi vidual ONU. Each GEM XCGEM port can be assigned different Quality
of Service (QS) and bandwi dth.
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Figure B shows how the Ms-PWarchitecture is applied to a network
conmprising a PON and a PSN. The Terminating PE1 (TPEl) is an ONU and
the Switching PE1 (SPE1l) is an OLT. One or nore PW run between the
ONU and the renpte end system (TPE2) to provide service enul ation

bet ween Custonmer Edges (CEs) (CE1 and CE2).

In each of the PON and PSN, the PWsegnments are carried in PSN
tunnels. In the PSN, the tunnel is established and operated as
normal for PW (see [RFC3985]). In the PO\, the tunnel used is a
singl e-hop MPLS LSP tunnel so that the OLT and ONU are | abel edge
routers. The OLT and ONU neke use of PHP on the MPLS LSP tunnel.
Since this is a single-hop LSP (there are no MPLS-capabl e nodes
between the OLT and ONU), this neans that there is no MPLS

encapsul ation for the MPLS LSP tunnel on the wire (that is, no |abel
or shimheader is used). This results in the on-wire encapsul ations
shown in Figure C

Native |<------ Mul ti-Segnment Pseudowire------ > Native
Service | CEM XGEM | Service
(AC) | | <--Port-->| | (AC)
I I I I I I
| | | PSN | PSN | |
| | | <- Tunnel - >| | <- Tunnel - >| | |
| \Y \Y \Y \Y \Y \Y |
| +----+ +----- + +----+ |
Feom - m | | TPE]_l :::::::::::l S- PE]_l ::::::::::l TPE2| | Feom - m
| [------ | ..... PWSeg'tl....X ...PWSeg't3..... [------- | |
| CE1| | I I I | |CE2 |
| |------ | ..... PWSeg't2.... X ...PWSeg' t4..... |------- | |
$----+ | | | :::::::::::l | ::::::::::l | | $----+
Base N +----+ +--- - + +----+ N
Station | Provi der Edge 1 n Provi der Edge 2 |
I ONU I I
| PW swi t chi ng poi nt |
I aT I
I I
IR Emul ated Service --------------- >|

Figure B: Ms-PWover PON Network Reference Model
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Base ----AC - TPEl--PWover PON -SPEl--PWover PSN--TPE2--AC -----
Station
———————— | Packeti zed| | Packeti zed| R TR
| Native | | Native | | Native | | Native
| Service | | Service | | Service | | Service
-------- |- |-
| Contr ol | | Contr ol
| Word | | Word |
| PW Label | | PW Label |
|- | EEEPREEEEE
| GEM XGEM | | MPLS |
|---------- | | Tunnel |
| GPON XGPON| | Label |
| - Phy I I I
| Li nk Layer |
EERRREEEEE |
| Phy I

Figure C On-Wre Data Encapsul ations for M- PW

It should be noted that all PWsegnments are of the sane technol ogy,
whi ch i s packet encapsul at ed.

The use of the PWIabel enables nmultiple PW to be nultiplexed over a
singl e GEM XGEM port within the MPLS LSP tunnel. This enables the
traffic for nmultiple base stations to be kept separate and al |l ows
different services and separate ACs for a single base station to be
supported. Furthernore, the multiple ACs at an ONU can belong to
different native services.

At the same tinme, each ONU can support nore than one GEM XGEM port
(each supporting a single MPLS LSP tunnel) connecting it to the OLT.
This all ows greater bandwi dth and so nore PW. |t may al so be used
to provide a sinple way to aggregate PW intended to be routed across
different PSN tunnels in the core network, or even across different
core networKks.

At present, Ethernet over GEM XCEM i s the dom nant encapsulation in
G PON/ XG- PON. For fast deploynent of MPLS over G PON XG PON, putting
MPLS PW over Ethernet over GEM XCEM i s an alternative way of
transporting MPLS PW over G POV XG PON with existing hardware.
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Label Provisioning for Pseudow res over PON

For an M5-PWwi th a segnent running over a PON, where the OLT acts as
an S-PE and the ONU as a T-PE, PW provisioning can be perforned
through static configuration, e.g., froman NM5. However, in this
nmodel , each ONU has to be configured as each PWis set up. The huge
number of ONUs (and PW) nakes this method quite forbidding.

The | abor of provisioning static |abels at the ONUs for PW can be
significantly reduced by using a managenent protocol over PON. This
approach keeps the ONU sinple by not requiring the inplenentation of
a new dynami c control protocol.

The usual managenent protocol in a G POV XG PON system used to nanhage
and control ONUs is OMCl. It is used to performall configuration of
the G PON XG PON physical |ayer and data GIC/ XGIC | ayer on ONUs. Per
[ G 984. 4and2] and [G 988], OMCl can al so be used to set up PW and
the MPLS LSP Tunnels fromONUs to OLT. When using OMCl to provision
PW in a G PON XG PON, the network nanager sends configuration
information to the OLT only. The OLT will select suitable PWI abels
and send all PWand MPLS LSP tunnel paraneters to the ONUs through
OMCl. The AC can be identified in the OMCl signaling so that the

net wor k manager does not need to configure the PW at each ONU.

OMCl supports the configuration of a nunber of PWtypes including
TDM ATM and Ethernet. The protocol can also be used to allow the
ONU to notify the OLT of the status of the AC

Security Considerations

Thi s docunent describes a variation of a multi-segnment pseudowi re
runni ng over an MPLS PSN, in which one (or both) of the MPLS PSNs
that provides connectivity between a T-PE and its associated S-PE is
replaced by a G POV XG PON PSN. The security considerations that
apply to the PWitself [RFC3985] [RFC4385] are unchanged by this
change in PSN type. For further considerations of PWsecurity, see
the security considerations section of the specific PWtype being
depl oyed.

G PON XG-PON [ G 987. 3] [G 984. 3and1l] includes security nechani sns
that are as good as those provided in a well-secured MPLS PSN. The
use of a G POV XG PON PSN i n place of an MPLS PSN t herefore does not
increase the security risk of a multi-segnent pseudow re.

Protecting agai nst an attack at the physical or data link |ayer of
the PON is out of the scope of this docunent.
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The MPLS control plane and nanagenent pl ane mechani snms are unchanged
by this docunent. This docunent introduces OMCI as a provisioning
mechani smthat runs between the CLT Controller and the ONT Controller
across a CGEM connection that is established at ONT initialization.

In other words, the protocol runs on an in-fiber control channel.
That means that injection and nodification of OMCI nessages woul d be
very hard (harder, for exanple, than injection or nodification in an
MPLS Associ at ed Channel Header (ACH) that has been accepted to

provi de adequate security by isolation ([RFC4385] and [ RFC5586]).
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