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Abst ract

Two useful Operations, Adninistration, and Mi ntenance (OAM
functions in a transport network are "lock" and "l oopback”. The |ock
function enables an operator to lock a transport path such that it
does not carry client traffic, but can continue to carry OAM nessages
and may carry test traffic. The |oopback function allows an operator
to set a specific node on the transport path into | oopback node such
that it returns all received data.

Thi s docunent specifies the | ock function for MPLS networks and
descri bes how the | oopback function operates in MPLS networks.

Thi s docunent updates Sections 7.1.1 and 7.1.2 of RFC 6371.

Status of This Meno

This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc6435
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Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

Two useful Operations, Adninistration, and Mi ntenance (OAM
functions in a transport network are "l ock" and "l oopback”. This
docunent di scusses these functions in the context of MPLS networks.

- The lock function enables an operator to lock a transport path
such that it does not carry client traffic. As per RFC 5860 [1],
lock is an admnistrative state in which it is expected that no
client traffic may be carried. However, test traffic and OAM
messages can still be mapped onto the | ocked transport path. The
| ock function may be applied to the Label Switched Paths (LSPs),
Pseudowi res (PWs) (including nulti-segnent Pseudowi res) (Ms-PW),
and bidirectional MPLS Sections as defined in RFC 5960 [9]).

- The | oopback function allows an operator to set a specific node on
a transport path into | oopback node such that it returns al
received data. Loopback can be applied at a Miintenance Entity
Group End Point (MEP) or a Maintenance Entity G oup Internediate
Point (MP) on a co-routed bidirectional LSP, on a PW or on a
bi directional MPLS Section. It can also be applied at a MEP on an
associ ated bidirectional LSP.

Loopback is used to test the integrity of the transport path to
and fromthe node that is perform ng | oopback. It requires that
the transport path be | ocked and that a MEP on the transport path
send test data that it also validates on receipt.

Thi s docunent specifies the | ock function for MPLS networks and
descri bes how the | oopback function operates in MPLS networks.
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1. Updates RFC 6371

Thi s docunent updates Sections 7.1.1 and 7.1.2 of RFC 6371 [6].

The framework in RFC 6371 nakes the assunption that the Lock Instruct
message i s used to independently enable | ocking and requires a
response nessage.

The nmechani smdefined in this docunment requires that when a | ock
instruction is sent by managenent to both ends of the | ocked
transport path, the Lock Instruct nessage does not require a
response.

Ter m nol ogy and Conventi ons
1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].
2. Acronyns and Terns

ACH: Associ ated Channel Header

LlI: Lock Instruct

MEG Mai ntenance Entity G oup

MEP: Mai ntenance Entity G oup End Poi nt

M P: Mai ntenance Entity G oup |ntermedi ate Point

MPLS- TP: MPLS Transport Profile

NMS: Net wor k Managenment System

TLV: Type Length Val ue

Transport path: MPLS-TP LSP or PW

TTL: Time To Live

Lock Function
Lock is used to request that a MEP take a transport path out of

service for adm nistrative reasons. For exanple, Lock can be used to
al l ow some form of maintenance to be done for a transport path. Lock
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is also a prerequisite of the | oopback function described in Section
4. The NMS or a mahagenment process initiates a Lock by sending a
Lock command to a MEP. The MEP takes the transport path out of
service, that is, it stops injecting or forwarding traffic onto the
transport path.

To properly lock a transport path (for exanple, to ensure that a

| oopback test can be performed), both directions of the transport
pat h must be taken out of service; therefore, a Lock command is sent
to the MEPs at both ends of the path. This ensures that no traffic
is sent in either direction. Thus, the lock function can be realized
entirely using the managenent plane.

However, dispatch of nessages in the managenment plane to the two MEPS

may present coordination challenges. It is desirable that the |ock
be achieved in a coordinated way within a tight wi ndow, and this may
be difficult with a busy nanagenent plane. 1In order to provide

addi ti onal coordination, an LI OAM nessage can al so be sent. A MeEP
| ocks a transport path when it receives a comrand from a nmanagenent
process or when it receives an LI message as described in Section 6

Thi s docunent defines an LI nmessage for MPLS OAM  The LI nessage is
based on a new ACH Type as well as an existing TLV. This is a common
mechani sm applicable to | ock LSPs, PW, and bidirectional MLS

Secti ons.

4. Loopback Function

Thi s section provides a description of the | oopback function within
an MPLS network. This function is achieved through managenent
commands, so there is no protocol specification necessary. However,
the | oopback function is dependent on the |lock function, so it is
appropriate to describe it in this docunent.

The | oopback function is used to test the integrity of a transport
path froma MEP up any other node in the sane MEG This is achieved
by setting the target node into | oopback nbde, and transmitting a
pattern of test data fromthe MEP. The target node | oops al

recei ved data back toward the originator, and the MEP extracts the
test data and conpares it with what it sent.

Loopback is a function that enables a receiving MEP or MP to return
traffic to the sending MEP when in the | oopback state. This state
corresponds to the situation where, at a given node, a forwarding

pl ane loop is configured, and the incom ng direction of a transport
path is cross-connected to the outgoing reverse direction

Therefore, except in the case of early TTL expiry, traffic sent by
the source will be received by that source.
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Dat a- pl ane | oopback is an out-of-service function, as required in
Section 2.2.5 of RFC 5860 [1]. This function |oops back all traffic
(including user data and CAM. The traffic can be originated from
one internal point at the ingress of a transport path within an
interface or inserted froman input port of an interface using
external test equipment. The traffic is |ooped back unmodified

(ot her than normal per-hop processing such as TTL decrenent) in the
direction of the point of origin by an interface at either an

i ntermedi ate node or a term nati ng node.

It should be noted that the data-plane | oopback function itself is
applied to data-plane | oopback points residing on different
interfaces fromMPs/MEPs. All traffic (including both payl oad and
OAM received on the | ooped back interface is sent on the reverse
direction of the transport path.

For data-pl ane | oopback at an internediate point in a transport path,
the | oopback needs to be configured to occur at either the ingress or
egress interface. This is done using nanagenent.

The management pl ane can be used to configure the | oopback function
The nmanagenent pl ane nmust ensure that the two MEPs are | ocked before
it requests setting MEP or MP in the | oopback state.

The nature of test data and the use of |oopback traffic to neasure
packet |oss, delay, and delay variation are outside the scope of this
docunent .

4.1. Operational Prerequisites

Qovi ously, for the | oopback function to operate, there are severa
prerequisites:

- There nust be a return path, so the transport path under test nust
be bidirectional

- The node in | oopback node nmust be on both the forward and return
paths. This is possible for all MEPs and MPs on a co-routed
bidirectional LSP, on a PW or on a bidirectional MPLS Section,
but it is only possible for MEPs on associated bidirectional LSPs.

- The transport path cannot deliver client data when one of its

nodes is in | oopback nmode, so it is inmportant that the transport
pat h be | ocked before | oopback is enabl ed.
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- Managenent - pl ane coordi nati on between the node in | oopback node
and the MEP sending test data is required. The MEP nmust not send
test data until | oopback has been properly configured because this
woul d result in the test data continuing toward the destination.

- The TTL of the test packets nust be set sufficiently large to
account for both directions of the transport path under test;
ot herwi se, the packets will not be returned to the originating
VEP.

- OAM nessages intended for delivery to nodes along the transport
pat h under test can be delivered by correct TTL expiry. However,
OAM nessages cannot be delivered to points beyond the | oopback
node until the | oopback condition is lifted.

5. Lock Instruct Message
5.1. Message ldentification

The Lock Instruct nmessage is carried in the Generic ACH described in
[4]. It is identified by a new PWACH Type of 0x0026

5.2. LI Message Format
The format of an LI nessage is shown bel ow.

0 1 2 3
01234567890123456789012345678901
R e i i e T S e s i i e T S S R o
rs | Reserved | Refresh Tiner |
i I i S e bt T S R S e e e i it S S R S e S 2
I
+

+

R

+-
I
+-
| MEP Source ID TLV
+-

i S i S T T S S e it S S S S S S S

Figure 1: MPLS Lock Instruct Message Format

Version: The Version number is currently 1. (Note: the version
nunber is to be incremented whenever a change is made that affects
the ability of an inplenmentation to correctly parse or process the
message. These changes include any syntactic or senmantic changes
made to any of the fixed fields, or to any Type-Length-Value (TLV) or
sub- TLV assignment or format that is defined at a certain version
nunber. The version nunber nay not need to be changed if an optiona
TLV or sub-TLV is added.)

Reserved: The Reserved field MJST be set to zero on transmn ssion and
SHOULD be ignored on receipt.
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6

6

Refresh Tinmer: The Refresh Timer is the maxi numtinme between
successi ve LI nessages specified in seconds. The default value is 1.
The value 0 is not permitted. Wen a lock is applied, a refresh
timer is chosen. This value MUST NOT be changed for the duration of
that lock. A node receiving an LI nmessage with a changed refresh
timer MAY ignore the new val ue and continue to apply the old val ue.

MEP Source ID TLV: This is one of the three MEP Source ID TLVs
defined in [3] and identifies the MEP that originated the LI nessage.

Qperation of the Lock Function
1. Locking a Transport Path

When a MEP receives a Lock conmmand from an NMS or through sone other
managenment process, it MJST take the transport path out of service.
That is, it MJIST stop injecting or forwarding traffic onto the LSP
PW or bidirectional Section that has been | ocked.

If rapid coordination of lock state is to be achieved (as descri bed
in Section 3) then as soon as the transport path has been | ocked, the
MEP MUST send an LI nessage targeting the MEP at the other end of the
| ocked transport path. In this case, the source MEP MJST set the
Refresh Tinmer value in the LI nessage and MJST retransmt the LI
message at the frequency indicated by the val ue set.

VWhen | ocking a transport path, the NMS or nanagenent process is
required to send a Lock command to both ends of the transport path.
Thus, a MEP may receive either the nanagenment conmand or an LI
message first. A MEP MJUST take the transport path out of service
imedi ately in either case, but sends LI nessages itself after it has
recei ved a managenent Lock command. Thus, a MEP is | ocked if either
Lock was requested by managenent (and, as a result, the MEP is
sendi ng LI nessages) or it is receiving LI nessages fromthe renote
VEP.

Note that a MEP that receives an LI nessage MUST identify the correct
transport path and validate the nessage. The |abel stack on the
recei ved nessage is used to identify the transport path to be | ocked:

- |If no matching |abel binding exists, then there is no
correspondi ng transport path and the received LI nessage is in
error.

- If the transport path can be identified, but there is no return
path (for exanple, the transport path was unidirectional) then
(obviously) the receiving MEP cannot apply a lock to the return
pat h.
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- |If the transport path is suitable for |ocking but the Source MEP-
IDidentifies an unexpected MEP for the MEG to which the receiving
MEP bel ongs, the received LI nmessage is in error

When an errored LI nessage is received, the receiving MEP MUST NOT
apply a lock. A MEP receiving errored LI nmessages SHOULD perform

| ocal diagnostic actions (such as counting the nessages) and MAY | og
the messages.

A MEP keeps a transport path |ocked as long as it is either receiving
the periodic LI nessages or has an in-force Lock command from
management (see Section 6.2 for an expl anation of unlocking a MEP)
Note that in sone scenarios (such as the use of |oopback as described
in Section 4), LI messages will not continue to be delivered on a

| ocked transport path. This is why a transport path is considered

| ocked while there is an in-force Lock command from a nanagenent
process regardl ess of whether LI nessages are being received.

6.2. Unlocking a Transport Path

Unl ock is used to request that a MEP bring the previously | ocked
transport path back in service

When a MEP receives an Unl ock conmand from a nanagenent process, it
MJST cease sending LI nmessages. However, as described in Section
6.1, if the MEP is still receiving LI nessages, the transport path
MJUST remain out of service. Thus, to unlock a transport path, the
managenment process has to send an Unl ock command to the MEPs at both
ends.

When a MEP has been unl ocked and has not received an LI message for a
multiple of 3.5 times the Refresh Tinmer on the LI nmessage (or has
never received an LI message), the MEP unl ocks the transport path and
puts it back into service

7. Security Considerations

MPLS-TP is a subset of MPLS and buil ds upon nmany of the aspects of
the security nodel of MPLS. MPLS networks make the assunption that
it is very hard to inject traffic into a network, and it is equally
hard to cause traffic to be directed outside the network. For nore
i nformati on on the generic aspects of MPLS security, see [7].

Thi s docunent describes a protocol carried in the GACh [4], so it is
dependent on the security of the GACh, itself. The GACh is a
generalization of the Pseudow re Associ ated Channel defined in [8].
Thus, this docunent relies heavily on the security nechani sns

provi ded for the Associ ated Channel as described in [4] and [8].
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A specific concern for the GACh is that is can be used to provide a
covert channel. This problemis w der than the scope of this
docunent and does not need to be addressed here, but it should be
noted that the channel provides end-to-end connectivity and SHOULD
NOT be policed by transit nodes. Thus, there is no sinple way to
prevent traffic frombeing carried in the G ACh between consenting
nodes.

A good di scussion of the data-plane security of an associ ated channe
may be found in [5]. That document al so describes sonme mtigation
t echni ques.

It should be noted that the G ACh is essentially connection-oriented,
so injection or nodification of control nessages specified in this
docunent requires the subversion of a transit node. Such subversion
is generally considered hard in MPLS networks, and inpossible to
protect against at the protocol |evel. Managenent-|evel techniques
are nore appropriate.

8. | ANA Consi derations
8.1. Pseudowi re Associ ated Channel Type
LI OAM requires a uni que Associ ated Channel Type that has been

assigned by 1ANA in the "Pseudow re Associ ated Channel Types"
registry.

Regi stry:
Val ue Description TLV Fol |l ows Reference
0x0026 LI No [ RFC6435]
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