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1. Introduction

Thi s docunent defines comon functionality required fromboth |IPv6
hosts and routers. Many |Pv6 nodes will inplenent optional or

addi tional features, but this docunent collects and summari zes
requi renents from other published Standards Track docunents in one
pl ace.

Thi s docunent tries to avoid discussion of protocol details and
references RFCs for this purpose. This docunent is intended to be an
applicability statenent and to provide gui dance as to which | Pv6
speci fications should be inplenented in the general case and which
specifications may be of interest to specific depl oynment scenari os.
Thi s docunent does not update any individual protocol docunent RFCs.

Al t hough this docunment points to different specifications, it should
be noted that in many cases, the granularity of a particular

requi renent will be smaller than a single specification, as many
specifications define nultiple, independent pieces, some of which may
not be mandatory. |In addition, nost specifications define both
client and server behavior in the same specification, while many

i npl ementations will be focused on only one of those roles.

Thi s docunent defines a mnimal |evel of requirenent needed for a
device to provide useful internet service and considers a broad range
of device types and depl oynent scenarios. Because of the w de range
of depl oynent scenarios, the mnimal requirements specified in this
docunent nmay not be sufficient for all deploynent scenarios. It is
perfectly reasonabl e (and i ndeed expected) for other profiles to
define additional or stricter requirenents appropriate for specific
usage and depl oynment environnents. For exanple, this docunment does
not mandate that all clients support DHCP, but sone depl oynent
scenarios may deemit appropriate to make such a requirenent. For
exanpl e, government agencies in the USA have defined profiles for
speci alized requirenents for IPv6 in target environments (see [ DODv6]
and [ USGv6]) .

As it is not always possible for an inplenmenter to know t he exact
usage of IPv6 in a node, an overriding requirenent for 1 Pv6 nodes is
that they should adhere to Jon Postel’s Robustness Principle: "Be
conservative in what you do, be liberal in what you accept from

ot hers" [RFC0793].
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1.1. Scope of This Docunent
| Pv6 covers many specifications. It is intended that IPv6 will be
depl oyed in many different situations and environments. Therefore,
it is inportant to develop requirenents for |IPv6 nodes to ensure
interoperability.

Thi s docunment assumes that all | Pv6 nodes neet the m ni num
requi renents specified here.

1.2. Description of |IPv6 Nodes

Fromthe Internet Protocol, Version 6 (IPv6) Specification [ RFC2460],
we have the follow ng definitions:

| Pv6 node - a device that inplenents |Pv6.

I Pv6 router - a node that forwards | Pv6 packets not explicitly
addressed to itself.

| Pv6 host - any node that is not a router.
2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].
3. Abbreviations Used in This Document

ATM  Asynchronous Transfer Mde

AH Aut henti cati on Header

DAD Duplicate Address Detection

ESP  Encapsul ating Security Payl oad

ICVMP Internet Control Message Protocol

I KE Internet Key Exchange

M B  Managenent |nformati on Base

M.D Muilticast Listener Discovery

MIU Maxi mum Transm ssion Unit
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NA Nei ghbor Adverti senent
NBMA  Non- Broadcast Multiple Access
ND Nei ghbor Di scovery
NS Nei ghbor Solicitation
NUD  Nei ghbor Unreachability Detection
PPP  Point-to-Point Protocol

4. Sub-I1P Layer
An | Pv6 node nust include support for one or nore |IPv6 |ink-I|ayer
specifications. Wich |link-layer specifications an inplenmentation
shoul d i nclude will depend upon what |ink-layers are supported by the
hardwar e avail able on the system It is possible for a confornmant
| Pv6 node to support |IPv6 on sone of its interfaces and not on

ot hers.

As I Pv6 is run over new |l ayer 2 technologies, it is expected that new

specifications will be issued. In the following, we |ist sonme of the
| ayer 2 technol ogies for which an I Pv6 specification has been
developed. It is provided for informational purposes only and may

not be conplete.
- Transm ssion of |Pv6 Packets over Ethernet Networks [ RFC2464]
- | Pve over ATM Networ ks [ RFC2492]

- Transm ssion of |Pv6 Packets over Frane Rel ay Networks
Speci fication [ RFC2590]

- Transm ssion of |Pv6 Packets over | EEE 1394 Networks [ RFC3146]

- Transnission of |IPv6, |Pv4, and Address Resol ution Protocol (ARP)
Packets over Fibre Channel [RFC4338]

- Transm ssion of | Pv6 Packets over | EEE 802.15.4 Networks [ RFC4944]

- Transnission of IPv6 via the | Pv6 Convergence Subl ayer over |EEE
802. 16 Networks [RFC5121]

- |IP version 6 over PPP [ RFC5072]
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In addition to traditional physical link-layers, it is also possible
to tunnel |Pv6 over other protocols. Exanples include:

- Teredo: Tunneling | Pv6 over UDP through Network Address
Transl ations (NATs) [ RFC4380]

- Section 3 of "Basic Transition Mechanisns for | Pv6 Hosts and
Rout ers" [ RFC4213]

5. | P Layer
5.1. Internet Protocol Version 6 - RFC 2460

The Internet Protocol Version 6 is specified in [ RFC2460]. This
speci ficati on MIUST be support ed.

Any unrecogni zed extensi on headers or options MJST be processed as
described in RFC 2460.

The node MUST follow the packet transm ssion rules in RFC 2460.

Nodes MUST al ways be able to send, receive, and process fragnent
headers. Al conformant |Pv6 inplenentations MIST be capabl e of
sendi ng and receiving | Pv6 packets; the forwarding functionality MAY
be supported. Overlapping fragnments MJST be handl ed as described in
[ RFC5722] .

RFC 2460 specifies extension headers and the processing for these
header s.

An | Pv6 node MUST be able to process these headers. An exception is
Routi ng Header type 0 (RHO), which was deprecated by [ RFC5095] due to
security concerns and which MJST be treated as an unrecogni zed
routing type.

Al'l nodes SHOULD support the setting and use of the | Pv6 Fl ow Label
field as defined in the I Pv6 Fl ow Label specification [ RFC6437].
Forwar di ng nodes such as routers and | oad distributors MJUST NOT
depend only on Flow Label values being uniformy distributed. It is
RECOMMVENDED t hat source hosts support the flow | abel by setting the
Fl ow Label field for all packets of a given flow to the sane val ue
chosen from an approxinmation to a discrete uniformdistribution.
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5.2. Nei ghbor Discovery for |Pv6 - RFC 4861

Nei ghbor Di scovery is defined in [ RFC4861]; the definition was
updat ed by [ RFC5942]. Nei ghbor Di scovery SHOULD be supported. RFC
4861 st ates:

Unl ess specified otherwise (in a docunent that covers operating IP
over a particular link type) this docunent applies to all link
types. However, because ND uses link-layer nmulticast for sone of
its services, it is possible that on some link types (e.g., Non-
Broadcast Multi-Access (NBMA) links), alternative protocols or
mechani sms to i npl enent those services will be specified (in the
appropri ate docurment covering the operation of |IP over a
particular link type). The services described in this docunent
that are not directly dependent on multicast, such as Redirects,
next - hop determ nation, Neighbor Unreachability Detection, etc.,
are expected to be provided as specified in this docunent. The
details of how one uses ND on NBMA |inks are addressed in

[ RFC2491] .

Sone detail ed anal ysis of Neighbor Discovery foll ows:

Rout er Di scovery is how hosts |locate routers that reside on an
attached link. Hosts MJUST support Router Discovery functionality.

Prefix Discovery is how hosts discover the set of address prefixes
that define which destinations are on-link for an attached |ink
Hosts MJST support Prefix Di scovery.

Hosts MJST al so i npl ement Nei ghbor Unreachability Detection (NUD) for
all paths between hosts and nei ghboring nodes. NUD is not required
for paths between routers. However, all nodes MJIST respond to

uni cast Nei ghbor Solicitation (NS) nmessages.

Hosts MJST support the sending of Router Solicitations and the
receiving of Router Advertisements. The ability to understand

i ndi vi dual Router Advertisenment options is dependent on supporting
the functionality making use of the particular option

Al'l nodes MJST support the sending and receiving of Neighbor
Solicitation (NS) and Nei ghbor Advertisenent (NA) nessages. NS and
NA nmessages are required for Duplicate Address Detection (DAD).

Hosts SHOULD support the processing of Redirect functionality.

Rout ers MJUST support the sending of Redirects, though not necessarily
for every individual packet (e.g., due to rate limting). Redirects

are only useful on networks supporting hosts. |n core networks

domi nated by routers, Redirects are typically disabled. The sending
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of Redirects SHOULD be disabl ed by default on backbone routers. They
MAY be enabl ed by default on routers intended to support hosts on
edge networks.

"I Pv6 Host-to-Router Load Sharing" [RFC4311] includes additiona
reconmendati ons on how to select froma set of available routers.
[ RFC4311] SHOULD be support ed.

5.3. Default Router Preferences and More-Specific Routes - RFC 4191

"Default Router Preferences and Mre-Specific Routes" [RFC4191]

provi des support for nodes attached to multiple (different) networks,
each providing routers that advertise thenselves as default routers
via Router Advertisenments. |n some scenarios, one router nmay provide
connectivity to destinations the other router does not, and choosing
the "wong" default router can result in reachability failures. In
such cases, RFC 4191 can hel p.

Smal| O fice/ Honme Ofice (SOHO depl oynents supported by routers
adhering to [ RFC6204] use RFC 4191 to advertise routes to certain
| ocal destinations. Consequently, nodes that will be deployed in
SCOHO envi ronnments SHOULD i npl enent RFC 4191

5.4. SEcure Nei ghbor Discovery (SEND) - RFC 3971

SEND [ RFC3971] and Cryptographically Generated Address (CGA)

[ RFC3972] provide a way to secure the message exchanges of Nei ghbor
Di scovery. SEND is a new technology in that it has no | Pv4
counterpart, but it has significant potential to address certain

cl asses of spoofing attacks. While there have been sone

i mpl ement ati ons of SEND, there has been only limnted depl oynent
experience to date in using the technology. |In addition, the |IETF
wor ki ng group Cga & Send mal ntenance (csi) is currently working on
addi tional extensions intended to nake SEND nore attractive for
depl oynent .

At this time, SEND is considered optional, and | Pv6 nodes MAY provide
SEND functionality.

5.5. |1Pv6 Router Advertisenent Flags Option - RFC 5175

Rout er Advertisenents include an 8-bit field of single-bit Router
Advertisement flags. The Router Advertisenent Flags Option extends
the nunber of available flag bits by 48 bits. At the time of this
witing, 6 of the original 8 single-bit flags have been assigned,
while 2 remain available for future assignnent. No flags have been
defined that nmake use of the new option, and thus, strictly speaking,
there is no requirenent to inplenent the option today. However,
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i npl ementations that are able to pass unrecogni zed options to a

hi gher-level entity that may be able to understand them (e.g., a
user -l evel process using a "raw socket"” facility) MAY take steps to
handl e the option in anticipation of a future usage.

5.6. Path MIU Discovery and Packet Size
5.6.1. Path MIU Di scovery - RFC 1981

"Path MITU Di scovery for IP version 6" [RFC1981] SHOULD be support ed.
From [ RFC2460] :

It is strongly recomrended that |Pv6 nodes inplement Path MIu

Di scovery [ RFC1981], in order to discover and take advantage of
path MIUs greater than 1280 octets. However, a mnimal |Pv6

i npl ementation (e.g., in a boot ROM may sinply restrict itself to
sendi ng packets no larger than 1280 octets, and omt

i mpl ement ati on of Path MIU Di scovery.

The rules in [ RFC2460] and [ RFC5722] MJST be foll owed for packet
fragmentation and reassenbly.

One operational issue with Path MU Di scovery occurs when firewalls
bl ock | CMP Packet Too Big nmessages. Path MIU Di scovery relies on
such nmessages to determ ne what size nmessages can be successfully
sent. "Packetization Layer Path MIU Di scovery" [ RFC4821] avoids
havi ng a dependency on Packet Too Bi g nmessages.

5.7. 1 Pv6 Junbograns - RFC 2675
I Pv6 Junbograns [ RFC2675] are an optional extension that allow the
sendi ng of | P datagranms |arger than 65.535 bytes. |Pv6 Junbograns
make use of | Pv6 hop-by-hop options and are only suitable on paths in
whi ch every hop and link are capabl e of supporting Junbograns (e.g.,
within a canpus or datacenter). To date, few inplenmentations exist,
and there is essentially no reported experience from usage.
Consequently, |Pv6 Junmbogranms [ RFC2675] remmin optional at this tine.

5.8. I CWP for the Internet Protocol Version 6 (IPv6) - RFC 4443

| CMPv6 [ RFC4443] MJST be supported. "Extended |ICWMP to Support Multi-
Part Messages" [RFC4884] MAY be support ed.
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5.9. Addressing
5.9.1. IP Version 6 Addressing Architecture - RFC 4291

The |1 Pv6 Addressing Architecture [ RFC4291] MJST be support ed.
5.9.2. |1Pv6 Statel ess Address Autoconfiguration - RFC 4862

Hosts MJST support |1 Pv6 Statel ess Address Autoconfiguration as
defined in [ RFC4862]. Configuration of static address(es) may be
supported as wel|.

Nodes that are routers MJST be able to generate |ink-Iocal addresses
as described in [ RFC4862] .

From RFC 4862:

The autoconfiguration process specified in this docunent applies
only to hosts and not routers. Since host autoconfiguration uses
i nformati on advertised by routers, routers will need to be
configured by sonme other means. However, it is expected that
routers will generate link-local addresses using the mechani sm
described in this docunent. |In addition, routers are expected to
successfully pass the Duplicate Address Detection procedure
described in this docunent on all addresses prior to assigning
themto an interface.

Al'l nodes MJST inplenent Duplicate Address Detection. Quoting from
Section 5.4 of RFC 4862:

Dupl i cate Address Detection MJST be performed on all unicast
addresses prior to assigning themto an interface, regardl ess of
whet her they are obtained through statel ess autoconfiguration,
DHCPv6, or manual configuration, with the foll ow ng [exceptions
noted therein].

"Optimstic Duplicate Address Detection (DAD) for |Pv6e" [ RFC4429]
specifies a nmechanismto reduce del ays associated with generating
addresses via Statel ess Address Autoconfiguration [ RFC4862]. RFC
4429 was devel oped in conjunction with Mbile IPv6 in order to reduce
the tinme needed to acquire and configure addresses as devices quickly
nmove from one network to another, and it is desirable to mnimze
transition delays. For general purpose devices, RFC 4429 remains
optional at this tine.
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5.9.3. Privacy Extensions for Address Configuration in I Pv6 - RFC 4941

Privacy Extensions for Statel ess Address Autoconfiguration [ RFC4941]
addresses a specific probleminvolving a client device whose user is
concerned about its activity or |ocation being tracked. The problem
arises both for a static client and for one that regul arly changes
its point of attachnent to the Internet. When using Statel ess

Addr ess Autoconfiguration [ RFC4862], the Interface lIdentifier portion
of forned addresses stays constant and is globally unique. Thus,

al though a node’s global I Pv6 address will change if it changes its
poi nt of attachnent, the Interface Identifier portion of those
addresses remains the sane, making it possible for servers to track
the |l ocation of an individual device as it noves around or its
pattern of activity if it remains in one place. This nmay raise
privacy concerns as described in [ RFC4862].

In such situations, RFC 4941 SHOULD be inplenented. |n other cases,
such as with dedicated servers in a data center, RFC 4941 provides
limted or no benefit.

I mpl enenters of RFC 4941 should be aware that certain addresses are
reserved and shoul d not be chosen for use as tenporary addresses.
Consult "Reserved IPv6 Interface Identifiers" [RFC5453] for nore
detail s.

5.9. 4. Def ault Address Selection for |Pv6 - RFC 3484

The rul es specified in the Default Address Sel ection for |Pv6
[ RFC3484] docunent MJST be inplemented. [|Pv6 nodes will need to dea
with multiple addresses configured sinultaneously.

5.9.5. Stateful Address Autoconfiguration (DHCPv6) - RFC 3315

DHCPv6 [ RFC3315] can be used to obtain and configure addresses. In
general, a network may provide for the configuration of addresses

t hrough Router Advertisenents, DHCPv6, or both. There will be a wi de
range of |Pv6 depl oynent nodels and differences in address assi gnnent
requi renents, some of which may require DHCPv6 for address
assignnent. Consequently, all hosts SHOULD i npl ement address
configuration via DHCPv6.

In the absence of a router, |Pv6 nodes using DHCP for address
assignnent MAY initiate DHCP to obtain | Pv6 addresses and ot her
configuration information, as described in Section 5.5.2 of

[ RFC4862] .
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5.10. Milticast Listener Discovery (M.D) for |Pv6

Nodes that need to join multicast groups MJUST support MDv1

[ RFC2710]. M.Dvl is needed by any node that is expected to receive
and process nulticast traffic. Note that Nei ghbor D scovery (as used
on nmost link types -- see Section 5.2) depends on nulticast and
requires that nodes join Solicited Node multicast addresses.

M.Dv2 [ RFC3810] extends the functionality of M.Dvl by supporting
Sour ce-Specific Miulticast. The original M.Dv2 protocol [RFC3810]
supporting Source-Specific Milticast [ RFC4607] supports two types of
"filter nodes". Using an INCLUDE filter, a node indicates a

mul ticast group along with a list of senders for the group from which
it wishes to receive traffic. Using an EXCLUDE filter, a node
indicates a nulticast group along with a list of senders from which
it wishes to exclude receiving traffic. 1In practice, operations to
bl ock source(s) using EXCLUDE node are rarely used but add

consi derabl e inplenentation conplexity to M.Dv2. Lightweight MDv2
[RFC5790] is a sinplified subset of the original M.Dv2 specification
that onmits EXCLUDE filter node to specify undesired source(s).

Nodes SHOULD i npl enent either M.Dv2 [ RFC3810] or Lightweight M.Dv2

[ RFC5790]. Specifically, nodes supporting applications using Source-
Specific Miulticast that expect to take advantage of M.Dv2's EXCLUDE
functionality [ RFC3810] MJUST support M.Dv2 as defined in [ RFC3810],

[ RFC4604], and [ RFC4607]. Nodes supporting applications that expect
to only take advantage of MDv2 s INCLUDE functionality as well as
Any-Source Multicast will find it sufficient to support M.Dv2 as
defined in [ RFC5790].

If a node only supports applications that use Any-Source Milticast
(i.e, they do not use Source-Specific Miulticast), inplenmenting MDvl
[ RFC2710] is sufficient. 1In all cases, however, nodes are strongly
encouraged to inplenment M.Dv2 or Lightweight M.Dv2 rather than M.Dv1,
as the presence of a single M.Dvl participant on a link requires that
all other nodes on the link operate in version 1 compatibility node.

When MLDv1l is used, the rules in the Source Address Sel ection for the
Mul ticast Listener Discovery (MD) Protocol [RFC3590] MJIST be
fol | oned.

6. DHCP versus Router Advertisement Options for Host Configuration

In IPv6, there are two main protocol nechani sns for propagating

configuration information to hosts: Router Advertisenents (RAs) and
DHCP. Historically, RA options have been restricted to those deened
essential for basic network functioning and for which all nodes are
configured with exactly the sane information. Exanples include the
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Prefix Information Options, the MIU option, etc. On the other hand,
DHCP has generally been preferred for configuration of nore genera
paraneters and for paraneters that may be client-specific. That

said, identifying the exact |ine on whether a particular option
shoul d be configured via DHCP versus an RA option has not always been
easy. Generally speaking, however, there has been a desire to define
only one mechani smfor configuring a given option, rather than
defining nultiple (different) ways of configuring the sane

i nformati on.

One issue with having multiple ways of configuring the sane
information is that interoperability suffers if a host chooses one
mechani sm but the network operator chooses a different mechani sm

For "cl osed" environments, where the network operator has significant
i nfluence over what devices connect to the network and thus what
configuration nmechani sns they support, the operator nay be able to
ensure that a particular nmechanismis supported by all connected
hosts. In nore open environnents, however, where arbitrary devices
may connect (e.g., a WFI hotspot), problens can arise. To maxim ze
interoperability in such environments, hosts would need to inplenent
mul tiple configuration nmechanisns to ensure interoperability.

Oiginally, in IPv6, configuring information about DNS servers was
performed exclusively via DHCP. In 2007, an RA option was defined
but was published as Experinmental [RFC5006]. In 2010, "IPv6 Router
Advertisement Options for DNS Configuration" [RFC6106] was published
as a Standards Track docunent. Consequently, DNS configuration

i nformati on can now be | earned either through DHCP or through RAs.
Hosts will need to deci de which nmechani sm (or whether both) should be
i npl emented. Specific guidance regarding DNS server discovery is

di scussed in Section 7.

7. DNS and DHCP

7.1. DNS
DNS is described in [ RFC1034], [RFC1035], [RFC3363], and [ RFC3596].
Not all nodes will need to resolve nanmes; those that will never need
to resol ve DNS names do not need to inplenent resolver functionality.
However, the ability to resolve nanes is a basic infrastructure
capability on which applications rely, and nbst nodes will need to
provi de support. Al nodes SHOULD i npl ement stub-resol ver [ RFC1034]
functionality, as in [ RFC1034], Section 5.3.1, with support for
- AAAA type Resource Records [ RFC3596];

- reverse addressing in ip6.arpa using PTR records [ RFC3596];
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- Extension Mechanisms for DNS (EDNSO) [ RFC2671] to allow for DNS
packet sizes larger than 512 octets.

Those nodes are RECOMVENDED to support DNS security extensions
[ RFC4033] [ RFC4034] [ RFC4035].

Those nodes are NOT RECOMMENDED to support the experinental A6
Resource Records [ RFC3363].

7.2. Dynamc Host Configuration Protocol for |IPv6 (DHCPv6) - RFC 3315
7.2.1. Oher Configuration Information

| Pv6 nodes use DHCP [ RFC3315] to obtain address configuration
informati on (see Section 5.9.5) and to obtain additional (non-
address) configuration. |If a host inplenentation supports
applications or other protocols that require configuration that is
only avail able via DHCP, hosts SHOULD i npl ement DHCP. For
speci al i zed devi ces on which no such configuration need is present,
DHCP may not be necessary.

An | Pv6 node can use the subset of DHCP (described in [RFC3736]) to
obtain other configuration information.

7.2.2. Use of Router Advertisenments in Managed Environments

Nodes using the Dynami c Host Configuration Protocol for |1Pv6 (DHCPv6)
are expected to determne their default router information and on-
link prefix information fromreceived Router Advertisenents.

7.3. |1Pv6 Router Advertisement Options for DNS Configuration - RFC 6106

Rout er Advertisenents have historically linmted options to those that
are critical to basic IPv6 functioning. Oiginally, DNS
configuration was not included as an RA option, and DHCP was the
recomended way to obtain DNS configuration information. Over tineg,
t he thinking surrounding such an option has evolved. It is now
generally recogni zed that few nodes can function adequately without
havi ng access to a working DNS resol ver. [RFC5006] was published as
an Experinental document in 2007, and recently, a revised version was
pl aced on the Standards Track [ RFC6106].

I mpl ement ati ons SHOULD i npl enent the DNS RA option [ RFC6106] .
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8. 1Pv4 Support and Transition
| Pv6 nodes MAY support | Pv4.
8.1. Transition Mechani sms

8.1.1. Basic Transition Mechanisns for | Pv6 Hosts and Routers - RFC
4213

If an 1 Pv6 node inpl enents dual stack and tunneling, then [RFC4213]
MUST be support ed.

9. Application Support
9.1. Textual Representation of |Pv6 Addresses - RFC 5952

Software that allows users and operators to input |Pv6 addresses in
text form SHOULD support "A Reconmendation for |Pv6 Address Text
Represent ati on" [ RFC5952].

9.2. Application Programm ng Interfaces (APIS)

There are a nunber of |Pv6-related APIs. This document does not
mandat e the use of any, because the choice of APl does not directly
relate to on-the-wire behavior of protocols. Inplenenters, however
woul d be advised to consider providing a common APl or review ng
existing APIs for the type of functionality they provide to
appl i cations.

"Basi c Socket Interface Extensions for |Pv6e" [RFC3493] provides |Pv6
functionality used by typical applications. |Inplementers should note
that RFC3493 has been picked up and further standardized by the
Portabl e Operating System Interface (POSI X) [PCSI X] .

"Advanced Sockets Application ProgramInterface (APlI) for |Pv6"
[ RFC3542] provides access to advanced | Pv6 features needed by
di agnostic and other nore specialized applications.

"I Pv6 Socket APl for Source Address Sel ection” [RFC5014] provides
facilities that allow an application to override the default Source
Address Sel ection rules of [RFC3484].

"Socket Interface Extensions for Milticast Source Filters" [RFC3678]

provi des support for expressing source filters on multicast group
menber shi ps.
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10.

11.

"Extension to Sockets APl for Mbile | Pv6" [RFC4584] provides
application support for accessing and enabling Mbile I Pv6 [ RFC6275]
features.

Mbbi i ty

Mobil e | Pv6 [ RFC6275] and associ ated specifications [ RFC3776]

[ RFC4877] allow a node to change its point of attachnent within the
Internet, while maintaining (and using) a permanent address. Al
conmuni cati on using the permanent address continues to proceed as
expected even as the node noves around. The definition of Mbile IP
i ncludes requirenments for the followi ng types of nodes:

- mobil e nodes

- correspondent nodes with support for route optimzation
- hone agents

- all IPv6 routers

At the present tinme, Mbile IP has seen only limted inplenentation
and no significant deploynment, partly because it originally assuned
an | Pv6-only environment rather than a mxed | Pv4/1Pv6 |nternet.
Recently, additional work has been done to support nobility in nixed-
mode | Pv4 and | Pv6 networks [ RFC5555].

More usage and depl oynent experience is needed with nobility before
any specific approach can be recomrended for broad inplenentation in
all hosts and routers. Consequently, [RFC6275], [RFC5555], and
associ ated standards such as [ RFC4877] are considered a MAY at this
tinme.

Security
This section describes the specification for security for |Pv6 nodes.

Achi eving security in practice is a conplex undertaking. Operationa
procedures, protocols, key distribution nmechanisnms, certificate
managenent approaches, etc., are all conponents that inpact the |eve
of security actually achieved in practice. More inportantly,
deficiencies or a poor fit in any one individual conponent can
significantly reduce the overall effectiveness of a particular
security approach.
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11.

| Psec provides channel security at the Internet |ayer, making it
possi ble to provide secure comunication for all (or a subset of)
communi cation flows at the IP | ayer between pairs of internet nodes.
| Psec provides sufficient flexibility and granularity that individua
TCP connections can (sel ectively) be protected, etc.

Al t hough | Psec can be used with nmanual keying in some cases, such
usage has limted applicability and is not recomrended.

A range of security technol ogi es and approaches proliferate today
(e.g., |Psec, Transport Layer Security (TLS), Secure SHell (SSH)
etc.) No one approach has enmerged as an ideal technology for al
needs and environnents. Mreover, |Psec is not viewed as the idea
security technology in all cases and is unlikely to displace the
ot hers.

Previously, |Pv6 mandated inpl enentation of | Psec and recomrended the
key managenment approach of | KE. This document updates that
recomrendati on by maki ng support of the IPsec Architecture [ RFC4301]
a SHOULD for all 1Pv6 nodes. Note that the |IPsec Architecture
requires (e.g., Section 4.5 of RFC 4301) the inplenmentation of both
manual and autonmatic key managenment. Currently, the default

aut onat ed key nmanagenent protocol to inplenment is | KEv2 [ RFC5996].

Thi s docunent recogni zes that there exists a range of device types
and envi ronnents where approaches to security other than | Psec can be
justified. For example, special-purpose devices may support only a
very limted nunber or type of applications, and an application-
specific security approach may be sufficient for |limted nmanagenent
or configuration capabilities. Alternatively, sonme devices may run
on extrenely constrai ned hardware (e.g., sensors) where the ful

| Psec Architecture is not justified.

1. Requirenents

"Security Architecture for the Internet Protocol" [RFC4301] SHOULD be
supported by all 1Pv6 nodes. Note that the |IPsec Architecture
requires (e.g., Section 4.5 of [RFC4301]) the inplenentation of both
manual and automatic key nmanagenment. Currently, the default

aut omat ed key nmanagenent protocol to inplenment is IKEv2. As required
in [RFC4301], |Pv6 nodes inplenenting the | Psec Architecture MJST

i npl ement ESP [ RFC4303] and MAY i npl ement AH [ RFC4302] .
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11.

12.

12.

12.

12.

2. Transforns and Al gorithns

The current set of nmandatory-to-inplenent algorithns for the |Psec
Architecture are defined in "Cryptographic Al gorithm I npl enentation
Requi renments For ESP and AH' [ RFC4835]. | Pv6 nodes inplenenting the
| Psec Architecture MJUST conformto the requirenents in [ RFC4835].
Preferred cryptographic algorithns often change nore frequently than
security protocols. Therefore, inplenmentations MJST allow for
mgration to new algorithns, as RFC 4835 is replaced or updated in
the future.

The current set of nmandatory-to-inplenment algorithms for | KEv2 are
defined in "Cryptographic Algorithms for Use in the Internet Key
Exchange Version 2 (I KEv2)" [RFC4307]. |Pv6 nodes inplenmenting | KEv2
MJST conformto the requirements in [ RFC4307] and/or any future
updates or replacenents to [ RFC4307].

Rout er - Speci fic Functionality

This section defines general host considerations for |Pv6 nodes that
act as routers. Currently, this section does not discuss routing-
speci fic requirenents.

1. |1Pv6 Router Alert Option - RFC 2711

The 1 Pv6 Router Alert Option [RFC2711] is an optional |Pv6 Hop-by-Hop
Header that is used in conjunction with some protocols (e.g., RSVP

[ RFC2205] or Miulticast Listener Discovery (M.D) [RFC2710]). The
Router Alert option will need to be inplenented whenever protocols
that mandate its usage (e.g., M.D) are inplenented. See

Section 5.10.

2. Neighbor Discovery for IPv6 - RFC 4861

Sendi ng Router Advertisenents and processing Router Solicitations
MJUST be support ed.

Section 7 of [RFC6275] includes some nobility-specific extensions to
Nei ghbor Di scovery. Routers SHOULD i npl enent Sections 7.3 and 7.5,
even if they do not inplenment Hone Agent functionality.

3. Stateful Address Autoconfiguration (DHCPv6) - RFC 3315

A single DHCP server ([RFC3315] or [RFC4862]) can provide
configuration information to devices directly attached to a shared
link, as well as to devices |located el sewhere within a site.

Comuni cation between a client and a DHCP server |ocated on different
links requires the use of DHCP relay agents on routers.
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In sinmple depl oynents, consisting of a single router and either a
single LAN or nultiple LANs attached to the single router, together
with a WAN connection, a DHCP server emnmbedded within the router is
one common depl oynent scenario (e.g., [RFC6204]). However, there is
no need for relay agents in such scenari os.

In nore conpl ex depl oyment scenarios, such as within enterprise or
service provider networks, the use of DHCP requires sone |evel of
configuration, in order to configure relay agents, DHCP servers, etc.
In such environnents, the DHCP server m ght even be run on a
traditional server, rather than as part of a router

Because of the wi de range of depl oynment scenarios, support for DHCP
server functionality on routers is optional. However, routers
targeted for deploynent within nore conmpl ex scenarios (as described
above) SHOULD support relay agent functionality. Note that "Basic
Requirenents for | Pv6 Custoner Edge Routers" [RFC6204] requires
i mpl ementation of a DHCPv6 server function in | Pv6 Custoner Edge (CE)
routers.

13. Network Managenent
Net wor k managenent MAY be supported by | Pv6 nodes. However, for |Pv6
nodes that are enbedded devi ces, network managenent may be the only
possi bl e way of controlling these nodes.

13.1. ©Managenent Information Base (M B) Mbdul es

The following two M B nbdul es SHOULD be supported by nodes that
support a Sinple Network Managenent Protocol (SNWP) agent.

13.1.1. |IP Forwarding Table MB

The I P Forwarding Table M B [ RFC4292] SHOULD be supported by nodes
that support an SNWP agent.

13.1.2. Managenent Information Base for the Internet Protocol (IP)

The 1P M B [ RFC4293] SHOULD be supported by nodes that support an
SNIVP agent .

14. Security Considerations
Thi s docunent does not directly affect the security of the Internet,
beyond the security considerations associated with the individua
pr ot ocol s.

Security is also discussed in Section 11 above.
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16. Appendi x: Changes from RFC 4294
There have been many editorial clarifications as well as significant
additions and updates. \While this section highlights sone of the
changes, readers should not rely on this section for a conprehensive
list of all changes.

1. Updated the Introduction to indicate that this docunment is an
applicability statenent and is aimed at general nodes.

2. Significantly updated the section on Mbility protocols, adding
ref erences and downgradi ng previ ous SHOULDs to MAYs.

3. Changed Sub-IP Layer section to just list relevant RFCs, and
added sone nore RFCs.

4. Added section on SEND (it is a MAY).

5. Revi sed section on Privacy Extensions [RFC4941] to add nore
nuance to recomrendati on.

6. Conpl etely revised | Psec/ | KEv2 section, downgradi ng overall
recomendation to a SHOULD.

7. Upgr aded reconmendati on of DHCPv6 to SHOULD.

8. Added background section on DHCP versus RA options, added SHOULD
recomrendation for DNS configuration via RAs [ RFC6106], and
cl eaned up DHCP reconmendati ons.

9. Added recomendati on that routers inplenent Sections 7.3 and 7.5
of [RFC6275].

10. Added pointer to subnet clarification docunent [ RFC5942].
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

17.

17. 1.

| Pv6 Node Requirenents Decenber 2011
Added text that "IPv6 Host-to-Router Load Sharing" [RFC4311]
SHOULD be i npl enent ed.

Added reference to [ RFC5722] (Overl appi ng Fragnents), and nade
it a MUST to inplenent.

Made "A Reconmendation for |Pv6 Address Text Representation”
[ RFC5952] a SHOULD.

Renoved nention of "DNAME' fromthe discussion about [ RFC3363].

Nunerous updates to reflect newer versions of |Pv6 docunents,
i ncludi ng [ RFC4443], [RFC4291], [RFC3596], and [ RFC4213].

Renoved di scussi on of "Managed" and "Other" flags in RAs. There
is no consensus at present on how to process these flags, and

di scussion of their semantics was renoved in the nost recent
update of Statel ess Address Autoconfiguration [ RFC4862].

Added many nore references to optional |Pv6 docunents.

Made "A Recommendation for | Pv6 Address Text Representation”
[ RFC5952] a SHOULD.

Added reference to [ RFC5722] (Overl appi ng Fragnments), and nade
it a MUST to inplenent.

Updated M.D section to include reference to Li ghtweight M.D
[ RFC5790] .

Added SHOULD recommendation for "Default Router Preferences and
Mor e- Speci fi ¢ Routes" [RFC4191].

Made "1 Pv6 Fl ow Label Specification" [RFC6437] a SHOULD.
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