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Abstract

Continuity Check, Proactive Connectivity Verification, and Renote
Def ect Indication functionalities are required for MPLS Transport
Profile (MPLS-TP) Operations, Adm nistration, and Miintenance (OAM.

Continuity Check nonitors a Label Switched Path for any |oss of
continuity defect. Connectivity Verification augnments Continuity
Check in order to provide confirmation that the desired source is
connected to the desired sink. Renote Defect Indication enables an
end point to report, to its associated end point, a fault or defect
condition that it detects on a pseudow re, Label Switched Path, or
Secti on.

Thi s docunent specifies specific extensions to Bidirectiona
Forwar di ng Detection (BFD) and nethods for proactive Continuity
Check, Continuity Verification, and Renote Defect |ndication for
MPLS- TP pseudowi res, Label Switched Paths, and Sections using BFD as
ext ended by this neno.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc6428
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1. Introduction

In traditional transport networks, circuits are provisioned on two or
nmore switches. Service providers need Operations, Admnistration,
and Mai ntenance (OAM tools to detect nmis-connectivity and | oss of
continuity of transport circuits. Both pseudow res (PW) and MPLS-TP
Label Switched Paths (LSPs) [12] enulating traditional transport
circuits need to provide the same Continuity Check (CC), proactive
Continuity Verification (CV), and Renote Defect Indication (RD)
capabilities as required in RFC 5860 [3]. This docunent describes
the use of Bidirectional Forwarding Detection (BFD) [4] for CC
proactive CV, and RDI of a PW LSP, or Sub-Path Mi ntenance Entity
(SPME) between two Mai ntenance Entity G oup End Points (MEPS).

As described in RFC 6371 [13], CC and CV functions are used to detect
| oss of continuity (LOC) and uni ntended connectivity between two MEPs
(e.g., ms-nmerging or ms-connectivity or unexpected MEP)

RDI is an indicator that is transmtted by a MEP to communi cate to
its peer MEP that a signal fail condition exists. RD is only used
for bidirectional LSPs and is associated with proactive CC and CV BFD
control packet generation.

Thi s docunment specifies the BFD extension and behavior to satisfy the
CC, proactive CV nonitoring, and the RD functional requirenents for
both co-routed and associ ated bidirectional LSPs. Supported
encapsul ati ons i nclude Generic Associ ated Channel Label (GAL) /
Generi c Associ ated Channel (G ACh), Virtual Circuit Connectivity
Verification (VCCV), and UDP/IP. Procedures for unidirectiona

poi nt-to-point (P2P) and point-to-nultipoint (P2MP) LSPs are for
further study.

Thi s docunent utilizes identifiers for MPLS-TP systens as defined in
RFC 6370 [9]. Wbirk is ongoing in the ITU-T to define a globally-

uni que semantic for ITU Carrier Codes (1CCs), and future work nmay
extend this docunment to utilize ICCs as identifiers for MPLS- TP

syst ens.

The nmechani sns specified in this docunent are restricted to BFD
asynchronous node.

2. Conventions Used in This Document
2.1. Term nol ogy
ACH. Associ at ed Channel Header

BFD: Bidirectional Forwarding Detection
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CC. Continuity Check

CV: Connectivity Verification

GAL: Ceneric Associated Channel Label

G ACh: Ceneric Associated Channel

LDl : Link Down Indication

LKI: Lock Instruct

LKR: Lock Report

LSP: Label Switched Path

LSR: Label Switching Router

ME: Mai ntenance Entity

MEG Mai ntenance Entity G oup

VEP: Mai ntenance Entity Group End Poi nt

M P: Mai ntenance Entity G oup |ntermedi ate Poi nt
MPLS: Mul tiprotocol Label Swtching

MPLS- OAM  MPLS Operations, Adninistration and M ntenance
MPLS- TP: MPLS Transport Profile

MPLS- TP LSP: Unidirectional or bidirectional Label Sw tched Path
representing a circuit

M- PW Ml ti-Segnent Pseudowi re

NMS: Net wor k Management System

OAM Operations, Admnistration, and Mi ntenance [ 14]
PW Pseudowi re

PDU:. Protocol Data Unit

P/ F: Pol | / Fi nal

RDI : Renpte Defect |ndication
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SPMVE: Sub- Pat h Mai ntenance Entity

TTL: Time To Live

TLV: Type Length Val ue

VCCV: Virtual Circuit Connectivity Verification
2. 2. Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

3. MPLS-TP CC, Proactive CV, and RDI Mechani sm Usi ng BFD

Thi s docunent describes procedures for achi eve conbined CC, CV, and
RDI functionality within a single MPLS-TP MEG using BFD. This
augnments the capabilities that can be provided for MPLS-TP LSPs using
exi sting specified tools and procedures.

3.1. Existing Capabilities

A CC-only node may be provided via protocols and procedures descri bed
in RFC 5885 [7] with ACH channel 7. These procedures nay be applied
to bidirectional LSPs (via the use of the GAL) as well as PW.

I npl enentations may al so interoperate with | egacy equi pnent by

i mpl ementing RFC 5884 [8] for LSPs and RFC 5085 [10] for PW, in
addition to the procedures docunented in this nenpo. |In accordance
with RFC 5586 [2], when BFD control packets are encapsulated in an IP
header, the fields in the |IP header are set as defined in RFC 5884
[8]. Wen IP encapsulation is used, CV m s-connectivity defect
detection can be perforned by inferring a globally unique source on
the basis of the conbination of the source |IP address and My

Di scrimnator fields.

3.2. CC, CV, and RDI Overview

The conbined CC, CV, and RDI functionality for MPLS-TP i s achi eved by
mul tiplexing CC and CV PDUs within a single BFD session. The CV PDUs
are augnmented with a Source MEP-ID TLV to permit ms-connectivity
detection to be perforned by sink MEPs.

The interleaving of PDUs is achieved via the use of distinct

encapsul ati ons and code points for generic associ ated channel (G ACh)
encapsul at ed BFD dependi ng on whether the PDU format is CC or CV:
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0o CC format: defines a new code point in the Associated Channe
Header (ACH) described in RFC 5586 [2]. This format supports
Continuity Check and RDI functionalities.

0 CV fornmat: defines a new code point in the Associated Channe
Header (ACH) described in RFC 5586 [2]. The ACHwith "MPLS-TP
Proactive CV' code point indicates that the nessage is an MPLS- TP
BFD proactive CV nmessage, and information for CV processing is
appended in the formof the Source MEP-1D TLV.

RDI is comunicated via the BFD diagnostic field in BFD CC nessages,
and the diagnostic code field in CV nessages MJST be ignored. It is
not a distinct PDU. As per [4], a sink MEP SHOULD encode a

di agnostic code of "1 - Control Detection Time Expired" when the time
since the | ast received BFD control packet exceeds the detection
time, which is equal to the renpte systenis Transmit Interva
multiplied by the renpte systenis Detect Multiplier (which is set to
3 in this docunent). A sink MEP SHOULD encode a diagnostic code of
"5 - Path Down" as a consequence of the sink MEP receiving LDI. A
sink MEP MUST encode a di aghostic code of "9 - ms-connectivity
defect” when CV PDU processing indicates a nmis-connectivity defect.
A sink MEP that has started sending diagnostic code 5 SHOULD NOT
change it to 1 when the detection tinmer expires.

3.3. ACH Code Points for CC and Proactive CV

Figure 1 illustrates the G ACh encodi ng for BFD CC CV- RD
functionality.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
|0 O O 1] Versi on| Fl ags | BFD CC/ CV Code Poi nt |
B T S i T s i i e e SEI S

Figure 1: ACH I ndication of MPLS-TP CC/ CV/ RD
The first nibble (0001b) indicates the G ACh as per RFC 5586 [2].
The version and the flags are set to 0 as specified in [2].
The code point is either

- BFD CC code point = 0x0022, or

- BFD proactive CV code point = 0x0023.
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CC and CV PDUs apply to all pertinent MPLS-TP structures, including
PWs, MPLS LSPs (including SPMES), and Secti ons.

CC and CV operations are sinmultaneously enployed on a nmai ntenance
entity (ME) within a single BFD session. The expected usage is that
normal operation is to send CC BFD protocol data units (PDUs)
interleaved with a CV BFD PDU (augnented with a Source MEP-1D and
identified as requiring additional processing by the different ACh
channel types). The insertion interval for CV PDUs is one per
second. Detection of a loss of continuity defect occurs when the
time since the last received BFD control packet exceeds the detection
time, which is equal to the session periodicity tines the renote
systemis Detect Multiplier (which is set to 3 for the CC code point).
M s-connectivity defects are detected in a maxi nrum of one second.

3.4. MPLS-TP BFD CC Message For mat
The format of an MPLS-TP CC nessage i s shown bel ow.

0 1 2 3
01234567890123456789012345678901
Ll S O S R T T ik T S P S R T T i T T S i R T e i S S S ¢
0 0 1] Version| Fl ags | BFD CC Code point |
R T S R ik R I S SR SR S S SR S S S S S R S S S S S e il
| ~ BFD Control Packet ~ |
I e e i e i e e i e i e e it i T i e it i S i S e

Figure 2: MPLS-TP CC Message

As shown in Figure 2, the MPLS-TP CC nessage consists of the BFD
control packet as defined in [4] pre-pended by the G ACh.
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3.5. MPLS-TP BFD Proactive CV Message For mat
The format of an MPLS-TP CV Message i s shown bel ow.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
|0 O O 1] Versi on| Fl ags | BFD CV Code Poi nt |
B i s T T i i o S o T Ji I

I
BFD Control Packet

T S S S T S i S T S U A

I
I I
+- +
I I
~ Source MEP-1D TLV ~
I I
i i i T i I S i e s o o i i
Fi gure 3: MPLS-TP CV Message

As shown in Figure 3, the MPLS-TP CV nessage consists of the BFD
control packet as defined in [4], pre-pended by the ACH and appended
by a Source MEP-1D TLW.
A Source MEP-ID TLV is encoded as a 2-octet field that specifies a
Type, followed by a 2-octet Length field, followed by a variabl e-
Il ength Value field. A BFD session will only use one encodi ng of the
Source I D TLV.
The length in the BFD control packet is as per [4]; the length of the
Source MEP-1D TLV is not included. There are three possible Source
MEP TLVs (corresponding to the MEP-1Ds defined in [9]). The type
fields are:

0 - Section MEP-1D

1 - LSP MEP-1D

2 - PWMEP-1D

Wien the GAL is used, the TTL field of the GAL MUST be set to at
|l east 1, and the GAL MJUST be the end of stack |abel (S=1) as per [2].

A node MJUST NOT change the value in the Source MEP-1D TLV.

When di gest-based authentication is used, the Source ID TLV MJUST NOT
be included in the digest.
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3.5.1. Section MEP-I1D

The | P-conpatible MEP-ID for MPLS-TP Sections is the interface ID.
The format of the Section MEP-1D TLV is:

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| MPLS-TP d obal _ID |
T L S e S S i S S S ki
| MPLS- TP Node ldentifier |
B T I e R i i i T S S e e I e ik oI I S S e S S
|
+-

MPLS- TP I nterface Number |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

Fi gure 4: Section MEP-I1D TLV For mat

VWhere the Type is of value '0’. The Length is the length of the
value fields. The MPLS-TP dobal _ID, Node ldentifier, and Interface
Nunbers are as per [9].

3.5.2. LSP MEP-ID

The fields for the LSP MEP-ID are as defined in [9]. This is
applicable to both LSPs and SPMEs. This consists of the 32-bit MPLS-
TP dobal _ID, the 32-bit Node Identifier, followed by the 16-bit
Tunnel _Num (that MJST be unique within the context of the Node
Identifier), and the 16-bit LSP_NUM (that MJST be unique within the
context of the Tunnel _Nunjy. The format of the TLV is:

0 1 2 3

01234567890123456789012345678901
T i i S
| Type | Length |
i I i i I i i I S S S S e
| MPLS-TP d obal _I D |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| MPLS- TP Node ldentifier |
i i i S S S S e e
| Tunnel _Num | LSP_Num |
i I i i I i i S i it IR SR

Figure 5: LSP MEP-I1D TLV For mat
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Where the type is of value "1'. The length is the length of the
value fields. The MPLS-TP dobal |ID, Node ldentifier, Tunnel Num
and LSP_Num are as per [9].

3.5.3. PWENnd Point MEP-1D

The fields for the MPLS-TP PWENd Point MEP-ID are as defined in [9].
The format of the TLV is:

0 1 2 3

01234567890123456789012345678901
i T T e e i e o i i S O S e S S S it i S e NI S
Type | Length |
B i s i T Tt s sl It S ST S T S S S e S S
MPLS- TP d obal _I D |
B T i T o o o S e i i S S
MPLS- TP Node Identifier |
i T T e e i e o i i S O S e S S S it i S e NI S
AC ID I
B i s i T Tt s sl It S ST S T S S S e S S
AG Type | AGQ Length | AG Val ue |
B T i T o o o S e i i S S
AG Value (contd.) ~

I

N kL p e SR S T R S S S R

B T S e Sl S S

Figure 6: PWENnd Point MEP-1D TLV For mat

Wiere the type is value '2'. The length is the Iength of the
followi ng data: the dobal _I D, Node Identifier, and Attachment
Crcuit ID (ACID) are as per [9]. The Attachnent Goup ldentifier
(AG) Type is as per [6], and the AJ Length is the Iength of the AG
val ue field.

3.6. BFD Session in MPLS-TP Term nol ogy

A BFD session corresponds to a CC and proactive CV QAM i nstance in
MPLS- TP term nol ogy. A BFD session is enabled when the CC and
proactive CV functionality are enabled on a configured Mintenance
Entity (Mg).

When the CC and proactive CV functionality are disabled on an Mg the
BFD session transitions to the ADM N DOMWN state, and the BFD session
ends.

A new BFD session is initiated when the operator enables or
re-enables the CC and CV functionality.
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Al'l BFD state changes and P/ F exchanges MJST be done using CC
packets. P/ F and session state information in CV packets MJST be
i gnor ed.

3.7. BFD Profile for MPLS-TP

BFD operates in asynchronous nmode utilizing the encapsul ati on defi ned
in Section 3 for all sessions in a given MEG  For LSPs, SPMEs, and
Sections, this is GAL/ G ACh-encapsul ated BFD using the code points
specified in Section 3.3. For PWs, this is GACh or GAL/ G ACh-
encapsul at ed BFD using the code points specified in Section 3.3. In
this node, the BFD control packets are periodically sent at a
configurable time rate. This rate is a fixed value conmon for both
directions of MEG for the lifetine of the MEG

Thi s docunent specifies bidirectional BFD for P2P transport LSPs;
hence, all BFD packets MJST be sent with the Mbit clear

There are two nodes of operation for bidirectional LSPs: one in which
the session state of both directions of the LSP is coordinated, and
one constructed from BFD sessions in such a way that the two
directions operate independently but are still part of the sane MEG
A single bidirectional BFD session is used for coordi nated operation
Two i ndependent BFD sessions are used for independent operation. It
shoul d be noted that independent operation treats session state and
defect state as independent entities. For exanple, an independent
session can be in the UP state while receiving RDI. For a

coordi nated session, the session state will track the defect state.

I n coordinated node, an inplenentati on SHOULD NOT reset
bf d. Renot eDi scr until it is exiting the DOMN state.

I n i ndependent node, an inplenentation MUST NOT reset bfd. RenoteDbDi scr
upon transitioning to the DOMAN state.

Overall operation is as specified in RFC 5880 [4] and augnented for
MPLS in RFC 5884 [8]. Coordinated operation is as described in [4].
I ndependent operation requires clarification of two aspects of [4].
I ndependent operation is characterized by the setting of

bfd. M nRxInterval to zero by the MEP that is typically the session
originator (referred to as the source MEP), and there will be a
session originator at either end of the bidirectional LSP. Each
source MEP will have a correspondi ng sink MEP that has been
configured to a transm ssion interval of zero
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This meno specifies a preferred interpretation of the base

speci fication on how a MEP behaves with a BFD transnit rate set to
zero. One interpretation is that no periodic messages on the reverse
conponent of the bidirectional LSP originate with that MEP; it will
only originate nessages on a state change

The first clarification is that, when a state change occurs, a MEP
set to atransmt rate of zero sends BFD control messages with a one-
second period on the reverse conponent until such time that the state
change is confirmed by the session peer. At this point, the MEP set
to a transmit rate of zero can resunme qui escent behavior. This adds
robustness to all state transitions in the Rxlnterval =0 case.

The second clarification is that the originating MEP (the one with a
non-zero bfd. TxInterval) will ignore a DOMNN state received froma
zero-interval peer. This neans that the zero-interval peer wll
continue to send DOMNN state nmessages that include the RD diagnostic
code as the state change is never confirned. This adds robustness to
the exchange of RDI on a unidirectional failure (for both session
types DOMN with a diagnostic of either control detection period

expi red or neighbor signaled session down offering RDI

functionality).

A further extension to the base specification is that there are
addi ti onal OAM protocol exchanges that act as inputs to the BFD state
machi ne. These are the Link Down Indication [5] and the Lock
Instruct/Lock Report transactions, the Lock Report interaction being
opti onal

3.7.1. Session Initiation and Mdification

Session initiation occurs starting fromMnRx = 1 second, MnTx >= 1
second, and the detect multiplier = 3.

Once in the UP state, Poll/Final discipline is used to nodify the
periodicity of control nessage exchange fromtheir default rates to
the desired rates and to set the detect nmultiplier to 3.

Note that in the Poll/Final process a receiver of a new timer value
with a poll flag can reject the tiner value by tearing the session,
or it can return its preferred timer value with the final flag. Note
al so that the receiver of a newtiner value with a final flag can
reject the timer value by tearing the session, or it can returnits
preferred tiner value with the poll flag.

Once the desired rate has been reached using the Poll/Fina

mechani sm inplenentati ons SHOULD NOT attenpt further rate
nmodi fi cati on.
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In the rare circunstance where an operator has a reason to further
change session paraneters, beyond the initial mgration from default
val ues, Poll/Final discipline can be used with the caveat that a peer
i npl ementati on nay consider a session change unaccept abl e and/ or
bring the BFD session down via the use of the ADM N DOMN st ate.

3.7.2. Defect Entry Criteria

There are further defect criteria beyond those that are defined in
[4] to consider given the possibility of m s-connectivity defects.
The result is the criteria for an LSP direction to transition from
the defect-free state to a defect state is a superset of that in the
BFD base specification [4].

The foll owi ng conditions cause a MEP to enter the defect state for CC
PDUs (in no particular order):

1. BFD session tinmes out (loss of continuity defect).
2. Receipt of a Link Down Indication or Lock Report.

The following will cause the MEP to enter the m s-connectivity defect
state for CV operation (again, not in any particular order):

1. BFD control packets are received with an unexpected
encapsul ati on (m s-connectivity defect), these include:

- receiving an | P encoded CC or CV BFD control packet on an
LSP configured to use GAL/ G ACh, or

- Vvice versa

(Note there are other possibilities that can also alias as an

OAM packet .)

2. Receipt of an unexpected gl obally uni que Source MEP identifier
(ms-connectivity defect). Note that as each encoding of the
Source MEP-1D TLV contains unique information (there is no
mechani cal translation possible between MEP-1D fornmats),
recei pt of an unexpected Source MEP-1D type is the same as
recei ving an unexpected val ue.

3. Receipt of a session discrimnator that is not in the | ocal BFD
dat abase in the Your Discrimnator field (ms-connectivity
def ect).

4. Receipt of a session discrimnator that is in the |oca

dat abase but does not have the expected | abel (m s-connectivity
defect).
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5. If BFD authentication is used, receipt of a nmessage with
incorrect authentication information (password, M5 digest, or
SHA1 hash).
The effective defect hierarchy (order of checking) is:
1. Receiving not hi ng.

2. Receiving Link Down Indication, e.g., a local link failure, an
MPLS- TP LDI, or Lock Report.

3. Receiving froman incorrect source (determ ned by whatever
nmeans) .

4. Receiving froma correct source (as near as can be deternined),
but with incorrect session information.

5. Receiving BFD control packets in all discernable ways correct.
3.7.3. Defect Entry Consequent Action
Upon defect entry, a sink MEP will assert signal fail into any client
(sub-)layers. It will also communi cate session DOM to its session

peer using CC nessages.

The bl ocking of traffic as a consequent action MJST be driven only by
a defect’s consequent action as specified in Section 5.1.1.2 of RFC
6371 [13].

When the defect is nis-connectivity, the Section, LSP, or PW
termnation will silently discard all non-OAM traffic received. The
sink MEP will also send a defect indication back to the source MEP
via the use of a diagnostic code of ms-connectivity defect (9).
3.7.4. Defect Exit Criteria
3.7.4.1. Exit froma Loss of Continuity Defect

For a coordinated session, exit froma |oss of connectivity defect is
as described in Figure 7, which updates RFC 5880 [4].

For an i ndependent session, exit froma | oss of connectivity defect

occurs upon receipt of a well-fornmed BFD control packet fromthe peer
MEP as described in Figures 8 and 9.
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3.7.4.2. Exit froma Ms-Connectivity Defect

Exit froma ms-connectivity defect state occurs when no CV nessages
with ms-connectivity defects have been received for a period of 3.5
seconds.

3.7.5. State Machi nes

The foll owi ng state machi nes update RFC 5880 [4]. They have been
nodi fied to include LDI and LKR as specified in [5] as inputs to the
state machine and to clarify the behavior for independent node. LKR
is an optional input.

The coordi nated session state nachi ne has been augnented to indicate
LDI and optionally LKR as inputs to the state machine. For a session
that is in the UP state, receipt of LD or optionally LKR will
transition the session into the DOM state.

+- -+
| | UP, ADM N DOMWN, TIMER, LD, LKR
| Vv
DOWN oo + INT
R | |------------ +
I | DOWN | I
| E - >| | <-------- +
|| to--- - + ||
| | M S- CONNECTI VI TY, | |
| | ADM N DOWN, | |
| | ADM N DOWN, DOWN, | |
| | TI MER TI MER, | |
V | LD, LKR LD, LKR | V
Fo-mm - - + Fo-mm - - +
4o | | |-
DOV | INIT [-----mmmmmmmmee e - >| UP | [ INIT, UP
+--->| | INIT, UP | | <---+
Fomm o - + Fomm o - +

Figure 7: MPLS CC State Machine for Coordinated Session Operation

For independent nobde, there are two state nmachines: one for the
source MEP (which requested bfd. M nRxlnterval =0) and one for the sink
MEP (which agreed to bfd. M nRxl nterval =0).

The source MEP will not transition out of the UP state once
initialized except in the case of a forced ADMN DOMN. Hence, LD
and optionally LKR do not enter into the state nmachine transition
fromthe UP state, but do enter into the INIT and DOMN st at es.
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+- -+
| | UP, ADM N DOMWN, TIMER, LD, LKR
| Vv
DOWN oo + INT
R | |------------ +
I | DOWN | I
| E - >| | <-------- +
] T ]
| | ADM N DOMN ADM N DOMN | |
| | TIMER ||
| LD, ||
V | LKR | VvV
Fo-mm - - + Fo-mm - - +
4o | | |-
DOV | INIT [-----mmmmmmmmee e - >| UP | | INIT, UP, DO,
+--->| | INIT, UP | | <---+ LDI, LKR
Fomm o - + Fomm o - +

Figure 8 MPLS CC State Machine for Source MEP for
I ndependent Session Operation

The sink MEP state nmachine (for which the transmit interval has been
set to zero) is nodified to:

1) Permit direct transition fromDOM to UP once the session has been
initialized. Wth the exception of via the ADMN DOM state, the
source MEP will never transition fromthe UP state; hence, in
normal unidirectional fault scenarios, it will never transition to
the INIT state.
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+- -+
| | ADM N DOMAN, TIMER, LDI, LKR
| V
DOVWN +o----- + INT, UP
R | |------------ +
I | DO | I
ESEEEEEE, >| | <-meeees +
|| R, + ||
| | M S- CONNECTI VI TY, | |
| | ADM N DOWN, | |
| | ADM N DOWN, TI MER, | |
| | TI MER, DOV, | |
| |LDI, LDl , | V
V | LKR LKR | |
S + S +
4o | | |----+
DOMN| | INIT |------mmmmm e mem e - >| UP | [ INIT, UP
+--->| | INIT, UP | | <---+
S + S +

Figure 9: MPLS CC State Machine for the Sink MEP
for | ndependent Session Operation

3.7.6. Configuration of MPLS-TP BFD Sessions
The configuration of MPLS-TP BFD session paraneters and the
coordi nation of the sane between the source and sink MEPs are out of
scope of this neno.

3.7.7. Discrimnator Val ues

In the BFD control packet, the discrimnnator values either are |ocal
to the sink MEP or have no significance (when not known).

The My Discrimnator field MUST be set to a non-zero val ue (which can
be a fixed value). The transmitted Your Discriminator value MJST
reflect back the received value of the My Discrimnator field or be
set to zero if that value is not known.

Per Section 7 of RFC 5884 [8], a node MJUST NOT change the val ue of
the My Discrimnator field for an established BFD sessi on.
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4. Configuration Considerations

The following is an exanple set of configuration paraneters for a BFD
sessi on:

Mode and Encapsul ati on

RFC 5884 BFD CC in UDP/ I P/ LSP

RFC 5885 - BFD CC in G ACh

RFC 5085 - UDP/IP in G ACh

MPLS-TP - CC/CV in GAL/ G ACh or G ACh

For MPLS-TP, the follow ng additional parameters need to be
confi gur ed:

1) Session node, coordi nated or independent

2) CC periodicity

3) The MEP-ID for the MEPs at either end of the LSP

4) Whet her authentication is enabled (and if so, the associated
par anet er s)

The discrimnators used by each MEP, both bfd.Local Di scr and

bf d. Renot eDi scr, can optionally be configured or |ocally assigned.
Finally, a detect nultiplier of 3 is directly inferred fromthe code
poi nt s.

5. | ANA Consi der ations

| ANA has all ocated two channel types fromthe "Pseudow re Associ ated
Channel Types" registry in RFC 4385 [15].

0x0022 MPLS- TP CC nessage
0x0023 MPLS- TP CV nessage

| ANA has created a "CC CV MEP-1D TLV" registry. The parent registry
is the "Pseudow re Associ ated Channel Types" registry of RFC 4385
[15]. Al code points within this registry shall be allocated
according to the "Standards Action" procedures as specified in [11].
The itenms tracked in the registry will be the type, associated name,
and reference.

The initial values are:
- Section MEP-1D

0
1 - LSP MEP-ID
2 - PWMEP-1D
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7.

7.

I ANA has assigned the follow ng code point fromthe "Bidirectional
Forwar di ng Detection (BFD) Paraneters" registry, "BFD Di agnostic
Codes" subregistry [4]:

9 - ms-connectivity defect
Security Considerations

The use of CV inproves network integrity by ensuring traffic is not
"| eaki ng" between LSPs.

Base BFD foresees an optional authentication section (see Section 6.7
of [4]) that can be applied to this application. Al though the Source
MEP-1D TLV is not included in the BFD authentication digest, there is
a chain of trust such that the discrimnator associated with the
digest is also associated with the expected MEP-ID; this will prevent
i npersonation of CV nessages in this application.

This meno specifies the use of globally unique identifiers for MEP-
IDs. This provides absolutely authoritative detection of persistent

| eaking of traffic between LSPs. Non-uni queness can result in
undetected |l eaking in the scenario where two LSPs with conmon MEP-I1 Ds
are misconnected. This would be considered undesirable but rare; it
woul d al so be difficult to exploit for malicious purposes as, at a

m ni mum both a network end point and a node that was a transit point
for the target MEG woul d need to be conprom sed.
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