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1.

I nt roducti on

Proper operation of a transport network depends on the ability to
quickly identify faults and focus attention on the root cause of the
di sruption. This docunent defines MPLS Fault Managenent Qperations,
Admi ni stration, and Mai ntenance (OAM nessages. Wien a fault occurs
in a server (sub-)layer, Fault Managenment OAM nessages are sent to
clients of that server so that al arns, which otherw se would be
generated by the subsequent disruption of the clients, may be
suppressed. This prevents a stormof alarns and all ows operations to
focus on the actual faulty elenments of the network.

In traditional transport networks, circuits such as Tl lines are
typically provisioned on multiple switches. Wen an event that
causes di sruption occurs on any link or node along the path of such a
transport circuit, OAMindications are generated. Wen received,
these indications may be used to suppress alarns and/or activate a
backup circuit. The MPLS-based transport network provi des nechani sns
equi valent to traditional transport circuits. Therefore, a Fault
Management (FM capability must be defined for MPLS. This docunent
defines FM capabilities to neet the MPLS-TP requirenents as descri bed
in RFC 5654 [1], and the MPLS-TP Operations, Adm nistration, and

Mai nt enance requirenments as described in RFC 5860 [2]. These
mechani snms are intended to be applicable to other aspects of MPLS as
well. However, applicability to other types of LSPs is beyond the
scope of this docunent.

Two broad cl asses of service disruptive conditions are identified.

1. Fault: The inability of a function to performa required action
Thi s does not include an inability due to preventive nai ntenance,
| ack of external resources, or planned actions.

2. Lock: an administrative status in which it is expected that only
test traffic, if any, and OAM (dedicated to the LSP) can be sent
on an LSP.

Wthin this docunment, a further termis defined: server-failure. A
server-failure occurs when a fault condition or conditions have

persi sted | ong enough to consider the required service function of
the server (sub-)layer to have termnated. |In the case of a
protected server, this would nmean that the working facilities and any
protection facilities have all suffered faults of the required

durati on.

Thi s docunent specifies an MPLS OAM channel called an "MPLS- OAM Faul t
Managenent (FM" channel. A single nessage format and a set of
procedures are defined to conmuni cate service disruptive conditions
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fromthe | ocation where they occur to the end points of LSPs that are
af fected by those conditions. Miltiple nessage types and flags are
used to indicate and qualify the particular condition.
Corresponding to the two cl asses of service disruptive conditions
|isted above, two nmessages are defined to comrunicate the type of
condition. These are known as:
Al arm I ndi cation Signal (AYS)
Lock Report (LKR)
1.1. Termi nol ogy
ACH: Associ ated Channel Header
ACh: Associ ated Channel
CC. Continuity Check
FM Fault Managenent
GAL: Ceneric Associated Channel Label
LCC:. Loss of Continuity
LSP: Label Switched Path
MEP: Mai ntenance Entity Group End Poi nt
MPLS: Mul tiprotocol Label Switching
MPLS- TP: MPLS Transport Profile
M- PW Ml ti-Segnent Pseudowi re
OAM QOperations, Adm nistration, and M ntenance
PHP: Penul ti mate Hop Pop

PW Pseudowi re

TLV: Type, Length, Value
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1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].

2. MPLS Fault Managenment Messages

Thi s docunent defines two nessages to indicate service disruptive
conditions, Alarmlndication Signal and Lock Report. The semantics
of the individual nessages are described in subsections below Fault
OAM nessages are applicable to LSPs used in the MPLS Transport
Profile. Such LSPs are bound to specific server |ayers based upon
static configuration or signaling in a client/server relationship.

Faul t Managerment nessages are carried in-band of the client LSP or
M5- PW by using the Associ ated Channel Header (ACH). For LSPs other
than PW, the ACH is identified by the Generic Associated Channe
Label (GAL) as defined in RFC 5586 [4]. To facilitate recognition
and delivery of Fault Management nessages, the Fault Manhagenent
Channel is identified by a unique Associ ated Channel (ACh) code
poi nt .

Faul t OAM nessages are generated by internedi ate nodes where a client
LSP is switched. Wen a server (sub-)layer, e.g., a link or
bidirectional LSP, used by the client LSP fails, the internedi ate
node sends Fault Managenent nessages downstream towards the end point
of the LSP. The nessages are sent to the client MEPs by inserting
theminto the affected client LSPs in the direction downstream of the
fault location. These nessages are sent periodically until the
condition is cleared.

2.1. MPLS Alarm Indication Signa

The MPLS Alarm Indication Signal (A'S) nessage is generated in
response to detecting faults in the server (sub-)layer. The AIS
message SHOULD be sent as soon as the condition is detected, but MAY
be del ayed owing to processing in an inplementation, and MAY be
suppressed if protection is achieved very rapidly. For example, an
Al S nessage nmay be sent during a protection sw tching event and woul d
cease being sent (or cease being forwarded by the protection switch
selector) if the protection switch was successful in restoring the
link. However, an inplementation nay instead wait to see if the
protection switch is successful prior to sending any Al S nmessages.
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The primary purpose of the AIS nmessage is to suppress alarms in the
| ayer network above the level at which the fault occurs. Wen the
Li nk Down Indication is set, the AIS message can be used to trigger
recovery nechani sns.

2.1.1. WMPLS Link Down |ndication

The Link Down Indication (LD') is comunicated by setting the L-Flag
to 1. A node sets the L-Flag in the AIS message in response to
detecting a failure in the server layer. A node MJST NOT set the
L-Flag until the fault has been determned to be a server-failure. A
node MJST set the L-Flag if the fault has been determned to be a
server-failure. For exanple, during a server |ayer protection

swi tching event, a node MJUST NOT set the L-Flag. However, if the
protection switch was unsuccessful in restoring the link within the
expected repair tinme, the node MJST set the L-Flag.

The setting of the L-Flag can be predeterm ned based on the
protection state. For exanmple, if a server layer is protected and
both the working and protection paths are avail abl e, the node shoul d
send AIS with the L-Flag clear upon detecting a fault condition. |If
the server layer is unprotected, or the server |ayer is protected but
only the active path is avail able, the node should send AIS with the
L- Fl ag set upon detecting a loss of continuity (LOC) condition. Note
again that the L-Flag is not set until a server-failure has been
declared. Thus, if there is any hold-off timer associated with the
LCC, then the L-Flag is not set until that timer has expired.

The receipt of an AIS nessage with the L-Flag set MAY be treated as
the equivalent of LOC at the client |layer. The choice of treatnent
is related to the rate at which the Continuity Check (CC) function is
running. 1In a normal transport environment, CCis run at a high rate
in order to detect a failure within tens of mlliseconds. In such an
environment, the L-Flag MAY be ignored and the AIS nessage is used
sol ely for al arm suppression.

In nore general MPLS environnents, the CC function rmay be runni ng at
a much slower rate. |In this environment, the Link Down Indication
enabl es faster switch-over upon a failure occurring along the client
LSP.

2.2. MPLS Lock Report

The MPLS Lock Report (LKR) nessage is generated when a server
(sub-)layer entity has been adm nistratively |locked. |Its purpose is
to comuni cate the | ocked condition to the client-layer entities.
When a server layer is adnministratively locked, it is not available
to carry client traffic. The purpose of the LKR nessage is to
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suppress alarnms in the |ayer network above the level at which the
adm ni strative lock occurs and to allowthe clients to differentiate
the lock condition froma fault condition. While the primary purpose
of the LKR nessage is to suppress alarns, simlar to AIS with the LD
(L-Flag set), the receipt of an LKR nessage can be treated as the
equi val ent of loss of continuity at the client |ayer.

2.3. Propagation of MPLS Fault Messages

MPLS-TP allows for a hierarchy of LSPs. When the client MEP of an
LSP (that is also acting as a server layer) receives FMindications,
the following rules apply. If the CC function is disabled for the
server LSP, a node SHOULD generate Al S nessages toward any clients
when either the AIS or LKR indication is raised. Note that the
L-Flag is not automatically propagated. The rules of Section 2.1.1
apply. In particular, the L-Flag is not set until a server-failure
has been decl ar ed.

3. MPLS Fault Managerent Channel

The MPLS Fault Managenent channel is identified by the ACH as defi ned
in RFC 5586 [4] with the Associ ated Channel Type set to the MPLS
Faul t Managerment (FM code point = 0x0058. The FM Channel does not
use ACh TLVs and MUST NOT include the ACh TLV header. The ACH with
the FM ACh code point is shown bel ow.

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
|0 O O 1] Versi on| Reserved | 0x0058 FM Channel |
R et e s i o e s i i
| -~
~ MPLS Fault Managenent Message ~
~ I

i i i T i I S i e s o o i i
Figure 1: ACH Indication of the MPLS Fault Managenent Channel
The first three fields are defined in RFC 5586 [4].

The Fault Managenment Channel is 0x0058.
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4. MPLS Fault Managerment Message For nat
The format of the Fault Managenent nessage i s shown bel ow

0 1 2 3

01234567890123456789012345678901
+- e T e e s e i i o T TR N S R S
S Msg Type | Fl ags | Refresh Tinmer |
B i T T e T i s S S S S

TLVs ~

e \'

+<+

0]

-+
r
- 4=
t e
- +-

F<+@t
0+
+:+o.+

+

I
B
I

+

+—|
+—|+—+
[yl

+
al
+

Sl Sl

B S T s i S i S S i S i SR SR
Figure 2: MPLS Fault OAM Message For mat
Ver si on
The Version Nunber is currently 1.
Reserved

This field MIST be set to zero on transm ssion and i gnored on
receipt.

Message Type

The Message Type indicates the type of condition as listed in the
tabl e bel ow.

Msg Type Descri ption

0 Reserved
1 Al arm I ndi cation Signal (AS)
2 Lock Report (LKR)

Fl ags

Two flags are defined. The reserved flags in this field MIST be
set to zero on transm ssion and ignored on receipt.

R e s i T
| Reserved |L|R
i S e T o

Figure 3: Flags
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L- Fl ag

Li nk Down Indication. The L-Flag only has significance in the
Al'S nessage. For the LKR nessage, the L-Flag MJST be set to
zero and ignored on receipt. See Section 2.1.1 for details on
setting this bit.
R- Fl ag

The R-Flag is clear to indicate the presence of an FM condition
and is set to one to indicate the renoval of a previously sent
FM condi ti on.

Ref resh Ti ner

The maxi mumtinme between successive FM nessages specified in
seconds. The range is 1 to 20. The value 0 is not permtted.

Total TLV Length
The total length in bytes of all included TLVs.
4.1. Fault Managenent Message TLVs

TLVs are used in Fault Managenment nessages to carry information that
may not pertain to all nmessages as well as to allow for
extensibility. The TLVs currently defined are the IF_ID and the

Q@ obal _ID

TLVs have the followi ng fornmat:
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S

I Type I Length I I
i i S e e s il ol st S SR SR S .

! Val ue
:I-— i T S S S T i T i I S I S S
Figure 4. Fault TLV For nat
Type

Encodes how the Value field is to be interpreted.
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Lengt h

Specifies the length of the Value field in octets.

Val ue

Cctet string of Length octets that encodes information to be
interpreted as specified by the Type field.

4.1.1. Interface ldentifier TLV

The Interface Identifier (IF_ID) TLV carries the IF_ ID as defined in
RFC 6370 [5]. The Type is 1. The length is 0x8.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| MPLS- TP Node ldentifier |
i e e R e o o e i ol S N B S
| MPLS- TP I nterface Number |
B i s T T i i o S o T Ji I

Figure 5: Interface lIdentifier TLV Fornat

4.1.2. dobal ldentifier

The d obal Identifier (G@obal _ID) TLV carries the dobal _ID as
defined in RFC 6370 [5]. The Type is 2. The length is 0x4.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| MPLS- TP d obal Identifier |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 6: G obal ldentifier TLV Fornat
5. Sending and Receiving Fault Managenent Messages
5.1. Sending a Fault Managenent Message

Service disruptive conditions are indicated by sendi ng FM nessages.
The nessage type is set to the value corresponding to the condition.
The Refresh Tiner is set to the maxi mumtinme between successive FM
messages. This value MJUST NOT be changed on successive FM nessages
reporting the sane incident. |If the optional clearing procedures are
not used, then the default value is one second. Oherwi se, the
default value is 20 seconds.
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A dobal _ID MAY be included. |If the R Flag clearing procedures are
to be used, the IF_ID TLV MJST be included. Oherwise, the IF_ ID TLV
MAY be i ncl uded.

The nessage is then sent. Assuning the condition persists, the
message MJST be retransnitted two nore tines at an interval of one
second. Further retransnissions are made according to the val ue of
the Refresh Timer. Retransm ssions continue until the condition is
cl ear ed.

5.2. dearing a Fault Managenent |ndication

When a fault is cleared, a node MIST cease sending the associated FM
messages. Ceasing to send FM nessages will clear the indication
after 3.5 times the Refresh Tiner. To clear an indication nore

qui ckly, the follow ng procedure is used. The R Flag of the FM
message is set to one. Oher fields of the FM nessage SHOULD NOT be
nodi fied. The nessage is sent imediately and then retransmtted two
nmore tines at an interval of one second. Note, however, if another
fault occurs, the node MJIST cease these retransm ssions and generate
new FM nessages for the new fault.

5.3. Receiving a Fault Managenent Indication

When an FM nessage is received, a MEP examines it to ensure that it

is well formed. |If the nmessage type is reserved or unknown, the
message is ignored. If the version nunber is unknown, the nessage is
i gnor ed.

If the RRFlag is set to zero, the MEP checks to see if a condition
mat chi ng the nmessage type exists. |If it does not, the condition
specific to the message type is entered. An Expiration tiner is set
to 3.5 times the Refresh Tinmer. |f the nmessage type matches an

exi sting condition, the nessage is considered a refresh and the
Expiration tiner is reset. In both cases, if an IF.ID TLV is
present, it is recorded.

If the RRFlag is set to one, the MEP checks to see if a condition
mat chi ng the message type and IF_ID exists. |If it does, that
condition is cleared. Qherw se, the nessage is ignored.

If the Expiration tiner expires, the condition is cleared.
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6

M ni mum | npl ement ati on Requirenents
At a mnimum an inplenmentation MJUST support the foll ow ng:

1. Sending AIS and LKR nessages at a rate of one per second.
2. Support of setting the L-Flag to indicate a server-failure.

3. Receiving AIS and LKR nessages with any all owed Refresh Timer
val ue.

The following items are OPTIONAL to inpl enent.

1. Sending AIS and LKR nmessages with values of the Refresh Timer
ot her than one second.

2. Support of receiving the L-Flag.
3. Support of setting the R-Flag to a value other than zero.
4. Support of receiving the R-Fl ag.
5. Al TLVs.
Security Considerations

MPLS-TP is a subset of MPLS and so builds upon many of the aspects of
the security nodel of MPLS. MPLS networks nmake the assunption that
it is very hard to inject traffic into a network, and equally hard to
cause traffic to be directed outside the network. The control-plane
protocols utilize hop-by-hop security and assune a "chain-of-trust"
model such that end-to-end control -plane security is not used. For
nmore information on the generic aspects of MPLS security, see RFC
5920 [8].

Thi s docunent describes a protocol carried in the G ACh (RFC 5586
[4]) and so is dependent on the security of the GACh itself. The
G ACh is a generalization of the Associ ated Channel defined in RFC
4385 [6]. Thus, this docunment relies heavily on the security
mechani sns provided for the Associ ated Channel as described in those
two docunents.

A specific concern for the GACh is that is can be used to provide a
covert channel. This problemis w der than the scope of this
docunent and does not need to be addressed here, but it should be
noted that the channel provides end-to-end connectivity and SHOULD
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8.

8.

8.

NOT be policed by transit nodes. Thus, there is no sinple way of
preventing any traffic being carried in the G ACh between consenting
nodes.

A good discussion of the data-plane security of an Associ ated Channe
may be found in RFC 5085 [9]. That docunent al so describes sone
mtigation techniques.

It should be noted that the G ACh is essentially connection-oriented,
so injection or nodification of control nessages specified in this
docunent requires the subversion of a transit node. Such subversion
is generally considered hard to protect against in MPLS networks, and
i npossible to protect against at the protocol |evel. Mnagenent-

| evel techniques are nore appropriate.

Spurious fault OAM nessages forma vector for a denial-of-service
attack. However, since these nessages are carried in a contro
channel, except for one case discussed bel ow, one would have to gain
access to a node providing the service in order to effect such an
attack. Since transport networks are usually operated as a walled
garden, such threats are less likely.

If external MPLS traffic is mapped to an LSP via a PHP forwarding
operation, it is possible to insert a GAL followed by a fault OAM
message. In such a situation, an operator SHOULD protect against
this attack by filtering any fault OAM nessages with the GAL at the
top of the | abel stack.

I ANA Consi derations
1. Pseudowi re Associ ated Channel Type
Fault OAM requires a uni que Associ ated Channel Type that has been

assigned by IANA fromthe Pseudowi re Associ ated Channel Types
registry

Regi stry:
Val ue Descri ption TLV Fol |l ows Reference
0x0058 Fault OAM No (Thi s Docunent)

2. MPLS Fault OAM Message Type Registry

This section details the "MPLS Fault OAM Message Type Registry", a
new sub-registry of the "Multiprotocol Label Sw tching (MPLS)
Qperations, Adm nistration, and Managenent (OAM Paraneters”
registry. The Type space is divided into assignment ranges; the
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following terns are used in describing the procedures by which | ANA
al l ocates values (as defined in RFC 5226 [7]): "Standards Action" and
"Experinmental Use".

MPLS Fault OAM Message Types take values in the range 0-255.
Assignnents in the range 0-251 are via Standards Action; values in
the range 252-255 are for Experinmental Use and MJUST NOT be all ocat ed.

Message Types defined in this docunent are:

Msg Type Description

0 Reserved (not available for allocation)
1 Al arm I ndi cation Signal (AlYS)
2 Lock Report (LKR)

8.3. MPLS Fault OAM Fl ag Regi stry

This section details the "MPLS Fault OAM Fl ag Regi stry", a new sub-
registry of the "Miultiprotocol Label Swi tching (MPLS) Operations,
Adm ni stration, and Managenent (OAM Paraneters” registry. The Flag
space ranges fromO-7. Al flags are allocated by "Standards Action"
(as defined in RFC 5226 [7]).

Fl ags defined in this docunent are:

Bi t Hex Val ue Descri ption
0-5 Unassi gned
6 0x2 L- Fl ag
7 0x1 R- Fl ag

8.4. MPLS Fault OAM TLV Registry

This sections details the "MPLS Fault OAM TLV Regi stry", a new sub-
registry of the "Miultiprotocol Label Switching (MPLS) Operations,

Admi ni stration, and Managenent (OAM Paraneters" registry. The Type
space is divided into assignhment ranges; the followi ng terns are used
in describing the procedures by which | ANA al |l ocates val ues (as
defined in RFC 5226 [7]): "Standards Action", "Specification
Required", and "Experinental Use".

MPLS Fault OAM TLVs take values in the range 0-255. Assignments in
the range 0-191 are via Standards Action; assignnments in the range
192- 247 are made via "Specification Required"; values in the range
248- 255 are for Experinental Use and MJUST NOT be all ocat ed.
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TLVs defined in this docunent are:

0 Reserved (not available for allocation)
1 Interface Identifier TLV
2 G obal Identifier
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