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Abstract

Thi s docunent describes nethods for performng LSP ping (specified in
RFC 4379) traceroute over MPLS tunnels and for traceroute of stitched
MPLS Label Switched Paths (LSPs). The techniques outlined in RFC
4379 are insufficient to performtraceroute Forwardi ng Equival ency
Class (FEC) validation and path discovery for an LSP that goes over
other MPLS tunnels or for a stitched LSP. This docunment deprecates

t he Downstream Mapping TLV (defined in RFC 4379) in favor of a new
TLV that, along with other procedures outlined in this docunment, can
be used to trace such LSPs.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6424
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1.

1.

I nt roducti on

Thi s docunents descri bes nmethods for performng LSP ping (specified
in [RFC4379]) traceroute over MPLS tunnels. The techniques in

[ RFC4379] outline a traceroute nechani smthat includes Forwarding
Equi val ency O ass (FEC) validation and Equal Cost Multi-Path (ECVP)
pat h di scovery. Those nechanisns are insufficient and do not provide
details when the FEC being traced traverses one or nore MPLS tunnels
and when Label Switched Path (LSP) stitching [RFC5150] is in use.
Thi s docunent deprecates the Downstream Mappi hg TLV [ RFC4379],
introducing instead a new TLV that is nore extensible and that

enabl es retrieval of detailed information. Using the new TLV format
along with the existing definitions of [RFC4379], this document
descri bes procedures by which a traceroute request can correctly
traverse MPLS tunnels with proper FEC and | abel validati ons.

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Moti vati on

An LSP ping traceroute may cross nultiple MPLS tunnels en route to
the destination. Let us consider a sinple case.

A B C D E
0 -------- 0 -------- 0 --------- 0 --------- 0
v /] I\ N /
LDP | RSWP RSVP | LDP
I I
\ /
LDP

Figure 1: LDP over RSVP Tunnel

When a traceroute is initiated fromrouter A router B returns
downstream mappi ng information for node Cin the MPLS echo reply.

The next MPLS echo request reaches router Cwith an LDP FEC. Node C
is a pure RSVP node and does not run LDP. Node C will receive the
MPLS echo request with two | abels but only one FEC in the Target FEC
stack. Consequently, node Cwill be unable to performa conplete FEC

validation. It will let the trace continue by just providing next-
hop informati on based on the incom ng | abel, and by | ooking up the
forwarding state associated with that |abel. However, ignoring FEC

val i dation defeats the purpose of control-plane validations. The
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MPLS echo request should contain sufficient information to all ow node
Cto perform FEC validations to catch any mi srouted echo requests.

The above probl em can be extended for a generic case of hierarchica
tunnels or stitched tunnels (e.g., B-C can be a separate RSVP tunne
and C-D can be a separate RSVP tunnel). The problem of FEC
validation for tunnels can be solved if the transit routers (router B
in the above exanple) provide some information to the ingress
regarding the start of a new tunnel

Stitched LSPs involve two or nore LSP segnents stitched together

The LSP segnents can be signal ed using the sane or different
signaling protocols. In order to performan end-to-end trace of a
stitched LSP, the ingress needs to know FEC i nformati on regarding
each of the stitched LSP segnments. For exanple, consider the figure

bel ow.

A B C D E F
0O -------- 0O -------- 0 --------- 0O -------- 0 ------- 0]
\ / \ / \ / \ [\ /
LDP LDP BGP RSVP RSVP

Figure 2: Stitched LSP
Consi der ingress (A) tracing end-to-end stitched LSP A--F. Wen an
MPLS echo request reaches router C, there is a FEC stack change
happening at router C. Wth current LSP ping [ RFC4379] mechani sms,
there is no way to convey this information to A Consequently, when
the next echo request reaches router D, router D will know not hing
about the LDP FEC that Ais trying to trace

Thus, the procedures defined in [ RFC4379] do not make it possible for
the ingress node to:

1. Know that tunneling has occurred.
2. Trace the path of the tunnel
3. Trace the path of stitched LSPs.
3. Packet Fornmat
3.1. Sumary of Changes
In many cases, there is a need to associate additional data in the
MPLS echo reply. In nost cases, the additional data needs to be

associ ated on a per-downstream nei ghbor basis. Currently, the MPLS
echo reply contai ns one Downstream Mappi hg TLV ( DSMAP) per downstream
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3.

3.

3.

nei ghbor. However, the DSMAP format is not extensible; hence, it is
not possible to associate nmore information with a downstream

nei ghbor. This docunent defines a new extensible format for the
DSMAP and provi des mechani sns for solving the tunnel ed LSP ping
probl emusing the new format. |In sunmary, this docunent nakes the
foll owi ng TLV changes:

0 Addition of new Downstream Detail ed Mappi ng TLV ( DDVAP) .
0 Deprecation of existing Downstream Mappi ng TLV ( DSVAP) .
0 Addition of Downstream FEC stack change sub-TLV to DDVAP.
2. New Return Codes
2.1. Return Code per Downstream

A new Return Code is being defined "See DDM TLV for Return Code and
Return Subcode" (Section 6.3) to indicate that the Return Code is per
Downst ream Det ai | ed Mapping TLV (Section 3.3). This Return Code MUST
be used only in the nessage header and MJST be set only in the MPLS
echo reply nessage. |If the Return Code is set in the MPLS echo
request nessage, then it MJST be ignored. When this Return Code is
set, each Downstream Detail ed Mappi ng TLV MJST have an appropriate
Return Code and Return Subcode. This Return Code MJST be used when
there are multiple downstreans for a given node (such as Point to
Mul tipoint (P2MP) or Equal Cost Multi-Path (ECVMP)), and the node
needs to return a Return Code/ Return Subcode for each downstream
This Return Code MAY be used even when there is only one downstream
for a given node.

2. 2. Return Code for Stitched LSPs

When a traceroute is being perfornmed on stitched LSPs

(Section 4.1.2), the stitching point SHOULD i ndicate the stitching
action to the node performing the trace. This is done by setting the
Return Code to "Label switched with FEC change" (Section 6.3). |If a
node is performng FEC hiding, then it MAY choose to set the Return
Code to a value (specified in [ RFC4379]) other than "Label sw tched
with FEC change". The Return Code "Label switched with FEC change"
MUST NOT be used if no FEC stack sub-TLV (Section 3.3.1.3) is present
in the Downstream Detail ed Mapping TLV(s). This new Return Code MAY
be used for hierarchical LSPs (for indicating the start or end of an
outer LSP).
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3.3. Downstream Detail ed Mappi ng TLV

20 Downst r eam Det ai | ed Mappi ng

The Downstream Detail ed Mappi ng object is a TLV that MAY be incl uded
in an MPLS echo request nessage. Only one Downstream Det ail ed

Mappi ng obj ect may appear in an echo request. The presence of a
Downst ream Det ai | ed Mappi ng object is a request that Downstream

Det ai | ed Mappi ng objects be included in the MPLS echo reply. If the
replying router is the destination (Label Edge Router) of the FEC
then a Downstream Detail ed Mappi ng TLV SHOULD NOT be included in the
MPLS echo reply. Qherwi se, the replying router SHOULD i ncl ude a
Downst ream Det ai | ed Mappi ng object for each interface over which this
FEC coul d be forwarded.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Mru | Address Type | DS Fl ags |
e s o i T e ok o i R S
| Downst r eam Address (4 or 16 octets) |
i e e R e o o e e e b i o S SR S T
| Downstream I nterface Address (4 or 16 octets) |
B i s T T i i o S o T Ji I
| Return Code | Return Subcode| Sub-tlv Length |
e s o i T e i SR S S

Li st of Sub-TLVs
:l-— B i T i T S i s S S N e s o T S +
Fi gure 3: Downstream Detail ed Mapping TLV

The Downstream Detail ed Mapping TLV format is derived fromthe
Downst ream Mappi ng TLV format. The key change is that variable
I ength and optional fields have been converted into sub-TLVs. The
fields have the sane use and neaning as in [RFC4379]. A summary of
the fields taken fromthe Downstream Mapping TLV is as bel ow
Maxi mum Transmi ssion Unit (MIU)

The MIU is the size in octets of the largest MPLS frane (i ncluding

| abel stack) that fits on the interface to the Downstream Label
Swi tching Router (LSR).
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Addr ess Type

The Address Type indicates if the interface is nunbered or
unnunbered. It also determ nes the Iength of the Downstream IP
Address and Downstream I nterface fields.

DS Fl ags
The DS Flags field is a bit vector of various flags.
Downst r eam Address and Downstream | nterface Address

| Pv4 addresses and interface indices are encoded in 4 octets; |Pv6
addresses are encoded in 16 octets. For details regarding setting
the address value, refer to [ RFC4379].

The newl y added sub-TLVs and their fields are as described bel ow.
Ret urn Code

The Return Code is set to zero by the sender. The receiver can
set it to one of the values specified in the "Multi-Protocol Labe
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters"
registry, "Return Codes" sub-registry.

If the receiver sets a non-zero value of the Return Code field in
the Downstream Detail ed Mapping TLV, then the receiver MJST al so
set the Return Code field in the echo reply header to "See DDM TLV
for Return Code and Return Subcode" (Section 6.3). An exception
tothis is if the receiver is a bud node [ RFC4461] and is replying
as both an egress and a transit node with a Return Code of 3
("Replying router is an egress for the FEC at stack-depth <RSC")
in the echo reply header

If the Return Code of the echo reply nessage is not set to either
"See DDM TLV for Return Code and Return Subcode" (Section 6.3) or
"Replying router is an egress for the FEC at stack-depth <RSC",
then the Return Code specified in the Downstream Detail ed Mappi ng
TLV MJST be i gnored.

Ret urn Subcode

The Return Subcode is set to zero by the sender. The receiver can
set it to one of the values specified in the "Milti-Protocol Labe
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters”
registry, "Return Codes" sub-registry. This fieldis filled in
with the stack-depth for those codes that specify the stack-depth.
For all other codes, the Return Subcode MJUST be set to zero.
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If the Return Code of the echo reply nessage is not set to either
"See DDM TLV for Return Code and Return Subcode" (Section 6.3) or
"Replying router is an egress for the FEC at stack-depth <RSC",
then the Return Subcode specified in the Downstream Detail ed
Mappi ng TLV MJUST be ignored.

Sub-tlv Length
Total length in bytes of the sub-TLVs associated with this TLV.
3.3.1. Sub-TLVs

This section defines the sub-TLVs that MAY be included as part of the
Downst ream Det ai | ed Mappi ng TLV.

Sub- Type Val ue Field

1 Mul tipath data
2 Label stack
3 FEC st ack change

3.3.1.1. Miltipath Data Sub-TLV

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Mul ti path Type | Mul tipath Length | Reserved (MBZ)
T o R it ol o T R e S e i s ks st (IE B TR i i SR i TR o

(Multipath I nformation)

+—— +—

I
|
i T S T i s sl ol S S S Y
Figure 4: Miltipath Sub-TLV

The nultipath data sub-TLV includes Multipath Information. The sub-
TLV fields and their usage is as defined in [RFC4379]. A brief
summary of the fields is as bel ow
Mul tipath Type

The type of the encoding for the Multipath |nfornation.
Mul tipath Length

The length in octets of the Multipath Infornation.
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MBZ
MJST be set to zero when sending; MJST be ignored on receipt.
Mul tipath Information
Encoded nultipath data, according to the Miltipath Type.
3.3.1.2. Label Stack Sub-TLV

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Downst r eam Label | Pr ot ocol |
B i s T T i i o S o T Ji I

T e L o o o e i i s it NN R SR S B S
Downst r eam Label | Pr ot ocol |
B i s T T i i o S o T Ji I

Figure 5: Label Stack Sub-TLV

The Label stack sub-TLV contains the set of labels in the | abel stack
as it would have appeared if this router were forwardi ng the packet
through this interface. Any Inmplicit Null |abels are explicitly

i ncluded. The nunber of |abel/protocol pairs present in the sub-TLV
is determ ned based on the sub-TLV data length. The |abel fornmat and
protocol type are as defined in [RFC4379]. Wen the Downstream
Detail ed Mapping TLV is sent in the echo reply, this sub-TLV MJST be
i ncl uded.

Downst r eam Label

A Downstream | abel is 24 bits, in the same format as an MPLS | abel
mnus the Time to Live (TTL) field, i.e., the MSBit of the | abel
is bit 0, the LSBit is bit 19, the Traffic Cass (TC) field

[ RFC5462] is bits 20-22, and Sis bit 23. The replying router
SHOULD fill in the TCfield and S bit; the LSR receiving the echo
reply MAY choose to ignore these.

Pr ot ocol

This specifies the |abel distribution protocol for the Downstream
| abel .
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3.3.1.3. FEC Stack Change Sub-TLV

A router MJST include the FEC stack change sub-TLV when the
downstream node in the echo reply has a different FEC Stack than the
FEC Stack received in the echo request. One or nore FEC stack change
sub- TLVs MAY be present in the Downstream Detail ed Mappi ng TLV. The
format is as bel ow

0 1 2 3

012345678901234567890123456789012
i I S T S S i I S A SHE N SR
| Operation Type | Address Type | FEC-tlv length] Reserved |
I T I e i I i S S Sk i
| Renote Peer Address (0, 4 or 16 octets) |
e o I e e ol i I T T T S S e e e e i i ol it T R R

FEC TLV

.+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-.+
Figure 6: FEC Stack Change Sub-TLV
Qperation Type

The operation type specifies the action associated with the FEC
stack change. The follow ng operation types are defined:

Type # Operation
1 Push
2 Pop

Addr ess Type

The Address Type indicates the renpte peer’s address type. The
Address Type is set to one of the follow ng values. The length of
the peer address is determ ned based on the address type. The
address type MAY be different fromthe address type included in
the Downstream Detail ed Mapping TLV. This can happen when the LSP
goes over a tunnel of a different address fanmily. The address
type MAY be set to Unspecified if the peer address is either
unavail able or the transit router does not wish to provide it for
security or adm nistrative reasons.
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Type # Address Type Address | ength

0 Unspeci fi ed 0
1 | Pv4 4
2 | Pv6 16

FEC TLV Length

Length in bytes of the FEC TLW.
Reserved

This field is reserved for future use and MJST be set to zero.
Renot e Peer Address

The renote peer address specifies the renote peer that is the
next - hop for the FEC being currently traced. For exanple, in the
LDP over RSVP case in Figure 1, router B would respond back wth
the address of router D as the renote peer address for the LDP FEC
being traced. This allows the ingress node to provide infornmation
regarding FEC peers. |If the operation type is PUSH, the renote
peer address is the address of the peer from which the FEC being
pushed was |l earned. |If the operation type is POP, the renote peer
address MAY be set to Unspecifi ed.

For upstream assi gned | abels [ RFC5331], an operation type of POP
will have a renote peer address (the upstream node that assigned
the |l abel) and this SHOULD be included in the FEC stack change
sub-TLV. The renote peer address MAY be set to Unspecified if the
address needs to be hidden.

FEC TLV

The FEC TLV is present only when the FEC-tlv length field is non-
zero. The FEC TLV specifies the FEC associated with the FEC stack
change operation. This TLV MAY be included when the operation
type is POP. It MIST be included when the operation type is PUSH.
The FEC TLV contains exactly one FEC fromthe |ist of FECs
specified in [RFC4379]. A Nl FEC MAY be associated with a PUSH
operation if the responding router wi shes to hide the details of

t he FEC bei ng pushed.
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FEC stack change sub-TLV operation rules are as foll ows:

a. A FEC stack change sub-TLV contai ning a PUSH operati on MJST NOT
be followed by a FEC stack change sub-TLV contai ning a POP
operati on.

b. One or nore POP operations MAY be foll owed by one or nore PUSH
operati ons.

c. One FEC stack change sub-TLV MJST be included per FEC stack
change. For exanple, if 2 |abels are going to be pushed, then
one FEC stack change sub-TLV MJST be included for each FEC

d. A FEC splice operation (an operation where one FEC ends and
anot her FEC starts, see Figure 7) MJST be perforned by including
a POP type FEC stack change sub-TLV followed by a PUSH type FEC
stack change sub- TLV.

e. A Downstream detail ed mappi ng TLV contai ning only one FEC stack
change sub-TLV with Pop operation is equivalent to | S ECGRESS
(Return Code 3, [RFC4379]) for the outernmost FEC in the FEC
stack. The ingress router performng the MPLS traceroute MJUST
treat such a case as an IS ECRESS for the outernpst FEC

3.4. Deprecation of Downstream Mapping TLV

Thi s docunent deprecates the Downstream Mappi ng TLV. LSP ping
procedures shoul d now use the Downstream Detail ed Mappi ng TLV.
Detai |l ed procedures regarding interoperability between the deprecated
TLV and the new TLV are specified in Section 4.4.

4. Perform ng MPLS Traceroute on Tunnels

Thi s section describes the procedures to be followed by an LSP
i ngress node and LSP transit nodes when perform ng MPLS traceroute
over MPLS tunnels.

4.1. Transit Node Procedure
4.1.1. Addition of a New Tunne

A transit node (Figure 1) knows when the FEC being traced is going to
enter a tunnel at that node. Thus, it knows about the new outer FEC
Al transit nodes that are the origination point of a new tunne
SHOULD add the FEC stack change sub-TLV (Section 3.3.1.3) to the
Downst ream Det ai | ed Mapping TLV (Figure 3) in the echo reply. The
transit node SHOULD add one FEC stack change sub-TLV of operation
type PUSH, per new tunnel being originated at the transit node.
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A transit node that sends a Downstream FEC stack change sub-TLV in
the echo reply SHOULD fill the address of the rempte peer; which is
the peer of the current LSP being traced. |If the transit node does
not know the address of the renote peer, it MJST set the address type
to Unspecifi ed.

The Label stack sub-TLV MJST contain one additional |abel per FEC

bei ng PUSHed. The | abel MUST be encoded as per Figure 5. The | abel
val ue MJUST be the value used to switch the data traffic. If the
tunnel is a transparent pipe to the node, i.e. the data-plane trace
will not expire in the mddle of the new tunnel, then a FEC stack
change sub-TLV SHOULD NOT be added and the Label stack sub-TLV SHOULD
NOT contain a | abel corresponding to the hidden tunnel.

If the transit node wi shes to hide the nature of the tunnel fromthe
i ngress of the echo request, then it MAY not want to send details
about the new tunnel FEC to the ingress. |In such a case, the transit
node SHOULD use the Nil FEC. The echo reply would then contain a FEC
stack change sub-TLV with operation type PUSH and a Nil FEC. The
value of the label in the NIl FEC MJUST be set to zero. The renpte
peer address type MJST be set to Unspecified. The transit node
SHOULD add one FEC stack change sub-TLV of operation type PUSH, per
new tunnel being originated at the transit node. The Label stack
sub- TLV MJST contain one additional |abel per FEC being PUSHed. The
| abel val ue MUST be the value used to switch the data traffic.

4.1.2. Transition between Tunnel s

LDP LDP BGP RSVP RSVP

Figure 7: Stitched LSPs

In the above figure, we have three separate LSP segnents stitched at
C and D. Node C SHOULD include two FEC stack change sub-TLVs. One
with a POP operation for the LDP FEC and one with the PUSH operation
for the BG®P FEC. Simlarly, node D SHOULD i nclude two FEC stack
change sub-TLVs, one with a POP operation for the BG FEC and one
with a PUSH operation for the RSVP FEC. Nodes C and D SHOULD set the
Return Code to "Label switched with FEC change" (Section 6.3) to

i ndi cate change in FEC being traced.

If node C wishes to performFEC hiding, it SHOULD respond back wth
two FEC stack change sub-TLVs, one PCP followed by one PUSH. The POP
operation MAY either exclude the FEC TLV (by setting the FEC TLV
length to 0) or set the FEC TLV to contain the LDP FEC. The PUSH
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operation SHOULD have the FEC TLV containing the Nil FEC. The Return
Code SHOULD be set to "Label switched with FEC change".

If node C perforns FEC hiding and node D al so perforns FEC hiding,
then node D MAY choose to not send any FEC stack change sub-TLVs in
the echo reply since the nunber of |abels has not changed (for the
downstream of node D) and the FEC type al so has not changed (Nl
FEC). In such a case, node D MJUST NOT set the Return Code to "Label
switched with FEC change". |If node D performs FEC hiding, then node
Fwill respond as IS EGRESS for the Nil FEC. The ingress (node A)
will know that | S EGRESS corresponds to the end-to-end LSP.

A B C D E F
0O -------- 0O -------- 0O --------- 0O --------- O --------- (0]
\ I\ / . /
LDP |\ RSVP- A | LDP

|\ /|

| RSVP- B |

\ /

LDP

Figure 8: Hierarchical LSPs
In the above figure, we have an end-to-end LDP LSP between nodes A
and F. The LDP LSP goes over RSVP LSP RSVP-B. LSP RSVP-B itself
goes over another RSVP LSP RSVP-A. Wien node Ainitiates a
traceroute for the end-to-end LDP LSP, then foll owi ng sequence of FEC
stack change sub-TLVs will be perforned
Node B:
Respond with two FEC stack change sub-TLVs: PUSH RSVP-B, PUSH RSVP- A
Node D
Respond with Return Code 3 when RSVP-A is the top of FEC stack. Wen

the echo request contains RSVP-B as top of stack, respond with
Downst ream i nformati on for node E and an appropriate Return Code.
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If node B is performng tunnel hiding, then:
Node B:

Respond with two FEC stack change sub-TLVs: PUSH Nil FEC, PUSH Ni |
FEC.

Node D:

If D determines that the Nil FEC corresponds to RSVP-A, which
termnates at D, then it SHOULD respond with Return Code 3. D can
al so respond with FEC stack change sub-TLV: POP (since D knows that
nunber of | abels towards next-hop is decreasing). Both responses
woul d be valid.

A B C D E F G
0 -------- 0 -------- 0 ------ 0 ------ 0 ----- 0 ----- 0
LDP LDP BGP \ RSW RSVP / LDP
\ /
LDP

Figure 9: Stitched Hierarchical LSPs

In the above case, node Dwill send three FEC stack change sub- TLVs.
One POP (for the BGP FEC) foll owed by two PUSHes (one for LDP and one
for RSVP). Nodes C and D SHOULD set the Return Code to "Label

swi tched with FEC change” (Section 6.3) to indicate change in FEC

bei ng traced.

4.1.3. Modification to FEC Validation Procedure on Transit

Section 4.4 of [RFC4379] specifies Target FEC stack validation
procedures. This docunent enhances the FEC validation procedures as
follows. |If the outernbst FEC of the target FEC stack is the Nl
FEC, then the node MJST skip the target FEC validation conpletely.
This is to support FEC hiding, in which the outer hidden FEC can be
the Nil FEC.

4.2. Mdification to FEC Validation Procedure on Egress

Section 4.4 of [RFC4379] specifies Target FEC stack validation
procedures. This docunent enhances the FEC validation procedures as
follows. |If the outernpobst FEC of the Target FEC stack is the Nl
FEC, then the node MJST skip the target FEC validation conpletely.
This is to support FEC hiding, in which the outer hidden FEC can be
the Nil FEC
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4.3. Ingress Node Procedure

It is the responsibility of an ingress node to understand tunne
within tunnel semantics and LSP stitching semantics when performng a
MPLS traceroute. This section describes the ingress node procedure
based on the kind of reply an ingress node receives froma transit
node.

4.3.1. Processing Downstream Det ai |l ed Mappi ng TLV

Downst r eam Det ai | ed Mappi ng TLV shoul d be processed in the sane way
as the Downstream Mapping TLV, defined in Section 4.4 of [RFC4379].
Thi s section describes the procedures for processing the new el enents
introduced in this docunent.

4.3.1.1. Stack Change Sub-TLV Not Present

This woul d be the default behavior as described in [ RFC4379]. The
i ngress node MJST perform MPLS echo reply processing as per the
procedures in [ RFC4379].

4.3.1.2. Stack Change Sub-TLV(s) Present

If one or nore FEC stack change sub-TLVs (Section 3.3.1.3) are
received in the MPLS echo reply, the ingress node SHOULD process them
and perform sone validation.

The FEC stack changes are associated with a downstream nei ghbor and
along a particular path of the LSP. Consequently, the ingress wll
need to maintain a FEC stack per path being traced (in case of

mul tipath). Al changes to the FEC stack resulting fromthe
processi ng of FEC stack change sub-TLV(s) should be applied only for
the path along a given downstream nei ghbor. The follow ng al gorithm
shoul d be followed for processing FEC stack change sub-TLVs.
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push_seen = FALSE
fec_stack_depth
saved _fec_stack

current-dept h- of - f ec- st ack- bei ng-traced
current _fec_stack

while (sub-tlv = get _next _sub_tlv(downstreamdetailed map tlv))
if (sub-tlv == NULL) break
if (sub-tlv.type == FEC Stack- Change) {

if (sub-tlv.operation == POP) {
if (push_seen) {
Drop the echo reply
current _fec stack = saved fec_stack
return

}

if (fec_stack depth == 0) {
Drop the echo reply
current _fec _stack = saved fec_stack
return

}

Pop FEC from FEC stack being traced
fec_stack_depth--;
}

if (sub-tlv.operation == PUSH) {
push_seen =1
Push FEC on FEC stack being traced
fec_stack_dept h++;

if (fec_stack depth == 0) {
Drop the echo reply
current _fec_stack = saved_fec_stack
return

Figure 10: FEC Stack Change Sub-TLV Processing CGuideline
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The next MPLS echo request along the same path should use the
modi fi ed FEC stack obtained after processing the FEC stack change
sub-TLVs. A non-Ni| FEC guarantees that the next echo request al ong
the sanme path will have the Downstream Detail ed Mappi ng TLV vali dated
for IP address, Interface address, and | abel stack ni smatches.

If the top of the FEC stack is a Nil FEC and the MPLS echo reply does
not contain any FEC stack change sub-TLVs, then it does not
necessarily nean that the LSP has not started traversing a different
tunnel. It could be that the LSP associated with the Nil FEC
termnated at a transit node and at the same time a new LSP started
at the sanme transit node. The Nil FEC would now be associated with
the new LSP (and the ingress has no way of knowing this). Thus, it
is not possible to build an accurate hierarchical LSP topology if a
traceroute contains Nl FECs.

4.3.2. Modifications to Handling a Return Code 3 Reply.

The procedures above allow the addition of new FECs to the original
FEC being traced. Consequently, a reply froma downstream node wth
Return Code 3 (IS _ EGRESS) may not necessarily be for the FEC being
traced. It could be for one of the new FECs that was added. On
receipt of an | S EGRESS reply, the LSP ingress should check if the
depth of Target FEC sent to the node that just responded, was the
same as the depth of the FEC that was being traced. |If it was not,
then it should pop an entry fromthe Target FEC stack and resend the
request with the same TTL (as previously sent). The process of
popping a FEC is to be repeated until either the LSP ingress receives
a non-1S EGRESS reply or until all the additional FECs added to the
FEC stack have al ready been popped. Using an IS EGRESS reply, an
ingress can build a map of the hierarchical LSP structure traversed
by a given FEC

4.3.3. Handling of New Return Codes

When the MPLS echo reply Return Code is "Label switched with FEC
change" (Section 3.2.2), the ingress node SHOULD nani pul ate the FEC
stack as per the FEC stack change sub-TLVs contained in the
downstream detail ed mapping TLV. A transit node can use this Return
Code for stitched LSPs and for hierarchical LSPs. In case of ECWP or
P2MP, there could be nultiple paths and Downstream Detail ed Mappi ng
TLVs with different Return Codes (Section 3.2.1). The ingress node
shoul d build the topol ogy based on the Return Code per ECMP pat h/ P2MP
br anch.
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4. 4.

Handl i ng Deprecat ed Downstream Mappi ng TLV

The Downstream Mappi ng TLV has been deprecated. Applications should
now use the Downstream Detail ed Mapping TLV. The foll ow ng
procedures SHOULD be used for backward conpatibility with routers
that do not support the Downstream Detail ed Mapping TLV.

0

5.

1.

The Downstream Mapping TLV and the Downstream Detail ed Mappi ng TLV
MJUST never be sent together in the same MPLS echo request or in
the sanme MPLS echo reply.

If the echo request contains a Downstream Detail ed Mappi ng TLV and
the correspondi ng echo reply contains a Return Code 2 ("One or
more of the TLVs was not understood"), then the sender of the echo
request MAY resend the echo request with the Downstream Mappi ng
TLV (instead of the Downstream Detail ed Mapping TLV). |n cases
where a detailed reply is needed, the sender can choose to ignore
the router that does not support the Downstream Detail ed Mappi ng
TLV.

If the echo request contains a Downstream Mapping TLV, then a
Downst ream Det ai | ed Mappi ng TLV MJUST NOT be sent in the echo
reply. This is to handle the case that the sender of the echo
request does not support the new TLV. The echo reply MAY contain
Downst r eam Mappi ng TLV(S).

If echo request forwarding is in use (such that the echo request
is processed at an internediate LSR and then forwarded on), then
the intermedi ate router is responsible for making sure that the
TLVs being used anpong the ingress, internmedi ate and destination
are consistent. The internediate router MJST NOT forward an echo
request or an echo reply containing a Downstream Det ai | ed Mappi ng
TLV if it itself does not support that TLV.

Security Considerations

If a network operator wants to prevent tracing inside a tunnel,
one can use the Pipe Mdel [RFC3443], i.e., hide the outer MPLS
tunnel by not propagating the MPLS TTL into the outer tunnel (at
the start of the outer tunnel). By doing this, MPLS traceroute
packets will not expire in the outer tunnel and the outer tunnel
will not get traced.

If one doesn’t wish to expose the details of the new outer LSP,
then the Nil FEC can be used to hide those details. Using the
Nil FEC ensures that the trace progresses w thout fal se negatives
and all transit nodes (of the new outer tunnel) perform sone

m ni mal validations on the received MPLS echo requests.
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O her security considerations, as discussed in [RFC4379], are also
applicable to this docunent.

6. | ANA Consi derations
6. 1. New TLV

| ANA has assigned a TLV type value to the followi ng TLV fromthe

"Ml tiprotocol Label Switching Architecture (MPLS) Label Switched
Pat hs (LSPs) Ping Paraneters" registry, "TLVs and sub-TLVs" sub-

registry.

Downst ream Det ai | ed Mappi ng TLV (see Section 3.3): 20.
6.2. New Sub-TLV Types and Associ ated Registry

| ANA has registered the Sub-Type field of Downstream Detail ed Mappi ng
TLV. The valid range for this is 0-65535. Assignnments in the range
0- 16383 and 32768-49161 are nade via Standards Action as defined in

[ RFC3692]; assignments in the range 16384-31743 and 49162-64511 are
made via Specification Required [ RFC4379]; values in the range 31744-
32767 and 64512- 65535 are for Vendor Private Use, and MJUST NOT be

all ocated. |If a sub-TLV has a Type that falls in the range for
Vendor Private Use, the Length MJUST be at |east 4, and the first four
octets MJST be that vendor’s SM Enterprise Code, in network octet
order. The rest of the Value field is private to the vendor.

I ANA has assigned the follow ng sub-TLV types (see Section 3.3.1):
Multipath data: 1
Label stack: 2
FEC stack change: 3

6.3. New Return Codes
I ANA has assigned new Return Code values fromthe "Milti-Protocol
Label Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters”

registry, "Return Codes" sub-registry, as follows using a Standards
Action val ue.

Val ue Meani ng
14 See DDM TLV for Return Code and Return Subcode
15 Label switched with FEC change
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