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Abst ract

This meno describes the requirements for a crypto-agility solution
for Renote Authentication Dial-In User Service (RAD US).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6421

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

1.1. Genera

At the | ETF 66 neeting, the RADI US Extensions (RADEXT) Wbrking G oup
(W5 was asked by menbers of the Security Area Directorate to prepare
a formal description of a crypto-agility work item and correspondi ng
charter mlestones. After consultation with one of the Security Area
Directors (Russ Housley), text was initially proposed on the RADEXT
WG mailing list on Cctober 26, 2006. The follow ng summari zes that
pr oposal
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1.

1.

2

3.

The RADEXT WG wi Il review the security requirenments for crypto-
agility in | ETF protocols, and identify the deficiencies of the
exi sting RADI US protocol specifications against these
requirenents. Specific attention will be paid to RFC 4962

[ RFC4962] .

The RADEXT WG wi || propose one or nore specifications to remediate
any identified deficiencies in the crypto-agility properties of
the RADI US protocol. The known deficiencies include the issue of
negoti ati on of substitute algorithns for the nessage digest
functions, the key-wrap functions, and the password- hiding
function. Additionally, at |east one mandatory to inpl enent
cryptographic algorithmw |l be defined in each of these areas, as
required.

Thi s docunent describes the features, properties, and linitations of
RADI US crypto-agility solutions; defines the term"crypto-agility" as
used in this context; and provides the notivations for this work.

The requirenents defined in this neno have been devel oped based on
emai | nessages posted to the RADEXT WG nmailing list, which may be
found in the archives of that list. The purpose of fram ng the
requirenents in this nmeno is to formalize and archive themfor future
reference and to bring themexplicitly to the attention of the | ESG
and the | ETF community as we proceed with this work.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

A RADIUS crypto-agility solution is not conpliant with this
specification if it fails to satisfy one or nore of the MUST or MJST
NOT statements. A solution that satisfies all the MJST, MJST NOT,
SHOULD, and SHOULD NOT statements is said to be "unconditionally
compliant"; one that satisfies all the MJST and MUST NOT statenents
but not all the SHOULD or SHOULD NOT requirenments is said to be
"conditionally conpliant”.

Publ i cati on Process

RADI US [ RFC2865] is a wi dely depl oyed protocol that has attained

Draft Standard status based on nultiple i ndependent interoperable
i npl ementations. Therefore, it is desirable that a high | evel of
interoperability be nmaintained for crypto-agility solutions.
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To ensure that crypto-agility solutions published on the standards
track are well specified and interoperable, the RADEXT W5 has adopt ed
a two phase process for standards-track publication of crypto-agility
sol utions.

In the initial phase, crypto-agility solutions adopted by the working
group will be published as Experinmental. These docunents shoul d
contain a description of the inplenmentati ons and experinmenta

depl oynents in progress as well as an evaluation of the proposa

agai nst the requirenents described in this docunent.

The working group will then select proposals to advance on the
standards track. Criteria to be used include evaluation of the
proposal against the requirenents, summary of the experinmenta
depl oynent experience, and evidence of multiple interoperable

i mpl ement ati ons.

2. A Wrking Definition of Crypto-Agility

Crypto-agility is the ability of a protocol to adapt to evol ving
cryptography and security requirenents. This may include the

provi sion of a nodul ar mechanismto allow cryptographic algorithns to
be updated w thout substantial disruption to fielded inplenentations.
It may provide for the dynami c negotiation and installation of
cryptographic algorithns within protocol inplenentations (think of
Dynam c-Link Libraries (DLL)).

In the specific context of the RADI US protocol and RADI US

i npl ementations, crypto-agility may be better defined as the ability
of RADIUS inplenmentations to automatically negotiate cryptographic

al gorithms for use in RADI US exchanges, including the algorithms used
to integrity protect and authenticate RADI US packets and to hide

RADI US attributes. This capability covers all RADI US nessage types:
Access- Request / Response, Accounti ng- Request/ Response, CoA/ Di sconnect -
Request/ Response, and Status-Server. Negotiation of cryptographic

al gorithnms MAY occur within the RADI US protocol, or within a | ower

| ayer such as the transport |ayer

Proposal s MUST NOT introduce generic new capability negotiation
features into the RADIUS protocol or require changes to the RADI US
operational nodel as defined in "RAD US Design Cuidelines" [RFC6158],
Section 3.1 and Appendi x A. 4. A proposal SHOULD focus on the crypto-
agility problem and nothing el se. For exanple, proposals SHOULD NOT
require new attribute formats and SHOULD be conpatible with the

gui dance provided in [RFC6158], Section 2.3. Issues of backward
conpatibility are described in nore detail in Section 4.3.
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3.

4.

4.

The Current State of RADIUS Security

RADI US packets, as defined in [RFC2865], are protected by an M5
message integrity check (MC within the Authenticator field of

RADI US packets other than Access-Request [RFC2865] and Status- Server
[ RFC5997]. The Message- Authenticator Attribute utilizes HVAC-MD5 to
authenticate and integrity protect RADI US packets.

Wi | e RADI US does not support confidentiality of entire packets,
various RADI US attributes support encrypted (al so known as "hi dden")
val ues, including User-Password (defined in [ RFC2865], Section 5.2),
Tunnel - Password (defined in [ RFC2868], Section 3.5), and vari ous
Vendor - Specific Attributes, such as the Ms-MPPE-Send-Key and

M5- MPPE- Recv- Key attributes (defined in [RFC2548], Section 2.4).
General | y speaking, the hiding nmechani smuses a stream ci pher based
on a key streamfroman MD5 digest. Attacks against this nechanism
are described in "RADIUS Support for EAP" [RFC3579], Section 4.3.4.

"Updat ed Security Considerations for the MD5 Message-Di gest and the
HVAC- MD5 Al gorithms" [RFC6151] di scusses security considerations for
use of the MD5 and HVAC-MD5 al gorithns. VWhile the advances in M5
collisions do not imrediately conprom se the use of MD5 or HVAC- MD5
for the purposes used within RAD US absent know edge of the

RADI US shared secret, the progress toward conproni se of MD5' s basic
crypt ographi ¢ assunptions has resulted in the deprecation of M5
usage in a variety of applications. As noted in [ RFC6151],

Section 2:

MD5 is no | onger acceptable where collision resistance is required
such as digital signatures. It is not urgent to stop using MD5 in
ot her ways, such as HVAC- MD5; however, since MD5 must not be used
for digital signatures, new protocol designs should not enploy
HVAC- MD5.

The Requirenents
1. Overall Solution Approach

RADI US crypto-agility solutions are not restricted to utilizing
technol ogy described in existing RFCs. Since RADI US over |Psec is
al ready described in Section 5 of "RADIUS and | Pv6" [RFC3162] and
Section 4.2 of [RFC3579], this technique is already available to
those who wish to use it. Therefore, it is expected that proposals
will utilize other techniques.
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4.2. Security Services

Proposal s MUST support the negotiation of cryptographic algorithns
for per-packet integrity/authentication protection. Proposals also
MUST support per-packet replay protection for all RADH US nessage
types. Crypto-agility solutions MJST specify mandatory-to-inpl enent
cryptographic algorithns for each defined mechani sm

Crypto-agility solutions MJST avoid security conprom se, even in
situations where the existing cryptographic algorithns utilized by
RADI US i npl emrent ati ons are shown to be weak enough to provide little

or no security (e.g., in the event of conpromnmi se of the | egacy RADI US
shared secret). Included in this would be protection against
bi ddi ng-down attacks. 1In analyzing the resilience of a crypto-

agility solution, it can be assuned that RADH US requesters and
responders can be configured to require the use of new secure
algorithms in the event of a conprom se of existing cryptographic
algorithms or the | egacy RADI US shared secret.

Gui dance on acceptable algorithnms can be found in [N ST- SP800- 131A]

It is RECOVWENDED t hat nmandatory-to-inplenment cryptographic

al gorithms be chosen from anong those classified as "Acceptable” with
no known deprecation date fromwithin this or successor docunents.

It is RECOVWENDED t hat sol utions provide support for confidentiality,
ei ther by supporting encryption of entire RADI US packets or by
encrypting individual RADI US attributes. Proposals supporting
confidentiality MJUST support the negotiation of cryptographic

al gorithms for encryption

Support for encryption of individual RADIUS attributes is OPTI ONAL
for solutions that provide encryption of entire RAD US packets.

Sol utions providing for encryption of individual RAD US attributes
are REQUI RED to provide support for inproving the confidentiality of
exi sting encrypted (sonetines referred to as "hidden") attributes as
well as encrypting attributes (such as location attributes) that are
currently transmitted in cleartext.

In addition to the goals referred to above, [ RFC4962] Section 3
describes additional security requirenments, which translate into the
followi ng requirements for RADI US crypto-agility solutions:

Strong, fresh session keys:
RADI US crypto-agility solutions are REQU RED to generate fresh
session keys for use between the RADIUS client and server. In

order to prevent the disclosure of one session key from aiding an
attacker in discovering other session keys, RADIUS crypto-agility
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4. 3.

Nel

sol utions are RECOMVENDED to support Perfect Forward Secrecy (PFS)
with respect to session keys negoti ated between the RADI US client
and server.

Limt key scope:

In order to enable a Network Access Server (NAS) and RADI US server
to exchange confidential information such as keying materia

wi t hout disclosure to third parties, it is RECOWENDED that a

RADI US crypto-agility solution support X 509 certificates for

aut henti cati on between the NAS and RADI US server. Manua
configuration or automated di scovery mechani sms such as NAI-based
Dynami c Peer Discovery [ RADYN] can be used to enable

di rect NAS-RADI US server conmuni cations. Support for end-to-end
confidentiality of RADIUS attributes is OPTI ONAL.

For conpatibility with existing operations, RAD US crypto-agility
sol utions SHOULD al so support pre-shared key credentials.

However, support for direct comunications between the NAS and
RADI US server is OPTI ONAL when pre-shared key credentials are
used.

Backwar ds Conpatibility

Sol uti ons MJUST denonstrate backward conpatibility with existing
RADI US i npl ementations. That is, an inplenentation that supports
both crypto-agility and | egacy nmechani sms MJST be able to talk with
| egacy RADIUS clients and servers (using the | egacy nechani sns).

Whi | e backward conpatibility is needed to ease the transition between
| egacy RADI US and crypto-agile RAD US, use of |egacy mechanisnms is
only appropriate prior to the conprom se of those mechani sms. After

| egacy nechani sns have been conprom sed, secure algorithms MJST be
used so that backward conpatibility is no | onger possible.

Since RADIUS is a request/response protocol, the ability to negotiate
cryptographic algorithns within a single RAD US exchange is
inherently limted. Prior to receipt of a response, a requester wll
not know what algorithns are supported by the responder. Therefore,
while a RADI US request can provide a |ist of supported cryptographic
al gorithms that can be selected for use within a response, prior to
the receipt of a response, the cryptographic algorithns utilized to
provi de security services within an initial request will need to be
pr edet er m ned.

In order to enable a request to be handl ed both by | egacy as well as

crypto-agile inplenentations, a request can be secured with | egacy
algorithms was well as with attributes providing security services
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usi ng nore secure algorithnms. This approach all ows a RADI US packet
to be processed by |l egacy inplenmentations as well as by crypto-agile
i npl ementations, and it does not result in additional response
delays. |If this technique is used, credentials used with | egacy

al gorithms MUST be cryptographically independent of the credentials
used with the nore secure algorithns, so that conprom se of the

| egacy credentials does not result in conpronise of the credentials
used with nore secure al gorithns.

In this approach to backward conpatibility, |egacy nechani sns are
initially used in requests sent between crypto-agile inplenentations.
However, if the responder indicates support for crypto-agility,
future requests can use nore secure nmechanisms. Note that if a
responder is upgraded and then subsequently needs to be downgraded
(e.g., due to bugs), this could result in requesters being unable to
communi cate with the downgraded responder unless a nechanismis
provided to configure the requester to re-enable use of |egacy

al gorithns.

Probi ng techni ques can be used to avoid the use of |egacy algorithns
in requests sent between crypto-agile inmplenentations. For exanple,
an initial request can omt use of |egacy nmechanisnms. |f a response
is received, then the recipient can be assuned to be crypto-agile and
future requests to that recipient can utilize secure nechani sns.
Simlarly, the responder can assune that the requester supports
crypto-agility and can prohibit use of |egacy nechanisns in future
requests. Note that if a requester is upgraded and then subsequently
needs to be downgraded (e.g., due to bugs), this could result in the
requester being unable to interpret responses, unless a nmechanismis
provided to configure the responder to re-enable use of |egacy

al gorithms.

If a response is not received, in the absence of information

i ndi cating responder support for crypto-agility (such as pre-
configuration or previous receipt of a crypto-agile response), a new
request can be conposed utilizing | egacy nechani sns.

Since | egacy inplenentations not supporting crypto-agility will
silently discard requests not protected by | egacy algorithnms rather
than returning an error, repeated requests can be required to

di stinguish | ack of support for crypto-agility from packet |oss or
other failure conditions. Therefore, probing techniques can del ay
initial conmunication between crypto-agile requesters and | egacy
responders. This can be addressed by upgradi ng the responders (e.g.,
RADI US servers) first.
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4.4. Interoperability and Change Contro

Proposal s MUST indicate a willingness to cede change control to the
| ETF.

Crypto-agility solutions MJUST be interoperabl e between i ndependent
i mpl ement ati ons based purely on the information provided in the
speci fication.

4.5. Scope of Work

Crypto-agility solutions MIUST apply to all RADI US packet types,

i ncl udi ng Access- Request, Access-Chal |l enge, Access-Reject,

Access- Accept, Accounti ng-Request, Accounting-Response, Status-Server
and CoA/ Di sconnect nessages.

Since it is expected that the work will occur purely within RAD US or
in the transport, nmessage data exchanged with D aneter SHOULD NOT be
af f ect ed.

Proposal s MUST di scuss any i nherent assunptions about, or limtations
on, client/server operations or deploynent and SHOULD provi de
recomrendations for transition of deploynents fromlegacy RADIUS to
crypto-agile RADIUS. |ssues regarding cipher-suite negotiation,

| egacy interoperability, and the potential for bidding-down attacks
SHOULD be anong these di scussions.

4.6. Applicability of Autonmated Key Managenent Requirenents

"CQui delines for Cryptographic Key Managenent" [RFCA4107] provides

gui del i nes for when automated key managenent is necessary.

Consi deration was given as to whether or not RFC 4107 would require a
RADI US crypto-agility solution to feature Automated Key Managenent
(AKM. It was determ ned that AKM was not inherently required for
RADI US based on the follow ng points:

0 RFC 4107 requires AKM for protocols that involve Q(n"2) keys.
Thi s does not apply to RADI US depl oynments, which require Q(n)
keys.

0 Requirenents for session key freshness can be nmet without AKM for
exanple, by utilizing a pre-shared key along with an exchange of
nonces.

0 RADIUS does not require the encryption of |arge anmounts of data in
a short tinme.
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o Organizations already have operational practices to manage
exi sting RADI US shared secrets to address key changes required as
a result of personnel changes.

0 The crypto-agility solution can avoid the use of cryptographic
nmodes of operation, such as a counter node cipher, that require
frequent key changes.

However, at the sane tine, it is recognized that features recomended
in Section 4.2 such as support for perfect forward secrecy and direct
transport of keys between a NAS and RADI US server can only be

provi ded by a solution supporting AKM As a result, support for

Aut omat ed Key Managenent is RECOMMVENDED within a RADIUS crypto-
agility solution.

Al so, automated key managenent is REQU RED for RADIUS crypto-agility
solutions that use cryptographic nodes of operation that require
frequent key changes.

Security Considerations

Potential attacks against the RADI US protocol are described in
[ RFC3579], Section 4.1, and details of known exploits as well as
potential nitigations are discussed in [RFC3579], Section 4.3.

Thi s specification describes the requirenents for new cryptographic
protection mechani sns, including the nodul ar sel ection of algorithns
and nodes. Therefore, all the subject matter of this nmeno is related
to security.
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