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1. Introduction

Web- based protocols often require the discovery of host policy or
met adata, where "host" is not a single resource but the entity
controlling the collection of resources identified by Uniform
Resource ldentifiers (URIs) with a common URI host [RFC3986], which
can be served by one or nore servers.

Wil e web protocols have a wide range of netadata needs, they often
use netadata that is concise, has sinple syntax requirements, and can
benefit fromstoring their nmetadata in a comon | ocation used by
other related protocols.

Because there is no URI or representation available to describe a
host, many of the nethods used for associating per-resource netadata
(such as HTTP headers) are not available. This often |eads to the
overl oading of the root HITP resource (e.g., 'http://exanple.com’)
with host netadata that is not specific or relevant to the root
resource itself.

Thi s docunent defines a |ightweight nmetadata docunment format for
descri bi ng hosts (thus the name "host-neta"), intended for use by
web- based protocols. This docunent also registers the well-known URI
suffix "host-nmeta" in the Well-Known URI Registry established by

[ RFC5785] .
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In addition, there are times when a host-w de scope for policy or
met adata i s too coarse-grained. host-nmeta provides two nmechani sns for
provi di ng resource-specific information

0 Link Tenplates - links using a URI tenplate instead of a fixed
target URI, providing a way to define generic rules for generating
resource-specific links by applying the individual resource URl to
the tenpl ate.

0 Link-based Resource Descriptor Docunents (LRDD, pronounced 'lard)
- descriptor docunents providing resource-specific infornmation,
typically information that cannot be expressed using |ink

tenpl ates. LRDD docunents are linked to resources or host-neta
docunents using link templates with the "Irdd" relation type

Exanpl e

The following is a sinple host-nmeta docunent including both host-wi de
and resource-specific information for the ’'exanple.conm host:

<?xm version="1.0" encodi ng=" UTF-8 ?>
<XRD xm ns="http://docs. oasi s-open.org/ns/xri/xrd-1.0" >

<!-- Host-Wde Information -->
<Property type='http://protocol.exanple.net/version’ >1.0</Property>

<Li nk rel = copyri ght’
href="http://exanpl e.com copyright’ />

<!-- Resource-specific Information -->

<Li nk rel = hub’
tenpl ate=" http://exanpl e.conl hub’ />

<Link rel="1Irdd
type="application/xrd+xm’
tenpl ate="http://exanple.conm | rdd?uri={uri}’ />

<Li nk rel =" aut hor’
tenpl ate=" http://exanpl e. conl aut hor?q={uri}’ />

</ XRD>
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The host-wi de information that applies to the host in its entirety
provi ded by the docunent includes:

0 An "http://protocol.exanple.net/version" host property with a
val ue of "1.0".

o Alink to the host’s copyright policy ("copyright").
The resource-specific information provided by the document i ncludes:

o0 Alink tenplate for receiving real-tine updates ("hub") about
i ndi vi dual resources. Since the tenplate does not include a
tenpl ate variable, the target URI is identical for all resources.

o0 A LRDD docunent link tenplate ("lIrdd") for obtaining additiona

resource-specific information contained in a separate docunent for
each individual resource

o Alink tenplate for finding information about the author of
i ndi vi dual resources ("author").

1.1.1. Processing Resource-Specific Information
When | ooking for information about an individual resource -- for
exanple, the resource identified by '"http://exanple.conm xy’ -- the
resource URI is applied to the tenplates found, producing the
foll owi ng |inks:

<Link rel =" hub’
href =" http://exanpl e.com hub’ />

<Link rel="Irdd
type="application/xrd+xm’
href="http://exanpl e. coml | rdd?uri =ht t pdBAYRFY2Fexanpl e. cont2Fxy’ />

<Li nk rel =" aut hor’
href ="http://exanpl e. conl aut hor ?q=ht t p¥BAYRFY2Fexanpl e. cont2Fxy’ />

The LRDD docunent for "http://exanple.com xy’ (obtained via an HTTP
"GET" request):

<?xm version="1.0" encodi ng=" UTF-8' ?>
<XRD xm ns="http://docs. oasi s-open.org/ ns/xri/xrd-1.0" >

<Subj ect >ht t p: / / exanpl e. conl xy</ Subj ect >

<Property type='http://spec. exanpl e. net/col or’ >red</ Property>
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<Li nk rel =" hub’
href="http://exanpl e. com anot her/ hub’ />

<Li nk rel =" aut hor’
href="http://exanpl e.comjohn />
</ XRD>

Toget her, the information avail abl e about the individual resource
(presented as an Extensibl e Resource Descriptor (XRD) docunent for
illustration purposes) is:

<?xm version="1.0" encodi ng=" UTF-8' ?>
<XRD xm ns="http://docs. oasi s-open.org/ ns/xri/xrd-1.0" >

<Subj ect >htt p: / / exanpl e. conl xy</ Subj ect >
<Property type='http://spec. exanpl e. net/col or’ >red</ Property>

<Li nk rel =" hub’
href="http://exanpl e.com hub’ />

<Li nk rel =" hub’
href =" http://exanpl e. com anot her/ hub’ />

<Li nk rel =" aut hor’
href="http://exanpl e.comjohn />

<Li nk rel =" aut hor’
href =" http://exanpl e. conl aut hor ?g=ht t pdBAYRFY¥2Fexanpl e. contFxy’ />

</ XRD>

Note that the order of links matters and is based on their origina
order in the host-neta and LRDD docunents. For exanple, the "hub"
link obtained fromthe host-neta |ink tenplate has a higher priority
than the Iink found in the LRDD docunent because the host-neta |ink
appears before the "lIrdd" link

On the other hand, the "author” link found in the LRDD docunent has a
hi gher priority than the link found in the host-neta docunent because
it appears after the "lrdd" Iink

1.2. Notational Conventions
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVWENDED', "NOT RECOVWMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .
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Thi s docunent uses the Augnented Backus- Naur Form (ABNF) notation of
[ RFC5234]. Additionally, the following rules are included from
[ RFC3986]: reserved, unreserved, and pct-encoded.

2. Obtaining host-nmeta Docunents

The client obtains the host-nmeta document for a given host by sending
an HTTP [ RFC2616] or an HTTPS [ RFC2818] GET request to the host for
the "/.well-known/ host-nmeta" path, using the default ports defined
for each protocol (e.g., port 80 for HITP and port 443 for HTTPS)

The scope and neani hg of host-neta docunents obtained via other
protocols or ports is undefined.

The server MUST support at |east one protocol but MAY support both.
If both protocols are supported, they MJIST produce the sane docunent.

The decision as to which protocol is used to obtain the host-neta
docunent has significant security ramfications, as described in
Section 5.

For exanple, the follow ng request is used to obtain the host-neta
docunent for the 'exanple.com host:

CET /.wel |l -known/ host-nmeta HTTP/ 1.1
Host: exanpl e. com

If the server response indicates that the host-neta resource is

| ocated el sewhere (a 301, 302, or 307 response status code), the
client SHOULD try to obtain the resource fromthe |ocation provided
in the response. This neans that the host-neta document for one host
MAY be retrieved fromanother host. Likewise, if the resource is not
avai l abl e or does not exist (e.g., a 404 or 410 response status
code), the client SHOULD infer that nmetadata is not available via
thi s nechani sm

The host-neta docunent SHOULD be served with the
"application/xrd+xm " nedia type.

3. The host-nmeta Docunent

The host-neta docunent uses the XRD 1.0 docunent fornmat as defined by
[ OASI S. XRD-1. 0], which provides a sinple and extensi bl e XM.-based
schema for describing resources. This specification defines

addi tional processing rules needed to describe hosts. Docunents MAY
include any elenents included in the XRD 1.0 schena that are not
explicitly excluded by this specification
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The server MAY offer alternative representations of any XRD docunent
it serves (host-nmeta, LRDD, or other XRD based docunents). The
client MAY request a particular representation using the HITP
"Accept" request header field. |If no "Accept" request header field
is included with the request, or if the client requests an
"application/xrd+xm " representation, the server MJST respond using
the REQU RED XRD 1.0 XM. representation described in Section 3.1.

Applications using the host-meta docunent MAY require the server to
provide a specific alternative representation in addition to the
XRD 1.0 XM. representati on when explicitly requested by the client.

A JavaScript Object Notation (JSON) Resource Descriptor, known as
JRD, is described in Appendix A It is RECOMWENDED t hat servers
offer the JRD representation in addition to the XRD representation

3.1. XM Docunent For nat

The host-nmeta docunent root MJST be an "XRD' elenent. The docunent
SHOULD NOT include a "Subject" element, as at this time no URl is
available to identify hosts. The use of the "Alias" elenent in
host-meta i s undefined and NOT RECOMVENDED

The subject (or "context IRI", as defined by [ RFC5988]) of the XRD
"Property" and "Link" elenents is the host described by the host-neta
docunent. However, the subject of "Link" elements with a "tenpl ate"
attribute is the individual resource whose URI is applied to the link
tenpl ate, as described in Section 3.1.1

3.1.1. The "Link" El enent

The XRD "Link" elenment, when used with the "href" attribute, conveys
a link relation between the host described by the docunent and a
common target URI.

For exanple, the followi ng |link declares a common copyright |icense
for the entire scope:

<Link rel = copyright’ href="http://exanple.conm copyright’ />

However, a "Link" elenent with a "tenplate" attribute conveys a

rel ati on whose context is an individual resource within the host-neta
docunent scope, and whose target is constructed by applying the
context resource URI to the tenplate. The tenplate string MAY
contain a URI string wi thout any variables to represent a resource-

|l evel relation that is identical for every individual resource
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For exanple, a blog with multiple authors can provide informtion
about each article’ s author by providing an endpoint with a paraneter
set to the URI of each article. Each article has a uni que author,
but all share the sane pattern of where that information is | ocated

<Li nk rel =" aut hor’
tenpl ate="http://exanpl e.conf aut hor?article={uri}’ />

3.1.1.1. Tenplate Syntax

Thi s specification defines a sinple tenplate syntax for UR
transformation. A tenplate is a string containing brace-encl osed
("{}") variable names marking the parts of the string that are to be
substituted by the correspondi ng vari abl e val ues.

Bef ore substituting tenplate variables, val ues MUST be encoded using
UTF-8, and any character other than unreserved (as defined by
[ RFC3986]) MJST be percent-encoded per [ RFC3986].

This specification defines a single variable -- "uri" -- as the
entire context resource URI. Protocols MAY define additiona

rel ati on-specific variables and syntax rules, but SHOULD only do so
for protocol -specific relation types, and MUST NOT change the neani ng
of the "uri" variable. |If a client is unable to successfully process
a tenplate (e.g., unknown variabl e nanmes, unknown or inconpatible
syntax), the parent "Link" el enent SHOULD be ignored.

The tenpl ate syntax ABNF fol | ows:

URI - Tenpl at e *( uri-char / variable)

vari abl e = "{" var-name "}"

uri-char = ( reserved / unreserved / pct-encoded )

var - nane = W75.72.69 / ( 1l*var-char ) ; "uri" or other nanes
var - char = ALPHA/ DIGT/ "." [ "_"

For exanpl e:

I nput : http://exanpl e. com r ?f =1

Templ ate: http://exampl e.org/ ?2q={uri}

Qut put: http:// exanpl e. or g/ ?q=ht t p¥BAYRFY2Fexanpl e. conb@2Fr ¥8Ff %3D1

4. Processing host-nmeta Docunents
Once the host-meta docunent has been obtained, the client processes

its content based on the type of information desired: host-w de or
resour ce-speci fic.
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Clients usually look for alink with a specific relation type or
other attributes. |In such cases, the client does not need to process
the entire host-neta document and all |inked LRDD docunents, but

i nstead process the various docunents in their prescribed order unti
the desired information is found.

Protocol s using host-nmeta nust indicate whether the information they

seek is host-w de or resource-specific -- for exanmple, "obtain the
first host-neta resource-specific link using the "author’ relation
type". |If both types are used for the sanme purpose (e.g., first |ook

for resource-specific, then |l ook for host-wi de), the protocol nust
specify the processing order

4. 1. Host-Wde | nformation

When | ooki ng for host-wide information, the client MJST ignore any
"Link" elenments with a "tenplate" attribute, as well as any link
using the "lrdd" relation type. Al other elenents are scoped as
host - wi de.

4.2. Resource-Specific Information

Unl i ke host-wide information, which is contained solely within the
host - net a docunent, resource-specific information is obtained from
host-meta link tenplates, as well as fromlinked LRDD docunents.

VWhen | ooki ng for resource-specific information, the client constructs
a resource descriptor by collecting and processing all the host-neta
link tenplates. For each link tenplate:

1. The client applies the URI of the desired resource to the
tenpl ate, producing a resource-specific |ink.

2. If thelink’s relation type is other than "lIrdd", the client adds
the link to the resource descriptor in order

3. If thelink’'s relation type is "lrdd"

3.1. The client obtains the LRDD docunent by follow ng the
schene-specific rules for the LRDD docunent URI. [If the
docunent URI schene is "http" or "https", the docunment is
obtained via an HTTP "GET" request to the identified URI.
If the HTTP response status code is 301, 302, or 307, the
client MIUST follow the redirection response and repeat the
request with the provided | ocation
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3.2. The client adds any links found in the LRDD docunent to the
resource descriptor in order, except for any link using the
"l rdd" relation type (processing is limted to a single
| evel of inclusion). Wen adding links, the client SHOULD
retain any extension attributes and child elenents if
present (e.g., <Property> or <Title> el enents).

3.3. The client adds any resource properties found in the LRDD
docunent to the resource descriptor in order (e.g., <Alias>
or <Property> child elenments of the LRDD docunent <XRD>
root elenent).

Security Considerations

The host-neta docunent is designed to be used by other applications
explicitly "opting-in" to use the facility. Therefore, any such
application MJST review the specific security inplications of using
host-neta docunents. By itself, this specification does not provide
any protections or guarantees that any given host-neta document is
under the control of the appropriate entity as required by each
appl i cation.

The netadata returned by the host-neta resource is presuned to be
under the control of the appropriate authority and representative of
all the resources described by it. |If this resource is conproni sed
or otherw se under the control of another party, it may represent a
risk to the security of the server and data served by it, depending
on the applications using it.

Applications utilizing the host-meta docunent where the authenticity
of the information is necessary MJST require the use of the HTTPS
prot ocol and MJST NOT produce a host-nmeta docunent using other means.
In addition, such applications MJIST require that any redirection

|l eading to the retrieval of a host-nmeta docunent also utilize the
HTTPS pr ot ocol

Since the host-neta docunment is authoritative for the entire host,

not just the authority (combination of schene, host, and port) of the
host - net a docunment server, applications MJST ensure that using a
host - neta docunent for another URI authority does not represent a
potential security exploit.

Protocol s using host-neta tenplates nust evaluate the construction of
their tenplates as well as any protocol -specific variables or syntax
to ensure that the tenpl ates cannot be abused by an attacker. For
exanple, a client can be tricked into following a malicious |ink due
to a poorly constructed tenplate that produces unexpected results
when its variable val ues contai n unexpected characters.
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6. | ANA Consi derati ons
6.1. The "host-neta" Well-Known URI

This specification registers the "host-neta" well-known URI in the
Vel | - Known URI Registry as defined by [ RFC5785].

URI suffix: host-neta
Change controller: |ETF
Speci fication docunment(s): RFC 6415
Rel ated i nformation: The "host-neta" docunents obtained fromthe
same host using the HITP and HTTPS protocols (using default ports)
MUST be identi cal
6.2. The "host-nmeta.json" Well-Known UR

This specification registers the "host-nmeta.json" well-known URI in
the Well-Known URI Registry as defined by [ RFC5785].

URI suffix: host-neta.json
Change controller: |ETF
Speci fication docunment(s): RFC 6415
Rel ated i nformation: The "host-neta.json" docunents obtained from
the sane host using the HTTP and HTTPS protocols (using default
ports) MJST be identical
6.3. The "lrdd" Relation Type

This specification registers the "lrdd" relation type in the Link
Rel ati on Type Registry defined by [ RFC5988]:

Rel ati on Nanme: |rdd

Description: Refers to further information about the link’s context,
expressed as a LRDD ("Link-based Resource Descriptor Docunent")
resource. See RFC 6415 for information about processing this
relation type in host-neta docunents. Wen used el sewhere, it
refers to additional links and other nmetadata. Miltiple instances
i ndi cate additional LRDD resources. LRDD resources MJST have an
"application/xrd+xm " representation, and MAY have ot hers.

Ref er ence: RFC 6415
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Appendi x A, JRD Docunent For nat

The JRD docunment format -- a general - purpose XRD 1.0 representation
-- uses the JavaScript hject Notation (JSON) format defined in

[ RFC4627]. JRD uses the sane el ements and processing rul es descri bed
in Section 3.1. The JRD fornmat is designed to include the sane base
functionality provided by the XML fornmat, with the exception of
extensibility, as extensibility is beyond the scope of this

speci fication.

The client MAY request a JRD representation using the HITP "Accept”

request header field with a value of "application/json". The server
MUST i nclude the HTTP "Content-Type" response header field with a
val ue of "application/json". Any other "Content-Type" value (or |ack

thereof) indicates that the server does not support the JRD format.

Al ternatively, the client MAY request a JRD representation by
requesting the "host-neta.json" well-known docunment, by making a GET
request for "/.well-known/host-neta.json", follow ng the sane process
used for "/.well-known/host-neta". |If the server does not support
serving a JRD representation at this |location, the server MJST
respond with an HTTP 404 (Not Found) status code.

XRD el ements are serialized into a JSON object as foll ows:
o The XM docunent declaration and "XRD' el enent are di scarded.

0 The "Subject” element is included as a nane/value pair with the
nane 'subject’, and value included as a string.

0 The "Expires" elenent is included as a nane/value pair with the
nane 'expires’, and value included as a string.

o "Alias" elenents are included as a single nane/value pair with the
nane 'aliases’, and value a string array containing the val ues of
each el erment in order.

0 "Property" elenents are included as a single nane/value pair with
the nanme 'properties’, and value an object with each el enent
i ncluded as a nane/value pair with the value of the "type"
attribute as name, and el enent val ue included as a string val ue.
The val ues of properties with enpty values (i.e., using the
REQUI RED "xsi:nil="true’" attribute) are included as null. If
more than one "Property" elenent is present with the same "type"
attribute, only the last instance is included.
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"Link" elements are included as a single nane/value pair with the
nane 'links’, and value an array with each el enent included as an
object. Each attribute is included as a nane/value pair with the
attribute name as name, and val ue included as a string.

"Link" child "Property" elenments are included using the sane
met hod as XRD-| evel "Property" elenents using a nane/value pair
inside the link object.

"Link" child "Title" elenments are included as a single object with
the nane 'titles’, and value an object with each el enent included
as a nanme/value pair with the value of the "xm :lang" attribute as
nane, and el ement value included as a string value. The nanes of
el ements without an "xm:lang" attribute are added with the name
"default’. If nore than one "Title" elenment is present with the
same (or no) "xm:lang" attribute, only the last instance is

i ncl uded.

The conversion of any other elenment is |eft undefined.

For exanple, the follow ng XRD documnent. .

<?xm version="1.0" encodi ng=" UTF-8' ?>
<XRD xm ns="http://docs. oasi s-open.org/ns/ xri/xrd-1.0’

xm ns: xsi =" http://ww. w3. org/ 2001/ XM_Schena- i nst ance’ >

<Subj ect >ht t p: / / bl og. exanpl e. conf arti cl e/ i d/ 314</ Subj ect >
<Expi r es>2010- 01- 30T09: 30: 00Z</ Expi r es>

<Al ias>http://bl og. exanpl e. conf cool _new_t hi ng</ Al i as>
<Alias>http://bl og. exanpl e.com steve/article/ 7</Ali as>

<Property type='http://Dbl gx. exanpl e. net/ ns/version’ >1. 2</ Property>
<Property type='http://bl gx. exanpl e. net/ ns/version’ >1. 3</ Property>
<Property type='http://bl gx.exanpl e.net/ns/ext’ xsi:nil=true />

<Link rel ="author’ type="text/htm’
href="http://bl og. exanpl e. com aut hor/ steve’ >
<Titl e>About the Author</Title>
<Title xm :lang="en-us’ >Author Information</Title>
<Property type='http://exanple.conlrol e >editor</Property>
</ Li nk>

<Link rel ="author’ href="http://exanple.con aut hor/john' >
<Titl e>The other guy</Title>
<Titl e>The other author</Title>

</ Li nk>
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<Link rel = copyri ght’
tenpl ate=" http://exanpl e. conlf copyri ght ?i d={uri}’ />
</ XRD>

...is represented by the follow ng JRD docunent:

{
"subject":"http://bl og. exanpl e.conm article/id/ 314",

"expires":"2010-01-30T09: 30: 00Z",

"aliases":[
"http://bl og. exanpl e. coni cool _new_t hi ng",
"http://blog. exanpl e. conf steve/article/ 7"],

"properties”:{
"http://bl gx. exanpl e. net/ns/version":"1. 3",
"http://bl gx. exanpl e. net/ ns/ext": nul

b

"links":[
{
"rel":"aut hor",
"type":"text/htm",
"href":"http://bl og. exanpl e. cont aut hor/ st eve",
"titles":{
"default":"About the Author",
"en-us":"Aut hor |Information"
b,
"properties":{
"http://exanple.conmrole":"editor"
}

b
{
"rel":"aut hor",
"href":"http://exanpl e. conif aut hor/j ohn",
"titles":{

"default":"The ot her author”
}
b
{

"rel":"copyright",

"templ ate":"http://exanpl e.com copyright ?i d={uri}"
}

]
}

Hamrer - Lahav & Cook St andards Track

[ Page 14]



RFC 6415 host - et a Cct ober 2011

Note that the "Subject" and "Alias" elenents are NOT RECOVMENDED i n
the context of host-nmeta docunents, and are included in the exanple
for conpl et eness only.

Appendi x B. Acknow edgnents

The authors would Ii ke to acknow edge the contributions of everyone
who provi ded feedback and use cases for this specification -- in
particular, D rk Balfanz, DeWtt Cinton, Eve Ml er, Breno de
Medeiros, Brad Fitzpatrick, James Manger, WII Norris, Mark

Not ti ngham John Panzer, Drumobnd Reed, and Peter Saint-Andre.

Nor mat i ve Ref erences

[ OASI S. XRD- 1. 0]
Hanmer - Lahav, E., Ed., and W Norris, Ed., "Extensible
Resource Descriptor (XRD) Version 1.0", Novenber 2010,
<http://docs. oasi s-open.org/ xri/xrd/v1.0/xrd-1.0. htm >,

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC2616] Fielding, R, GCettys, J., Mgul, J., Frystyk, H.,
Masinter, L., Leach, P., and T. Berners-Lee, "Hypertext
Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999.

[ RFC2818] Rescorla, E., "HTTP Over TLS', RFC 2818, My 2000.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, January 2005.

[ RFC4627] Crockford, D., "The application/json Media Type for
JavaScript Object Notation (JSON)", RFC 4627, July 2006.

[ RFC5234] Crocker, D., Ed., and P. Overell, "Augnented BNF for
Syntax Specifications: ABNF', STD 68, RFC 5234,
January 2008.

[ RFC5785] Nottingham M and E. Hammer-Lahav, "Defining Well-Known
Uni form Resource ldentifiers (URIs)", RFC 5785,
April 2010.

[ RFC5988] Nottingham M, "Web Linking", RFC 5988, Cctober 2010.

Hamrer - Lahav & Cook St andards Track [ Page 15]



RFC 6415 host - et a Cct ober 2011

Aut hors’ Addresses

Eran Hamer - Lahav (editor)

EMai | : eran@ueni ver se. com
UR : http://hueni verse. com
Bl ai ne Cook

EMai | : ronmeda@nuail . com

URI : http://romeda. org

Hamrer - Lahav & Cook St andards Track [ Page 16]






