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Abstract

The United States government has published guidelines for "NSA
Suite B Cryptography", which defines cryptographic al gorithmpolicy
for national security applications. This docunent specifies a
profile of the Certificate Managenent over CVS (CMC) protocol for
managi ng Suite B X. 509 public key certificates. This profile is a
refinement of RFCs 5272, 5273, and 5274.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6403

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

Thi s docunent specifies a profile for using the Certificate
Management over CMS (CMC) protocol, defined in [ RFC5272], [RFC5273],
and [ RFC5274], and updated by [ RFC6402], to manage X 509 public key
certificates conpliant with the United States National Security
Agency’'s Suite B Cryptography as defined in the Suite B Certificate
and Certificate Revocation List (CRL) Profile [RFC5759]. This
docunent specifically focuses on defining CMC interactions for both
initial enrollment and rekey of Suite B public key certificates
between a client and a Certification Authority (CA). One or nore
Regi stration Authorities (RAs) may act as internediaries between the
client and the CA. This profile may be further tailored by specific
communities to neet their needs. Specific communities will also
define Certificate Policies that inplenentations need to conply with.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The term nol ogy in [ RFC5272] Section 2.1 applies to this profile.
3. Requirenents and Assunptions

Al key pairs are on either the curve P-256 or the curve P-384. FIPS
186-3 [DSS], Appendi x B.4, provides useful guidance for elliptic
curve key pair generation that SHOULD be foll owed by systens that
conformto this docunent.

Thi s docunent assunes that the required trust anchors have been
securely provisioned to the client and, when applicable, to any RAs.

Al requirenments in [RFC5272], [RFC5273], [RFC5274], and [ RFC6402]
appl y, except where overridden by this profile.

This profile was devel oped with the scenarios described in Appendi x A
in mnd. However, use of this profile is not limted to just those
scenari os.

The term"client” in this profile typically refers to an end-entity.

However, it may instead refer to a third party acting on the end-
entity’'s behalf. The client may or may not be the entity that
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actually generates the key pair, but it does performthe CMC protocol
interactions with the RA and/or CA. For exanple, the client may be a
t oken management systemthat comunicates with a cryptographi c token

t hrough an out-of -band secure protocol

This profile uses the term"rekey" in the same manner as does CMC
(defined in Section 2 of [RFC5272]). The profile makes no specific
statenments about the ability to do "renewal " operations; however, the
statements applicable to rekey should be applied to renewal as well.

This profile may be used to manage RA and/or CA certificates. In
that case, the RA and/or CA whose certificate is being managed is
considered to be the end-entity.

This profile does not support key establishnment certification
requests from cryptographi c nodul es that cannot generate a one-tine
signature with a key establishnent key for proof-of-possession
purposes. |In that case, a separate profile would be needed to define
the use of another proof-of-possession technique.

4. Cient Requirenments: Generating PKI Requests

Thi s section specifies the conventions enpl oyed when a client
requests a certificate froma Public Key Infrastructure (PKI).

The Full PKI Request MJST be used; it MJST be encapsulated in a

Si gnedDat a; and the SignedData MJST be constructed as defined in

[ RFC6318]. The PKIData content type conplies with [RFC5272] with the
foll owi ng additional requirenents:

o control Sequence SHOULD be present, and it SHOULD i ncl ude the
following CMC controls: Transaction |ID and Sender Nonce. O her
CMC controls MAY be included. |If the request is being
aut henti cated using a shared-secret, then the foll ow ng
requirenents in this paragraph apply: Ildentity Proof Version 2
control, as defined in [RFC5272], MJST be included; hashAl gld MJST
be id-sha256 or id-sha384 for P-256 certification requests, and
MUST be id-sha384 for P-384 certification requests (both al gorithm
O Ds are defined in [ RFC5754]); macAl gld MJUST be HVAC- SHA256 when
the hashAlgld is id-sha256, and MJUST be HVAC- SHA384 when t he
hashAl gl d is id-sha384 (both HVAC al gorithns are defined in
[RFC4231]). If the subject included in the certification request
is NULL or otherw se does not uniquely identify the end-entity,
then the POP Link Random control MJST be included, and the POP
Li nk Wtness Version 2 control MJST be included in the inner PKCS
#10 or Certificate Request Message Format (CRMF) request as
described in Sections 4.1 and 4. 2.
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0 regSequence MJST be present. It MJST include at |east one tcr
(see Section 4.1) or crm(see Section 4.2) TaggedRequest. Support
for the ormchoice is OPTI ONAL.

If the Full PKI Request contains a P-256 public key certification
request, then the SignedData encapsul ating the Full PKI Request MJST
be generated using either SHA-256 and ECDSA on P-256 or using SHA- 384
and ECDSA on P-384. |If the Full PKI Request contains a P-384 public
key certification request, then the SignedData MJST be generated
usi ng SHA-384 and ECDSA on P-384.

A Full PKI Request MJST be signed using the private key that
corresponds to the public key of an existing sighature certificate
unl ess an appropriate signature certificate does not yet exist, such
as during initial enrollnent.

If an appropriate signature certificate does not yet exist, and if a
Full PKI Request includes one or nmore certification requests and is
aut henti cated using a shared-secret (because no appropriate
certificate exists yet to authenticate the request), the Full PK
Request MJUST be signed using the private key corresponding to the
public key of one of the requested certificates. Wen necessary
(i.e., because there is no existing signature certificate and there
is no signature certification request included), a Full PKI Request
MAY be signed using a key pair intended for use in a key
establishnent certificate. However, servers are not required to

al l ow thi s behavi or.

4.1. Tagged Certification Request
The reqSequence tcr choi ce conveys PKCS #10 [ RFC2986] syntax. The
CertificateRequest MUST conmply with [ RFC5272], Section 3.2.1.2.1,
with the foll ow ng additional requirenents:

o certificationRequestlnfo:

* subj ect PublicKeyl nfo MUST be set as defined in Section 4.4 of
[ RFC5759] ;

* attributes

- The ExtensionReq attribute MJUST be included with its
contents as follows:

o The Key Usage extensi on MJST be included, and it MJST be
set as defined in [ RFC5759].
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o For rekey requests, the SubjectAl tNanme extension MJST be
i ncluded and set equal to the SubjectAltName of the
certificate that is being used to sign the SignedData
encapsul ating the request (i.e., not the certificate
bei ng rekeyed) if the Subject field of the certificate
bei ng used to generate the signhature is NULL.

0 Oher extension requests MAY be included as desired

- The ChangeSubj ect Nane attribute, as defined in [ RFC6402],
MUST be included if the Full PKI Request encapsulating this
Tagged Certification Request is being signed by a key for
which a certificate currently exists and the existing
certificate' s Subject or SubjectAl tNanme does not match the
desired Subject or SubjectA tNanme of this certification
request.

- The POP Link Wtness Version 2 attribute MJUST be included if
the request is being authenticated using a shared-secret and
the Subject in the certification request is NULL or
ot herwi se does not uniquely identify the end-entity. 1In the
POP Link Wtness Version 2 attribute, keyGenAl gorithm MJST
be id-sha256 or id-sha384 for P-256 certification requests
and MJST be id-sha384 for P-384 certification requests, as
defined in [ RFC5754]; macAl gorithm MUST be HMAC- SHA256 when
the keyGenAl gorithmis id-sha256 and MJUST be HMAC- SHA384
when the keyGenAl gorithmis id-sha384, as defined in
[ RFC4231] .

si gnat ureAl gorithm MJUST be ecdsa-with-sha256 for P-256
certification requests and MJUST be ecdsa-wi th-sha384 for P-384
certification requests;

signature MJST be generated using the private key correspondi ng
to the public key in the CertificationRequestinfo, for both
signature and key establishnent certification requests. The

si gnature provi des proof-of-possession of the private key to
the Certification Authority.

4.2. Certificate Request Message

The reqSequence crm choi ce conveys Certificate Request Message For nat
(CRWF) [ RFC4211] syntax. The Cert RegMsg MUST conply with [ RFC5272],
Section 3.2.1.2.2, with the follow ng additional requirenents:

0 popo MIST be included using the signature (POPCSi gni ngKey) proof -

of -

possessi on choice and set as defined in [ RFC4211], Section 4.1,

for both signature and key establishrment certification requests.
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The POPGCSi gni ngKey poposkl nput field MIJST be onmitted. The
POPCSI gni ngKey al gorithm dentifier MJST be ecdsa-with-sha256 for
P-256 certification requests and MJST be ecdsa-w th-sha384 for
P-384 certification requests. The signature MJST be generated
using the private key corresponding to the public key in the
Cert Tenpl at e.

The Cert Tenpl ate MJST conply with [ RFC5272], Section 3.2.1.2.2, with
the follow ng additional requirenents:

o version MAY be included and, if included, it MJUST be set to 2 as
defined in Section 4.3 of [RFC5759];

0 publicKey MIST be set as defined in Section 4.4 of [RFC5759];
0 extensions:

* The Key Usage extension MJST be included, and it MJST be set as
defined in [ RFC5759] .

* For rekey requests, the SubjectAl tNane extensi on MIST be
i ncluded and set equal to the SubjectAl tNane of the certificate
that is being used to sign the SignedData encapsul ating the
request (i.e., not the certificate being rekeyed) if the
Subject field of the certificate being used to generate the
signature is NULL.

* (Other extension requests MAY be included as desired
o controls:

* The ChangeSubj ect Name attribute, as defined in [ RFC6402], MJST
be included if the Full PKI Request encapsul ating this Tagged
Certification Request is being signed by a key for which a
certificate currently exists and the existing certificate's
Subj ect or Subject Al t Nane does not match the desired Subject or
Subj ect Al t Name of this certification request.

* The POP Link Wtness Version 2 attribute MJST be included if
the request is being authenticated using a shared-secret, and
the Subject in the certification request is NULL or otherw se
does not uniquely identify the end-entity. |In the POP Link
Wtness Version 2 attribute, keyGenAl gorithm MJUST be id-sha256
or id-sha384 for P-256 certification requests and MJST be
i d-sha384 for P-384 certification requests; macAl gorithm MJST
be HVAC- SHA256 when keyGenAl gorithmis id-sha256 and MJST be
HVAC- SHA384 when keyGenAl gorithmis id-sha384.
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5

5

5.

RA Requirenents

Thi s section addresses the optional case where one or nore RAs act as
i ntermedi ari es between the client and CA as described in Section 7 of
[ RFC5272]. In this section, the term"client" refers to the entity
fromwhich the RA received the PKI Request. This section is only
applicable to RAs.

1. RA Processing of Requests

RAs conformng to this docunent MJST ensure that only the pernitted
signature, hash, and MAC al gorithns described throughout this profile
are used in requests; if they are not, the RA MJST reject those
requests. The RA SHOULD return a CMCFailInfo with the val ue of

badAl g [ RFC5272].

When processing end-entity-generated SignedData objects, RAs MJST NOT
perform Crypt ographi c Message Syntax (CMS) Content Constraints (CCQ)
certificate extension processing [ RFC6010].

O her RA processing is as in [RFC5272].
2. RA-Cenerated PKI Requests

If the RA encapsul ates the client-generated PKI Request in a new RA-
signed PKI Request, it MJST create a Full PKI Request encapsul ated in
a SignedData, and the SignedData MJST be constructed as defined in

[ RFC6318]. The PKIData content type conplies with [RFC5272] with the
foll owi ng additional requirenents:

o control Sequence MJST be present. It MJIST include the follow ng
CMC controls: Transaction I D, Sender Nonce, and Batch Requests.
O her appropriate CMC controls MAY be incl uded.

0 cnsSequence MJST be present. It contains the original, unnodified
request(s) received fromthe client.

RA certificates are authorized to sign Full PKI Requests with an
Ext ended Key Usage (EKU) and/or with the CCC certificate extension
[ RFC6010]. Certificates may al so be authorized through | ocal
configuration. Authorized certificates SHOULD i ncl ude the

i d-kp-cntRA EKU from [ RFC6402] . Authorized certificates MAY al so
include the CCC certificate extension [ RFC6010], or the authorized
certificate MAY just include the CCC certificate extension. |If the
RA is authorized via the CCC extension, then the CCC extension MJST
include the object identifier for the PKIData content type. CCC
SHOULD be included if constraints are to be placed on the content
types gener at ed.
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If the RA-signed PKI Request contains a certification request for a
P- 256 public key, then the SignedData MJST be generated using either
SHA- 256 and ECDSA on P-256 or SHA-384 and ECDSA on P-384. |If the
request contains a certification request for a P-384 public key, then
the SignedbData MJUST be generated using SHA-384 and ECDSA on P-384

If the RA-signed PKI Request contains requests for certificates on
the P-256 and P-384 curve, then the SignedData MJUST be generated
usi ng SHA-384 and ECDSA on P-384. If the Full PKI Response is a
successful response to a PKI Request that only contained a Get
Certificate or Get CRL control, then the SignedData MJST be signed by
ei ther SHA-256 and ECDSA on P-256 or SHA-384 and ECDSA on P-384, the
al gorithmused in the response MJUST match the algorithmused in the
request.

5.3. RA- Generated Errors

RA certificates authorized with the CCC certificate extension
[ RFC6010] MUST include the object identifier for the PKIResponse
content type to authorize themto generate responses.

6. CA Requirenents

This section specifies the requirenments for CAs that receive PK
Requests and that generate PKI Responses.

6.1. CA Processing of PKI Requests

CAs conformng to this document MJUST ensure that only the permtted
signature, hash, and MAC al gorithns described throughout this profile
are used in requests; if they are not, the CA MJIST reject those
requests. The CA SHOULD return a CMCStatuslnfoV2 control with
CMCStatus of failed and a CMCFail Info with the val ue of badAl g

[ RFC5272] .

For requests involving an RA, the CA MJST verify the RA's

aut horization. The following certificate fields MJST NOT be

nodi fiabl e using the Mddify Certification Request control: publicKey
and the key usage extension. The request MJST be rejected if an
attenpt to nodify those certification request fields is present. The
CA SHOULD return a CMCSt atusl nfoV2 control with CMCStatus of failed
and a CMCFailInfo with a val ue of badRequest.

When processing end-entity-generated SignedData objects, CAs MJST NOT
perform CCC certificate extension processing [ RFC6010].

If the client-generated PKI Request includes a ChangeSubj ect Nane

attribute either in the CertRequest controls field for a CRVF request
or inthe tcr attributes field for a PKCS#10 request, then the CA
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MJST ensure that name change is authorized. The nechanismfor
ensuring that the name change is authorized is out of scope. If the
CA perfornms this check, and the name change is not authorized, then
the CA MUST reject the PKI Request. The CA SHOULD return a
CMCSt at usl nfoV2 control with CMCStatus of failed.

O her processing of PKIRequests is as in [ RFC5272].
6.2. CA-Cenerated PKI Responses

If a Full PKI Response is returned, it MJST be encapsulated in a
Si gnedbData, and the SignedData MJST be constructed as defined in
[ RFC6318] .

If the PKI Response is in response to an RA-encapsul ated PKI Request,
then the above PKI Response is encapsul ated in another CA-generated
PKI Response. That PKI Response MJST be encapsul ated in a SignedData
and the SignedData MJST be constructed as defined in [ RFC6318]. The
above PKI Response is placed in the encapsul ati ng PKI Response
cnsSequence field. The other fields are as above with the addition
of the batch response control in control Sequence. The follow ng
illustrates a successful CA response to an RA-encapsul ated PKI
Request, both of which include Transaction | Ds and Nonces:

Si gnedbData (applied by the CA)
PKI Dat a
control Sequence (Transaction ID, Sender Nonce, Recipient

Nonce, Batch Response)

cneSequence
Si gnedData (applied by CA and includes returned
certificates)
PKI Dat a
control Sequence (Transaction |ID, Sender Nonce,
Reci pi ent Nonce)

The sane private key used to sign certificates MJST NOT be used to
sign Full PKI Response messages. |Instead, a separate certificate

aut horized to sign CMC responses MJST be used. Certificates are

aut horized to sign Full PKI Responses with an EKU and/or with the CCC
certificate extension [ RFC6010]. Certificates may al so be authorized
through | ocal configuration. Authorized certificates SHOULD i ncl ude
the id-kp-cncCA EKU from [ RFC6402]. Authorized certificates MAY al so
include the CCC certificate extension [ RFC6010], or the authorized
certificate MAY just include the CCC certificate extension. |If the
CA is authorized via the CCC extension, then the CCC extension MJST
include the object identifier for the PKIResponse content type. CCC
SHOULD be included if constraints are to be placed on the content
types gener at ed.
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The signature on the SignedData MJUST be generated using either ECDSA
P- 256 on SHA-256 or ECDSA P-384 on SHA-384. |If the Full PKI Response
is a successful response to a P-256 public key certification request,
then the SignedbData MJUST be generated using either SHA-256 and ECDSA
on P-256 or SHA-384 and ECDSA on P-384. |If the Full PKI Response is
a successful response to a P-384 public key certification request,
then the SignedbData MJUST be generated usi ng SHA-384 and ECDSA on
P-384. If the Full PKI Response is a successful response to
certification requests on both the P-256 and P-356 curves, then the
Si gnedDat a MUST be generated using SHA-384 and ECDSA on P-384. |If
the Full PKI Response is an unsuccessful response to a PKI Request,
then the SignedbData MJST be signed by either SHA-256 and ECDSA on
P-256 or SHA-384 and ECDSA on P-384, the algorithmused in the
response MJST match the algorithmused in the request. |If the Ful

PKI Response is an unsuccessful response to certification requests on
both the P-256 and P-356 curves, then the SignedData MJST be

gener ated usi ng SHA-384 and ECDSA on P-384. |If the Full PKI Response
is a successful response to a PKI Request that only contained a Get
Certificate or Get CRL control, then the SignedData MJST be signed by
ei ther SHA-256 and ECDSA on P-256 or SHA-384 and ECDSA on P-384, the
al gorithmused in the response MUST match the algorithmused in the
request.

If the PKI Response is in response to an RA-encapsul ated PKI Request,
the signature algorithmfor each SignedbData is sel ected
i ndependent | y.

7. dient Requirenments: Processing PKI Responses

Clients conforming to this docunent MJUST ensure that only the
permitted signature, hash, and MAC al gorithns described throughout
this profile are used in responses; if they are not, the client MJST
reject those responses.

Clients MJUST authenticate all Full PKI Responses. This includes
verifying that the PKI Response is signed by an authorized CA or RA
whose certificate validates back to a trust anchor. The authorized
CA certificate MIST include the id-kp-cncCA EKU and/ or include a CCC
extension that includes the object identifier for the PKI Response
content type. O, the CAis determned to be authorized to sign
responses through an inplenmentation-specific mechanism The PK
Response can be signed by an RAif it is an error nessage, if it is a
response to a Get Certificate or Get CRL request, or if the PK
Response contains an inner PKI Response signed by a CA. In the |ast
case, each layer of PKI Response MJST still contain an authorized,
valid signature signed by an entity with a valid certificate that
verifies back to an acceptable trust anchor. The authorized RA
certificate MJST include the id-kp-cncRA EKU and/or include a CCC
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extension that includes the object identifier for the PKIResponse
content type. O, the RAis determned to be authorized to sign
responses through an inplementation-specific mechani sm

When a newy issued certificate is included in the PKI Response, the
client MJUST verify that the newy issued certificate' s public key
mat ches the public key that the client requested. The client MJST
al so ensure that the certificate's signature is valid and that the
signature validates back to an acceptable trust anchor

Clients MJST reject PKI Responses that do not pass these tests.
Local policy will determ ne whether the client returns a Full PK
Response with an Extended CMC Status Info control with CMCStatus set
to failed to a user console, error log, or the server.

If the Full PKI Response contains an Extended Status Info with a
CMCStatus set to failed, then local policy will determ ne whether the
client resends a duplicate certification request back to the server
or an error state is returned to a console or error |og.

8. Shared-Secrets

When the ldentity Proof V2 and POP Link Wtness V2 controls are used,
the shared-secret MJST be randomy generated and securely
distributed. The shared-secret MJST provide at |east 128 bits of
strength for P-256 certification requests and at |east 192 bits of
strength for P-384 certification requests.

9. Security Considerations

Protocol security considerations are found in [RFC2986], [RFC4211],

[ RFC6318], [RFC5272], [RFC5273], [RFC5274], [RFC5759], and [ RFC6402].
When CCC is used to authorize RA and CA certificates, then the
security considerations in [ RFC6010] also apply. Al gorithmsecurity
considerations are found in [ RFC6318].

Conpliant with NI ST Special Publication 800-57 [SP80057], this
profil e defines proof-of-possession of a key establishnent private
key by performng a digital signature. Except for one-tine proof-of-
possession, a single key pair MJST NOT be used for both signature and
key establishnent.

This specification requires inplenmentations to generate key pairs and
ot her random val ues. The use of inadequate pseudo-random number
generators (PRNGs) can result in little or no security. The
generation of quality random nunbers is difficult. N ST Speci al
Publ i cati on 800-90 [ SP80090], FIPS 186-3 [DSS], and [ RFC4086] offer
random nunber generation gui dance.
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When RAs are used, the list of authorized RAs nmust be securely
di stributed out-of-band to CAs.

Presence of the POP Link Wtness Version 2 and POP Link Random
attributes protects agai nst substitution attacks.

The Certificate Policy for a particular environment will specify
whet her expired certificates can be used to sign certification

requests.
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Appendi x A.  Scenari 0s

This section illustrates several potential certificate enrollnent and
rekey scenarios supported by this profile. This section does not
intend to place any limts or restrictions on the use of CMC

A 1. Initial Enroll ment

This section describes three scenarios for authenticating initia
enrol | ment requests:

1. Previously installed signature certificate (e.g., Manufacturer
Installed Certificate);

2. Shared-secret distributed securely out-of-band;
3. RA authentication
A.1.1. Previously Installed Signature Certificate

In this scenario, the end-entity has had a signature certificate
installed by the cryptographic nodul e manufacturer. As the end-
entity already has a signature certificate, it can be used to

aut henticate a request for a new certificate. The end-entity signs
the Full PKI Request with the private key that corresponds to the
subj ect public key of a previously installed signature certificate.
The CA will recognize the authorization of the previously installed
certificate and issue an appropriate certificate to the end-entity.

A.1.2. Shared-Secret Distributed Securely Qut-of-Band

In this scenario, the CA distributes a shared-secret out-of-band to
the end-entity that the end-entity uses to authenticate its
certification request. The end-entity signs the Full PKI Request
with the private key for which the certification is being requested.
The end-entity includes the Identity Proof Version 2 control to

aut henticate the request using the shared-secret. The CA uses either
the ldentification control or the Subject in the end-entity’s

encl osed PKCS #10 or CRMF certification request nessage to identify
the request. The end-entity perforns either the POP Link Wtness
Versi on 2 mechani sm as described in [ RFC5272], Section 6.3.1.1, or

t he Shared- Subj ect/ Subj ect Di stingui shed Name (DN) |inking nmechani sm
as described in [RFC5272], Section 6.3.2. The Subject in the

encl osed PKCS #10 or CRMF certification request does not necessarily
mat ch the issued certificate, as it may be used just to help identify
the request (and correspondi ng shared-secret) to the CA
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A.1.3. RA Authentication

In this scenario, the end-entity does not automatically authenticate
its enroll ment request to the CA, either because the end-entity has
nothing to authenticate the request with or because organi zati ona
policy requires RA involvenment. The end-entity creates a Full PK
Request and sends it to an RA. The RA verifies the authenticity of
the request, then, if approved, encapsul ates and signs the request as
described in Section 5.2, forwarding the new request on to the CA
The Subject in the PKCS #10 or CRMF certification request is not
required to match the issued certificate, it may be used just to help
identify the request to the RA and/or CA

A. 2. Rekey

There are two scenarios to support the rekey of certificates that are
al ready enrolled. One addresses the rekey of signature certificates
and the other addresses the rekey of key establishnent certificates.
Typi cal ly, organizational policy will require certificates to be
currently valid to be rekeyed, and it may require initial enroll nent
to be repeated when rekey is not possible. However, sone

organi zational policies mght allow a grace period during which an
expired certificate could be used to rekey.

A.2.1. Rekey of Signature Certificates

VWhen a signature certificate is rekeyed, the PKCS #10 or CRW
certification request nessage enclosed in the Full PKI Request will
i nclude the sanme Subject as the current signature certificate. The
Ful | PKI Request will be signed by the current private key
corresponding to the current signature certificate.

A . 2.2. Rekey of Key Establishment Certificates

When a key establishnment certificate is rekeyed, the Full PKI Request
will generally be signed by the current private key corresponding to
the current signature certificate. |If there is no current signature
certificate, one of the initial enrollnent options in Appendix A1
may be used.
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