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1. Introduction

Resear chers and engi neers often wi sh to anal yze network behavi or by
studying routing protocol transactions and routing information base
snapshots. To this end, the MRT record format was devel oped to
encapsul ate, export, and archive this information in a standardized
data representation.

The BGP routing protocol, in particular, has been the subject of

ext ensi ve study and anal ysis, which have been significantly aided by
the availability of the MRT format. Two exanpl es of |arge-scale MRT-
based BGP archival projects include the University of Oregon Route
Views Project and the RIPE NCC Routing Information Service (RI'S)

The MRT format was initially defined in the MRT Programrer’s Cui de

[ MRT_PROG GQUIDE]. Subsequent extensions were nmade in the GNU Zebra
software routing suite and the Sprint Advanced Technol ogy Labs Pyt hon
Routing Tool kit (PyRT). Further extensions nmay be introduced at a

| ater date through additional definitions of the MRT Type field and
Subt ype fi el ds.

A number of MRT record types listed in the MRT Programrer’s Cuide

[ MRT_PROG GUIDE] are not known to have been inplenented and, in sone
cases, were inconpletely specified. Further, several types were
enpl oyed in early MRT inplementations, but saw linted use and were
updat ed by inproved versions. These types are considered to be
deprecated and are documented in the Deprecated MRT Types

(Appendi x B) section at the end of this docunent. The deprecated
types consi st of codes 0 through 10 inclusive. Sone of the
deprecated types nay be of interest to researchers exanining

hi storical MRT format archives
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Fi el ds which contain multi-octet nuneric values are encoded in
network octet order fromnost significant octet to | east significant
octet. Fields that contain routing nmessage fields are encoded in the
sanme order as they appear in the packet contents.

1.1. Specification of Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. MRT Common Header

All MRT format records have a Comon Header that consists of a
Ti mest anp, Type, Subtype, and Length field. The header is followed
by a Message field. The MRT Common Header is illustrated bel ow

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Ti mest anp |
el i I e i it T e e e e i i T o S e e S e T R R
I Type | Subt ype |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Lengt h |
B T I e R i i i T S S e e I e ik oI I S S e S S

| Message. .. (variable)
e I i R e i e s sl ol it ST R SR SR i TR S R R e e e o

Fi gure 1: MRT Conmon Header
Header Field Descriptions:
Ti mest anp:

A 4-octet field whose integer value is the nunber of seconds,
excl udi ng | eap seconds, el apsed since nidnight proleptic
Coordi nated Universal Time (UTC). This representation of time
is sometines called "UNIX tinme" [POSIX]. This time format
cannot represent tine values prior to January 1, 1970. The

| atest UTC tinme value that can be represented by a 4-octet

i nteger value is 03:14:07 on January 19, 2038, which is
represented by the hexadeci mal val ue 7FFFFFFF. | npl ement ati ons
that wish to create MRT records after this date will need to
provide an alternate EPOCH time base for the Timestanmp field.
Mechani sns for indicating this alternate EPOCH are currently
outside the scope of this docunent.

Bl unk, et al. St andards Track [ Page 4]
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Type:

A 2-octet field that indicates the Type of information
contained in the Message field. Types O through 4 are

i nformati onal nmessages pertaining to the state of an MRT
collector, while Types 5 and higher are used to convey routing
i nformati on.

Subt ype:

A 2-octet field that is used to further distinguish nessage
information within a particular record Type.

Lengt h:

A 4-octet nmessage length field. The Length field contains the
nunber of octets within the nessage. The Length field does not
include the length of the MRT Common Header

Message:

A variabl e-1 ength nessage. The contents of this field are
cont ext dependent upon the Type and Subtype fiel ds.

3. Extended Tinmestanp MRT Header

Several MRT format record types support a variant type with an
extended tinestanp field. The purpose of this field is to support
measur enents at sub-second resolutions. This field, M crosecond

Ti mestanp, contains an unsigned 32BI T offset value in m croseconds,
which is added to the Tinestanp field value. The Tinestanmp field
remains as defined in the MRT Cormon Header. The M crosecond
Timestanp i medi ately follows the Length field in the MRT Cormon
Header and precedes all other fields in the nessage. The M crosecond
Timestanp is included in the conputation of the Length field val ue.
The Extended Tinmestanp MRT Header is illustrated bel ow

Bl unk, et al. St andards Track [ Page 5]
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4.

4.

Bl unk,

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Ti mest anp |
R e s T o T S R El ok i R e e S S e o o s
I Type | Subt ype |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Lengt h |
B i s T T i i o S o T Ji I
| M crosecond Ti nmest anp |
R e s T o T S R El ok i R e e S S e o o s
| Message. .. (variable)

R T o T e e i e e S T S g

Figure 2: Extended Ti nestanp MRT Header

MRT Types

The foll owing MRT Types are currently defined for the MRT format.

The MRT Types that contain the "_ET" suffix in their nanmes identify
those types that use an Extended Ti mestanp MRT Header. The Subtype
and Message fields in these types remmin as defined for the MRT Types
of the same nane wi thout the "_ET" suffix.

11  OSPFv2
12 TABLE_DUWP
13 TABLE_DUWP_\2

packets.

16  BGPAMP
17  BGPAMP_ET
32 18IS
33 ISIS ET
48  OSPFv3
49  OSPRFv3_ET
OSPFv2 Type
This type supports the OSPFv2 protocol as defined in RFC 2328
[ RFC2328]. It is used to encode the exchange of GOSPF protocol
et al. St andards Track [ Page 6]
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The format of the MRT Message field for the OSPFv2 Type is as
fol |l ows:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Renote | P Address |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Local | P Address |
B T S i T s i i e e SEI S
| OSPF Message Contents (vari able)

Bl T e T R i i Tk i o S e S e S e e i S B N S

Figure 3: OSPFv2 Type

The Renote | P Address field contains the Source |Pv4 [ RFCO791]
address fromthe | P header of the OSPF nessage. The Local |P Address
contains the Destination |IPv4 address fromthe | P header. The OSPF
Message Contents field contains the conplete contents of the OSPF
packet followi ng the I P header.

4.2. TABLE_DUMP Type

The TABLE DUMP Type is used to encode the contents of a BGP Routing
Information Base (RIB). Each RIB entry is encoded in a distinct
sequential MRT record. It is RECOMVENDED that new MRT encodi ng

i npl ement ati ons use the TABLE DUWP_V2 Type (see below) instead of the
TABLE DUWP Type due to limtations in this type. However, due to the
significant volunme of historical data encoded with this type, MT
decodi ng applications MAY wi sh to support this type.

The Subtype field is used to encode whether the RIB entry contains
I Pv4 or |1 Pv6 [ RFC2460] addresses. There are two possible values for
the Subtype as shown bel ow.

1 AFl _I Pv4
2 AFl _|I Pv6

Bl unk, et al. St andards Track [ Page 7]
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The format of the TABLE DUWP Type is illustrated bel ow

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Vi ew Numnber | Sequence Number |
i e e R e T o e i b i ol SR SR B S
| Prefix (variable) |
B i s T T i i o S o T Ji I

| Prefix Length | St at us |

e L o i T i R S
| Oiginated Tine |
i e e R i T o e e b i o i S S T
| Peer | P Address (variable) |
B i s T T i i o S o T Ji I
| Peer AS | Attribute Length |
e L o i T e e th o i I S
| BGP Attribute... (variable)

i T o e e o o i i R e s

Figure 4: TABLE DUMP Type

The View Nunber field is normally 0 and is intended for cases where
an inplenmentation may have multiple RIB views (such as a route
server). |In cases where nultiple RIB views are present, an

i mpl ement ati on MAY use the View Number field to distinguish entries
fromeach view The Sequence Nunber field is a sinple increnental
counter for each RIB entry. A typical RIB dunp will exceed the
16-bit bounds of this counter, and an inplenentati on SHOULD sinply
wrap back to zero and continue increnenting the counter in such
cases.

The Prefix field contains the I P address of a particular RIB entry.
The size of this field is dependent on the val ue of the Subtype for
this record. The AFI _|IPv4 Subtype val ue specifies an Address Fam |y
Identifier (AFl) type of I Pv4 [IANA-AF]. It specifies a Prefix field
length of 4 octets. For AFl _IPv6, it is 16 octets in length. The
Prefix Length field indicates the length in bits of the prefix mask
for the preceding Prefix field.

The Status octet is unused in the TABLE DUWP Type and SHOULD be set
to 1.

The Originated Tine contains the 4-octet tine at which this prefix

was heard. The value represents the tinme in seconds since 1 January
1970 00: 00: 00 UTC.

Bl unk, et al. St andards Track [ Page 8]
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The Peer I P Address field is the I P address of the peer that provided
the update for this RIB entry. As with the Prefix field, the size of
this field is dependent on the Subtype. AFI_IPv4 indicates a 4-octet
field and an | Pv4 address, while a Subtype of AFlI _IPv6 requires a
16-octet field and an | Pv6 address. The Peer AS field contains the
2-octet Autononmous System (AS) nunber of the peer.

The TABLE DUMP Type does not permt 4-byte Peer AS nunbers, nor does
it allow the AFl of the peer IP to differ fromthe AFl of the Prefix
field. The TABLE DUMP_V2 Type MJIST be used in these situations.

Attribute Length contains the Iength of the Attribute field and is 2
octets. The BGP Attribute field contains the BGP attribute
information for the RIB entry. The AS PATH attribute MJST only
consi st of 2-byte AS numbers. The TABLE DUMP_V2 supports 4-byte AS
nunbers in the AS PATH attri bute.

4.3. TABLE DUWP_V2 Type

The TABLE _DUMP_V2 Type updates the TABLE DUMP Type to include 4-byte
Aut ononpbus Syst em Nunber (ASN) support and full support for BGP

mul ti protocol extensions. It also inproves upon the space efficiency
of the TABLE DUMP Type by enpl oying an index table for peers and
permitting a single MRT record per Network Layer Reachability
Information (NLRI') entry. The follow ng subtypes are used with the
TABLE_DUMP_V2 Type.

PEER_| NDEX_TABLE
Rl B_I PV4_UNI CAST
Rl B_| PV4_MULTI CAST
RI B_| PV6_UNI CAST
Rl B_I PV6_MJLTI CAST
R B_GENERI C

OO, WNE

4.3.1. PEER | NDEX_TABLE Subtype

An initial PEER_| NDEX_TABLE MRT record provides the BGP ID of the
collector, an OPTIONAL view nane, and a |list of indexed peers.

Fol | owi ng the PEER | NDEX TABLE MRT record, a series of MRT records is
used to encode RIB table entries. This series of MRT records uses
subtypes 2-6 and is separate fromthe PEER | NDEX TABLE MRT record
itself and includes full MRT record headers. The RIB entry MRT
records MJST imedi ately foll ow the PEER | NDEX_ TABLE MRT record.

The header of the PEER | NDEX TABLE Subtype is shown below. The View
Nanme is OPTIONAL and, if not present, the View Nane Length MJST be
set to 0. The View Nane encoding MJST follow the UTF-8

transformati on format [ RFC3629].

Bl unk, et al. St andards Track [ Page 9]
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Col l ector BGP ID |
R e s T o T S R El ok i R e e S S e o o s

| Vi ew Name Length | Vi ew Nanme (vari abl e) |
i e e R e i o i e T ik i ol S R S S
| Peer Count | Peer Entries (variable)

I S T S S S e s I A S A e S

Fi gure 5: PEER | NDEX TABLE Subtype

The format of the Peer Entries is shown below. The PEER_| NDEX_TABLE
record contains Peer Count nunber of Peer Entri es.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Peer Type |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Peer BGP ID |
B T S i T s i i e e SEI S
| Peer | P Address (vari able) |
I S i o T s S S S e s s T
| Peer AS (vari abl e) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 6: Peer Entries

The Peer Type, Peer BGP ID, Peer |P Address, and Peer AS fields are
repeated as indicated by the Peer Count field. The position of the
peer in the PEER I NDEX TABLE is used as an index in the subsequent
TABLE DUMP_V2 MRT records. The index nunber begins with O.

The Peer Type field is a bit field that encodes the type of the AS
and | P address as identified by the A and | bits, respectively,

bel

Bl unk,

ow.

01234567

B R T S .
[ T T O
B S

>

+
I
+

+— 4+

-4

Bit 6: Peer AS nunber size: 0 = 16 bits, 1 = 32 bits
Bit 7: Peer IP Address famly: O =1Pv4, 1 = 1Pv6

Figure 7. Peer Type Field
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The MRT records that follow the PEER | NDEX TABLE MRT record consi st
of the subtypes listed bel ow and contain the actual RIB table
entries. They include a header that specifies a sequence nunber, an
NLRI field, and a count of the nunber of RIB entries contained wthin
the record.

4.3.2. AFI/SAFI -Specific R B Subtypes

The AFI/ SAFI -specific R B Subtypes consist of the R B_|IPV4_UN CAST,
RI B_| PVA_MJLTI CAST, RIB_I PV6_UN CAST, and RIB_| PV6_MJILTI CAST
Subtypes. These specific RIB table entries are given their own MRT
TABLE DUWP_V2 subtypes as they are the nost conmon type of RIB table
i nstances, and providing specific MRT subtypes for thempernits nore
compact encodi ngs. These subtypes pernit a single MRT record to
encode multiple RIB table entries for a single prefix. The Prefix
Length and Prefix fields are encoded in the sane manner as the BGP
NLRI encoding for IPv4 and | Pv6 prefixes. Nanmely, the Prefix field
contains address prefixes followed by enough trailing bits to nmake
the end of the field fall on an octet boundary. The val ue of
trailing bits is irrel evant.

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Sequence Number |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Prefix Length |

B T S i T s i i e e SEI S
| Prefix (variable)

i R b e s o i e b i o Sk S e NI T
| Entry Count | R BEntries (variable)

i s T S e S I T s st S S S U S S S

Figure 8: RIB Entry Header
4.3.3. RI B _GENERI C Subtype

The RI B _GENERI C header is shown below. It is used to cover R B
entries that do not fall under the common case entries defined above.
It consists of an AFl, Subsequent AFlI (SAFI), and a single NLR
entry. The NLRI information is specific to the AFl and SAFI val ues.
An inpl enentation that does not recogni ze particular AFl and SAFI

val ues SHOULD di scard the renai nder of the MRT record.

Bl unk, et al. St andards Track [ Page 11]



RFC 6396 MRT For mat Cct ober 2011

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Sequence Nunber |
e s o i T e i R S
| Address Family ldentifier |Subsequent AFl |

i e e R e T S S e o T i R TR R R S
| Net wor k Layer Reachability Information (variable)

B i s T T i i o S o T Ji I
| Entry Count | RIBENntries (variable)

i T T i i i T e T o o

Figure 9: RIB _GENERIC Entry Header
4.3.4. RIB Entries

The RIB Entries are repeated Entry Count tines. These entries share
a conmon format as shown below. They include a Peer Index fromthe
PEER | NDEX_TABLE MRT record, an originated time for the RIB Entry,
and the BGP path attribute length and attributes. Al AS nunbers in
the AS PATH attri bute MJIST be encoded as 4-byte AS nunbers.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Peer | ndex |

B i s T T i i o S o T Ji I
| Originated Tine

e s o i T e e th o i R S
| Attribute Length |

i e e R el i o i S e b i o i S N B T
| BGP Attributes... (variable)

i S S T sl o I S I S S T S S S S e

Figure 10: RIB Entries

There is one exception to the encoding of BG? attributes for the BGP
MP_REACH NLRI attribute (BGP Type Code 14) [RFC4760]. Since the AFI,
SAFlI, and NLRI information is already encoded in the RIB Entry Header
or RIB GENERI C Entry Header, only the Next Hop Address Length and
Next Hop Address fields are included. The Reserved field is omtted.
The attribute length is also adjusted to reflect only the length of
the Next Hop Address Length and Next Hop Address fields.

Bl unk, et al. St andards Track [ Page 12]
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4.4. BGPAMP Type

This type was initially defined in the Zebra software package for the
BGP protocol with nmultiprotocol extension support as defined by RFC

4760 [RFC4760]. The BGPAMP Type has six Subtypes, which are defined
as foll ows:

BGPAMP_STATE_CHANGE
BGPAMP_MESSAGE
BGPAMP_MESSAGE_AS4
BGPAMP_STATE_CHANGE_AS4
BGP4AMP_MESSAGE_LOCAL
BGPAMP_MESSAGE_AS4 L OCAL

~N~Nooh~hREF,O

4.4.1. BGPAMP_STATE_CHANGE Subt ype

This nessage is used to encode state changes in the BGP finite state
machi ne (FSM. The BGP FSM states are encoded in the AOd State and

New State fields to indicate the previous and current state. In sone
cases, the Peer AS Nunmber may be undefined. In such cases, the value
of this field MAY be set to zero. The format is illustrated bel ow

0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Peer AS Nunber | Local AS Number |
B i s T T i i o S o T Ji I
| Interface | ndex | Address Fam |y |

e L i i e e e th o i RIS
| Peer | P Address (vari abl e) |
i e e R e s o e e o i i sl I N S T
| Local I P Address (vari abl e) |
B i s T T i i o S o T Ji I
| ad State | New St at e |
e L o i e e R th o i R S

Figure 11: BGP4MP_STATE CHANGE Subtype
The FSM states are defined in RFC 4271 [RFC4271], Section 8.2.2.
Both the O d State value and the New State val ue are encoded as

2-octet nunbers. The state values are defined nunerically as
fol | ows:

Bl unk, et al. St andards Track [ Page 13]



RFC 6396 MRT For mat Cct ober 2011

Idle

Connect
Active
OpenSent
QpenConfirm
Est abl i shed

OO WN P

The BGPAMP_STATE CHANCE nessage al so includes Interface Index and
Address Family fields. The Interface Index provides the interface
nunber of the peering session. The index value is OPTIONAL and NMAY
be zero if unknown or unsupported. The Address Fanmily indicates what
types of addresses are in the address fields. At present, the

foll owi ng AFl Types are support ed:

1 AFl _I Pv4
2 AFl _I Pv6

4.4.2. BGPAMP_MESSAGE Subtype

This subtype is used to encode BGP nessages. It can be used to
encode any Type of BGP message. The entire BGP nessage is

encapsul ated in the BGP Message field, including the 16-octet narker,
the 2-octet length, and the 1-octet type fields. The BGPAMP_MESSAGE
Subt ype does not support 4-byte AS nunbers. The AS PATH contained in
these nessages MJST only consist of 2-byte AS nunmbers. The
BGPAMP_MESSAGE _AS4 Subt ype updat es the BGPAMP_MESSAGE Subtype in
order to support 4-byte AS nunmbers. The BGPAMP_MESSAGE fields are
shown bel ow

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Peer AS Nunber | Local AS Number |
el i I e i it T e e e e i i T o S e e S e T R R
| I nterface | ndex | Address Fam |y |

T S I T i i S o e T i I S i e S
| Peer | P Address (vari abl e) |
s i S e i i T s S S T ol ST S e e

| Local I P Address (vari abl e) |
el i I e i it T e e e e i i T o S e e S e T R R
| BGP Message... (variable)

b i i i kS S S S

Figure 12: BGP4AMP_MESSAGE Subtype
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The Interface Index provides the interface nunber of the peering
session. The index value is OPTIONAL and MAY be zero if unknown or
unsupported. The Address Fanily indicates what types of addresses
are in the subsequent address fields. At present, the follow ng AFI
Types are supported:

1 AFl _I Pv4
2 AFl _I Pv6

The Address Family value only applies to the | P addresses contai ned
in the MRT header. The BGP4MP_MESSAGE Subtype is otherw se
transparent to the contents of the actual nessage that nmay contain
any valid AFl/SAFI values. Only one BGP nmessage SHALL be encoded in
t he BGPAMP_MESSAGE Subt ype.

4.4.3. BGP4AMP_NMESSAGE_AS4 Subtype

Thi s subtype updates the BGPAMP_MESSACE Subtype to support 4-byte AS
nunbers. The BGPAMP_MESSAGE_AS4 Subtype is otherw se identical to

t he BGPAMP_MESSAGE Subtype. The AS PATH in these nessages MJST only
consi st of 4-byte AS nunmbers. The BGPAMP_MESSACE AS4 fields are
shown bel ow

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Peer AS Nunber |
B T S i T s i i e e SEI S
| Local AS Nunmber |
I S i o T s S S S e s s T
| I nterface | ndex | Address Famly |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Peer | P Address (variable) |
B T S i T s i i e e SEI S
| Local | P Address (vari abl e) |
I S i o T s S S S e s s T

| BGP Message... (variable)
i s T S e S I T s st S S S U S S S

Fi gure 13: BGP4MP_MESSAGE_AS4 Subtype
4.4.4. BGPAMP_STATE CHANGE AS4 Subtype
Thi s subtype updates the BGPAMP_STATE CHANGE Subtype to support
4-byte AS nunbers. As with the BGPAMP_STATE CHANGE Subtype, the BGP
FSM states are encoded in the Od State and New State fields to

i ndicate the previous and current state. Aside fromthe extension of
the Peer and Local AS Nunber fields to 4 bytes, this subtype is
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ot herwi se identical to the BGPAMP_STATE_CHANGE Subtype. The
BGPAMP_STATE _CHANGE AS4 fiel ds are shown bel ow

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Peer AS Nunber |
i T s i o S i i S R I S I S S S M
| Local AS Number |
B T S i T s i i e e SEI S
| I nterface | ndex | Address Fam |y |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Peer | P Address (vari abl e) |
i T s i o S i i S R I S I S S S M
| Local I P Address (vari abl e) |
B T S i T s i i e e SEI S
| ad State | New St ate |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Fi gure 14: BGP4AMP_STATE_CHANGE AS4 Subt ype
4.4.5. BGP4AMP_MESSACE_LOCAL Subtype

I mpl enent ati ons of MRT have |argely focused on collecting renotely
generated BGP nessages in a passive route collector role. However,
for active BGP inplenmentations, it can be useful to archive locally
generated BGP nessages in addition to renote nmessages. This subtype
is added to indicate a locally generated BGP nessage. The fields
remain identical to the BGPAMP_MESSAGE type including the Peer and
Local IP and AS fields. The Local fields continue to refer to the

I ocal I P and AS nunber of the collector that generated the BGP
message, and the Peer IP and AS fields refer to the recipient of the
gener at ed BGP nessages.

4.4.6. BGPAMP_MESSAGE AS4 LOCAL Subtype
As with the BGPAMP_NMESSAGE LOCAL type, this type indicates locally
generated nmessages. The fields are identical to the
BGPAMP_MESSAGE_AS4 nessage type

4.5. 1SI'S Type
This type supports the 1S-1S routing protocol as defined in RFC 1195
[ RFC1195]. There is no Type-specific header for the 1SIS Type. The

Subt ype code for this type is undefined. The ISIS PDU directly
foll ows the MRT Common Header fi el ds.
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4. 6. OSPFv3 Type

The OSPFv3 Type extends the original OSPFv2 Type to support |Pv6
addresses for the OSPFv3 protocol as defined in RFC 5340 [ RFC5340].
The format of the MRT Message field for the OSPFv3 Type is as
fol | ows:

0 1 2 3
01234567890123456789012345678901
I S i it HIE RIE R TR e
| Address Fam |y |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Renote | P Address (vari abl e) |
i T s i o S i i S R I S I S S S M
| Local I P Address (vari abl e) |
B T S i T s i i e e SEI S
| OSPF Message Contents (vari able)
s T I e e S kT T S S e i St e i S

Fi gure 15: OSPFv3 Type

5. 1 ANA Consi derations
Thi s section provides guidance to the Internet Assigned Nunbers
Authority (1 ANA) regarding registration of values related to the MRT
specification, in accordance with BCP 26, RFC 5226 [ RFC5226].
There are two nane spaces in MRT that have been registered: Type
Codes and Subtype Codes. Type Codes and Subtype Codes are each 16
bits in I ength.
MRT is not intended as a general - purpose specification for protoco
i nformati on export, and allocations should not be nmade for purposes
unrelated to routing protocol information export.

The following policies are used here with the neanings defined in BCP

26: "Specification Required", "IETF Consensus", "Experinmental Use",
"First Cone First Served". Assignnments consist of a name and the
val ue.

5.1. Type Codes

Type Codes have a range fromO to 65535, of which 0-64 are reserved.
New Type Codes MUST be allocated starting at 65. Type Codes 65-511

are assigned by | ETF Review. Type Codes 512-2047 are assigned based
on Specification Required. Type Codes 2048-64511 are available on a
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5.2.

5. 3.

Bl u

First Cone First Served policy.
avai l abl e for

reserved.

Subt ype Codes have a range fromO to 65535

Subt ype Codes

Experi ment al

MRT For mat

specific to a particular Type Code definition

definitions nust

bel ongs.

Type Codes 64512 -

Cct ober 2011

65534 are
Use. The Type Code Val ue 65535 is

Subtype definitions are

New Subt ype Code

Subt ype assignments follow the assi gnnent
Type Codes to which they bel ong.

Def i ned Type Codes

Thi s docunent defines the foll ow ng nmessage Type

nk, et al

Name

NULL

START

D E

| _AM DEAD
PEER_DOMN
BGP

R P

| DRP

Rl PNG
BGP4PLUS
BGP4PLUS 01
OSPFv2
TABLE_DUVP
TABLE DUMP_V2
BGP4AMP
BGPAMP_ET
ISI'S

I SIS ET
OSPFv3
OSPFv3_ET

Val ue Definition
0 See Append
1 See Append
2 See Append
3 See Append
4 See Append
5 See Append
6 See Append
7 See Append
8 See Append
9 See Append
10 See Append
11 See Section
12 See Section
13 See Section
16 See Section
17 See Section
32 See Section
33 See Section
48 See Section
49 See Section

St andards Track

X X X X X X X X X X X

Codes:

Phhbhbhbhabb
CoONUARWNE

WO ImImmmwImw
NRNNDONEEEEE
QURWNRUOAWNR

ref erence an existing Type Code to which the Subtype

rules for the
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5.4. Defined BGP, BGP4PLUS, and BGP4APLUS 01 Subtype Codes

Thi s docunent defines the foll ow ng message Subtype Codes for the
BGP, BGP4PLUS, and BGP4PLUS_01 Types:

Nane Val ue Definition

BGP_NULL 0 See Appendix B.2.1
BGP_UPDATE 1 See Appendix B.2.1
BGP_PREF_UPDATE 2 See Appendix B.2.1
BGP_STATE CHANGE 3 See Appendix B.2.1
BGP_SYNC 4 See Appendix B.2.1
BGP_OPEN 5 See Appendix B.2.1
BGP_NOTI FY 6 See Appendix B.2.1
BGP_KEEPALI VE 7 See Appendix B.2.1

5.5. Defined TABLE DUMP Subtype Codes

Thi s docunent defines the foll ow ng message Subtype Codes for the
TABLE_DUWVP Type:

Name Val ue Definition
AFl _I Pv4 1 See Section 4.2
AFl | Pv6 2 See Section 4.2

5.6. Defined TABLE DUWP_V2 Subtype Codes

Thi s docunent defines the foll ow ng nessage Subtype Codes for the
TABLE_DUMP_V2 Type:

Nane Val ue Definition

PEER | NDEX TABLE 1 See Section 4.3
RI B_| PV4_UNI CAST 2 See Section 4.3
RI B | PV4A_MJULTI CAST 3 See Section 4.3
Rl B_| PV6_UNI CAST 4 See Section 4.3
RIB | PV6_MJITICAST 5 See Section 4.3
Rl B_GENERI C 6 See Section 4.3
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5.

6.

7. Defined BGPAMP and BGPAMP_ET Subtype Codes

Thi s docunent defines the foll ow ng message Subtype Codes for the
BGPAMP Type:

Narme Val ue Definition

BGPAMP_STATE_CHANGE 0 See Section 4.4
BGP4AMP_MESSAGE 1 See Section 4.4
BGPAMP_ENTRY 2 See Section 4.4
BGP4AMP_SNAPSHOT 3 See Section 4.4
BGPAMP_MESSACE AS4 4 See Section 4.4
BGPAMP_STATE _CHANGE AS4 5 See Section 4.4
BGPAMP_MESSAGE LOCAL 6 See Section 4.4
BGPAMP_MESSAGE _AS4 LOCAL 7 See Section 4.4

Security Considerations

The MRT Format utilizes a structure that can store routing protoco
informati on data. The fields defined in the MRT specification are of
a descriptive nature and provide information that is useful to
facilitate the analysis of routing data. As such, the fields
currently defined in the MRT specification do not in thenselves
create additional security risks, since the fields are not used to

i nduce any particul ar behavior by the recipient application

Sone information contained in an MRT data structure might be

consi dered sensitive or private. For exanple, a BGP peer that sends
a nmessage to an MRT-enabl ed router m ght not expect that nmessage to
be shared beyond the AS to which it is sent.

Information that could be considered sensitive includes BGP peer |IP
addresses, BGP Next Hop | P addresses, and BGP Path Attributes. Such
informati on could be useful to nount attacks agai nst the BGP protocol
and routing infrastructure. RFC 4272 [RFC4272] exam nes a nunber of
weaknesses in the BGP protocol that could potentially be exploited.

An organi zation that intends to use the MRT structure to export
routing informati on beyond the domain where it is normally accessible
(e.g., publishing MRT dunps for use by researchers) should verify
with any peers whose information mght be included, and possibly
remove sensitive fields.

The proposed geol ocation extension to MRT could reveal the |ocation
of an MRT router’s peers [ GEOVRT].
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Appendi x A.  MRT Encodi ng Exanpl es

Thi s appendi x, which is not normative, contains MRT encoding
exanpl es.

The foll owi ng exanpl e shows the encoding for an MRT record type of
BGPAMP and subtype BGPAMP_MESSAGE _AS4. The Peer AS and Local AS
nunbers are encoded in 4-byte fields due to the use of the
BGPAMP_MESSACE _AS4 subtype. The encoded BGP Update is shown in
hexadeci mal . The AS nunbers in the ASPATH in the BGP Update are
encoded as 4-byte values in accord with the MRT BGPAMP_MESSACE AS4
subt ype.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Ti mestanp = 1300475700 epoch sec (2011-03-18 19: 15:00) |
I S i o T s S S S e s s T
| Type = 16 | Subtype = 4 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Length = 82 |
B T S i T s i i e e SEI S
| Peer AS = 64496 |
I S i o T s S S S e s s T
| Local AS = 64497 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Interface Index = 0 | Address Family =1 |
B T S i T s i i e e SEI S
| Peer | P Address = 192.0.2.85 |
I S i o T s S S S e s s T
| Local | P Address = 198.51.100.4 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| BGP Update =
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
00 3e 02 00 00 00 1f 40 01 01 02 40 02 Oe 02 03
00 00 fb fO 00 00 fb ff 00 00 fb f6 40 03 04 c6
33 64 55 c0 08 04 fb fO 00 Oe 18 cb 00 71

Figure 16: NMRT BGP4MP_MESSAGE AS4 Exanpl e

Bl unk, et al. St andards Track [ Page 23]



RFC 6396

The contents of the BGP Update Message above are as foll ows:

MRT For mat Cct ober 2011

ORI G N | NCOVPLETE

ASPATH: 64496 6451
NEXT_HOP: 198.51.1
COVMMUNI TY: 64496: 1
NLRI : 203.0.113.0/

1 64502
00. 188
4

24

Figure 17: BGP Message Contents

The foll owi ng exanpl e di splays the encoding for an MRT record type of
bt ype PEER | NDEX TABLE. The table in this

TABLE_DUMP_V2 and su
exanple contains 2 e

0

ntries.

1 2

3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Ti mestanp = 1300475700 epoch sec (2011-03-18 19: 15:00) |
R et e s i o e s i i

I Type

= 13 | Subtype =1

e T S S T o S S e e e A St S S SE S S

Length = 34

o o i i A S

I
Vi ew Nanme

Peer Type = 2
Peer Type = 2

+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-

Fi gur

Bl unk, et al.

Col l ector BGP ID = 198.51.100. 4
Length = 0 | Peer Count = 2
I
Peer BGP ID = 198.51.100.5
Peer I P Address = 198.51.100.5
Peer AS = 65541
I
Peer BGP ID = 192.0.2.33
Peer | P Address = 192.0.2. 33

Peer AS = 65542

e 18: MRT PEER_| NDEX_TABLE Exanpl e

St andards Track

T S S e it S S S S S s S DU S S i S

T S T i S S e e I S i S S S S S

S I S S

T S S e it S S S S S s S DU S S i S

I T S T i S S e I A ST S A S S S S S

S I S S S

T T T S S e S e S S i SR N

I T S T i S S e I A ST S A S S S S S

S I S S S

T S S e it S S S S S s S DU S S i S
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The foll owi ng exanpl e di splays the encoding for an MRT record type of
TABLE DUWP_V2 and subtype RIB I PV6_UNI CAST. This entry applies to
the NLRI prefix of 2001:0DB8::/32. There is a single entry for this
prefix. The entry applies to the peer identified by index |ocation
15 in a precedi ng MRT PEER | NDEX TABLE record.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Ti mestanp = 1300475700 epoch sec (2011-03-18 19: 15:00) |
e L i i T e i R S S
| Type = 13 | Subtype = 4 |
i e e R e o o e T ok i R TR SR S S
| Length = 87 |
B i s T T i i o S o T Ji I
| Sequence Nunber = 42 |
e L o i T i R S
| Preflen = 32 |
i e e R e o o e e ki ol S N S T
| Prefix = 2001:0DB8::/32
B i s T T i i o S o T Ji I
| Entry Count =1 |
i T S bt T
| Peer Index = 15 |
i T e R e s o e e o b i o I N S o
| Originated Time = 1300475700 epoch sec (2011-03-18 19: 15: 00) |
B i s T T i i o S o T Ji I
| Attribute Length = 68 |
e L o i T e S  h h o i R S
| BGP Path Attributes =

40 01 01 00 50 02 00 Oe 02 03 00 00 fb fO 00 0O

fb ff 00 00 fb f6 80 Oe 2b 00 02 01 20 20 01 Od

b8 00 0d 00 ff 00 00 OO 00 00 OO0 01 87 fe 80 00

00 00 00 00 00 02 12 f2 ff fe 9f 1b 00 00 00 20

20 01 0d b8

Figure 19: MRT RIB_|I PV6_UN CAST Exanpl e
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The contents of the BGP Path Attribute field above are as foll ows:

ORIGN I1GP

ASPATH: 64496 64511 64502
MP_REACH_NLRI (I Pv6 Uni cast)
NEXT_HOP: 2001: db8:d:ff::187
NEXT_HOP: fe80::212:f2ff:fe9f: 1b00
NLRI : 2001:0DB8:: /32

Figure 20: BGP Path Attribute Contents
Appendi x B. Deprecated MRT Types

Thi s appendi x |ists deprecated MRT types. These types are docunented
for informational purposes.

B.1. Deprecated MRT Infornmational Types

The initial MRT format defined five Informational Type records.

These records were intended to signal the state of an MRT data

coll ector and do not contain routing informati on. These records were
i ntended for use when MRT records were sent over a network to a
renote repository store. However, MRT record repository stores have
traditionally resided on the sanme device as the collector, and these
I nformational Types are not known to be inplemented. Further,
transport mechani sms for MRT records are considered to be outside the
scope of this docunent.

The Message field MAY contain an OPTIONAL string for diagnostic
pur poses. The nessage string encoding MJST foll ow the UTF-8
transformation format [RFC3629]. The Subtype field is unused for
these Types and SHOULD be set to O.

The MRT Informational Types are defined bel ow

NULL
START

DI E

| _AM _DEAD
PEER_DOMN

AWNPFLO

B.1.1. NULL Type

The NULL Type nessage causes no operation
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B.1.2. START Type

The START Type indicates that a collector is about to begin
generating MRT records.

B.1.3. D E Type

The DI E Type signals a renote MRT repository that it SHOULD stop
accepting messages.

B.1.4. |_AM DEAD Type

An | _AM DEAD MRT record indicates that a collector has shut down and
has stopped generating MRT records.

B.1.5. PEER DOWN Type

The PEER _DOWN nessage was intended to indicate that a collector had
| ost association with a BGP peer. However, the MRT format provides
BGP state change nmessage types that duplicate this functionality.

B.2. Oher Deprecated MRT Types

BGP
RI P
| DRP
Rl PNG
BGP4PLUS
0 BGP4PLUS 01

P Oo0o~NO U

B.2.1. BGP Type

The BGP Type indicates that the Message field contains BGP routing
information. The BGP routing protocol is defined in RFC 4271

[ RFC4271]. The information in the nessage is dependent on the
Subtype value. The BGP Type and all associ ated Subtypes bel ow are
considered to be deprecated by the BGPAMP Type.

The foll owi ng BGP Subtypes are defined for the MRT BGP Type. As with
the BGP Type itself, they are all considered to be deprecated.
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BGP_NULL
BGP_UPDATE
BGP_PREF_UPDATE
BGP_STATE_CHANGE
BGP_SYNC
BGP_OPEN

BGP_NOTI FY
BGP_KEEPALI VE

~NoOo o~ WNEFLO

B.2.1.1. BGP_NULL Subtype
The BGP_NULL Subtype is a reserved Subtype.
B.2.1.2. BGP_UPDATE Subtype

The BGP_UPDATE Subtype is used to encode BGP UPDATE nessages. The
format of the MRT Message field for this subtype is as foll ows:

0 1 2 3
01234567890123456789012345678901
i It S i R i SIE TR TR e
| Peer AS Nunber |
R e s T o T S R El ok i R e e S S e o o s
| Peer | P Address
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Local AS Number |
B i s T T i i o S o T Ji I
| Local | P Address
R e s T o T S R El ok i R e e S S e o o s
| BGP UPDATE Contents (vari able)
Bl T i T e i ks i oI S S R S R e e e S i R S s

Fi gure 21: BGP_UPDATE Subtype

The BGP UPDATE Contents include the entire BGP UPDATE nessage, which
follows the BGP Message Header. The BGP Message Header itself is not
i ncluded. The Peer AS Nunber and IP Address fields contain the AS
nunber and | P address of the renmpbte systemthat is generating the BGP
UPDATE nessages. The Local AS Nunmber and I P Address fields contain
the AS nunber and |P address of the local collector systemthat is
archi ving the nessages.

B.2.1.3. BGP_PREF_UPDATE Subtype

The BGP_PREF_UPDATE Subtype is not defined.
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B.2.1.4. BGP_STATE_CHANGE Subtype

The BGP_STATE CHANGE Subtype is used to reflect changes in the BGP
finite state machine. These FSM states are defined in RFC 4271

[ RFC4271], Section 8.2.2. Both the AOd State value and the New State
val ue are encoded as 2-octet nunmbers. The state val ues are defined
nunerically as foll ows:

1 Idle

2 Connect

3 Active

4 OpensSent

5 OpenConfirm

6 Est abl i shed
The format of the BGP_STATE CHANGE Subtype MRT Message field is as
fol |l ows:

0 1 2 3

01234567890123456789012345678901
i It S i R i SIE TR TR e

| Peer AS Nunber |

e L o i T e e th o i R S
| Peer | P Address |
i e e R e o o e i ol S N B S
| ad State | New St at e |
B i s T T i i o S o T Ji I

Fi gure 22: BGP_STATE CHANGE Subtype
B.2.1.5. BGP_SYNC Subtype

The BGP_SYNC Subtype was intended to convey a systemfile name where
BGP Tabl e Dunp nessages MAY be recorded. The View Nunber was to
correspond to the View Nunber provided in the TABLE DUVP Type
records. There are no known inplenmentations of this subtype, and it
SHOULD be ignored. The following format applies to this subtype:

0 1 2 3
01234567890123456789012345678901
T S

| Vi ew Numnber |
i T e R e s o e e o b i o I N S o
| File Nane... (variable)

T S T S S e s i S

Fi gure 23: BGP_SYNC Subtype
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The File Nane is termnated with a NULL (0) character.
B.2.1.6. BGP_OPEN Subtype

The BGP_OPEN Subtype is used to encode BGP OPEN nessages. The fornat
of the MRT Message field for this subtype is the sane as the
BGP_UPDATE; however, the last field contains the contents of the BGP
OPEN nessage.

B.2.1.7. BGP_NOTIFY Subtype

The BGP_NOTI FY Subtype is used to encode BGP NOTI FI CATI ON nessages.

The format of the MRT Message field for this subtype is the same as

t he BGP_UPDATE; however, the last field contains the contents of the
BGP NOTI FI CATI ON nessage.

B.2.1.8. BGP_KEEPALIVE Subtype

The BGP_KEEPALI VE Subtype is used to encode BGP KEEPALI VE nessages.
The format of the MRT Message field for this subtype is the same as
the BGP_UPDATE; however, the last field contains no information.

B.2.2. RIP Type

The RIP Type is used to export RIP packets as defined in RFC 2453
[ RFC2453]. The Subtype field is currently reserved for this type and
SHOULD be set to O.

The format of the MRT Message field for the RIP Type is as follows:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Peer | P Address |
e L o i e S  th o i R S
| Local | P Address |
i e e R e o o e i ol S N B S
| RI P Message Contents (variable)

i I S i T S S S S i S e

Figure 24: RIP Type
B.2.3. |IDRP Type
The I DRP Type was intended to be used to export Inter-Domain Routing
Protocol (IDRP) information as defined in the |SOIEC 10747 standard.

However, this type has seen no known use, and there are no details on
protocol encoding for this type.
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B.2.4. RIPNG Type

The RI PNG Type is used to export RIPNG protocol packets as defined in
RFC 2080 [ RFC2080]. The RIPNG protocol updates the RIP protocol to
support I Pv6. The Subtype field is currently reserved for this type
and SHOULD be set to O.

The format of the MRT Message field for the RIPNG Type is as foll ows:

0 1 2 3
01234567890123456789012345678901
T S T

Peer | Pv6 Address
B e T i T S i i I S T T i i i S N

I
|
I
Local | Pv6 Address
I

+
I i S S T o S S e e e e i S i S S

Rl PNG Message Contents (vari able)

+-
I
|
+-
I
I
+-
|
e S T S i S S S e T s S S S S S S

Fi gure 25: RIPNG Type
B.2.5. BGP4PLUS and BGP4PLUS 01 Types

The BGP4PLUS and BGP4PLUS 01 Types were defined to support |1Pv6 BGP
routing informati on. The BGP4PLUS Type was specified based on the
initial Internet-Draft that became RFC 4760, "Miltiprotocol
Extensions to BGP-4". The BGP4PLUS 01 Type was specified to
correspond to the -01 revision of that Internet-Draft. The two Types
share the sanme definitions in ternms of their MRT format

speci fications.

The Subtype field definitions are shared with the BGP Type; however,
the address fields in the BGP_UPDATE, BGP_OPEN, BGP_NOTI FY,
BGP_KEEPALI VE, and BGP_STATE _CHANGE Subtype records are extended to
16 octets for I Pv6 addresses. As with the BGP Type, the BGP4PLUS and
BGP4PLUS 01 Types are deprecated as they were superseded by the
BGPAMP Type.
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B. 2. 6.

Depr ecat ed BGP4AMP Subt ypes

The foll owi ng two subtypes of the BGPAMP Type are considered to be
depr ecat ed.

2 BGPAMP_ENTRY
3 BGP4MP_SNAPSHOT

B.2.6.1. BGPAMP_ENTRY Subtype

This subtype is simlar to the TABLE DUVWP Type and is used to record
RIB table entries. It was intended to include true nultiprotocol
support. However, this subtype does not support 4-byte AS nunbers
and has not been widely inpl enmented.

Bl unk,

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Peer AS Nunber | Local AS Number |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Interface Index | Address Famly |

B T S i T s i i e e SEI S
| Peer | P Address (vari able) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Local | P Address (vari able) |
i T s i o S i i S R I S I S S S M
| Vi ew Numnber | St at us |
B T S i T s i i e e SEI S
| Ti me Last Change |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Address Family | SAFI | Next-Hop-Len |
i T s i o S i i S R I S I S S S M
| Next Hop Address (vari abl e) |
B T S i T s i i e e SEI S
| Prefix Length |

R i T I e T S S e S TR S T e i I S e S e e e e o o
| Address Prefix (variable)

i T s i o S i i S R I S I S S S M
| Attribute Length |

B T S i T s i i e e SEI S
| BGP Attribute... (variable)

Bl T e T R i i Tk i o S e S e S e e i S B N S

Fi gure 26: BGP4AMP_ENTRY Subtype

et al. St andards Track [ Page 32]



RFC 6396 MRT For mat Cct ober 2011

B.2.6.2. BGPAMP_SNAPSHOT Subtype

Thi s subtype was intended to convey a systemfile name where
BGPAMP_ENTRY records MAY be recorded. It is simlar to the BGP_SYNC
Subtype and i s deprecated.

0 1 2 3
01234567890123456789012345678901
i S i i S S S

| Vi ew Nunber |
T S T T s S
| File Nane... (variable)

s T o T e i ik oI S S e e e S e
Fi gure 27: BGP4MP_SNAPSHOT Subt ype
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