I nternet Engi neering Task Force (IETF)

Request for Comments:

6378

Cat egory: Standards Track
| SSN: 2070-1721

MPLS Transport Profile (MPLS-TP) Linear

Abst ract

Thi s docunent

is a product of a joint

Y. Weingarten, Ed.
Noki a Si enens Net wor ks
S. Bryant

E. Gsborne

Ci sco

N. Sprecher

Noki a Si emens Net wor ks
A. Fulignoli, Ed.

Eri csson

Cct ober 2011

Protection

I nt ernet Engi neering Task Force

(IETF) / International Tel ecomunications Union Tel econmuni cati ons
St andardi zation Sector (ITU-T) effort to include an MPLS Transport
Profile within the | ETF MPLS and Pseudowi re Enul ati on Edge-to- Edge
(PWE3) architectures to support the capabilities and functionalities
of a packet transport network as defined by the I TUT.

Thi s docunent addresses the functionality described in the MPLS- TP
Survivability Framework docunent (RFC 6372) and defines a protoco
that may be used to fulfill the function of the Protection State
Coordination for linear protection, as described in that docunent.

Status of This Meno

This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6378

Wi ngarten, et al. St andards Track [ Page 1]



RFC 6378 MPLS- TP LP Cct ober 2011

Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to allow
modi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.

Wei ngarten, et al. St andards Track [ Page 2]



RFC 6378 MPLS- TP LP Cct ober 2011

Tabl e of Contents

1. IntroduCti On ... 4
1.1. Protection Architectures ........ .. ... 4
1.2. Scope of the DoCcUMENt . ... .. .. .. 5

2. Conventions Used in This Document ............. ... ... 6
2. 1. ACTONYITB . ottt e 6
2.2. Definitions and Terminology .......... ... ... 7

3. Protection State Control LOgiC ........ ... .. 7
3.1. Local Request LOQIiC ........ . 9
3.2, RenmDte RequUeST S ... ... . 11
3.3. PSC Control LogiC ... 12
3. 4. PSC Message Generator . ........ .. 12
3.5. Wiit-to-Restore (WIR) Timer ...... ... ... 12
3.6. PSC Control States .......... e 13

3.6.1. Local and Rembte State ........... ... .. 14

4. Protection State Coordination (PSC) Protocol ................... 14
4.1. Transmi ssion and Acceptance of PSC Control Packets ........ 15
4.2. Protocol Format . ...... ... ... 16

4.2.1. PSC Ver Field ...... ... .. i 16
4. 2. PSC Request Field ....... ... . .. . . . .. 17
4.2.3. Protection Type (PT) Field ......................... 18
4.2.4. Revertive (R) Field ...... ... ... ... . . . . . . ... 18
4.2.5. Fault Path (FPath) Field ......... ... ... ... ...... 19
4.2.6. Data Path (Path) Field ........ ... ... .. .. ... ...... 19
4.2.7. Additional TLV Information ........... ... ... ........ 19
4.3. Principles of Operation ........ .. . .. .. ... 20
4.3.1. Basic OQperation .......... .., 20
4.3.2. Priority of Inputs .......... .. . . . . . 21
4.3.3. Operation of PSC States ............ ... ..., 22

5. TANA Considerati ONS . ... ... .. e 33
5.1. Pseudow re Associated Channel Type ........... .. ... ... ..... 33
5.2. PSC Request Field ......... .. 33
5.3. Additional TLVS ... ... 34

6. Security Considerati ONS . ....... ... e 34

7. ACKknOW edgement S ... ... 35

8. Contributing AUthors ... ... .. . 36

9. Ref erenCesS . ... 37
9.1. Normative References ....... ... . . . . . .. .. 37
9.2. Informative References .......... ... . . i, 37

Appendi x A. PSC State Machine Tables ........... ... .. ... .. ... ....... 39

Appendi x B. Exercising the Protection Domain ...................... 44

Wei ngarten, et al. St andards Track [ Page 3]



RFC 6378 MPLS- TP LP Cct ober 2011

1.

1.

I nt roducti on

The MPLS Transport Profile (MPLS-TP) [RFC5921] is a framework for the
construction and operation of packet-switched transport networks
based on the architectures for MPLS ([ RFC3031] and [ RFC3032]) and for
Pseudowi res (PWs) ([RFC3985] and [ RFC5659]) and the requirenents of

[ RFC5654] .

Network survivability is the ability of a network to recover traffic
delivery following failure, or degradation, of network resources.
The MPLS-TP Survivability Framework [RFC6372] is a framework for
survivability in MPLS-TP networks, and describes recovery el enents,
types, methods, and topol ogi cal considerations, focusing on
mechani sms for recovering MPLS-TP Label Switched Paths (LSPs).

Li near protection in nesh networks -- networks with arbitrary

i nterconnectivity between nodes -- is described in Section 4.7 of

[ RFC6372]. Linear protection provides rapid and sinple protection
switching. 1In a nesh network, linear protection provides a very

sui tabl e protection nmechani sm because it can operate between any pair
of points within the network. |t can protect against a defect in an
i ntermedi ate node, a span, a transport path segnment, or an end-to-end
transport path.

1. Protection Architectures

Protection switching is a fully allocated survivability mechani sm

It is fully allocated in the sense that the route and resources of
the protection path are reserved for a selected working path or set
of working paths. It provides a fast and sinple survivability
mechani smthat allows the network operator to easily grasp the active
state of the network and that can operate between any pair of points
within the network.

As described in the Survivability Framework docunent [ RFC6372],
protection switching is applied to a protection domain. For the

pur poses of this document, we define the protection domain of a

poi nt-to-point LSP as consisting of two Label Edge Routers (LERs) and
the transport paths that connect them (see Figure 3). For a point-
to-multipoint LSP, the protection domain includes the root (or
source) LER, the destination (or sink) LERs, and the transport paths
that connect them

In 1+1 unidirectional architecture as presented in [ RFC6372], a
protection transport path is dedicated to the working transport path.
Normal traffic is bridged (as defined in [ RFC4427]) and fed to both
the working and the protection paths by a pernanent bridge at the
source of the protection domain. The sink of the protection domain
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uses a selector to choose either the working or protection path from
which to receive the traffic, based on predetermned criteria, e.g.,
server defect indication. Wen used for bidirectional swtching the
1+1 protection architecture nust al so support a Protection State
Coordi nation (PSC) protocol. This protocol is used to help

coordi nate between both ends of the protection domain in selecting
the proper traffic flow

In the 1:1 architecture, a protection transport path is dedicated to
the working transport path of a single service, and the traffic is
only transnmitted on either the working or the protection path, by
using a selector at the source of the protection domain. A selector
at the sink of the protection domain then selects the path that
carries the normal traffic. Since the source and sink need to be
coordinated to ensure that the selector at both ends select the sane
path, this architecture nmust support a PSC protocol

The 1:n protection architecture extends the 1:1 architecture above by
sharing the protection path anong n services. Again, the protection
path is fully allocated and disjoint fromany of the n working
transport paths that it is being used to protect. The nornal data
traffic for each service is transnmtted either on the normal working
path for that service or, in cases that trigger protection swtching
(as listed in [RFC6372]), may be sent on the protection path. The
switching action is simlar to the 1:1 case where a selector is used
at the source. |In cases where multiple working path services have
triggered protection switching, it should be noted that sone

servi ces, dependent upon their Service Level Agreenent (SLA), may not
be transmitted as a result of limted resources on the protection
path. In this architecture, there may be a need for coordi nation of
the protection switching and for resource allocation negotiation

The procedures for this are for further study and may be addressed in
future docunents.

1.2. Scope of the Docunent

As was pointed out in the Survivability Framework [RFC6372] and

hi ghl i ght ed above, there is a need for coordination between the end
poi nts of the protection domain when enpl oyi ng bidirectiona
protection schenes. This is especially true when there is a need to
verify that the traffic continues to be transported on a
bidirectional LSP that is co-routed

The scope of this docunent is to present a protocol for the
Protection State Coordi nation of Linear Protection. The protoco
addresses the protection of LSPs in an MPLS-TP network as required by
[ RFC5654] (in particular, requirenments 63-65 and 74-79) and descri bed
in [RFC6372]. The basic protocol is designed for use in conjunction
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with the 1:1 protection architecture, bidirectional protection, and
for 1+1 protection of a bidirectional path (for both unidirectiona
and bidirectional protection switching). Applicability of the
protocol for 1:1 unidirectional protection and for 1:n protection
schenes may be docunented in a future docunment and is out of scope
for this docunent. The applicability of this protocol to additiona
MPLS- TP constructs and topol ogi es may be documented in future
docunent s.

Wil e the unidirectional 1+1 protection architecture does not require
the use of a coordination protocol, the protocol may be used by the

i ngress node of the path to notify the far-side end point that a

swi tching condition has occurred and verify the consistency of the
end- point configuration. This use may be especially useful for

poi nt-to-mul ti point transport paths, that are unidirectional by
definition of [ RFC5654]. The use of this protocol for point-to-

mul tipoint paths is out of scope for this docunent and nmay be
addressed in a future applicability docunent.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.1. Acronyns

Thi s docunent uses the follow ng acronyns:

CcT Channel Type

DNR Do- not - Revert

FS Forced Switch

G ACh Generi c Associ ated Channe

LER Label Edge Router

LO Lockout of protection

LSR Label Switching Router

MVEG Managed Entity G oup

VEP MEG End Poi nt

MPLS- TP Transport Profile for MPLS

1S3 Manual Switch

NR No Request

OAM Operations, Administration, and Mii ntenance
PSC Protection State Coordination Protocol
S-PE Swi t chi ng Provi der Edge

SD Si gnal Degrade

SF Si gnal Fail

SFc Cl ear Signal Fail

SLA Servi ce Level Agreenent

Wei ngarten, et al. St andards Track [ Page 6]



RFC 6378 MPLS- TP LP Cct ober 2011

T- PE Termi nating Provider Edge
W'R Wait-to-Restore

2.2. Definitions and Term nol ogy

The term nol ogy used in this docunent is based on the term nol ogy
defined in [ RFC4427] and further adapted for MPLS-TP in [ RFC6372].
In addition, we use the term"LER"' to refer to an MPLS-TP Network
El ement, whether it is an LSR LER T-PE, or S PE

3. Protection State Control Logic

Protection switching processes the local triggers described in
requirenents 74-79 of [RFC5654] together with inputs received from
the far-end LER Based on these inputs, the LER will take certain
protection switching actions, e.g., switching the selector to
transmt on the working or protection path for 1:1 protection or
switching the selector to receive the traffic for either 1:1 or 1+1
protection and transnit different protocol nessages.

The follow ng figure shows the | ogical deconposition of the
Protection State Control logic into different |ogical processing
units. These processing units are presented in subsequent
subsections of this docunment. This |ogical deconposition is only

i ntended for descriptive purposes; any inplenentation that produces
the external behavior described in Section 4 is acceptable.
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Figure 1: Protection State Control Logic

Fi gure 1 describes the |ogica
switching control. The Local Request
fromthe OAM server |ayer, externa

pl ane (when present),

all of these |ocal request sources,
priority local request. This high-priority request
PSC Control logic, that will cross-check this |oca

i nformati on received fromthe far-end LER
uses this input to determ ne what actions need to
| ocal
end LER, and the current status of the protection
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3. 1

Local Request Logic

The Local Request |ogic processes input triggers fromfive sources.

(o]

Qperator comand - the network operator may issue |oca

adm ni strative comuands on the LER that trigger protection
switching. The conmands Forced Switch, Manual Sw tch, C ear
Lockout of protection (defined in [RFC4427] as Forced swi tch-over,
Manual switch-over, Cear, and Lockout of recovery LSP/span,
respectively) MJUST be supported. An inplenentation MAY provide
addi ti onal commands for operator use; providing that these
commands do not introduce inconpatible behavi or between two
arbitrary inplementations, they are outside the scope of this
docunent. For exanple, an inplenentation could provide a command
to manual ly set off a "WIR Expires” trigger (see below) input

wi thout waiting for the duration of the WIRtiner; as this nerely
hastens the transition fromone state to another and has no i npact
on the state machine itself, it would be perfectly valid.

Server-layer alarmindication - the underlying server |ayer of the
network detects failure conditions at the underlying |ayer and may
issue an indication to the MPLS-TP |l ayer. The server |ayer may
enploy its own protection switching nmechanism therefore, this

i nput MAY be controlled by a hold-off timer that SHOULD be
configurable by the network operator. The hold-off timer is
described in greater detail in [RFC6372].

Control -Plane Indication - if there is a control plane active in
the network (either signaling or routing), it MAY trigger
protection swi tching based on conditions detected by the contro
plane. |If the control plane is based on GWLS [ RFC3945], then the
recovery process SHALL conply with the process described in

[ RFC4872] and [ RFC4873].

OAM indication - OAM fault managenent or perfornmance neasur enent
tools may detect a failure or degrade condition on either the
wor ki ng or protection transport path, and this MJST i nput an
indication to the Local Request |ogic.

WIR Expires - The Wait-to-Restore timer is used in conjunction
with recovery fromfailure conditions on the working path in
revertive node. The tiner SHALL signal the PSC control process
when it expires, and the end point SHALL revert to the norma
transm ssion of the user data traffic.

The input fromthese sources SHOULD be retained persistently for the
duration of the condition that initiated the trigger. The Loca
Request | ogic processes these different input sources and, based on
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the priorities between them (see Section 4.3.2), produces a current

| ocal request. |If nore than one |ocal input source generates a
trigger, then the Local Request logic selects the higher priority

i ndi cator and ignores any lower priority indicator. As a result,
there is a single current |local request that is passed to the PSC
Control logic. The different |ocal requests that nmay be output from
the Local Request logic are as foll ows:

o Cear - if the operator cancels an active |ocal adm nistrative
comrand, i.e., LOFS/ M

0 Lockout of protection (LO - if the operator requested to prevent
switching data traffic to the protection path, for any purpose.

o Signal Fail (SF) - if any of the server-layer, control-plane, or
OAM i ndications signaled a failure condition on either the
protection path or one of the working paths.

o Signal Degrade (SD) - if any of the server-layer, control-plane,
or QAM i ndi cations signal ed a degraded transm ssion condition on
either the protection path or one of the working paths. The
determ nation and actions for SD are for further study and may
appear in a separate docunment. Al references to SD input are
pl acehol ders for this extension

o Cear Signal Fail (SFc) - if all of the server-layer, control -
pl ane, or OAMindications are no |longer indicating a failure
condition on a path that was previously indicating a failure
condi ti on.

o Forced Switch (FS) - if the operator requested that traffic be
switched fromone of the working paths to the protection path.

o Mnual Switch (MS) - if the operator requested that traffic be
switched fromthe working path to the protection path. This is
only relevant if there is no currently active fault condition or
oper at or command.

0 WR Expires (WIRExp) - generated by the WIR timer conpleting its
peri od.

If none of the input sources have generated any triggers, then the

Local Request 1ogic should generate a No Request (NR) as the current
| ocal request.
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3.2. Renote Requests

In addition to the | ocal requests, generated as a result of the |oca
triggers, indicated in the previous subsection, the PSC Control |ogic
SHALL accept PSC nessages fromthe far-end LER of the transport path.
Renot e nessages indicate the status of the transport path fromthe

vi ewpoi nt of the far-end LER These nessages may drive state changes
on the local MEP, as defined later in this docunent. Wen using 1+1
unidirectional protection, an LER that receives a renote request
SHALL NOT perform any protection switching action, i.e., wll
continue to select traffic fromthe working path and transport
traffic on both paths.

The followi ng renote requests nay be received by the PSC process:

0 Renpte LO - indicates that the renmpte end point is in Unavail able
state due to a Lockout of protection operator conmand.

0 Renote SF - indicates that the renote end point has detected a
Signal Fail condition on one of the transport paths in the
protection domain. This renpte nmessage includes an indication of
which transport path is affected by the SF condition. 1In
addition, it should be noted that the SF condition nmay be either a
unidirectional or a bidirectional failure, even if the transport
path is bidirectional

0 Renote SD - indicates that the renote end point has detected a
Si gnal Degrade condition on one of the transport paths in the
protection domain. This renpte nessage includes an indication of
which transport path is affected by the SD condition. In
addition, it should be noted that the SD condition nmay be either a
unidirectional or a bidirectional failure, even if the transport
path is bidirectional

0 Renote FS - indicates that the renpte end point is operating under
an operator conmmand to switch the traffic to the protection path.

0 Renote M5 - indicates that the rempte end point is operating under
an operator command to switch the traffic fromthe working path to
the protection path.

0 Renote WIR - indicates that the renpte end point has determ ned

that the failure condition has recovered and has started its WIR
timer in preparation for reverting to the Normal state.
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3.

3.

3.

0 Renote DNR - indicates that the renote end point has determ ned
that the failure condition has recovered and will continue
transporting traffic on the protection path due to operator
configuration that prevents automatic reversion to the Nornal
st ate.

0 Renote NR - indicates that the renote end point has no abnorna
condition to report.

3. PSC Control Logic
The PSC Control |ogic accepts the follow ng input:

a. the current local request output fromthe Local Request |ogic
(see Section 3.1),

b. the renpte request nessage fromthe renote end point of the
transport path (see Section 3.2), and

c. the current state of the PSC Control logic (maintained internally
by the PSC Control |ogic).

Based on the priorities between the different inputs, the PSC Control
| ogic determ nes the new state of the PSC Control |ogic and what
actions need to be taken

The new state information is retained by the PSC Control logic, while
the requested action should be sent to the PSC Message Generator (see
Section 3.4) to generate and transmt the proper PSC nessage to be
transmtted to the renote end point of the protection domain.

4. PSC Message Cenerator

Based on the action output fromthe PSC Control logic, this unit
formats the PSC protocol nessage that is transnmitted to the renote
end point of the protection domain. This nessage nay either be the
same as the previously transmtted nessage or change when the PSC
control state (see Section 3.6) has changed. The nessages are
transmtted as described in Section 4.1 of this docunent.

5. Wiit-to-Restore (WIR) Ti ner

The WIR timer is used to delay reversion to Normal state when
recovering froma failure condition on the working path and the
protection domain is configured for revertive behavior. The |length
of the tiner may be provisioned by the operator. The WIR may be in
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one of two states: Running or Stopped. The control of the WIR ti mer
is managed by the PSC Control |ogic, by use of internal signals to
start and stop, i.e., reset, the WIR ti mer

If the WIR tiner expires prior to being stopped, it SHALL generate a
WR Expires local signhal that is processed by the Local Request
logic. |If the WIRtinmer is running, sending a Stop commuand SHALL
reset the tiner, and put the WIR tiner into Stopped state, but SHALL
NOT generate a WIR Expires local signal. If the WIRtiner is
stopped, a Stop command SHALL be i gnored.

3.6. PSC Control States

The PSC Control |ogic should maintain information on the current
state of the protection domain. Information on the state of the
domain is nmaintained by each LER within the protection domain. The
state information would include information of the current state of
the protection domain, an indication of the cause for the current
state (e.g., unavailable due to local LO conmand, protecting due to
renote FS), and, for each LER should include an indication if the
state is related to a renote or |ocal condition

It should be noted that when referring to the "transport” of the data
traffic, in the followi ng descriptions and |later in the docunent that
the data will be transmtted on both the working and the protection
pat hs when using 1+1 protection, and on either the working or the
protection path exclusively when using 1:1 protection. Wen using
1+1 protection, the receiving LER should sel ect the proper

transm ssion, according to the state of the protection donain.

The protection domain states that are supported by the PSC Control
logic are as foll ows:

o0 Normal state - Both the protection and working paths are fully
al |l ocated and active, data traffic is being transported over (or
sel ected fron) the working path, and no trigger events are
reported within the domain.

0 Unavailable state - The protection path is unavailable -- either
as a result of an operator Lockout comuand or a failure condition
detected on the protection path.

o Protecting failure state - The working path has reported a
failure/ degrade condition and the user traffic is being
transported (or selected) on the protection path.

0 Protecting administrative state - The operator has issued a
command switching the user traffic to the protection path.
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0 Wiit-to-Restore state - The protection domain is recovering from
an SF/ SD condition on the working path that is being controlled by
the Wait-to-Restore (WIR) tiner.

0 Do-not-Revert state - The protection domain has recovered froma
Protecting state, but the operator has configured the protection
domain not to automatically revert to the Normal state upon
recovery. The protection domain SHALL remain in this state unti
the operator issues a conmand to revert to the Nornmal state or
there is a newtrigger to switch to a different state.

See Section 4.3.3 for details on what actions are taken by the PSC
Process logic for each state and the rel evant input.

3.6.1. Local and Renpte State

An end point may be in a given state as a result of either a loca
i nput indicator (e.g., OAM WR timer) or as a result of receiving a

PSC nmessage fromthe far-end LER |If the state is entered as a
result of a local input indicator, then the state is considered a
| ocal state. |If the state is entered as a result of a PSC nessage,

in the absence of a local input, then the state is considered a
renmote state. This differentiation affects how the LER reacts to
different inputs, as described in Section 4.3.3. The PSC Contro

| ogi ¢ should maintain, together with the current protection domain
state, an indication of whether this is a local or renote state, for
this LER

In any instance where the LER has both a l|ocal and renote indicator
that cause the protection domain to enter a particular state, then
the state is considered a local state, regardless of the order in

whi ch the indicators were processed. |f, however, the LER has |oca
and renote indicators that would cause the protection domain to enter
different states, e.g., a local SF on working and a renpte Lockout of
protection nessage, then the input with the higher priority (see
Section 4.3.2) will be the deciding factor and the source of that
indicator will determ ne whether it is local or renote. 1In the given
exanple, the result would be a Renbte Unavail able state transnmitting
PSC nmessages that indicate an SF condition on the working path and
that the protection path is not being used to transport protected
traffic (as described in the next section).

4. Protection State Coordi nation (PSC) Protocol
Bi di rectional protection switching, as well as unidirectional 1:1
protection, requires coordination between the two end points in

determ ni ng which of the two possible paths, the working or
protection path, is transmtting the data traffic in any given
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situation. Wen protection switching is triggered as described in
Section 3, the end points must informeach other of the sw tchover
fromone path to the other in a coordinated fashion

There are different possibilities for the type of coordinating
protocol. One possibility is a two-phased coordination in which the
LER that is initiating the protection swi tching sends a protoco
message indicating the switch but the actual sw tchover is performnmed
only after receiving an 'Ack’ fromthe far-end LER  The ot her
possibility is a single-phased coordination, in which the initiating
LER perforns the protection switchover to the alternate path and
infornms the far-end LER of the switch, and the far-end LER will

conmpl ete the switchover.

This protocol is a single-phased protocol, as described above. In
the follow ng subsections, we describe the protocol nessages that are
used between the two end points of the protection donain.

4.1. Transm ssion and Acceptance of PSC Control Packets

The PSC control packets SHALL be transmitted over the protection path
only. This allows the transm ssion of the nessages w thout affecting
the normal data traffic in the nost preval ent case, i.e., the Nornal
state. In addition, limting the transm ssion to a single path

avoi ds possible conflicts and race conditions that could develop if
the PSC nessages were sent on both paths.

When the protection domain state is changed due to a | ocal input,
three PSC nessages SHALL be transnmitted as quickly as possible, to
allow for rapid protection switching. This set of three rapid
messages allows for fast protection switching even if one or two of
these packets are lost or corrupted. Wen the protection domain
state changes due to a renote nessage, the LER SHOULD send the three
rapi d nessages. However, when the LER transfers from WIR state to
Normal state as a result of a renpte NR nessage, the three rapid
messages SHALL be transmitted. After the transmission of the three
rapi d nmessages, the LER MJST retransnit the nost recently transmitted
PSC nmessage on a continual basis.

Both the default frequency of the three rapid nmessages as well as the
default frequency of the continual nessage transm ssion SHALL be
configurable by the operator. The actual frequencies used MAY be
configurable, at the time of establishnent, for each individua
protected LSP. For nanagement purposes, the operator SHOULD be able
to retrieve the current default frequency values as well as the
actual values for any specific LSP. For protection switching within
50 ms, it is RECOMMENDED that the default interval of the first three
rapi d PSC nessages SHOULD be no longer than 3.3 nms. Using this
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frequency would allow the far-end to be guaranteed of receiving the
trigger indication within 10 ns and conpl eti on of the swi tching
operation within 50 ms. Subsequent messages SHOULD be conti nuously
transmtted with a default interval of 5 seconds. The purpose of the
continual nessages is to verify that the PSC session is still alive.

If no valid PSC nessage is received, over a period of several
continual messages intervals, the last valid received nessage renains
appl i cabl e.

4.2. Protocol Formt

4.

The protocol nmessages SHALL be sent over the G ACh as described in
[ RFC5586]. There is a single channel type for the set of PSC
messages. The actual nmessage function SHALL be identified by the
Request field of the ACH payl oad as descri bed bel ow.

The channel type for the PSC nessages SHALL be PSC- CT=0x0024.
The following figure shows the format for the conpl ete PSC nmessage.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
|0 O O 1] Version| Reserved | PSC- CT |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Ver | Request | PT | Rl Reservedl | FPat h | Pat h |
B T S i T s i i e e SEI S
| TLV Length | Reserved2 |
I S i o T s S S S e s s T
~ Optional TLVs ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 2: Format of PSC Packet with a G ACh Header
Wher e:

0 Both Reservedl and Reserved2 fields MJST be set to O and ignored
upon receipt.

o The follow ng subsections describe the renmaining fields of the PSC
payl oad.

2. 1. PSC Ver Field

The Ver field identifies the version of the protocol. For this
versi on of the docunent, the value SHALL be 1.
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4. 2.

PSC Request Field

The PSC protocol SHALL support transm ssion of the foll ow ng requests
between the two end points of the protection donain:

(o]

(14) Lockout of protection - indicates that the end point has
di sabled the protection path as a result of an adnministrative
command. Both the FPath and Path fields SHALL be set to O.

(12) Forced Switch - indicates that the transmtting end point has
switched traffic to the protection path as a result of an

adm ni strative command. The FPath field SHALL indicate that the
wor ki ng path is being blocked (i.e., FPath set to 1), and the Path
field SHALL i ndicate that user data traffic is being transported
on the protection path (i.e., Path set to 1).

(10) Signal Fail - indicates that the transmtting end point has
identified a signal fail condition on either the working or
protection path. The FPath field SHALL identify the path that is
reporting the failure condition (i.e., if protection path, then
FPath is set to O0; if working path, then FPath is set to 1), and
the Path field SHALL indicate where the data traffic is being
transported (i.e., if protection path is blocked, then Path is set
to 0; if working path is blocked, then Path is set to 1).

(7) Signal Degrade - indicates that the transmitting end point has
identified a degradation of the signal, or integrity of the packet
transm ssion on either the working or protection path. This
request is presented here only as a placeholder. The specifics
for the nethod of identifying this degradation is out of scope for
this docunent. The details of the actions to be taken for this
situation are left for future specification

(5) Manual Switch - indicates that the transmtting end point has
switched traffic to the protection path as a result of an

adm ni strative Manual Switch command. The FPath field SHALL

i ndicate that the working path is being blocked (i.e., FPath set
to 1), and the Path field SHALL indicate that user data traffic is
being transported on the protection path (i.e., Path set to 1).

(4) Wait-to-Restore - indicates that the transmtting end point is
recovering froma failure condition of the working path and has
started the Wait-to-Restore tiner. FPath SHALL be set to O and

i gnored upon receipt. Path SHALL indicate the working path that
is currently being protected (i.e., Path set to 1).
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0 (1) Do-not-Revert - indicates that the transmitting end point has
recovered froma failure/blocked condition, but due to the |oca
settings, is requesting that the protection domain continues to
transport the data as if it is in a protecting state, rather than
revert to the Normal state. FPath SHALL be set to 0 and ignored
upon receipt. Path SHALL indicate the working path that is
currently being protected (i.e., Path set to 1).

0 (0) No Request - indicates that the transmtting end point has
nothing to report, FPath and Path fields SHALL be set according to
the transm ssion state of the end point, see Section 4.3.3 for
detail ed scenari os.

Al'l other values are for future extensions (to be adm nistered by
| ANA) and SHALL be ignored upon receipt.

4.2.3. Protection Type (PT) Field

The PT field indicates the currently configured protection
architecture type, this SHOULD be validated to be consistent for both
ends of the protection domain. |[If an inconsistency is detected, then
an alarm SHALL be sent to the nanagenent system The following are

t he possi bl e val ues:

o 3: bidirectional swtching using a pernmanent bridge

0 2: bidirectional switching using a selector bridge

0 1: unidirectional swi tching using a permanent bridge

o O0: for future extensions

As described in the Introduction (Section 1.1) a 1+1 protection

architecture is characterized by the use of a pernmanent bridge at the

source node, whereas the 1:1 and 1:n protection architectures are

characterized by the use of a selector bridge at the source node.
4.2.4. Revertive (R Field

This field indicates that the transnmtting end point is configured to

work in revertive node. |If there is an inconsistency between the two

end points, i.e., one end point is configured for revertive action

and the second end point is in non-revertive node, then the

managenment system SHOULD be notified. The follow ng are the possible
val ues:
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o O - non-revertive npde

o 1 - revertive node

4.2.5. Fault Path (FPath) Field

4.

4.

2

2

The FPath field indicates which path (i.e., working or protection) is
identified to be in a fault condition or affected by an

adm ni strative conmand, when a fault or command is indicated by the
Request field to be in effect. The followi ng are the possible

val ues:

o O0: indicates that the anomaly condition is on the protection path
0o 1: indicates that the anomaly condition is on the working path

0 2-255: for future extensions and SHALL be ignored by this version
of the protocol

6. Data Path (Path) Field

The Path field indicates which data is being transported on the
protection path. Under normal conditions, the protection path
(especially, in 1:1 or 1:n architecture) does not need to carry any
user data traffic. |If there is a failure/degrade condition on one of
the working paths, then that working path's data traffic will be
transported over the protection path. The follow ng are the possible
val ues:

o O0: indicates that the protection path is not transporting user
data traffic (in 1:n architecture) or transporting redundant user
data traffic (in 1+1 architecture).

0 1: indicates that the protection path is transmtting user traffic
replacing the use of the working path.

0 2-255: for future extensions and SHALL be ignored by this version
of the protocol

7. Additional TLV Information

It may be necessary for future applications of the protocol to

i nclude additional information for the proper processing of the
requests. For this purpose, we provide for optional additiona
information to be included in the PSC payload. This information MJST
include a header that indicates the total length (in bytes) of the
addi tional information.
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This information includes the followi ng fields:

0 TLV Length: indicates the nunmber of bytes included in the optional
TLV information. For the basic PSC protocol operation described
in this docunment, this value MJST be O.

o0 Optional TLVs: this includes any additional information formatted
as TLV units. There are no TLV units defined for the basic PSC
operati on.

4.3. Principles of Qperation
In all of the follow ng subsections, assume a protection domain

between LER-A and LER-Z, using paths W (working) and P (protection),
as shown in Figure 3.

R + /| =======================\\ +----- +
| LER- Al // Vér ki ng Pat h \\ [ LER- Z|
| Il |\ |
|  ?<| | >? |
| VW Protection Path aw |
- + \\ =======================// +4----- +

Figure 3: Protection Domain
4.3.1. Basic Operation

The purpose of the PSC protocol is to allow an end point of the
protection domain to notify its peer of the status of the domain that
is known at the end point and coordi nate the transm ssion of the data
traffic. The current state of the end point is expressed in the

val ues of the Request field (reflecting the local requests at that
end point) and the FPath field (reflecting know edge of a bl ocked
path). The coordinati on between the end points is expressed by the
val ue of the Path field (indicating where the user data traffic is
being transmitted). Except during a protection switch, the val ue of
the Path field should be identical for both end points at any
particular time. The values of the Request and FPath fields may not
be identical between the two end points. |n particular it should be
noted that a renote nessage nay not cause the end point to change the
Request field that is being transmitted while it does affect the Path
field (see details in the follow ng subsections).
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The protocol is a single-phased protocol. "Single-phased" inplies
that each end point notifies its peer of a change in the operation
(switching to or fromthe protection path) and makes the swtch

wi thout waiting for acknow edgenent. As a side effect of using a
si ngl e-phased protocol, there will be a short period during state
transitions of one-sided triggers (e.g., operator comands or

uni directional SF) when one LER may be transporting/selecting the
data fromone transport path while the other end point is
transporting/selecting fromthe other transport path. This should
becone coordi nated once the renote nessage is received and the far-
end LER perforns the protection sw tching operation

The foll owi ng subsections will identify the nmessages that will be
transmitted by the end point in different scenarios. The nessages
are described as REQFP, P) -- where REQ is the value of the Request
field, FP is the value of the FPath field, and P is the value of the
Path field. Al exanples assune a protection domai n between LER- A
and LER-Z with a single working path and single protection path (as
shown in Figure 3). Again, it should be noted that when using 1:1
protection the data traffic will be transmitted exclusively on either
the protection or working path; whereas when using 1+1 protection,
the traffic will be transnmitted on both paths and the receiving LER
shoul d sel ect the appropriate signal based on the state. The text
will refer to this transnission/selection as "transport" of the data
traffic. For 1+1 unidirectional protection, the state of the
selector will only be switched in reaction to a | ocal message. Wen
receiving a renote nessage, a LER that is configured for 1+1
unidirectional protection, will transfer to the new renote state;
however, it will continue to select data according to the | atest
known | ocal state. When the LER transitions into the Normal state,
the PSC Control Process SHALL check the persistent state of the |oca
triggers to decide if it should further transition into a new state.

4.3.2. Priority of Inputs

As noted above (in Section 3.1), the PSC Control Process accepts
input fromfive local input sources. There is a definition of
priority between the different inputs that may be triggered |ocally.
The list of local requests in order of priority are (from highest to
| owest priority):

1. Cl ear (operator conmand)
2. Lockout of protection (operator conmand)
3. Forced Switch (operator conmand)

Wei ngarten, et al. St andards Track [ Page 21]



RFC 6378 MPLS- TP LP Cct ober 2011

4. Signal Fail on protection (OAM/ control-plane / server
i ndi cati on)

5. Signal Fail on working (OAM/ control -plane / server indication)
6. Si gnal Degrade on working (OAM/ control -plane / server
i ndi cati on)

7. Cl ear Signal Fail/Degrade (OAM/ control -plane / server
i ndi cation)

8. Manual Switch (operator conmand)
9. WR Expires (WR tiner)
10. No Request (default)

As was noted above, the Local Request |ogic SHALL al ways sel ect the
I ocal input indicator with the highest priority as the current |oca
request, i.e., only the highest priority local input will be used to
affect the control logic. Al local inputs with |lower priority than
this current local request will be ignored

The renote nessage fromthe far-end LER is assigned a priority just
bel ow the simlar local input. For exanmple, a renpote Forced Switch
woul d have a priority just below a | ocal Forced Switch but above a

| ocal Signal Fail on protection input. As nentioned in

Section 3.6.1, the state transition is determ ned by the higher
priority input between the highest priority local input and the
renote nessage. This also determines the classification of the state
as local or renote. The followi ng subsections detail the transition
based on the current state and the higher priority of these two

i nput s.

4.3.3. (Qperation of PSC States

The foll owi ng subsections present the operation of the different
states defined in Section 3.6. For each state, we define the

reaction, i.e., the new state and the nessage to transnmit, to each
possible input -- either the highest priority local input or the PSC
message fromthe remote LER It should be noted that the new state

of the protection domain is described fromthe point of view of the
LER that is reporting the state; therefore, the | anguage of "the LER
goes into a state" is referring to the LER reporting that the
protection domain is nowin this new state. |If the definition states
to "ignore" the nessage, the intention is that the protection domain
SHALL remain in its current state and the LER SHALL conti nue
transmitting (as presented in Section 4.1) the current PSC nessage.
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Wien a LER is in a renpte state, i.e., state transition in reaction
to a PSC nmessage received fromthe far-end LER and receives a new
PSC nmessage fromthe far-end LER that indicates a contradictory
state, e.g., in renote Unavailable state receiving a renote FS(1, 1)
message, then the PSC Control |ogic SHALL reevaluate all inputs (both
the local input and the renpte nessage) as if the LERis in the
Normal state.

4. 3.3.1. Normal State

When the protection domain has no special condition in effect, the
ingress LER SHALL forward the user data al ong the working path, and,
in the case of 1+1 protection, the Pernmanent Bridge will bridge the
data to the protection path as well. The receiving LER SHALL read
the data fromthe working path.

Wien the LER transitions into the Nornal state, the PSC Contro
Process SHALL check the persistent state of the |local triggers to
decide if it should further transition into a new state. |If the
result of this check is a transition into a new state, the LER SHALL
transmt the correspondi ng nessage described in this section and
SHALL use the data path corresponding to the new state. Wen the
protection domain renmains in Normal state, the end point SHALL
transmt an NR(0,0) nessage, indicating -- Nothing to report and data
traffic is being transported on the working path.

When the protection domain is in Normal state, the foll ow ng
transitions are relevant in reaction to a local input to the LER

o0 A local Lockout of protection input SHALL cause the LERto go into
| ocal Unavail abl e state and begin transm ssion of an LQ(0, 0)
nessage

o0 A local Forced Switch input SHALL cause the LER to go into |oca
Protecting adnministrative state and begin transni ssion of an
FS(1,1) nessage

o A local Signal Fail indication on the protection path SHALL cause
the LER to go into local Unavail able state and begin transm ssion
of an SF(0, 0) nessage.

0o A local Signal Fail indication on the working path SHALL cause the
LER to go into local Protecting failure state and begin
transm ssion of an SF(1,1) message.

o0 A local Manual Switch input SHALL cause the LER to go into |oca

Protecting adnministrative state and begin transnission of an
M5(1, 1) nessage

Wei ngarten, et al. St andards Track [ Page 23]



RFC 6378 MPLS- TP LP Cct ober 2011

o Al other local inputs SHALL be ignored.

In Normal state, rempte messages woul d cause the follow ng reaction
fromthe LER

0 A rempte Lockout of protection nessage SHALL cause the LER to go
into renpte Unavail abl e state, while continuing to transmt the
NR( 0, 0) nessage.

0 Arenpte Forced Switch nessage SHALL cause the LERto go into
renote Protecting adm nistrative state and begin transmtting an
NR(0, 1) nessage.

o Arempte Signal Fail nessage that indicates that the failure is on
the protection path SHALL cause the LER (LER-A) to go into renmpote
Unavail abl e state, while continuing to transmt the NR(O, Q)
nessage.

o0 Arempte Signal Fail nessage that indicates that the failure is on
the working path SHALL cause the LER to go into renote Protecting
failure state, and transmt an NR(O, 1) nessage.

0 A renmpte Manual Switch nessage SHALL cause the LER to go into
renote Protecting adnministrative state, and transmit an NR(O, 1)
nmessage.

o Al other renmpote nessages SHALL be i gnored.

4.3.3.2. Unavailable State

When the protection path is unavailable -- either as a result of a
Lockout operator command, or as a result of a SF detected on the
protection path -- then the protection domain is in the Unavail abl e

state. In this state, the data traffic SHALL be transported on the
wor ki ng path and is not protected. Wen the domain is in Unavail abl e
state, the PSC nmessages may not get through: therefore, the
protection is nore dependent on the local inputs than the renpote
messages (that nmay not be received).

The protection donmain will exit the Unavailable state and revert to
the Nornmal state when either the operator clears the Lockout comrand
or the protection path recovers fromthe signal fail or degraded
situation. Both ends will continue to send the PSC nessages over the
protection path, as a result of this recovery.

When the LER (assunme LER-A) is in Unavailable state, the foll ow ng
transitions are relevant in reaction to a local input:
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o0 A local Cear input SHALL be ignored if the LERis in renpte
Unavail able state. |If in local Unavailable state due to a Lockout
command, then the input SHALL cause the LER to go to Nornal state.

0 A local Lockout of protection input SHALL cause the LER to remain
in local Unavailable state and transnit an LO(0,0) nessage to the
far-end LER (LER-Z2).

0o A local Cear SF of the protection path in | ocal Unavail able state
that is due to an SF on the protection path SHALL cause the LER to
go to Nornal state. |If the LERis in renpte Unavail able state but
has an active |local SF condition, then the local Cear SF SHALL
clear the SF | ocal condition and the LER SHALL remain in renpote
Unavail able state and begin transmitting NR(O,0) nessages. In all
ot her cases, the local Cear SF SHALL be ignored.

o0 A local Forced Switch SHALL be ignored by the PSC Control |ogic
when in Unavailable state as a result of a (local or renote)
Lockout of protection. |If in Unavailable state due to an SF on
protection, then the FS SHALL cause the LER to go into |oca
Protecting admi nistrative state and begin transmtting an FS(1, 1)
message. It should be noted that due to the unavailability of the
protection path (i.e., due to the SF condition) that this FS may
not be received by the far-end until the SF condition is cleared.

o A local Signhal Fail on the protection path input when in |ocal
Unavail able state (by inplication, this is due to a |ocal SF on
protection) SHALL cause the LER to remain in |ocal Unavail abl e
state and transmt an SF(0,0) nessage.

o A local Signhal Fail on the working path input when in renote
Unavail able state SHALL cause the LER to remain in renmpote
Unavail able state and transmt an SF(1, 0) nessage.

o Al other local inputs SHALL be ignored.

If renpte nessages are being received over the protection path, then
they woul d have the follow ng effect:

o0 A renpte Lockout of protection nmessage SHALL cause the LER to
remain in Unavail able state (note that if the LER was previously
in local Unavailable state due to a Signal Fail on the protection
path, then it will now be in renote Unavail able state) and
continue transm ssion of the current nessage (either NR(O, Q) or
LO(0,0) or SF(0,0)).
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0 Arenmpte Forced Switch nmessage SHALL be ignored by the PSC Control
| ogic when in Unavail able state as a result of a (local or renote)
Lockout of protection. If in Unavailable state due to a |ocal or
renote SF on protection, then the FS SHALL cause the LER to go
into renote Protecting adm nistrative state; if in Unavail able
state due to local SF, begin transmtting an SF(0, 1) nessage.

0o Arempte Signal Fail nessage that indicates that the failure is on
the protection path SHALL cause the LER to remain in Unavail able
state and continue transm ssion of the current nessage (either
NR(0, 0) or SF(0,0) or LQ(0,0)).

o0 Aremote No Request, when the LERis in renpte Unavail able state
and there is no active local Signal Fail SHALL cause the LER to go
into Normal state and continue transm ssion of the current

message. |If there is a local Signal Fail on the protection path,
the LER SHALL renmain in |local Unavailable state and transnit an
SF(0,0) nmessage. If there is a local Signal Fail on the working

path, the LER SHALL go into local Protecting Failure state and
transmt an SF(1,1) nmessage. Wen in |local Unavail able state, the
renote nessage SHALL be ignored.
o Al other renpte nessages SHALL be ignored.
4.3.3.3. Protecting Administrative State

In the Protecting adm nistrative state, the user data traffic SHALL
be transported on the protection path, while the working path is

bl ocked due to an operator command, i.e., Forced Switch or Mnual
Switch. The difference between a local FS and |ocal M affects what
I ocal indicators may be received -- the Local Request logic wll

bl ock any | ocal SF when under the influence of a |ocal FS, whereas
the SF would override a local M5. 1In general, an M5 will be cancel ed

in case of either a local or renpte SF or LO condition.
The foll owing describe the reaction to | ocal input:

0o A local COear SHALL be ignored if in renote Protecting

adm nistrative state. |If in local Protecting adm nistrative
state, then this input SHALL cause the LER to go i nto Nornal
state.

o0 A local Lockout of protection input SHALL cause the LERto go into
| ocal Unavail abl e state and begi n transm ssion of an LQ(0, 0)
message.

0o A local Forced Switch input SHALL cause the LER to renmain in |ocal
Protecting adninistrative state and transnit an FS(1,1) nessage.
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0o A local Signhal Fail indication on the protection path SHALL cause
the LER to go into local Unavail able state and begin transm ssion
of an SF(0,0) nessage, if the current state is due to a (local or
renote) Manual Switch operator command. |If the LERis in (loca
or renote) Protecting administrative state due to an FS situation
then the SF on protection SHALL be i gnored.

o A local Signal Fail indication on the working path SHALL cause the
LER to go into local Protecting failure state and begin
transmtting an SF(1,1) nessage, if the current state is due to a
(local or renote) Manual Switch operator command. |If the LER s
in remote Protecting adnministrative state due to a renote Forced
Switch command, then this local indication SHALL cause the LER to
remain in renote Protecting adm nistrative state and transmit an
SF(1,1) message. If the LERis in local Protecting adm nistrative
state due to a |local Forced Switch comand, then this indication
SHALL be ignored (i.e., the indication should have been bl ocked by
the Local Request |ogic).

0o A local dear SF SHALL clear any |l ocal SF condition that may
exist. If in renmote Protecting adm nistrative state, the LER
SHALL stop transmitting the SF(x,1) message and begin transmtting
an NR(O0, 1) nessage.

o0 A local Mnual Switch input SHALL be ignored if in renpte
Protecting administrative state due to a renote Forced Switch
command. |If the current state is due to a (local or renote)
Manual Switch operator comuand, it SHALL cause the LER to remain
in local Protecting administrative state and transmt an M5(1, 1)
nessage

o Al other local inputs SHALL be ignored.

While in Protecting adm nistrative state the LER may recei ve and
react as follows to renote PSC nessages

0 A rempte Lockout of protection nmessage SHALL cause the LER to go
into renpte Unavail abl e state and begin transmitting an NR(O, 0)
message. It should be noted that this automatically cancels the
current Forced Switch or Manual Switch command and data traffic is
reverted to the working path.

0 Arenmpte Forced Switch nmessage SHALL be ignored by the PSC Process
logic if there is an active |ocal Forced Swi tch operator command.
If the Protecting adm nistrative state is due to a renote Forced
Swi tch nessage, then the LER SHALL renain in renpte Protecting
adm nistrative state and continue transnitting the | ast nessage.
If the Protecting administrative state is due to either a local or
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(o]

renmote Manual Switch, then the LER SHALL remain in renote
Protecting adm nistrative state (updating the state informtion
with the proper relevant information) and begin transmtting an
NR(0, 1) nessage.

A renpte Signal Fail nessage indicating a failure on the
protection path SHALL cause the LER to go into renpte Unavail abl e
state and begin transmitting an NR(O,0) nessage, if the Protecting
adm nistrative state is due to a Manual Switch command. It should
be noted that this automatically cancels the current Manual Switch
command and data traffic is reverted to the working path.

A renpote Signal Fail nessage indicating a failure on the working
path SHALL be ignored if there is an active local Forced Switch
command. |If the Protecting state is due to a local or renote
Manual Switch, then the LER SHALL go to renbte Protecting failure
state and begin transmitting an NR(O, 1) nessage.

A rempte Manual Switch nmessage SHALL be ignored by the PSC Control
logic if in Protecting adm nistrative state due to a |l ocal or
renote Forced Switch. If in Protecting adm nistrative state due
to a renote Manual Switch, then the LER SHALL remain in renote
Protecting adnministrative state and continue transmtting the
current nmessage. |If in local Protecting adnministrative state due
to an active Manual Switch, then the LER SHALL remain in | ocal
Protecting adm nistrative state and continue transnission of the
M5(1, 1) nessage.

A renpte DNR(O,1) nessage SHALL be ignored if in local Protecting
adm nistrative state. |If in renpte Protecting admnistrative
state, then the LER SHALL go to Do-not-Revert state and continue
transmtting the current message.

A renpte NR(0,0) nessage SHALL be ignored if in local Protecting
adm nistrative state. |If in renpte Protecting adm nistrative
state and there is no active |local Signal Fail indication, then
the LER SHALL go to Norrmal state and begin transnmitting an NR(O, 0)
message. |If there is a local Signal Fail on the working path, the
LER SHALL go to local Protecting failure state and begin
transmtting an SF(1,1) nessage.

Al'l other renote nessages SHALL be i gnored.

4.3.3.4. Protecting Failure State

When the protection nechani smhas been triggered and the protection
domai n has perforned a protection switch, the donain is in the
Protecting failure state. |In this state, the nornal data traffic
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SHALL be transported on the protection path. Wen an LERis in this
state, it inplies that there either was a local SF condition or it
received a remote SF PSC nessage. The SF condition or nmessage
indicated that the failure is on the working path.

This state may be overridden by the Unavailable state triggers, i.e.,
Lockout of protection or SF on the protection path, or by issuing an
FS operator command. This state will be cleared when the SF
condition is cleared. 1In order to prevent flapping due to an

intermttent fault, the LER SHOULD enploy a Wiit-to-Restore tiner to
delay return to Nornmal state until the network has stabilized (see
Section 3.5).

The foll owi ng describe the reaction to |local input:

0 Alocal Cear SF SHALL be ignored if in renpte Protecting failure
state. If in local Protecting failure state and the LER is
configured for revertive behavior, then this input SHALL cause the
LER to go into Wait-to-Restore state, start the WIR tinmer, and
begin transmitting a WIR(0,1) nessage. |If in |local Protecting
failure state and the LER is configured for non-revertive
behavi or, then this input SHALL cause the LER to go into Do-not -
Revert state and begin transmitting a DNR(0, 1) nessage.

o A local Lockout of protection input SHALL cause the LERto go into
Unavai |l abl e state and begin transm ssion of an LQ(0,0) nessage.

o A local Forced Switch input SHALL cause the LER to go into
Protecting adnministrative state and begin transnission of an
FS(1,1) nessage

o A local Signal Fail indication on the protection path SHALL cause
the LER to go into Unavail able state and begin transm ssion of an
SF(0, 0) nessage.

o0 A local Signal Fail indication on the working path SHALL cause the
LER to remain in local Protecting failure state and transmt an
SF(1, 1) message.

o Al other local inputs SHALL be ignored.

Wiile in Protecting failure state, the LER nmay receive and react as
follows to rennote PSC nessages

0 A rempte Lockout of protection nmessage SHALL cause the LER to go

into renpte Unavailable state, and if in |ocal Protecting failure
state, then the LER SHALL transnmit an SF(1,0) nessage; otherw se,
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it SHALL transmit an NR(0,0) message. It should be noted that
this may cause | oss of user data since the working path is still
in a failure condition.

0 Arenmpte Forced Switch nessage SHALL cause the LER go into renote
Protecting adnministrative state, and if in local Protecting
failure state, the LER SHALL transmt the SF(1,1) nessage;
otherwise, it SHALL transnmit NR(O,1).

o Arenpte Signal Fail nessage indicating a failure on the
protection path SHALL cause the LER to go into renpte Unavail abl e
state, and if in local Protecting failure state, then the LER
SHALL transmit an SF(1,0) message; otherwise, it SHALL transmit an
NR(0, 0) nessage. It should be noted that this may cause |oss of
user data since the working path is still in a failure condition.

o If inrenote Protecting failure state, a renbte Wait-to-Restore
message SHALL cause the LER to go into renpte Wait-to-Restore
state and continue transnission of the current message.

o If inrenote Protecting failure state, a renote Do-not-Revert
message SHALL cause the LER to go into renpte Do-not-Revert state
and continue transmi ssion of the current nessage.

o If inremte Protecting failure state, a renote NR(O,0) SHALL
cause the LER to go to Normal state.

o Al other renpte nmessages SHALL be ignored.
4.3.3.5. Wiit-to-Restore State

When recovering froma failure condition on the working path, the
Wait-to-Restore state is used by the PSC protocol to delay reverting
to the Normal state, for the period of the WIRtinmer to allow the
recovering failure to stabilize. Wile in the Waiit-to-Restore state,
the data traffic SHALL continue to be transported on the protection
path. The natural transition fromthe Wiit-to-Restore state to
Normal state will occur when the WIR tiner expires.

When in Wait-to-Restore state, the foll owing describe the reaction to
| ocal inputs:

0o A local Lockout of protection conmand SHALL send the Stop comrand

to the WIR tiner, go into |local Unavail able state, and begin
transmtting an LQ(0, 0) nessage.
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(0]

0

A local Forced Switch conmand SHALL send the Stop comrmand to the
WR tiner, go into local Protecting adm nistrative state, and
begin transm ssion of an FS(1,1) nessage.

A local Signal Fail indication on the protection path SHALL send
the Stop conmand to the WIR tinmer, go into | ocal Unavail abl e
state, and begin transm ssion of an SF(0,0) nessage.

A local Signal Fail indication on the working path SHALL send the
Stop command to the WIR tinmer, go into local Protecting failure
state, and begin transm ssion of an SF(1,1) nessage.

A local Manual Switch input SHALL send the Stop command to the WIR
timer, go into local Protecting adm nistrative state, and begin
transm ssion of an M5(1, 1) message.

A local WIR Expires input SHALL cause the LER to remain in Wiit-
to-Restore state, and begin transmtting an NR(O, 1) nessage.

Al'l other local inputs SHALL be ignored.

When in Wait-to-Restore state, the foll owi ng describe the reaction to
renot e nessages:

(]

A renmpte Lockout of protection nmessage SHALL send the Stop conmand
to the WIR tinmer, go into renote Unavail able state, and begin
transmtting an NR(O, 0) nessage.

A renpte Forced Switch nessage SHALL send the Stop command to the
WIR timer, go into renote Protecting adnministrative state, and
begin transm ssion of an NR(O0, 1) nessage.

A rempte Signal Fail nessage for the protection path SHALL send
the Stop conmand to the WIR tinmer, go into renbte Unavail abl e
state, and begin transm ssion of an NR(0,0) nessage.

A renpte Signal Fail nessage for the working path SHALL send the
Stop conmmand to the WIR timer, go into renpote Protecting failure
state, and begin transm ssion of an NR(O0,1) message.

A renpte Manual Switch nessage SHALL send the Stop command to the
WIR timer, go into renote Protecting adnministrative state, and
begin transm ssion of an NR(O, 1) nessage.

If the WR tiner is running, then a renote NR nessage SHALL be
ignored. If the WIR tiner is stopped, then a renpte NR nessage
SHALL cause the LER to go into Normal state.
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o Al other renmpte nessages SHALL be ignored.
4.3.3.6. Do-not-Revert State

Do- not - Revert state is a continuation of the Protecting failure state
when the protection domain is configured for non-revertive behavi or.
While in Do-not-Revert state, data traffic SHALL continue to be
transported on the protection path until the adm nistrator sends a
command to revert to Normal state. It should be noted that there is
a fundamental difference between this state and Normal -- whereas
Forced Switch in Normal state actually causes a switch in the
transport path used, in Do-not-Revert state, the Forced Switch just
switches the state (to Protecting administrative state) but the
traffic would continue to be transported on the protection path! To
revert back to Normal state, the adm nistrator SHALL issue a Lockout
of protection comand followed by a C ear conmmand.

When in Do-not-Revert state, the follow ng describe the reaction to
| ocal input:

o0 A local Lockout of protection command SHALL cause the LER to go
into | ocal Unavailable state and begin transmtting an LQ(0, 0)
nessage.

o0 A local Forced Switch command SHALL cause the LER to go into |ocal
Protecting administrative state and begin transni ssion of an
FS(1, 1) nessage.

o0 A local Signhal Fail indication on the protection path SHALL cause
the LER to go into |l ocal Unavail able state and begi n transmn ssion
of an SF(0, 0) nessage.

o A local Signal Fail indication on the working path SHALL cause the
LER to go into local Protecting failure state and begin
transm ssion of an SF(1,1) nessage.

o A local Mnual Switch input SHALL cause the LER to go into | ocal
Protecting administrative state and begin transni ssion of an
M5(1, 1) nessage.

o Al other local inputs SHALL be ignored.

When in Do-not-Revert state, the follow ng describe the reaction to
renot e nessages:

0 A renpte Lockout of protection nessage SHALL cause the LER to go

into renpte Unavail abl e state and begin transmitting an NR(O, 0)
nessage.
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o0 Aremote Forced Switch nessage SHALL cause the LER to go into
renote Protecting adm nistrative state and begin transm ssion of
an NR(O0, 1) nessage

o0 Arenmpte Signal Fail nessage for the protection path SHALL cause
the LER to go into renote Unavail able state and begin transni ssion
of an NR(O, 0) nessage.

o Arempte Signal Fail nmessage for the working path SHALL cause the
LER to go into renote Protecting failure state and begin
transm ssi on of an NR(O, 1) nessage.

o0 A remote Manual Sw tch nessage SHALL cause the LER to go into
renote Protecting adm nistrative state and begin transm ssion of
an NR(0, 1) nessage

o Al other renpte nessages SHALL be ignored.

5. |1 ANA Consi derations
5.1. Pseudow re Associ ated Channel Type

In the "Pseudowi re Nane Spaces (PWE3)" registry, | ANA naintains the
"Pseudowi re Associ ated Channel Types" registry.

| ANA has assigned a new code point fromthis registry. The code
poi nt has been assigned fromthe code point space that requires "I ETF
Revi ew' as foll ows:

Regi stry:
Val ue Descri ption TLV Fol | ows Ref erence
0x0024 Protection State no [this docunent]

Coor di nati on Protocol -
Channel Type (PSC- CT)

5.2. PSC Request Field

| ANA has created and maintains a new sub-registry within the

"Mul tiprotocol Label Switching (MPLS) Operations, Admnistration, and
Managenment (QOAM) Paraneters" registry called the "MPLS PSC Request
Registry”". Al code points within this registry shall be allocated
according to the "Standards Action" procedure as specified in

[ RFC5226] .

The PSC Request Field is 4 bits, and the val ues have been all ocated
as foll ows:
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Val ue Description Ref er ence
0 No Request [this docunent]
1 Do- not - Revert [this docunent]
2 - 3 Unassigned
4 Wiit-to-Restore [this docunent]
5 Manual Switch [this docunent]
6 Unassi gned
7 Si gnal Degrade [this docunent]
8 - 9 Unassigned
10 Signal Fail [this docunent]
11 Unassi gned
12 Forced Switch [this docunent]

13 Unassi gned
14 Lockout of protection [this docunent]
15 Unassi gned

5.3. Additional TLVs

The | ANA has created and maintains a new sub-registry within the

"Mul tiprotocol Label Switching (MPLS) Operations, Admnistration, and
Managenent (OAM Paraneters" registry called the "MPLS PSC TLV
Registry". Al code points within this registry shall be allocated
according to the "I ETF Review' procedure as specified in [ RFC5226] .

6. Security Considerations

MPLS-TP is a subset of MPLS and so builds upon nmany of the aspects of
the security nodel of MPLS. MPLS networks make the assunption that
it is very hard to inject traffic into a network and equally hard to
cause traffic to be directed outside the network. The control-plane
protocols utilize hop-by-hop security and assune a "chain-of-trust"”
model such that end-to-end control -plane security is not used. For
nore informati on on the generic aspects of MPLS security, see

[ RFC5920] .

Thi s docunent describes a protocol carried in the G ACh [ RFC5586],
and so is dependent on the security of the G ACh, itself. The G ACh
is a generalization of the Associ ated Channel defined in [ RFC4385].
Thus, this docunment relies heavily on the security nmechani sns

provi ded for the Associ ated Channel and described in those two
document s.

A specific concern for the GACh is that is can be used to provide a
covert channel. This problemis w der than the scope of this
docunment and does not need to be addressed here, but it should be
noted that the channel provides end-to-end connectivity and SHOULD
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NOT be policed by transit nodes. Thus, there is no sinple way of
preventing any traffic being carried between in the G ACh consenting
nodes.

A good discussion of the data-plane security of an associ ated channe
may be found in [RFC5085]. That docunent al so describes sone
mtigation techniques.

It should be noted that the G ACh is essentially connection oriented
so injection or nodification of control nessages specified in this
docunent require the subversion of a transit node. Such subversion
is generally considered hard in MPLS networks and inpossible to
protect against at the protocol |evel. Managenent |evel techniques
are nore appropriate.

However, a new concern for this docunent is the accidental corruption
of messages (through faulty inplenentations or random corruption).
The main concern is around the Request, FPath, and Path fields as a
change to these fields would change the behavi or of the peer end
point. Although this docunent does not define a way to avoid a
change in network behavi or upon receipt of a nessage indicating a
change in protection status, the transition between states wll
converge on a known and stabl e behavior in the face of nessages that
do not match reality.
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Appendi x A.  PSC State Machi ne Tabl es

The PSC state nmachine is described in Section 4.3.3. This appendi x
provides the sane information but in tabular format. In the event of
a msmatch between these tables and the text in Section 4.3.3, the
text is authoritative. Note that this appendix is intended to be a
functional description, not an inplenentation specification

For the sake of clarity of the table, the six states listed in the
text are split into 13 states. The logic of the split is to
differentiate between the different cases given in the conditiona
statenments in the descriptions of each state in the text. In
addition, the renpte and | ocal states were split for the Unavail abl e,
Protecting failure, and Protecting adm nistrative states.

There is only one table for the PSC state machine, but it is broken
into two parts for space reasons. The first part lists the 13
possi bl e states, the eight possible local inputs (that is, inputs
that are generated by the node in question), and the action taken
when a given input is received when the node is in a particul ar
state. The second part of the table lists the 13 possible states and
the eight renpote inputs (inputs that conme froma node other than the
one executing the state machine).

There are 13 rows in the table, headers notw thstanding. These rows
are the 13 possible extended states in the state machine.

The text in the first columm is the current state. Those states that
have both source and cause are formatted as State: Cause: Source. For
exanmpl e, the string UA'LOL indicates that the current state is
"Unavail able’, that the cause of the current state is a Lockout of

protection that was a local input. 1In contrast, the state N sinply
is Normal; there is no need to track the cause for entry into Norma
state.
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The 13 extended states, as they appear in the table, are as foll ows:

N Normal state

UA: LG L Unavail abl e state due to | ocal Lockout

UA: P: L Unavail able state due to local SF on protection path

UA: LO R Unavail abl e state due to renote Lockout of protection nessage
UA: P: R Unavail able state due to renpte SF nessage on protection path
PF: WL Protecting failure state due to |local SF on working path
PF:WR Protecting failure state due to rennte SF nessage on wor ki ng

pat h

PA:F. L Protecting adninistrative state due to | ocal FS operator
command

PA-ML Protecting administrative state due to |ocal Ms operator
command

PA'F:R Protecting adm nistrative state due to renote FS nessage
PA-MR Protecting adnmnistrative state due to renote M5 nessage
WIR Wait-to-Restore state

DNR Do- not - Revert state

Each state corresponds to the transmi ssion of a particular set of
Request, FPath and Path bits. The table below lists the nessage that
is generally sent in each particular state. |f the nmessage to be
sent in a particular state deviates fromthe table below, it is noted
in the footnotes to the state-machine table.

State REQ( FP, P)
N NR( 0, 0)
UA:LO L LQO(0, 0)
UA'P:L SF(O,0)
UA: LO R NR(O, 0)
UA: P: R NR(O, 0)
PF:WL SF(1,1)
PF:WR NR(O, 1)

PAF: L FS(1,1)
PAML M(1,1)
PAF:R NR(O, 1)
PA'MR NR(O, 1)
WIR WIR( 0, 1)
DNR DNR( 0, 1)
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The top row in each table is the Iist of possible inputs. The |ocal
i nputs are as foll ows:

NR No Request
oC Qperator d ear
LO Lockout of protection

SF-P  Signal Fail on protection path
SF-W Signal Fail on working path

FS Forced Switch
SFc Clear Signal Fail
VS Manual Switch

WIRExp WIR Expi red
and the renmpote inputs are as foll ows:

LO renote LO nessage

SF-P renpte SF nessage indicating protection path
SF-Wrenote SF nessage indicating working path

FS renote FS nessage

M5 renote MS nessage

WR renote WIR nmessage

DNR renote DNR nessage

NR renote NR nmessage

Section 4.3.3 refers to sone states as 'renote’ and sone as ’'local’
By definition, all states listed in the table of |ocal sources are

| ocal states, and all states listed in the table of renote sources
are renote states. For exanple, Section 4.3.3.1 says "A |loca
Lockout of protection input SHALL cause the LER to go into |oca
Unavail able state". As the trigger for this state change is a loca
one, ’'local Unavailable state’ is, by definition, displayed in the
table of local sources. Simlarly, Section 4.3.3.1 also states that

"A renote Lockout of protection nessage SHALL cause the LER to go
into renpte Unavail abl e state" means that the state represented in
the Unavailable rows in the table of renpte sources is by definition
a renote Unavail able state.

Each cell in the table below contains either a state, a footnote, or
the letter i i’ stands for Ignore, and is an indication to
continue with the current behavior. See Section 4.3.3. The
footnotes are |listed bel ow the table.
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Part 1: Local

MPLS- TP LP

i nput state machi ne

| ©C | LO | SF-P | FS | SF-W|
-------- T T
N | i | UA: LO L| UA: P: L| PA F: L| PF: WL
UALOL | N | i | i | i | i |
UAP L | i | UALO L] i | PACF:L| i |
UALOR| i |UALO L] [2] | i | 121 |
UAP.R | i | UANLO L| UA: P: LI PAF: L] [3] |
PF-WL | i | UA: LO L| UA:P: L| PAF: L] i |
PF-WR | i | UA: LO L| UA: P: L| PA F: L| PF: WL
PAF.L | N JUALOL| i | i | i |
PAML | N JUALOLJUA P:L|PA F:. L|PF WL|
PAF.R | i | UALO L] i | PAXF: L] [4] |
PAMR | i | UA: LO L| UA: P: L| PA  F: L| PF: WL
WIR | i | UA: LO L| UA: P: L| PA: F: L| PF: WL
DNR | i | UA: LO L| UA: P: L| PA F: L| PF: WL

Part 2: Renote nessages state machine

| LO | SF-P | FS | SF-W]| M5 |
-------- T T I,
N | UANLOR UAP: R PAF: R PF: WR| PA: M R|
UALOL | i | i | i | i | i |
UAP.L | [20] | i | 1291 | i | i |
UALOR| i | i | i | i | i |
UA PR |UALGOR i | PAYF: R i | i |
PF-WL | [211] | [12] |PAFRR i | i |
PFEWR |UALORUAP.RIPAFR i | i |
PAF:L |UALOR i | i | i | i |
PAML |UALORUAPRPAFR [13] | i |
PAF.R |UALOR i | i | i | i |
PAMR |UALORUAPRPAFR [13] | i |
WIR | UANLO R UA:P: R PA'F: R PF: WR| PA: M R|
DNR | UANLOR UAP: R PAF: R PF: WR| PA: M R|

The following are the footnotes for the table:

[1]
[2]
[3]
[4]
[5]

Wei ngarten,

Remain in the
Remain in the
Renmain in the

Remain in the

If the SF being cleared is SF-P,
SF-W ignore the clear.

et al.

SFc |

transition to N.

St andards Track

Cct ober 2011

M5 | WIRExp
______ B
PAML| i

i | i

i | i

i | i

i | i

i | i

i | i

i | i

i | i

i | i
PA-ML| i
PAML| [9]
PAML| i

| DNR | NR
S S
| i | i

| i | i

| i | i

| i ] [16]
| i | [16]
| i | i

| [15] | N

| i | i

| i | i

| DNR | [17]
| DNR | N

| i | [18]
| i | i
SF(0, 0).

current state (UALOR) and transmt

current state (UALOR) and transmt SF(1,0).
current state (UAP:R) and transnit SF(1,0).

current state (PA'F:'R) and transmt SF(1,1).

If it's
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[ 6]

[7]

[8]
[9]
[10]
[11]
[12]
[13]

[14]

[15]

[ 16]

[17]

[ 18]

[19]

MPLS-TP LP COct ober 2011
Remain in current state (UA'x:R), if the SFc corresponds to a
previous SF, then begin transmtting NR(O,0).

If domain configured for revertive behavior transition to WIR,
el se transition to DNR

Remain in PA'F:R and transnit NR(O,1).

Remain in WIR, send NR(O, 1).

Transition to UA:LO R continue sending SF(O, 0).
Transition to UALO R and send SF(1,0).
Transition to UA and send SF(1,0).

Transition to PF: WR and send NR(O, 1).

Transition to WIR state and continue to send the current
nessage

Transition to DNR state and continue to send the current
nmessage

If the local input is SF-P, then transition to UA:P:L. |If the
local input is SF-W then transition to PF:WL. El se,
transition to N state and continue to send the current nessage.

If the local input is SF-W then transition to PF: WL. El se,
transition to N state and continue to send the current nessage.

If the receiving LER s WIR tiner is running, maintain current
state and nmessage. |If the WIRtimer is stopped, transition to
N

Transition to PA'F:R and send SF (0,1).
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Appendi x B. Exercising the Protection Domain

There is a requirement in [RFC5654] (nunmber 84) that discusses a
requirenent to verify that the protection path is viable. Wile the
PSC protocol does not define a specific operation for this
functionality, it is possible to performthis operation by conbining
operations of the PSC and other OAM functionalities. One such
possi bl e conbi nati on would be to i ssue a Lockout of protection
operation and then use the OAM function for diagnostic testing of the
protection path. Simlarly, to test the paths when the working path
is not active would involve performng a Forced Switch to protection
and then performthe diagnostic function on either the working or
protection path.
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