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1. Introduction

Many service provider service |evel agreenents (SLAs) depend on the
ability to neasure and nonitor performance netrics for packet |oss
and one-way and two-way delay, as well as related nmetrics such as
del ay variation and channel throughput. This measurenent capability
al so provides operators with greater visibility into the performance
characteristics of their networks, thereby facilitating planning,
troubl eshooti ng, and network performance eval uation. This docunent
speci fies protocol nechanisns to enable the efficient and accurate
measur enent of these performance netrics in MPLS networks

Thi s docunent specifies two closely related protocols, one for packet
| oss nmeasurenent (LM and one for packet delay nmeasurenent (DM .
These protocols have the following characteristics and capabilities:

o The LM and DM protocols are intended to be sinple and to support
efficient hardware processing.
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o The LM and DM protocols operate over the MPLS Ceneric Associ ated
Channel (G ACh) [RFC5586] and support neasurenent of |oss, delay,
and rel ated netrics over Label Switched Paths (LSPs), pseudow res,
and MPLS sections (links).

0o The LM and DM protocols are applicable to the LSPs, pseudowi res,
and sections of networks based on the MPLS Transport Profile
(MPLS-TP), because the MPLS-TP is based on a standard MPLS data
pl ane. The MPLS-TP is defined and described in [ RFC5921], and
MPLS- TP LSPs, pseudowi res, and sections are discussed in detail in
[ RFC5960]. A profile describing the mniml functional subset of
the LM and DM protocols in the MPLS-TP context is provided in
[ RFC6375] .

o The LM and DM protocols can be used both for continuous/proactive
and sel ective/on-demand measur enent.

o The LM and DM protocols use a sinple query/response nodel for
bi directi onal measurement that allows a single node -- the querier
-- to neasure the loss or delay in both directions.

o0 The LM and DM protocol s use query nessages for unidirectional |oss
and del ay neasurenent. The neasurenent can be carried out either
at the downstream node(s) or at the querier if an out-of-band
return path is avail able.

o The LM and DM protocols do not require that the transmt and
receive interfaces be the sane when perforning bidirectiona
measur enent .

o The DM protocol is statel ess

o The LM protocol is "alnpst" stateless: loss is conputed as a delta
bet ween successi ve nessages, and thus the data associated with the
| ast message received nust be retained.

0 The LM protocol can performtwo distinct kinds of |oss
measurenent: it can neasure the |loss of specially generated test
messages in order to infer the approxi mate data-plane |oss | eve
(inferred neasurenent) or it can directly measure data-pl ane
packet |oss (direct neasurenent). Direct neasurenent provides
perfect |1 o0ss accounting, but nmay require specialized hardware
support and is only applicable to some LSP types. Inferred
measur enent provi des only approxi mate | oss accounting but is
general |y applicable.
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The direct LM nethod is al so known as "frane-based" in the context
of Ethernet transport networks [Y.1731]. Inferred LMis a
generalization of the "synthetic" measurement approach currently
in devel opnment for Ethernet networks, in the sense that it allows
test nessages to be decoupl ed from nmeasurenent nessages.

o0 The LM protocol supports measurenent in terns of both packet
counts and octet counts.

o0 The LM protocol supports both 32-bit and 64-bit counters.

0 The LM protocol can be used to nmeasure channel throughput as well
as packet | oss.

o0 The DM protocol supports multiple timestanp formats, and provides
a sinple neans for the two endpoints of a bidirectional connection
to agree on a preferred format. This procedure reduces to a
triviality for inplenentations supporting only a single tinestanp
format.

o The DM protocol supports varying the neasurenment nmessage size in
order to neasure del ays associated with different packet sizes.

The One-VWAy Active Measurenent Protocol (OMM) [ RFC4656] and Two- Wy
Active Measurenent Protocol (TWAMP) [RFC5357] provide capabilities
for the neasurenment of various perfornmance nmetrics in | P networks.
These protocols are not stream ined for hardware processing and rely
on IP and TCP, as well as elenents of the Network Tinme Protoco

(NTP), which may not be available or optimzed in sonme network
environments; they also |ack support for |EEE 1588 ti nestanps and
direct-nmode LM which nay be required in sone environnents. The
protocols defined in this docunent thus are simlar in sone respects
to, but also differ from these |IP-based protocols.

1.1. Applicability and Scope

Thi s docunent specifies neasurenment procedures and protocol nessages
that are intended to be applicable in a wide variety of circunstances
and anenable to inplenentation by a wi de range of hardware- and

sof t war e- based nmeasurenent systens. As such, it does not attenpt to
mandat e neasurenent quality levels or analyze specific end-user
appl i cations.
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1.2. Termi nol ogy

Term Definition

ACH Associ at ed Channel Header
DM Del ay Measur enent

ECMP Equal Cost Miltipath

G ACh CGeneric Associ ated Channe
LM Loss Measur enent

LSE Label Stack Entry

LSP Label Swi tched Path

NTP Net wor k Ti me Prot ocol

OAM  Operations, Administration, and M ntenance
PTP Preci sion Tinme Protoco
TC Traffic O ass

1.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Overview

This section begins with a sutmary of the basic nmethods used for the
bi directi onal measurement of packet |oss and delay. These

measur enent net hods are then described in detail. Finally, a list of
practical considerations is discussed that may cone into play to
informor nodify these sinple procedures. This sectionis limted to
theoretical discussion; for protocol specifics, the reader is
referred to Sections 3 and 4.

2. 1. Basi ¢ Bidirectional Measurenment

The follow ng figure shows the reference scenario.

Tl T2
Fo-em- - +/ Query [ +
| R |
| A | :::::::::::::::::::l B |
| P |
oo +\ Response fH--eee-- +
T4 T3

This figure shows a bidirectional channel between two nodes, A and B,
and illustrates the tenporal reference points T1-T4 associated with a
measur enent operation that takes place at A. The operation consists
of A sending a query nessage to B, and B sending back a response.
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Each reference point indicates the point in tinme at which either the
query or the response nessage is transnmitted or received over the
channel

In this situation, A can arrange to neasure the packet |oss over the
channel in the forward and reverse directions by sending Loss
Measurenment (LM query nessages to B, each of which contains the
count of packets transmitted prior to tine Tl over the channel to B
(A_TxP). Wen the nessage reaches B, it appends two val ues and
reflects the message back to A: the count of packets received prior
to tine T2 over the channel fromA (B _RxP) and the count of packets
transmtted prior to tinme T3 over the channel to A (B_TxP). Wen the
response reaches A it appends a fourth value: the count of packets
received prior to tine T4 over the channel fromB (A _RxP)

These four counter values enable A to conpute the desired | oss
statistics. Because the transmit count at A and the receive count at
B (and vice versa) may not be synchronized at the tine of the first
message, and to limit the effects of counter wap, the loss is
computed in the formof a delta between nessages.

To neasure at A the delay over the channel to B, a Del ay Measurenent
(DM query nessage is sent fromA to B containing a tinestanp
recording the instant at which it is transmitted, i.e., Tl. \Wen the
message reaches B, a tinestanp is added recording the instant at
which it is received (T2). The nessage can now be reflected fromB
to A, with B adding its transmt timestanp (T3) and A adding its
receive tinmestanp (T4). These four tinestanps enable A to conpute
the one-way delay in each direction, as well as the two-way delay for
the channel. The one-way del ay conputations require that the clocks
of A and B be synchronized; mechanisnms for clock synchronization are
out side the scope of this docunent.

2.2. Packet Loss Measurenent
Suppose a bidirectional channel exists between the nodes A and B
The objective is to nmeasure at A the following two quantities

associ ated with the channel

A TxLoss (transmt loss): the nunber of packets transmitted by A
over the channel but not received at B;

A RxLoss (receive loss): the nunber of packets transmitted by B
over the channel but not received at A
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This is acconplished by initiating a Loss Measurenment (LM operation
at A, which consists of transm ssion of a sequence of LM query
messages (LM 1], LM2], ...) over the channel at a specified rate,
such as one every 100 mlliseconds. Each nessage LM n] contains the
fol | owi ng val ue:

A TxP[n]: the total count of packets transmitted by A over the
channel prior to the time this nmessage is transmtted.

When such a nessage is received at B, the followi ng value is recorded
in the nessage:

B RxP[n]: the total count of packets received by B over the
channel at the tine this nessage is received (excluding the
message itself).

At this point, B transmts the nessage back to A recording within it
the follow ng val ue:

B TxP[n]: the total count of packets transnmitted by B over the
channel prior to the time this response is transmtted.

When the nessage response is received back at A the follow ng val ue
is recorded in the nessage:

A RxP[n]: the total count of packets received by A over the
channel at the tine this response is received (excluding the
message itself).

The transmit |loss A TxLoss[n-1,n] and receive |oss A RxLoss[n-1,n]
wi thin the neasurenment interval nmarked by the nmessages LM n-1] and
LM n] are conmputed by A as follows:

A TxLoss[n-1, n]
A RxLoss[n-1,n]

(A TxP[n] - A TxP[n-1]) - (B _RxP[n] - B_RxP[n-1])
(B_TxP[n] - B TxP[n-1]) - (A RXP[n] - A RxP[n-1])

where the arithnmetic is nodul o the counter size.

(Strictly speaking, it is not necessary that the fourth count,

A RxP[n], actually be witten in the nessage, but this is convenient
for sone inplementations and useful if the nessage is to be forwarded
on to an external measurenent system)
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The derived val ues

A TxLoss A TxLoss[1,2] + A TxLoss[2,3] + ..

A RxLoss = A RxLoss[1,2] + A RxLoss[2,3] + ..

are updated each tine a response to an LM nessage is received and
processed, and they represent the total transmit and receive |oss
over the channel since the LM operation was initiated.

When conputing the values A TxLoss[n-1,n] and A RxLoss[n-1,n], the
possibility of counter wrap nust be taken into account. For exanple,
consi der the values of the A TxP counter at sequence nunbers n-1 and
n. Cearly if ATxP[n] is allowed to wap to 0 and then beyond to a
val ue equal to or greater than A TxP[n-1], the conputation of an
unanbi guous A TxLoss[n-1,n] value will be inpossible. Therefore, the
LM message rate MJST be sufficiently high, given the counter size and
t he speed and nini mum packet size of the underlying channel, that
this condition cannot arise. For exanple, a 32-bit counter for a
100- Gops link with a mni mum packet size of 64 bytes can wap in 2732
/ (10n11/(64*8)) = ~22 seconds, which is therefore an upper bound on
the LM nessage interval under such conditions. This bound will be
referred to as the MaxLM nterval of the channel. It is clear that
the MaxLM nterval will be a nore restrictive constraint in the case
of direct LMand for snaller counter sizes.

The | oss neasurenent approach described in this section has the
characteristic of being stateless at B and "al nbost" stateless at A
Specifically, A nust retain the data associated with the |ast LM
response received, in order to use it to conpute |oss when the next
response arrives. This data MAY be di scarded, and MUST NOT be used
as a basis for measurenent, if MaxLM nterval el apses before the next
response arrives, because in this case an unanbi guous neasurenent
cannot be nade.

The foregoi ng di scussion has assunmed the counted objects are packets,
but this need not be the case. |In particular, octets nay be counted
instead. This will, of course, reduce the MaxLM nterval accordingly.

In addition to absol ute aggregate |oss counts, the individual |oss
counts yield other netrics, such as the average | oss rate over any
mul ti ple of the measurenent interval. An accurate loss rate can be
determined over tine even in the presence of anonalies affecting

i ndi vi dual measurenents, such as those due to packet mi sordering
(Section 4.2.10).
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Not e that an approach for conducting packet | oss neasurenment in IP
networks is docunmented in [RFC2680]. This approach differs fromthe
one described here, for exanple by requiring clock synchronization
bet ween the neasurenent points and | acking support for direct-node
LM

2.3. Throughput Measurenent

If LM query nmessages contain a tinmestanp recording their tinme of
transm ssion, this data can be conbined with the packet or octet
counts to yield neasurenents of the throughput offered and delivered
over the channel during the interval in terns of the counted units.

For a bidirectional channel, for exanple, given any two LM response
messages (separated in tine by not nore than the MaxLM nterval ), the
di fference between the counter values tells the querier the nunber of
units successfully transmtted and received in the interval between
the tinestanps. Absolute offered throughput is the nunber of data
units transmitted and absol ute delivered throughput is the nunber of
data units received. Throughput rate is the nunber of data units
sent or received per unit tinme.

Just as for |oss neasurenent, the interval counts can be accunul ated
to arrive at the absolute throughput of the channel since the start
of the measurenent operation or be used to derive related netrics
such as the throughput rate. This procedure al so enabl es out - of -
service throughput testing when conmbined with a sinple packet
gener at or.

2.4. Delay Measurenent

Suppose a bidirectional channel exists between the nodes A and B
The objective is to measure at A one or nore of the foll ow ng
quantities associated with the channel

0 The one-way delay associated with the forward (A to B) direction
of the channel;

0 The one-way delay associated with the reverse (Bto A) direction
of the channel;

0o The two-way delay (Ato Bto A associated with the channel

The one-way delay metric for packet networks is described in

[ RFC2679]. In the case of two-way delay, there are actually two
possible netrics of interest. The "two-way channel delay" is the sum
of the one-way delays in each direction and reflects the delay of the
channel itself, irrespective of processing delays within the renote
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endpoint B. The "round-trip delay" is described in [RFC2681] and
includes in addition any del ay associated with renote endpoint
processi ng.
Measur enment of the one-way delay quantities requires that the clocks
of A and B be synchroni zed, whereas the two-way delay netrics can be
measured directly even when this is not the case (provided A and B
have stabl e cl ocks).
A nmeasurenent is acconplished by sending a Del ay Measurenent (DM
query nessage over the channel to B that contains the follow ng
ti mest anp:

T1l: the time the DM query nmessage is transmitted fromA

When the nmessage arrives at B, the following tinestanp is recorded in
t he nessage:

T2: the time the DM query nmessage is received at B.

At this point, B transmts the nmessage back to A recording within it
the follow ng tinestanp:

T3: the tinme the DM response nessage is transmitted from B.

When the message arrives back at A the following tinestanp is
recorded in the message:

T4: the tinme the DM response nessage i s received back at A
(Strictly speaking, it is not necessary that the fourth timestanp,
T4, actually be witten in the message, but this is convenient for
some inplementations and useful if the nmessage is to be forwarded on
to an external measurenent system)

At this point, A can conpute the two-way channel del ay associ ated
with the channel as

two-way channel delay = (T4 - T1) - (T3 - T2)
and the round-trip delay as

round-trip delay = T4 - T1.
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If the clocks of A and B are known at A to be synchronized, then both
one-way del ay values, as well as the two-way channel delay, can be
computed at A as

forward one-way delay = T2 - T1

reverse one-way del ay T4 - T3

two-way channel delay = forward del ay + reverse del ay.

Note that this fornmula for the two-way channel delay reduces to the
one previously given, and clock synchronization is not required to
compute this metric.

2.5. Delay Variation Measurenent

I nter-Packet Delay Variation (IPDV) and Packet Delay Variation (PDV)
[ RFC5481] are performance netrics derived from one-way del ay
measurenent and are inportant in some applications. |PDV represents
the di fference between the one-way del ays of successive packets in a
stream PDV, given a neasurenent test interval, represents the

di fference between the one-way delay of a packet in the interval and
that of the packet in the interval with the m ni nrum del ay.

| PDV and PDV neasurenments can therefore be derived from del ay

measur enent s obt ai ned through the procedures in Section 2.4. An

i mportant point regardi ng delay variati on measurenent, however, is
that it can be carried out based on one-way del ay neasurenents even
when the clocks of the two systens involved in those neasurenents are
not synchroni zed with one another

2.6. Uni di rectional Measurenent

In the case that the channel fromAto (B1, ..., Bk) (where B2, ...
Bk refers to the point-to-nultipoint case) is unidirectional, i.e.,
is a unidirectional LSP, LM and DM neasurenents can be carried out at
Bl, ..., Bk instead of at A

For LM this is acconplished by initiating an LM operation at A and
carrying out the sane procedures as used for bidirectional channels,
except that no responses fromBl1, ..., Bk to A are generat ed.

I nstead, each term nal node B uses the A TxP and B_RxP values in the
LM nmessages it receives to conpute the receive | 0oss associated with
the channel in essentially the same way as descri bed previously, that
is:

B RxLoss[n-1,n] = (A TxP[n] - A TxP[n-1]) - (B RxP[n] - B_RxP[n-1])
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For DM of course, only the forward one-way del ay can be neasured and
the cl ock synchronization requirement applies.

Alternatively, if an out-of-band channel froma term nal node B back
to Ais available, the LM and DM nessage responses can be

communi cated to A via this channel so that the nmeasurenments can be
carried out at A

2.7. Dyadic Measurenent

The basic procedures for bidirectional neasurenent assune that the
measur enent process i s conducted by and for the querier node A
Instead, it is possible, with only minor variation of these
procedures, to conduct a dyadic or "dual -ended" measurement process
in which both nodes A and B performloss or del ay nmeasurenent based
on the sane nmessage flow. This is achieved by stipulating that A
copy the third and fourth counter or tinmestanp values froma response
message into the third and fourth slots of the next query, which are
ot herwi se unused, thereby providing B with equivalent information to
that | earned by A

The dyadi ¢ procedure has the advantage of halving the nunber of
nmessages required for both A and B to performa given kind of
measur enent, but cones at the expense of each node's ability to
control its own measurenent process independently, and introduces
addi ti onal operational conplexity into the neasurenment protocols.
The quantity of measurement traffic is also expected to be | ow
relative to that of user traffic, particularly when 64-bit counters
are used for LM Consequently, this docunment does not specify a
dyadi ¢ operational node. However, it is still possible, and may be
useful, for Ato performthe extra copy, thereby providing additiona
information to B even when its participation in the neasurenent
process i s passive.

2.8. Loopback Measurenent
Sone bidirectional channels nay be placed into a | oopback state such
that nmessages are | ooped back to the sender without nodification. In
this situation, LM and DM procedures can be used to carry out
measur enents associated with the circular path. This is done by
generating "queries" with the Response flag set to 1.
For LM the loss conmputation in this case is

A Loss[n-1,n] = (A TxP[n] - A TxP[n-1]) - (A RxP[n] - A RxP[n-1])
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For DM the round-trip delay is conputed. |In this case, however, the
renot e endpoi nt processing time component reflects only the tine
required to | oop the message from channel input to channel output.

2.9. Measurenent Considerations

A nunber of additional considerations apply in practice to the
measur enent net hods sunmari zed above.

2.9.1. Types of Channels

There are several types of channels in MPLS networks over which | oss
and del ay nmeasurenent nay be conducted. The channel type nmay
restrict the kinds of measurement that can be perforned. In al
cases, LM and DM nessages fl ow over the MPLS Ceneric Associ ated
Channel (G ACh), which is described in detail in [RFC5586].

Broadly, a channel in an MPLS network may be either a link, a Label
Switched Path (LSP) [ RFC3031], or a pseudow re [RFC3985]. Links are
bidirectional and are also referred to as MPLS sections; see

[ RFC5586] and [ RFC5960]. Pseudowires are bidirectional. Labe

Swi tched Paths nay be either unidirectional or bidirectional

The LM and DM protocol s discussed in this docunent are initiated from
a single node: the querier. A query nessage may be received either
by a single node or by nultiple nodes, depending on the nature of the
channel. In the latter case, these protocols provide point-to-
mul ti poi nt neasurenment capabilities.

2.9.2. Qality of Service

Quality of Service (QS) capabilities, in the formof the
Differentiated Services architecture, apply to MPLS as specified in

[ RFC3270] and [RFC5462]. Different classes of traffic are

di stinguished by the three-bit Traffic Cass (TC) field of an MPLS
Label Stack Entry (LSE). Delay measurenent applies on a per-traffic-
cl ass basis, and the TC val ues of LSEs above the G ACh Label (GAL)
that precedes a DM nessage are significant. Packet |oss can be
measured with respect either to the channel as a whole or to a
specific traffic class.

2.9.3. Measurenent Point Location

The | ocation of the nmeasurenent points for |oss and delay within the
sendi ng and receiving nodes is inplementation dependent but directly
affects the nature of the neasurenents. For exanple, a sending
i npl ementation nay or may not consider a packet to be "lost", for LM
pur poses, that was discarded prior to transm ssion for queuing-
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rel ated reasons; conversely, a receiving inplenentation nmay or may
not consider a packet to be "lost", for LM purposes, if it was
physically received but discarded during receive-path processing.

The | ocation of delay neasurement points simlarly determ nes what,
precisely, is being neasured. The principal consideration here is
that the behavior of an inplenentation in these respects MJST be nade
clear to the user.

2.9.4. Equal Cost Miltipath

Equal Cost Multipath (ECMP) is the behavior of distributing packets
across multiple alternate paths toward a destination. The use of
ECMP in MPLS networks is described in BCP 128 [RFC4928]. The typica
result of ECMP being performed on an LSP that is subject to del ay
measurenent will be that only the delay of one of the avail abl e paths
is, and can be, measured.

The effects of ECMP on | oss neasurenment will depend on the LM node.
In the case of direct LM the nmeasurement will account for any
packets | ost between the sender and the receiver, regardl ess of how
many pat hs exi st between them However, the presence of ECWP
increases the likelihood of misordering both of LM nessages rel ative
to data packets and of the LM nessages thenselves. Such m sorderings
tend to create unnmeasurable intervals and thus degrade the accuracy
of | oss nmeasurement. The effects of ECMP are sinilar for inferred
LM with the additional caveat that, unless the test packets are
specially constructed so as to probe all avail abl e paths, the |oss
characteristics of one or nore of the alternate paths cannot be
accounted for.

2.9.5. Internedi ate Nodes

In the case of an LSP, it may be desirable to nmeasure the | oss or
delay to or froman internedi ate node as well as between LSP
endpoints. This can be done in principle by setting the Tinme to Live
(TTL) field in the outer LSE appropriately when targeting a

measur enent nessage to an internedi ate node. This procedure may
fail, however, if hardware-assisted nmeasurement is in use, because
the processing of the packet by the internedi ate node occurs only as
the result of TTL expiry, and the handling of TTL expiry may occur at
a |l ater processing stage in the inplenentation than the hardware-
assi sted nmeasurenment function. The notivation for conducting
measurenents to intermedi ate nodes is often an attenpt to localize a

probl em that has been detected on the LSP. 1In this case, if
i ntermedi ate nodes are not capabl e of perform ng hardware-assisted
measurenent, a |less accurate -- but usually sufficient -- software-

based nmeasurenent can be conducted instead.
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2

2

2

9.6. Different Transmt and Receive Interfaces

The overview of the bidirectional nmeasurenment process presented in
Section 2 is also applicable when the transmt and receive interfaces
at Aor Bdiffer fromone another. Sone additional considerations,
however, do apply in this case:

o If different clocks are associated with transnmit and receive
processi ng, these clocks nust be synchronized in order to conmpute
the two-way del ay.

o0 The DM protocol specified in this docunent requires that the
timestanp formats used by the interfaces that receive a DM query
and transnmit a DM response agree

0 The LM protocol specified in this docunment supports both 32-bit
and 64-bit counter sizes, but the use of 32-bit counters at any of
the up to four interfaces involved in an LM operation will result
in 32-bit LM calculations for both directions of the channel

9.7. External Post-Processing

In sone circunstances, it nay be desirable to carry out the fina
measur enent conputation at an external post-processing device

dedi cated to the purpose. This can be achieved in supporting

i mpl ement ati ons by, for exanple, configuring the querier, in the case
of a bidirectional neasurenent session, to forward each response it
receives to the post-processor via any convenient protocol. The

uni directional case can be handled sinmilarly through configuration of
the receiver or by including an instruction in query nessages for the
receiver to respond out-of-band to the appropriate return address.

Post - processi ng devi ces may have the ability to store neasurenent
data for an extended period and to generate a variety of usefu
statistics fromthem External post-processing also allows the
measur enent process to be conpletely statel ess at the querier and
responder.

9. 8. Loss Measur enent Modes

The summary of | oss nmeasurenent at the beginning of Section 2 nmade
reference to the "count of packets" transnmitted and received over a

channel. |f the counted packets are the packets flow ng over the
channel in the data plane, the | oss measurenent is said to operate in
"direct nmode". |If, on the other hand, the counted packets are

sel ected control packets from which the approximate | oss
characteristics of the channel are being inferred, the | oss
measurenent is said to operate in "inferred node".

Frost & Bryant St andards Track [ Page 16]



RFC 6374 MPLS Loss and Del ay Measurenent Sept enber 2011

Direct LM has the advantage of being able to provide perfect |oss
accounting when it is available. There are, however, severa
constraints associated with direct LM

For accurate direct LMto occur, packets nust not be sent between the
time the transnit count for an outbound LM nessage is determ ned and
the tine the nessage is actually transmitted. Sinmilarly, packets
must not be received and processed between the tine an LM nessage is
received and the tinme the receive count for the nessage is
determined. |f these "synchronization conditions" do not hold, the
LM nmessage counters will not reflect the true state of the data

pl ane, with the result that, for exanple, the receive count of B may
be greater than the transmt count of A and attenpts to conpute |oss
by taking the difference will yield an invalid result. This

requi renment for synchronization between LM nessage counters and the
data plane may require special support from hardware-based forwarding
i mpl ement ati ons.

Alimtation of direct LMis that it nay be difficult or inpossible
to apply in cases where the channel is an LSP and the LSP | abel at
the receiver is either nonexistent or fails to identify a unique
sendi ng node. The first case happens when Penultimte Hop Poppi ng
(PHP) is used on the LSP, and the second case generally holds for
LSPs based on the Label Distribution Protocol (LDP) [RFC5036] as
opposed to, for exanple, those based on Traffic Engineering
extensions to the Resource Reservation Protocol (RSVP-TE) [ RFC3209].
These conditions may make it infeasible for the receiver to identify
t he dat a-pl ane packets associated with a particular source and LSP in
order to count them or to infer the source and LSP cont ext
associated with an LM nessage. Direct LMis also vulnerable to
disruption in the event that the ingress or egress interface
associated with an LSP changes during the LSP's lifetine.

Inferred LMworks in the same manner as direct LM except that the
count ed packets are special control packets, called test nmessages,
generated by the sender. Test nessages nmay be either packets
explicitly constructed and used for LM or packets with a different
primary purpose, such as those associated with a Bidirectiona
Forwar di ng Detection (BFD) [RFC5884] session

The synchroni zation conditions di scussed above for direct LM al so
apply to inferred LM the only difference being that the required
synchroni zation i s now between the LM counters and the test nmessage
generation process. Protocol and application designers MJST take
these synchroni zation requirenents into account when devel opi ng tools
for inferred LM and nake their behavior in this regard clear to the
user.
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Inferred LM provides only an approxi mate view of the loss |eve
associated with a channel, but is typically applicable even in cases
where direct LMis not.

2.9.9. Loss Measurenent Scope

In the case of direct LM where data-pl ane packets are counted, there
are different possibilities for which kinds of packets are included
in the count and which are excluded. The set of packets counted for
LMis called the "l oss neasurenent scope”. As noted above, one
factor affecting the LM scope is whether all data packets are counted
or only those belonging to a particular traffic class. Another is
whet her various "auxiliary" flows associated with a data channel are
counted, such as packets flow ng over the G ACh. |Inplenentations
MJUST nake their supported LM scopes clear to the user, and care nust
be taken to ensure that the scopes of the channel endpoints agree.

2.9.10. Delay Measurenent Accuracy

The del ay measurenent procedures described in this docunment are
designed to facilitate hardware-assisted measurenent and to function
in the sane way whether or not such hardware assistance is used. The
measur enent accuracy will be determ ned by how closely the transmt
and receive tinestanps correspond to actual packet departure and
arrival tines.

As noted in Section 2.4, measurenent of one-way del ay requires clock
synchroni zati on between the devices involved, while tw-way del ay
measur enent does not involve direct conparison between non-|oca

ti mestanps and thus has no synchroni zation requirenent. The

measur enent accuracy will be limted by the quality of the |oca
clock and, in the case of one-way delay neasurenment, by the quality
of the synchronization

2.9.11. Delay Measurenent Tinestanp Format

There are two significant tinmestanp formats in common use: the
timestanp format of the Network Tine Protocol (NTP), described in

[ RFC5905], and the tinestanp format used in the | EEE 1588 Preci sion
Time Protocol (PTP) [I|EEE1588].

The NTP format has the advantages of wi de use and | ong deploynent in
the Internet, and it was specifically designed to nake the

comput ation of tinestanp differences as sinple and efficient as
possible. On the other hand, there is now al so a significant

depl oynent of equi pnent designed to support the PTP fornat.
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The approach taken in this docunment is therefore to include in DM
messages fields that identify the timestanp formats used by the two
devices involved in a DM operation. This inplies that a node
attenpting to carry out a DM operation may be faced with the problem
of conputing with and possibly reconciling different tinestanp
formats. To ensure interoperability, it is necessary that support of
at least one timestanp format is mandatory. This specification
requires the support of the | EEE 1588 PTP format. Timestanp fornmat
support requirements are discussed in detail in Section 3.4.

3. Message Formats

Loss Measurenent and Del ay Measurenent nessages flow over the MPLS
Generi c Associ ated Channel (G ACh) [RFC5586]. Thus, a packet
containing an LM or DM nmessage contains an MPLS | abel stack, with the
G ACh Label (GAL) at the bottomof the stack. The GAL is followed by
an Associ ated Channel Header (ACH), which identifies the nessage
type, and the nmessage body foll ows the ACH.

Thi s docunent defines the foll ow ng ACH Channel Types:

MPLS Direct Loss Measurenent (DLM

MPLS Inferred Loss Measurenent (ILM

MPLS Del ay Measurenent (DV)

MPLS Direct Loss and Del ay Measurenent (DLM+DV
MPLS Inferred Loss and Del ay Measurenment (1 LMDV

The nessage formats for direct and inferred LMare identical. The
formats of the DLM+DM and | LM+DM nessages are al so identical.

For these channel types, the ACH SHALL NOT be followed by the ACH TLV
Header defined in [ RFC5586].

The fixed-format portion of a nessage MAY be followed by a bl ock of
Type-Lengt h-Value (TLV) fields. The TLV bl ock provi des an extensible
way of attaching subsidiary information to LM and DM nessages.

Several such TLV fields are defined bel ow

Al integer values for fields defined in this docunent SHALL be
encoded in network byte order.

3.1. Loss Measurenent Message Format

The format of a Loss Measurement nessage, which follows the
Associ at ed Channel Header (ACH), is as follows:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version| Flags | Control Code | Message Length |
i i i T i I S i e s o o i i
| DFlags| OIF | Reserved |
R et e s i o e s i i
| Session ldentifier DS |
B i s T T i i o S o T Ji I
| Oigin Tinmestanp |
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| Counter 1 |
. .

I S T i S S S e T T I S i e S

T e L o o o e i i s it NN R SR S B S
| Counter 4 |

el i I e i it T e e e e i i T o S e e S e T R R

~ TLV Bl ock ~

R T e o s o I S e T e e T e SR e S e
Loss Measurenment Message For mat

Reserved fields MJUST be set to 0 and ignored upon receipt. The
possi bl e values for the remaining fields are as foll ows.
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Field Meani ng

Ver si on Pr ot ocol version

Fl ags Message control flags

Control Code Code identifying the query or response type

Message Length Total length of this nmessage in bytes

Dat a Format Fl ags Fl ags specifying the format of nessage data

( DFI ags)

Oigin Tinmestanp Format of the Origin Tinestanp field

Format ( OTF)

Reserved Reserved for future specification

Session ldentifier Set arbitrarily by the querier

Differentiated Differentiated Services Code Point (DSCP) being

Services (DS) Field measur ed

Oigin Tinmestanp 64-bit field for query nessage transm ssion
ti mestanp

Counter 1-4 64-bit fields for LM counter val ues

TLV Bl ock Optional block of Type-Length-Value fields

The possible values for these fields are as foll ows.
Version: Currently set to O.
Flags: The format of the Flags field is shown bel ow
+- - - -+
| R T| 0] O]
+- - - +- +
Loss Measurenent Message Fl ags

The neanings of the flag bits are:

R Query/Response indicator. Set to O for a Query and 1 for a
Response.

T: Traffic-class-specific measurenent indicator. Set to 1 when
the measurenent operation is scoped to packets of a particul ar
traffic class (DSCP value), and O otherwi se. Wen set to 1, the
DS field of the message indicates the neasured traffic class.

0: Set to O.

Control Code: Set as follows according to whether the nessage is a
Query or a Response as identified by the R fl ag.
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For a Query:

0x0: I n-band Response Requested. Indicates that this query has
been sent over a bidirectional channel and the response is
expected over the sanme channel

0Ox1: Qut-of-band Response Requested. Indicates that the
response shoul d be sent via an out-of-band channel

0x2: No Response Requested. Indicates that no response to the
query should be sent. This node can be used, for exanple, if
all nodes involved are being controlled by a Network Managenent
System

For a Response

Codes 0x0-OxF are reserved for non-error responses. FError
response codes inply that the response does not contain valid
measur enent dat a.

Ox1: Success. Indicates that the operation was successful

0x2: Notification - Data Format Invalid. |Indicates that the
query was processed, but the format of the data fields in this
response may be inconsistent. Consequently, these data fields
MJUST NOT be used for neasurenent.

0x3: Notification - Initialization in Progress. Indicates that
the query was processed but this response does not contain
val i d neasurenent data because the responder’s initialization
process has not conpl et ed.

Ox4: Notification - Data Reset COccurred. Indicates that the
query was processed, but a reset has recently occurred that may
render the data in this response inconsistent relative to
earlier responses.

0x5: Notification - Resource Temporarily Unavail abl e.

I ndicates that the query was processed, but resources were
unavail able to conplete the requested neasurenent and that,
consequently, this response does not contain valid neasurenent
dat a.

0x10: Error - Unspecified Error. Indicates that the operation
failed for an unspecified reason
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Ox11l: Error - Unsupported Version. Indicates that the
operation failed because the protocol version supplied in the
query nessage i s not supported.

0x12: Error - Unsupported Control Code. Indicates that the
operation failed because the Control Code requested an
operation that is not available for this channel

0x13: Error - Unsupported Data Format. Indicates that the
operation failed because the data format specified in the query
is not supported.

0x14: Error - Authentication Failure. Indicates that the
operation failed because the authentication data supplied in
the query was mssing or incorrect.

0x15: Error - Invalid Destination Node ldentifier. |Indicates
that the operation fail ed because the Destinati on Node
Identifier supplied in the query is not an identifier of this
node.

0x16: Error - Connection Msmatch. |Indicates that the
operation failed because the channel identifier supplied in the
query did not match the channel over which the query was

recei ved.

0x17: Error - Unsupported Mandatory TLV Object. Indicates that
the operation failed because a TLV (bject received in the query
and nmarked as nmandatory is not supported.

0x18: Error - Unsupported Query Interval. Indicates that the
operation failed because the query nessage rate exceeded the
configured threshol d.

0x19: Error - Adnministrative Block. Indicates that the
operation failed because it has been adninistratively
di sal | owed.

Ox1A: Error - Resource Unavailable. Indicates that the
operation failed because node resources were not avail abl e.

Ox1B: Error - Resource Released. Indicates that the operation
fail ed because node resources for this neasurement session were
adm nistratively rel eased

Ox1C. Error - Invalid Message. Indicates that the operation
fail ed because the received query nessage was nal f or ned.
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0x1D: Error - Protocol Error. Indicates that the operation
fail ed because a protocol error was found in the received query
nmessage

Message Length: Set to the total length of this nmessage in bytes,
i ncluding the Version, Flags, Control Code, and Message Length fields
as well as the TLV Block, if any.

DFl ags: The format of the DFlags field is shown bel ow

- - - -t
| X| B| 0] Of
+- 4o - 4o+

Dat a Format Fl ags
The neani ngs of the DFlags bits are:

X: Extended counter format indicator. |Indicates the use of
extended (64-bit) counter values. Initialized to 1 upon creation
(and prior to transm ssion) of an LM Query and copied froman LM
Query to an LM response. Set to 0 when the LM nessage is
transmtted or received over an interface that wites 32-bit
count er val ues.

B: Octet (byte) count. Wen set to 1, indicates that the Counter
1-4 fields represent octet counts. The octet count applies to all
packets within the LM scope (Section 2.9.9), and the octet count
of a packet sent or received over a channel includes the total

| ength of that packet (but excludes headers, |abels, or fram ng of
the channel itself). Wen set to 0, indicates that the Counter
1-4 fields represent packet counts.

0: Set to O.

Oigin Tinmestanp Format: The format of the Origin Timestanp field, as
specified in Section 3.4.

Session ldentifier: Set arbitrarily in a query and copied in the
response, if any. This field uniquely identifies a nmeasurenent
operation (also called a session) that consists of a sequence of
messages. All nessages in the sequence have the sane Session
Identifier.

DS: When the T flag is set to 1, this field is set to the DSCP val ue
[ RFC3260] that corresponds to the traffic class being neasured. For
MPLS, where the traffic class of a channel is identified by the
three-bit Traffic Cass in the channel’s LSE [ RFC5462], this field
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SHOULD be set to the O ass Sel ector Codepoint [ RFC2474] that
corresponds to that Traffic Class. Wen the T flag is set to 0, the
value of this field is arbitrary, and the field can be considered
part of the Session Identifier.

Oigin Tinestanp: Tinestanp recording the transmt tinme of the query
nessage.

Counter 1-4: Referring to Section 2.2, when a query is sent fromA,
Counter 1 is set to A TxP and the other counter fields are set to O.
When the query is received at B, Counter 2 is set to B RkP. At this
point, B copies Counter 1 to Counter 3 and Counter 2 to Counter 4,
and re-initializes Counter 1 and Counter 2 to 0. VWhen B transnits
the response, Counter 1 is set to B TxP. Wen the response is
received at A Counter 2 is set to A RxP.

The mappi ng of counter types such as A TxP to the Counter 1-4 fields
is designed to ensure that transmt counter values are always witten
at the sane fixed offset in the packet, and |likew se for receive
counters. This property may be inportant for hardware processing.
Wien a 32-bit counter value is witten to one of the counter fields,
that value SHALL be witten to the | oworder 32 bits of the field;
the high-order 32 bits of the field MIJST, in this case, be set to O.
TLV Bl ock: Zero or nore TLV fields.

3.2. Delay Measurenent Message Format

The format of a Delay Measurenent nessage, which follows the
Associ ated Channel Header (ACH), is as foll ows:

Frost & Bryant St andards Track [ Page 25]



RFC 6374 MPLS Loss and Del ay Measurenent Sept enber 2011

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version| Flags | Control Code | Message Length |
i i i T i I S i e s o o i i
| QIF | RTF | RPTF | Reserved |
R et e s i o e s i i
| Session ldentifier DS |
B i s T T i i o S o T Ji I
| Timestanmp 1 |
I I
+-

T S I T

I i S T i i S e e S i e o
| Ti mestanmp 4 |

i S D S T O T A T
~ TLV Bl ock ~
B i s T T i i o S o T Ji I

Del ay Measurenent Message For mat

The nmeani ngs of the fields are sunmarized in the follow ng table.

Field Meani ng

Ver si on Prot ocol version

Fl ags Message control flags

Control Code Code identifying the query or response type
Message Length Total length of this nmessage in bytes

QrF Querier tinmestanp format

RTF Responder tinmestanp format

RPTF Responder’s preferred tinmestanp fornmat
Reserved Reserved for future specification

Session ldentifier Set arbitrarily by the querier
Differentiated Differentiated Services Code Point (DSCP) being
Services (DS) Field measur ed

Ti mestanmp 1-4 64-bit tinmestanp val ues

TLV Bl ock Optional block of Type-Length-Value fields

Reserved fields MJST be set to O and ignored upon receipt. The
possi bl e values for the remaining fields are as foll ows.

Version: Currently set to O.
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Fl ags: As specified in Section 3.1. The T flag in a DM nessage is
set to 1.

Control Code: As specified in Section 3.1

Message Length: Set to the total length of this nmessage in bytes,
i ncluding the Version, Flags, Control Code, and Message Length fields
as well as the TLV Block, if any.

Querier Timestanp Format: The format of the tinestanp values witten
by the querier, as specified in Section 3.4.

Responder Tinmestanp Format: The format of the timestanp val ues
witten by the responder, as specified in Section 3.4.

Responder’s Preferred Tinmestanp Fornmat: The tinmestanp fornmat
preferred by the responder, as specified in Section 3.4.

Session ldentifier: As specified in Section 3.1
DS: As specified in Section 3.1

Timestanp 1-4: Referring to Section 2.4, when a query is sent fromA
Timestanp 1 is set to Tl and the other tinestanp fields are set to O.
When the query is received at B, Tinestanp 2 is set to T2. At this
point, B copies Tinmestanp 1 to Tinestanp 3 and Tinestanp 2 to
Timestanp 4, and re-initializes Timestanp 1 and Tinmestanp 2 to O.
When B transnmits the response, Tinestanp 1 is set to T3. Wen the
response is received at A, Tinestanp 2 is set to T4. The actua
formats of the timestanp fields witten by A and B are indicated by
the Querier Tinestanp Format and Responder Tinestanp Format fields
respectively.

The mapping of tinestanps to the Tinestanp 1-4 fields is designed to
ensure that transnit tinestanps are always witten at the sanme fixed
of fset in the packet, and |ikewi se for receive tinestanps. This
property is inmportant for hardware processing.
TLV Bl ock: Zero or nore TLV fields

3.3. Conbi ned Loss/Del ay Measurenent Message Format

The format of a conbined Loss and Del ay Measurement nessage, which
foll ows the Associ ated Channel Header (ACH), is as follows:
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1 2

3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version| Flags | Control Code | Message Length |
i i i T i I S i e s o o i i

+-
I
+-
I
I
+-

DFlags| QIF | RTF | RPTF |

Reser ved |

T T S S T e S S T S S S S S S S

Session ldentifier

e S T i S S S e T T I S i e S

Timestanp 1

T S S T

| DS

I
+
I
I
+

e i S T S S T T S i S S S S

Ti mestanmp 4

I T S S S e S S S S S Sup S Sup S S S

Counter 1

i S S T i S S e S AT i S S

T T T o T i S S i oI S SEp S S S

Counter 4

T T S i i S DU S A S R T o T

TLV Bl ock

e T S S S e i i S DU S S S S R S T S S

Loss/ Del ay Measurenent Message For mat

The fields of this nessage have the same neanings as the
corresponding fields in the LM and DM nessage formats, except that
the roles of the OTF and Origin Tinestanp fields for LMare here

pl ayed by the QIF and Tinmestanp 1 fields,

3.4. Tinmestanp Field Formats

respectively.

The following tinmestanp format field values are specified in this
docunent :

0:

Nul I timestanp format. This value is a placehol der indicating
that the tinestanp field does not contain a nmeaningful tinmestanp.
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1: Sequence nunber. This value indicates that the timestanp field
is to be viewed as a sinple 64-bit sequence nunber. This provides
a sinple solution for applications that do not require a rea

absol ute tinestanp, but only an indication of nessage ordering; an
exanple is LM exception detection

2: Network Time Protocol version 4 64-bit timestanp format

[ RFC5905]. This format consists of a 32-bit seconds field
followed by a 32-bit fractional seconds field, so that it can be
regarded as a fixed-point 64-bit quantity.

3: Loworder 64 bits of the | EEE 1588-2008 (1588v2) Precision Tine
Protocol timestanp format [| EEE1588]. This truncated fornat
consists of a 32-bit seconds field followed by a 32-bit
nanoseconds field, and is the same as the | EEE 1588v1 ti nestanp
format.

Timestanp formats of n < 64 bits in size SHALL be encoded in the

64-bit tinmestanp fields specified in this docunent using the n high-
order bits of the field. The remaining 64 - n loworder bits in the
field SHOULD be set to 0 and MJUST be ignored when reading the field.

To ensure that it is possible to find an interoperable node between
i mplementations, it is necessary to select one tinestanp format as
the default. The tinmestanp format chosen as the default is the
truncated | EEE 1588 PTP format (format code 3 in the |ist above);
this format MJST be supported. The rationale for this choice is

di scussed in Appendix A Inplenentations SHOULD al so be capabl e of
reading tinestanps witten in NTPv4 64-bit format and reconciling
theminternally with PTP tinestanps for neasurenment purposes
Support for other tinestanp formats is OPTI ONAL.

The i npl enentati on MJUST make cl ear which tinestanp formats it
supports and the extent of its support for conputation with and
reconciliation of different formats for measurenment purposes.

3.5. TLV njects

The TLV Block in LM and DM nessages consi sts of zero or nore objects
with the follow ng format:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length | Val ue ~
el i I e i it T e e e e i i T o S e e S e T R R

TLV For mat
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3.5.

Fro

The Type and Length fields are each 8 bits long, and the Length field
indicates the size in bytes of the Value field, which can therefore
be up to 255 bytes |ong.

The Type space is divided into Mandatory and Optional subspaces:

Type Range Semantics
0-127 Mandat ory
128- 255 Opt i onal

Upon recei pt of a query message including an unrecogni zed nmandat ory
TLV object, the recipient MIST respond with an Unsupported Mandatory
TLV Obj ect error code.

The types defined are as foll ows:

Type Definition
Mandat ory
0 Paddi ng - copy in response
1 Ret urn Address
2 Session Query Interva
3 Loopback Request
4-126 Unal | ocat ed
127 Experi mental use
Opt i onal
128 Paddi ng - do not copy in response
129 Destinati on Address
130 Sour ce Address
131- 254 Unal | ocat ed
255 Experi mental use
1. Padding

The two paddi ng objects permt the augnentation of packet size; this
is mainly useful for delay measurement. The type of padding

i ndi cates whet her the paddi ng supplied by the querier is to be copied
to, or omtted from the response. Asymetrical padding nmay be
useful when responses are delivered out-of-band or when different

maxi mum transm ssion unit sizes apply to the two conponents of a

bi di recti onal channel

More than one paddi ng object MAY be present, in which case they MJST
be contiguous. The Value field of a padding object is arbitrary.
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3.5.2. Addressing
The addressing objects have the followi ng format:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Address Famly |
B i s T T i i o S o T Ji I
~ Addr ess ~
i s T S i i T S A b e ok

Addr essi ng Obj ect For mat

The Address Family field indicates the type of the address, and it
SHALL be set to one of the assigned values in the "I ANA Address
Fam |y Nunbers" registry.

The Source and Destinati on Address objects indicate the addresses of
the sender and the intended recipient of the nessage, respectively.
The Source Address of a query nessage SHOULD be used as the
destination for an out-of-band response unl ess sone other out-of-band
response nechani sm has been configured, and unless a Return Address
object is present, in which case the Return Address specifies the
target of the response. The Return Address object MJST NOT appear in
a response.

3.5.3. Loopback Request

The Loopback Request object, when included in a query, indicates a
request that the query nessage be returned to the sender unnodified.
Thi s object has a Length of O.

Upon receiving the reflected query nessage back fromthe responder,
the querier MJUST NOT retransmit the nessage. |Infornmation that
uniquely identifies the original query source, such as a Source
Address object, can be included to enable the querier to
differentiate one of its own | oopback queries froma | oopback query
initiated by the far end.

Thi s object may be useful, for exanple, when the querier is
interested only in the round-trip delay nmetric. In this case, no
support for delay nmeasurenent is required at the responder at all
other than the ability to recognize a DM query that includes this
object and return it unnodified.
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3.5.4. Session Query Interva

The Value field of the Session Query Interval object is a 32-bit
unsi gned integer that specifies atine interval in mlliseconds.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length | Sessi on Query >
el i I e i it T e e e e i i T o S e e S e T R R
< I nterval (ns) |
R i o i i S S S

Session Query Interval Object Format

This time interval indicates the interval between successive query
messages in a specific neasurenent session. The purpose of the
Session Query Interval (SQ) object is to enable the querier and
responder of a neasurenment session to agree on a query rate. The
procedures for handling this object SHALL be as foll ows:

1. The querier notifies the responder that it w shes to be inforned
of the responder’s m nimum query interval for this session by
including the SQ object in its query nessages, with a Val ue of
0.

2. Wen the responder receives a query that includes an SQ object
with a Value of 0, the responder includes an SQ object in the
response with the Value set to the mnimum query interval it
supports for this session.

3. Wen the querier receives a response that includes an SQ object,
it selects a query interval for the session that is greater than
or equal to the Value specified in the SQ object and adjusts its
query transm ssion rate accordingly, including in each subsequent
query an SQ object with a Value equal to the sel ected query
interval. Once a response to one of these subsequent queries has
been received, the querier infers that the responder has been
apprised of the selected query interval and MAY then stop
including the SQ object in queries associated with this session

Simlar procedures allow the query rate to be changed during the
course of the session by either the querier or the responder. For
exanple, to informthe querier of a change in the m ni mum supported
query interval, the responder begins including a correspondi ng SQ
object in its responses, and the querier adjusts its query rate if
necessary and includes a corresponding SQ object in its queries
until a response is received.
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4.

4.

Shorter query intervals (i.e., higher query rates) provide finer
measurenent granularity at the expense of additional |oad on
measur enent endpoi nts and the network; see Section 6 for further
di scussi on.

Qperation
1. COperational Overview

A loss or delay neasurenent operation, also called a session, is
controll ed by the querier and consists of a sequence of query
messages associated with a particular channel and a conmon set of
measur enent paraneters. |If the session paraneters include a response
request, then the receiving node or nodes will (under normnal
conditions) generate a response nessage for each query nessage

recei ved, and these responses are al so consi dered part of the
session. All query and response nmessages in a session carry a comon
session identifier.

Measur enent sessions are initiated at the discretion of the network
operator and are term nated either at the operator’s request or as
the result of an error condition. A session nay be as brief as a
singl e message exchange, for exanple when a DM query is used by the
operator to "ping" a renpte node, or it may extend throughout the
lifetime of the channel

VWhen a session is initiated for which responses are requested, the
querier SHOULD initialize a tiner, called the Sessi onResponseTi neout,
that indicates how long the querier will wait for a response before
abandoni ng the session and notifying the user that a tinmeout has
occurred. This timer persists for the lifetine of the session and is
reset each time a response nmessage for the session is received.

When a query nessage is received that requests a response, a variety
of exceptional conditions nmay arise that prevent the responder from
generating a response that contains valid neasurement data. Such
conditions fall broadly into two classes: transient exceptions from
whi ch recovery is possible and fatal exceptions that require

term nation of the session. Wen an exception arises, the responder
SHOULD generate a response with an appropriate Notification or Error
control code according to whether the exception is, respectively,
transient or fatal. Wen the querier receives an Error response, the
session MJUST be termi nated and the user inforned.

A common exanpl e of a transient exception occurs when a new session
is initiated and the responder requires a period of tine to becone
ready before it can begin providing useful responses. The response
control code corresponding to this situation is Notification -
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Initialization in Progress. Typical exanples of fatal exceptions are
cases where the querier has requested a type of neasurenent that the
responder does not support or where a query nessage is malforned.

When initiating a session, the querier SHOULD enpl oy the Session
Query Interval nechanism (Section 3.5.4) to establish a nmutually
agreeabl e query rate with the responder. Responders SHOULD enpl oy
rate-limting mechanisnms to guard against the possibility of

recei ving an excessive quantity of query nessages.

4. 2. Loss Measurenent Procedures
4.2.1. Initiating a Loss Measurenent Operation

An LM operation for a particul ar channel consists of sending a
sequence (LM 1], LM 2], ...) of LM query nessages over the channel at
a specific rate and processing the responses received, if any. As
described in Section 2.2, the packet |oss associated with the channe
during the operation is conputed as a delta between successive
messages; these deltas can be accumulated to obtain a running tota

of the packet |oss for the channel or be used to derive rel ated
metrics such as the average | oss rate.

The query nessage transmi ssion rate MJST be sufficiently high, given
the LM nessage counter size (which can be either 32 or 64 bits) and
the speed and ni ni mum packet size of the underlying channel, that the
anbiguity condition noted in Section 2.2 cannot arise. In evaluating
this rate, the inplenentati on SHOULD assune that the counter size is
32 bits unless explicitly configured otherwi se or unless (in the case
of a bidirectional channel) all local and renote interfaces involved
in the LM operation are known to be 64-bit-capable, which can be
inferred fromthe value of the X flag in an LM response.

4.2.2. Transmitting a Loss Measurenent Query

When transmitting an LM Query, the Version field MJST be set to O.

The R flag MUST be set to 0. The T flag SHALL be set to 1 if, and
only if, the measurenment is specific to a particular traffic class,
in which case the DS field SHALL identify that traffic class.

The X flag MJST be set to 1 if the transmtting interface wites
64-bit LM counters and otherwi se MJST be set to 0 to indicate that
32-bit counters are witten. The B flag SHALL be set to 1 to
indicate that the counter fields contain octet counts or to O to

i ndi cate packet counts.
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The Control Code field MJST be set to one of the values for Query
messages listed in Section 3.1; if the channel is unidirectional,
this field MUST NOT be set to OxO (Query: In-band Response
Request ed) .

The Session ldentifier field can be set arbitrarily.

The Origin Tinmestanp field SHALL be set to the time at which this
message is transmitted, and the Origin Tinestanp Format field MJUST be
set to indicate its format, according to Section 3.4.

The Counter 1 field SHOULD be set to the total count of units
(packets or octets, according to the B flag) transmitted over the
channel prior to this LM Qery, or to O if this is the beginning of a
measur enent session for which counter data is not yet available. The
Counter 2 field MJUST be set to 0. |If a response was previously
received in this nmeasurenment session, the Counter 1 and Counter 2
fields of the nobst recent such response MAY be copied to the Counter
3 and Counter 4 fields, respectively, of this query; otherw se, the
Counter 3 and Counter 4 fields MJST be set to O.

4.2.3. Receiving a Loss Measurenent Query

Upon receipt of an LM Query nessage, the Counter 2 field SHOULD be
set to the total count of units (packets or octets, according to the
B flag) received over the channel prior to this LM Qery. |If the
receiving interface wites 32-bit LMcounters, the X flag MIST be set
to O.

At this point, the LM Query nessage nust be inspected. If the
Control Code field is set to Ox2 (No Response Requested), an LM
Response nmessage MUST NOT be transnmitted. |If the Control Code field
is set to Ox0O (In-band Response Requested) or Ox1 (CQut-of-band
Response Requested), then an in-band or out-of-band response,
respectively, SHOULD be transmitted unless this has been prevented by
an administrative, security, or congestion control nechani sm

In the case of a fatal exception that prevents the requested

measur enent from bei ng made, the error SHOULD be reported, via either
a response, if one was requested, or else as a notification to the
user.

4.2.4. Transmitting a Loss Measurenent Response
When constructing a Response to an LM Query, the Version field MJST

be set to 0. The Rflag MIST be set to 1. The value of the T flag
MUST be copied fromthe LM Query.
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The X flag MJUST be set to O if the transnitting interface wites
32-bit LM counters; otherwise, its value MJST be copied fromthe LM
Query. The B flag MJUST be copied fromthe LM Query.

The Session ldentifier, Origin Timestanp, and Origin Tinmestanp Fornmat
fields MUST be copied fromthe LM Query. The Counter 1 and Counter 2
fields fromthe LM Query MJST be copied to the Counter 3 and Counter
4 fields, respectively, of the LM Response.

The Control Code field MJUST be set to one of the values for Response
messages listed in Section 3.1. The value 0x10 (Unspecified Error)
SHOULD NOT be used if one of the other nore specific error codes is
appl i cabl e.

If the response is transmtted in-band, the Counter 1 field SHOULD be
set to the total count of units transmtted over the channel prior to
this LM Response. |If the response is transmtted out-of-band, the
Counter 1 field MJUST be set to 0. |In either case, the Counter 2
field MUST be set to O.

4.2.5. Receiving a Loss Measurenent Response

Upon in-band recei pt of an LM Response nessage, the Counter 2 field
is set to the total count of units received over the channel prior to
this LM Response. |If the receiving interface wites 32-bit LM
counters, the X flag is set to 0. (Since the life of the LM nessage
in the network has ended at this point, it is up to the receiver

whet her these final nodifications are nade to the packet. |If the
message is to be forwarded on for external post-processing

(Section 2.9.7), then these nodifications MJST be nade.)

Upon out - of - band recei pt of an LM Response nessage, the Counter 1 and
Counter 2 fields MJUST NOT be used for purposes of |oss measurenent.

If the Control Code in an LM Response is anything other than 0Oxl
(Success), the counter values in the response MJUST NOT be used for
pur poses of |oss neasurenent. |f the Control Code indicates an error
condition, or if the response nessage is invalid, the LM operation
MJST be term nated and an appropriate notification to the user
gener at ed.

4.2.6. Loss Calculation

Cal cul ati on of packet loss is carried out according to the procedures
in Section 2.2. The X flag in an LM nessage inforns the device
performng the cal cul ati on whether to perform 32-bit or 64-bit
arithnetic. |If the flag value is equal to 1, all interfaces involved
in the LM operation have witten 64-bit counter values, and 64-bit
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arithmetic can be used. |If the flag value is equal to 0, at |east
one interface involved in the operation has witten a 32-bit counter
val ue, and 32-bit arithmetic is carried out using the | ow order 32
bits of each counter val ue.

Note that the semantics of the X flag allow all devices to

i nteroperate regardl ess of their counter size support. Thus, an

i mpl ement ati on MUST NOT generate an error response based on the val ue
of this flag.

4.2.7. Qality of Service

The TC field of the LSE corresponding to the channel (e.g., LSP)
bei ng measured SHOULD be set to a traffic class equal to or better
than the best TC within the nmeasurenment scope to mininmze the chance
of out-of-order conditions.

4.2.8. G ACh Packets

By default, direct LM MJST excl ude packets transmitted and received
over the Generic Associated Channel (G ACh). An inplenmentation MAY
provide the neans to alter the direct LM scope to include sonme or al
G ACh nessages. Care nust be taken when altering the LM scope to
ensure that both endpoints are in agreement.

4.2.9. Test Messages

In the case of inferred LM the packets counted for LM consist of
test nessages generated for this purpose, or of sone other class of
packets deened to provide a good proxy for data packets flow ng over
the channel. The specification of test protocols and proxy packets
is outside the scope of this docunent, but some guidelines are

di scussed bel ow.

An identifier conmon to both the test or proxy nessages and the LM
messages may be required to nake correl ation possible. The conbi ned
val ue of the Session Identifier and DS fields SHOULD be used for this
pur pose when possible. That is, test nessages in this case wll
include a 32-bit field that can carry the value of the conbi ned
Session ldentifier + DS field present in LM nmessages. Wen TG
specific LMis conducted, the DS field of the LSE in the |abel stack
of a test nessage corresponding to the channel (e.g., LSP) over which
the nmessage is sent MJUST correspond to the DS value in the associated
LM nessages.

A separate test nessage protocol SHOULD include a tinmeout value in

its nessages that inforns the responder when to discard any state
associated with a specific test.
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4.2.10. Message Loss and Packet M sorder Conditions

Because an LM operation consists of a nessage sequence with state

mai nt ai ned from one nessage to the next, LMis subject to the effects
of lost nmessages and m sordered packets in a way that DMis not.
Because this state exists only on the querier, the handling of these
conditions is, strictly speaking, a local matter. This section,
however, presents recommended procedures for handling such
conditions. Note that in the absence of ECWMP, packet m sordering
within a traffic class is a relatively rare event.

The first kind of anomaly that may occur is that one or nore LM
messages may be lost in transit. The effect of such loss is that
when an LM Response is next received at the querier, an unanbi guous
interpretation of the counter values it contains may be inpossible,
for the reasons described at the end of Section 2.2. Wether this is
so depends on the nunber of nessages |ost and the other variabl es
mentioned in that section, such as the LM nessage rate and the
channel paraneters

Anot her possibility is that LM nmessages are msordered in transit, so
that, for instance, the response to LMn] is received prior to the
response to LMn-1]. A typical inplenentation will discard the |ate
response to LM n-1], so that the effect is the sane as the case of a
| ost message.

Finally, LMis subject to the possibility that data packets are

m sordered relative to LM nmessages. This condition can result, for
exanple, in a transmt count of 100 and a correspondi ng receive count
of 101. The effect here is that the A TxLoss[n-1,n] value (for
exanmple) for a given nmeasurenment interval will appear to be extrenely
(if not inpossibly) large. The other case, where an LM nessage
arrives earlier than some of the packets, sinply results in those
packets being counted as | ost.

An inplementati on SHOULD identify a threshold value that indicates
the upper bound of |ost packets neasured in a single conputation
beyond which the interval is considered unmeasurable. This is called
the "MaxLM nterval Loss threshold". It is clear that this threshold
shoul d be no higher than the maxi mum nunber of packets (or bytes) the
channel is capable of transmtting over the interval, but it may be

| ower. Upon encountering an unneasurable interval, the LM state
(i.e., data values fromthe last LM nessage recei ved) SHOULD be

di scar ded

Wth regard to | ost LM nessages, the MaxLM nterval (see Section 2.2)

i ndi cates the maxi mum anount of time that can el apse before the LM
state is discarded. |f sonme nessages are |lost, but a nessage is
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subsequently received within MaxLMnterval, its tinestanp or sequence
nunber will quantify the loss, and it MAY still be used for
measur enent, although the measurenent interval will in this case be

| onger than usual

If an LM nessage is received that has a tinestanp | ess than or equa
to the timestanp of the last LM nessage received, this indicates that
an exception has occurred, and the current interval SHOULD be

consi dered unneasur abl e unl ess the inplenentati on has sone ot her way
of handling this condition.

4.3. Delay Measurenent Procedures
4.3.1. Transnmitting a Delay Measurement Query

When transmitting a DM Query, the Version and Reserved fields MJST be
set to 0. The Rflag MIUST be set to 0, the T flag MUST be set to 1,
and the remaining flag bits MJST be set to O.

The Control Code field MIST be set to one of the values for Query
messages listed in Section 3.1; if the channel is unidirectional,
this field MUST NOT be set to 0xO (Query: In-band Response
Request ed) .

The Querier Tinestanp Format field MJUST be set to the tinestanp
format used by the querier when witing tinestanp fields in this
message; the possible values for this field are listed in
Section 3.4. The Responder Tinestanp Fornat and Responder’s
Preferred Tinmestanp Format fields MJUST be set to O.

The Session ldentifier field can be set arbitrarily. The DS field
MJUST be set to the traffic class being neasured.

The Tinmestanp 1 field SHOULD be set to the tine at which this DV
Query is transmitted, in the format indicated by the Querier
Timestanp Format field. The Tinmestanp 2 field MJST be set to 0. |If
a response was previously received in this neasurenment session, the
Timestanp 1 and Tinmestanp 2 fields of the nost recent such response
MAY be copied to the Tinestanp 3 and Tinestanp 4 fields,

respectively, of this query; otherw se, the Tinestanp 3 and Ti nestanp
4 fields MJUST be set to O.

4.3.2. Receiving a Del ay Measurenment Query

Upon receipt of a DM Query message, the Timestanp 2 field SHOULD be
set to the tinme at which this DM Query was received
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At this point, the DM Query nessage rmust be inspected. If the
Control Code field is set to 0x2 (No Response Requested), a DM
Response nmessage MJUST NOT be transmitted. |If the Control Code field
is set to 0x0 (In-band Response Requested) or 0Ox1 (CQut-of-band
Response Requested), then an in-band or out-of-band response,
respectively, SHOULD be transmitted unless this has been prevented by
an administrative, security, or congestion control nechani sm

In the case of a fatal exception that prevents the requested

measur enent from bei ng nmade, the error SHOULD be reported, via either
a response, if one was requested, or else as a notification to the
user.

4.3.3. Transmitting a Delay Measurenent Response

When constructing a Response to a DM Query, the Version and Reserved
fields MJUST be set to 0. The R flag MIUST be set to 1, the T flag
MUST be set to 1, and the remaining flag bits MJST be set to O.

The Session ldentifier and Querier Tinmestanp Format (QTF) fields MJST
be copied fromthe DM Query. The Tinestanp 1 and Tinmestanp 2 fields
fromthe DM Query MJUST be copied to the Tinestanp 3 and Ti nestanp 4
fields, respectively, of the DM Response

The Responder Timestanp Format (RTF) field MJUST be set to the
timestanp format used by the responder when witing timestanp fields
in this message, i.e., Tinestanp 4 and (if applicable) Timestanmp 1;
the possible values for this field are listed in Section 3.4.
Furthernore, the RTF field MJST be set equal to either the QIF or the
RPTF field. See Section 4.3.5 for guidelines on the selection of the
value for this field.

The Responder’s Preferred Timestanp Format (RPTF) field MJUST be set
to one of the values listed in Section 3.4 and SHOULD be set to
indicate the tinestanp format with which the responder can provide
the best accuracy for purposes of delay neasurenent.

The Control Code field MIUST be set to one of the values for Response
messages listed in Section 3.1. The value 0x10 (Unspecified Error)
SHOULD NOT be used if one of the other nore specific error codes is
appl i cabl e.

If the response is transmtted in-band, the Tinmestanp 1 field SHOULD
be set to the time at which this DM Response is transmitted. If the
response is transmtted out-of-band, the Timestanp 1 field MJST be
set to 0. In either case, the Tinestanp 2 field MJST be set to O.
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If the response is transmitted in-band and the Control Code in the
message i s 0Ox1 (Success), then the Timestanp 1 and Tinmestanp 4 fields
MUST have the sane format, which will be the format indicated in the
Responder Ti nmestanp Format field.

4.3.4. Receiving a Del ay Measurenent Response

Upon in-band recei pt of a DM Response nessage, the Timestanmp 2 field
is set to the time at which this DM Response was received. (Since
the life of the DM nessage in the network has ended at this point, it
is up to the receiver whether this final nodification is nmade to the
packet. |If the nessage is to be forwarded on for external post-
processing (Section 2.9.7), then these nodifications MIST be made.)

Upon out -of -band recei pt of a DM Response nmessage, the Tinestanp 1
and Tinestanp 2 fields MJUST NOT be used for purposes of del ay
neasur enent .

If the Control Code in a DM Response is anything other than 0Ox1
(Success), the tinestanp values in the response MJUST NOT be used for
pur poses of delay neasurenent. |f the Control Code indicates an
error condition, or if the response nessage is invalid, the DM
operation MJST be term nated and an appropriate notification to the
user gener at ed.

4.3.5. Timestanp Format Negoti ati on

In case either the querier or the responder in a DMtransaction is
capabl e of supporting nmultiple tinmestanp formats, it is desirable to
determine the optinmal format for purposes of delay neasurenent on a
particul ar channel. The procedures for making this determ nation
SHALL be as foll ows.

Upon sending an initial DM Query over a channel, the querier sets the
Querier Timestanp Format (QIF) field to its preferred tinestanp
format.

Upon receiving any DM Query nessage, the responder determ nes whet her
it is capable of witing timestanps in the format specified by the
QTF field. |If so, the Responder Tinestanp Format (RTF) field is set
equal to the QTF field. If not, the RTF field is set equal to the
Responder’s Preferred Tinmestanp Format (RPTF) fi el d.

The process of changing fromone tinestanp format to another at the

responder may result in the Tinestanp 1 and Tinestanp 4 fields in an
i n-band DM Response having different formats. |If this is the case,
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the Control Code in the response MJST NOT be set to Ox1 (Success).
Unl ess an error condition has occurred, the Control Code MJUST be set
to Ox2 (Notification - Data Format Invalid).

Upon receiving a DM Response, the querier knows fromthe RTF field in
the nmessage whet her the responder is capable of supporting its
preferred tinestanp format: if it is, the RTF will be equal to the
QIF. The querier also knows the responder’s preferred tinestanp
format fromthe RPTF field. The querier can then decide whether to
retain its current QIF or to change it and repeat the negotiation
procedures.

4.3.5.1. Single-Format Procedures

When an i npl enentation supports only one tinmestanp format, the
procedures above reduce to the foll owi ng sinple behavior:

o Al DM Queries are transmtted with the same QTF;

o Al DM Responses are transmtted with the same RTF, and the RPTF
is always set equal to the RTF

o Al DM Responses received with RTF not equal to QIF are discarded;

0 On a unidirectional channel, all DM Queries received with QIF not
equal to the supported format are discarded.

4.3.6. Quality of Service

The TC field of the LSE corresponding to the channel (e.g., LSP)
bei ng measured MUST be set to the value that corresponds to the DS
field in the DM nessage

4.4. Conbi ned Loss/Del ay Measurenent Procedures

The conbi ned LM DM nessage defined in Section 3.3 allows |oss and
del ay neasurenment to be carried out sinultaneously. This nessage
SHOULD be treated as an LM nmessage that happens to carry additiona
timestanp data, with the timestanp fields processed as per del ay
measur enent procedures.

5. Inplenmentation Disclosure Requirenments
This section summari zes the requirenents placed on inpl enentations

for capabilities disclosure. The purpose of these requirenents is to
ensure that end users have a clear understandi ng of inplenmentation
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capabilities and characteristics that have a direct inpact on how
| oss and del ay neasurenent mechani sns function in specific
situations. Inplementations are REQU RED to state:

(o]

METRI CS: Wi ch of the following nmetrics are supported: packet

| oss, packet throughput, octet |oss, octet throughput, average

| oss rate, one-way delay, round-trip delay, two-way channel del ay,
packet del ay variation.

MP- LOCATI ON: The | ocation of |oss and del ay neasurenent points
with respect to other stages of packet processing, such as
gueui ng.

CHANNEL- TYPES: The types of channels for which LM and DM are
supported, including LSP types, pseudow res, and sections (links).

QUERY- RATE: The mi ni num supported query intervals for LM and DM
sessions, both in the querier and responder roles.

LOOP: Whet her | oopback neasurenent (Section 2.8) is supported.

LM TYPES: Wether direct or inferred LMis supported, and for the
|atter, which test protocols or proxy nessage types are supported.

LM COUNTERS: Whet her 64-bit counters are supported.

LM ACCURACY: The expected neasurenent accuracy |levels for the
supported fornms of LM and the expected i npact of exception
conditions such as |ost and mi sordered nessages.

LM SYNC: The inplenmentation’s behavior in regard to the
synchroni zati on conditions di scussed in Section 2.9. 8.

LM SCOPE: The supported LM scopes (Sections 2.9.9 and 4.2.8).

DM ACCURACY: The expected neasurenment accuracy |levels for the
supported fornms of DM

DM TS- FORVATS: The supported tinestanp formats and the extent of
support for conputation with and reconciliation of different
formats.
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6

Congesti on Consi derations

An MPLS network may be traffic-engineered in such a way that the
bandwi dth required both for client traffic and for control,
managenent, and OAMtraffic is always available. The follow ng
congestion considerations therefore apply only when this is not the
case.

The proactive generation of Loss Measurenent and Del ay Measurenent
messages for purposes of nonitoring the perfornance of an MPLS
channel naturally results in a degree of additional |oad placed on
both the network and the terninal nodes of the channel. Wen
configuring such nonitoring, operators should be mindful of the

over head invol ved and should choose transmt rates that do not stress
networ k resources unduly; such choices must be informed by the

depl oynent context. |In case of slower links or |ower-speed devices,
for exanple, |ower Loss Measurenent nessage rates can be chosen, up
to the limts noted at the end of Section 2.2.

In general, |ower neasurement nmessage rates place |less |oad on the
network at the expense of reduced granularity. For del ay
measurenent, this reduced granularity translates to a greater
possibility that the delay associated with a channel tenporarily
exceeds the expected threshold without detection. For |oss
measurenent, it translates to a larger gap in loss information in
case of exceptional circunstances such as |ost LM nmessages or

m sor dered packets.

When carrying out a sustai ned nmeasurenent operation such as an LM
operation or continuous proactive DM operation, the querier SHOULD
take note of the nunber of |ost neasurenent nessages (queries for

whi ch a response is never received) and set a correspondi ng

Measur ement Message Loss Threshold. If this threshold is exceeded,

t he nmeasur enent operation SHOULD be suspended so as not to exacerbate
the possi bl e congestion condition. This suspension SHOULD be
acconpani ed by an appropriate notification to the user so that the
condition can be investigated and corrected.

Fromthe receiver perspective, the main consideration is the
possibility of receiving an excessive quantity of neasurenent
messages. An inplenentati on SHOULD enpl oy a nmechani sm such as rate-
limting to guard against the effects of this case.

Manageabi l ity Consi derations
The neasurenent protocols described in this docunent are intended to

serve as infrastructure to support a wi de range of higher-Ievel
nmoni toring and di agnostic applications, fromsinple conmand-Iine
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di agnostic tools to conprehensive network perfornance nmonitoring and
anal ysi s packages. The specific nmechani snms and considerations for
protocol configuration, initialization, and reporting thus depend on
the nature of the application

In the case of on-demand di agnostics, the diagnostic application nmay
provi de paraneters such as the neasurenent type, the channel, the
query rate, and the test duration when initiating the diagnostic;
results and exception conditions are then reported directly to the
application. The system may discard the statistics accunul ated
during the test after the results have been reported or retain them
to provide a historical neasurenent record

Al ternatively, measurenent configuration may be supplied as part of
the channel configuration itself in order to support continuous

nmoni toring of the channel’s performance characteristics. In this
case, the configuration will typically include quality threshol ds
dependi ng on the service | evel agreenent, the crossing of which wll
trigger warnings or alarns, and result reporting and exception
notification will be integrated into the systemw de network
managenent and reporting framework

8. Security Considerations

Thi s docunent describes procedures for the neasurenent of performance
metrics over a pre-existing MPLS path (a pseudowire, LSP, or

section). As such, it assunes that a node involved in a measurenent
operation has previously verified the integrity of the path and the
identity of the far end using existing MPLS nechani sns such as

Bi di rectional Forwarding Detection (BFD) [RFC5884]; tools,

techni ques, and considerations for securing MPLS paths are di scussed
in detail in [RFC5920].

When such nmechani sns are not avail able, and where security of the
measur enent operation is a concern, reception of Generic Associated
Channel nessages with the Channel Types specified in this docunent
SHOULD be di sabled. |nplenmentations MJST provide the ability to

di sabl e these protocols on a per-Channel - Type basi s.

Even when the identity of the far end has been verified, the

measur enent protocols remain vulnerable to injection and man-in-the-
m ddl e attacks. The inpact of such an attack would be to conprom se
the quality of performance neasurenents on the affected path. An
attacker positioned to disrupt these neasurenments is, however,
capabl e of causing nuch greater damage by disrupting far nore
critical elenments of the network such as the network control plane or
user traffic flows. At worst, a disruption of the neasurenent
protocols would interfere with the nonitoring of the perfornmance
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aspects of the service | evel agreenment associated with the path; the
exi stence of such a disruption would inply that a serious breach of
basic path integrity had al ready occurred.

If desired, such attacks can be mtigated by perforning basic
validation and sanity checks, at the querier, of the counter or
timestanp fields in received neasurenment response nessages. The

m nimal state associated with these protocols also limts the extent
of measurement disruption that can be caused by a corrupt or invalid
message to a single query/response cycle.

Crypt ographi ¢ mechani sms capabl e of signing or encrypting the
contents of the measurenment packets w thout degradi ng the neasurenent
performance are not currently available. 1In light of the preceding
di scussi on, the absence of such cryptographi c nmechani sns does not
raise significant security issues
Users concerned with the security of out-of-band responses over |P
net wor ks SHOULD enpl oy suitable security nechani sns such as | Psec
[ RFC4301] to protect the integrity of the return path.

9. | ANA Consi derations
Per this docunment, | ANA has conpleted the follow ng actions:

o0 Allocation of Channel Types in the "PW Associ ated Channel Type"
registry

0 Creation of a "Measurenent Tinestanp Type" registry
0 Creation of an "MPLS Loss/Del ay Measurenment Control Code" registry

o0 Creation of an "MPLS Loss/Del ay Measurenent Type-Length-Val ue
(TLV) bject” registry
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As per the | ANA considerations in [ RFC5586], | ANA has all ocated the
fol |l owi ng Channel Types in the "PW Associ ated Channel Type" registry:

Ox000A MPLS Direct Loss Measurenent (DLM
0x000B MPLS Inferred Loss Measurenment (ILM
0x000C MPLS Del ay Measurenent (DM

0x000D MPLS Direct Loss and Del ay Measurenent

( DLM-DM

Ox000E MPLS Inferred Loss and Del ay Measurenent No

(1 LM+DM)

TLV Fol | ows Ref erence

Creation of Measurenent Tinmestanp Type Registry

RFC 6374
RFC 6374
RFC 6374
RFC 6374

RFC 6374

| ANA has created a new "Measurenent Tinmestanp Type" registry, with

format and initial allocations as foll ows:

Type Description

0 Nul I Ti nmestanp

1 Sequence Number

2 Networ k Ti me Protocol version 4 64-bit
Ti mest anp

3 Truncat ed | EEE 1588v2 PTP Ti mest anp

The range of the Type field is 0-15.

Size in Bits Reference

RFC 6374
RFC 6374
RFC 6374

RFC 6374

The allocation policy for this registry is | ETF Revi ew

Creation of MPLS Loss/Del ay Measurenent Control

Code Registry

| ANA has created a new "MPLS Loss/ Del ay Measurenent Control Code"
registry. This registry is divided into two separate parts, one for

Query Codes and the other for Response Codes,
initial allocations as foll ows:

Query Codes

Code Descri ption Ref erence
0x0 I n-band Response Requested RFC 6374
0x1 CQut-of-band Response Requested RFC 6374
0x2 No Response Requested RFC 6374
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Response Codes

Code Description Ref er ence
0x0 Reserved RFC 6374
Ox1 Success RFC 6374
0x2 Data Format Invalid RFC 6374
0x3 Initialization in Progress RFC 6374
0x4 Data Reset Cccurred RFC 6374
0x5 Resource Tenporarily Unavail abl e RFC 6374
0x10 Unspecified Error RFC 6374
0x11 Unsupported Version RFC 6374
0x12 Unsupported Control Code RFC 6374
0x13 Unsupported Data Format RFC 6374
0x14 Aut hentication Failure RFC 6374
0x15 Invalid Destination Node Identifier RFC 6374
0x16 Connection M smatch RFC 6374
0x17 Unsupported Mandatory TLV hject RFC 6374
0x18 Unsupported Query Interval RFC 6374
0x19 Administrative Bl ock RFC 6374
Ox1A Resource Unavail abl e RFC 6374
0x1B Resource Rel eased RFC 6374
0x1C I nvalid Message RFC 6374
0x1D Protocol Error RFC 6374

| ANA has indicated that the values 0x0 - OxF in the Response Code
section are reserved for non-error response codes.

The range of the Code field is 0 - 255.

The allocation policy for this registry is | ETF Revi ew.
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9.4. Creation of MPLS Loss/Del ay Measurenent TLV hject Registry

| ANA has created a new "MPLS Loss/ Del ay Measurenent TLV Object”
registry, with format and initial allocations as foll ows:

Type Description Ref erence
0 Paddi ng - copy in response RFC 6374
1 Ret urn Address RFC 6374
2 Session Query Interval RFC 6374
3 Loopback Request RFC 6374
127 Experinental use RFC 6374
128 Padding - do not copy in response RFC 6374
129 Destination Address RFC 6374
130 Source Address RFC 6374
255 Experinmental use RFC 6374

| ANA has indicated that Types 0-127 are classified as Mandatory, and
that Types 128-255 are classified as Optional

The range of the Type field is 0 - 255
The allocation policy for this registry is | ETF Review.
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Appendi x A,  Default Tinmestanp Format Rational e

Thi s docunent initially proposed the Network Tinme Protocol (NTP)
timestanp format as the nandatory default, as this is the nornal
default tinmestanp in | ETF protocols and thus would seemthe "natural"
choi ce. However, a nunber of considerations have |led instead to the
specification of the truncated | EEE 1588 Preci sion Tine Protoco

(PTP) timestamp as the default. NTP has not gained traction in

i ndustry as the protocol of choice for high-quality timng
infrastructure, whilst | EEE 1588 PTP has beconme the de facto tine
transfer protocol in networks that are specially engineered to
provi de hi gh-accuracy tinme distribution service. The PTP tinmestanp
format is also the ITUT format of choice for packet transport

net wor ks, which may rely on MPLS protocols. Applications such as
one-way del ay neasurenent need the best tinme service avail able, and
converting between the NTP and PTP tinestanp formats is not a trivial
transformation, particularly when it is required that this be done in
real tinme without |oss of accuracy.

The truncated | EEE 1588 PTP format specified in this document is
considered to provide a nore than adequate wrap tine and greater time
resolution than it is expected will be needed for the operationa
lifetime of this protocol. By truncating the tinestanp at both the
hi gh and | ow order bits, the protocol achieves a worthwhile reduction
in system resources.
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