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Abst r act

Thi s docunent describes a framework for using Forward Error
Correction (FEC) codes with applications in public and private IP
networks to provide protection agai nst packet |oss. The framework
supports applying FEC to arbitrary packet flows over unreliable
transport and is primarily intended for real-tine, or streamng,
media. This framework can be used to define Content Delivery
Protocol s that provide FEC for stream ng nedia delivery or other
packet flows. Content Delivery Protocols defined using this
framewor k can support any FEC schene (and associ ated FEC codes) that
is conpliant with various requirenments defined in this docunent.
Thus, Content Delivery Protocols can be defined that are not specific
to a particular FEC schene, and FEC schenes can be defined that are
not specific to a particular Content Delivery Protocol

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6363
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1. Introduction

Many applications have a requirenent to transport a continuous stream
of packetized data froma source (sender) to one or nore destinations
(receivers) over networks that do not provide guaranteed packet
delivery. Primary exanples are real-tine, or stream ng, nedia
appl i cations such as broadcast, nulticast, or on-denand forns of
audi o, video, or nultinedia.
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Forward Error Correction (FEC) is a well-known technique for
inmproving the reliability of packet transm ssion over networks that
do not provide guaranteed packet delivery, especially in multicast
and broadcast applications. The FEC Buil ding Bl ock, defined in

[ RFC5052], provides a framework for the definition of Content
Delivery Protocols (CDPs) for object delivery (including, primrily,
file delivery) that make use of separately defined FEC schemes. Any
CDP defined according to the requirenents of the FEC Buil di ng Bl ock
can then easily be used with any FEC scheme that is al so defined
according to the requirenents of the FEC Buil di ng Bl ock.

Note that the term "Forward Erasure Correction" is sometimes used,
erasures being a type of error in which data is lost and this |oss
can be detected, rather than being received in corrupted form The
focus of this docunent is strictly on erasures, and the term "Forward
Error Correction"” is nore widely used.

Thi s docunent defines a franmework for the definition of CDPs that
provide for FEC protection for arbitrary packet flows over unreliable
transports such as UDP. As such, this docunment conplements the FEC
Bui | di ng Bl ock of [RFC5052], by providing for the case of arbitrary
packet flows over unreliable transport, the sanme kind of framework as
that docunment provides for object delivery. This docunent does not
define a conplete CDP;, rather, it defines only those aspects that are
expected to be conmon to all CDPs based on this franework.

This framework does not define howthe flows to be protected are
determ ned, nor does it define how the details of the protected flows
and the FEC streans that protect themare comunicated from sender to
receiver. It is expected that any conpl ete CDP specification that
makes use of this framework will address these signaling

requi renents. However, this docunent does specify the information
that is required by the FEC Framework at the sender and receiver
e.g., details of the flows to be FEC protected, the flow(s) that wll
carry the FEC protection data, and an opaque contai ner for

FEC- Schene- Speci fic I nformation.

FEC schenes designed for use with this framework nust fulfill a
nunber of requirenents defined in this docunent. These requirements
are different fromthose defined in [ RFC5052] for FEC schenes for

obj ect delivery. However, there is a great deal of commonality, and
FEC schenes defined for object delivery may be easily adapted for use
with the framework defined in this docunent.
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Since RTP [ RFC3550] is (often) used over UDP, this framework can be
applied to RTP flows as well. FEC repair packets may be sent
directly over UDP or RTP. The latter approach has the advantage that
RTP i nstrunentation, based on the RTP Control Protocol (RTCP), can be
used for the repair flow. Additionally, the post-repair RTCP

ext ended reports [ RFC5725] nmay be used to obtain infornmation about
the loss rate after FEC recovery.

The use of RTP for repair flows is defined for each FEC schene by
defining an RTP payload format for that particular FEC schene
(possibly in the same docunent).

2. Definitions and Abbrevi ations

Application Data Unit (ADU): The unit of source data provided as
payl oad to the transport | ayer

ADU Fl ow. A sequence of ADUs associated with a transport-Ilayer flow
identifier (such as the standard 5-tuple {source |IP address,
source port, destination |IP address, destination port, transport
protocol }).

AL- FEC. Application-layer Forward Error Correction.

Application Protocol: Control protocol used to establish and contro
the source flow being protected, e.g., the Real -Tine Streani ng
Prot ocol (RTSP).

Content Delivery Protocol (CDP): A conplete application protoco
specification that, through the use of the framework defined in
this docunent, is able to make use of FEC schenes to provi de FEC
capabilities.

FEC Code: An algorithmfor encoding data such that the encoded data
flowis resilient to data loss. Note that, in general, FEC codes
may al so be used to nake a data flow resilient to corruption, but
that is not considered in this docunent.

FEC Framework: A protocol framework for the definition of Content
Delivery Protocols using FEC, such as the framework defined in
thi s docunent.

FEC Framewor k Configuration Information: Information that controls
the operation of the FEC Framewor k.

FEC Payload ID: Information that identifies the contents of a packet
with respect to the FEC schene.
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FEC Repair Packet: At a sender (respectively, at a receiver), a
payl oad submitted to (respectively, received from the transport
protocol containing one or nore repair synbols along with a Repair
FEC Payl oad | D and possi bly an RTP header.

FEC Schene: A specification that defines the additional protocol
aspects required to use a particular FEC code with the FEC
Fr amewor k.

FEC Source Packet: At a sender (respectively, at a receiver), a
payl oad subnmitted to (respectively, received from the transport
protocol containing an ADU al ong with an optional Explicit Source
FEC Payl oad | D.

Protecti on Ambunt: The relative increase in data sent due to the use
of FEC.

Repair Flow. The packet flow carrying FEC data.

Repair FEC Payl oad I D: A FEC Payl oad I D specifically for use with
repair packets.

Source Flow. The packet flow to which FEC protection is to be
applied. A source flow consists of ADUs.

Source FEC Payload ID: A FEC Payl oad ID specifically for use with
source packets.

Source Protocol: A protocol used for the source flow bei ng protected,
e.g., RTP.

Transport Protocol: The protocol used for the transport of the source
and repair flows, e.g., UDP and the Datagram Congesti on Contr ol
Pr ot ocol (DCCP).

The following definitions are aligned with [ RFC5052]:

Code Rate: The ratio between the number of source synbols and the
nunber of encoding symbols. By definition, the code rate is such
that 0 < code rate <= 1. A code rate close to 1 indicates that a
smal | nunber of repair synbols have been produced during the
encodi ng process.

Encodi ng Symbol: Unit of data generated by the encodi ng process.

Wth systematic codes, source synbols are part of the encoding
synbol s.

Wat son, et al. St andards Track [ Page 6]



RFC 6363 FEC Fr amewor k Cct ober 2011

Packet Erasure Channel: A conmunication path where packets are either
dropped (e.g., by a congested router, or because the number of
transm ssion errors exceeds the correction capabilities of the
physi cal -1 ayer codes) or received. Wen a packet is received, it
is assuned that this packet is not corrupted.

Repair Synbol : Encodi ng synbol that is not a source synbol.

Source Bl ock: Group of ADUs that are to be FEC protected as a single
bl ock.

Source Synbol: Unit of data used during the encoding process.

Systemati ¢ Code: FEC code in which the source synbols are part of the
encodi ng synbol s.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Architecture Overview

The FEC Franmework is described in terms of an additional |ayer

bet ween the transport layer (e.g., UDP or DCCP) and protocols running
over this transport layer. As such, the data path interface between
the FEC Franmework and both underlying and overlying | ayers can be
thought of as being the sane as the standard interface to the
transport layer; i.e., the data exchanged consists of datagram

payl oads each associated with a single ADU flow identified by the
standard 5-tuple {source |IP address, source port, destination IP
address, destination port, transport protocol}. |In the case that RTP
is used for the repair flows, the source and repair data can be

mul ti pl exed using RTP onto a single UDP fl ow and needs to be
consequently denultiplexed at the receiver. There are various ways
in which this multiplexing can be done (for exanple, as described in
[ RFC4588] ) .

It is inportant to understand that the main purpose of the FEC
Framework architecture is to allocate functional responsibilities to
separately docunented conponents in such a way that specific

i nstances of the conponents can be conbined in different ways to
describe different protocols.

The FEC Framewor k nakes use of a FEC schene, in a simlar sense to
that defined in [ RFC5052], and uses the term nol ogy of that docunent.
The FEC schenme defines the FEC encodi ng and decodi ng, and it defines
the protocol fields and procedures used to identify packet payl oad
data in the context of the FEC schene. The interface between the FEC
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Framewor k and a FEC schene, which is described in this docunment, is a
| ogi cal one that exists for specification purposes only. At an
encoder, the FEC Framework passes ADUs to the FEC scheme for FEC
encoding. The FEC schene returns repair synbols with their

associ ated Repair FEC Payload IDs and, in sone cases, Source FEC

Payl oad | Ds, depending on the FEC schene. At a decoder, the FEC
Framewor k passes transport packet payl oads (source and repair) to the
FEC schene, and the FEC schene returns additional recovered source
packet payl oads.

Thi s docunent defines certain FEC Franmework Configuration Information
that MUST be available to both sender and receiver(s). For exanple,
this information includes the specification of the ADU flows that are
to be FEC protected, specification of the ADU flow(s) that will carry
the FEC protection (repair) data, and the relationship(s) between
these source and repair flows (i.e., which source flow(s) are
protected by repair flow(s)). The FEC Franmework Configuration
Information also includes information fields that are specific to the
FEC schene. This information is anal ogous to the FEC Object

Transm ssion Information defined in [ RFC5052].

The FEC Franewor k does not define how the FEC Framework Configuration
Information for the streamis communicated from sender to receiver
This has to be defined by any CDP specification, as described in the
foll owi ng sections.

In this architecture, we assune that the interface to the transport

| ayer supports the concepts of data units (referred to here as
Application Data Units (ADUs)) to be transported and identification
of ADU flows on which those data units are transported. Since this
is an interface internal to the architecture, we do not specify this
interface explicitly. W do require that ADU fl ows that are distinct
fromthe transport |ayer point of view (for exanple, distinct UDP
flows as identified by the UDP source/destinati on addresses/ports)
are also distinct on the interface between the transport |ayer and

t he FEC Fr anewor K.

As noted above, RTP flows are a specific exanple of ADU flows that
m ght be protected by the FEC Franmework. Fromthe FEC Framework
poi nt of view, RTP source flows are ADU flows |ike any other, wth
the RTP header included within the ADU

Dependi ng on the FEC scherme, RTP can al so be used as a transport for

repair packet flows. |In this case, a FEC schene has to define an RTP
payl oad format for the repair data.
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The architecture outlined above is illustrated in Figure 1. In this
architecture, two (optional) RTP instances are shown, for the source
and repair data, respectively. This is because the use of RTP for
the source data is separate from and independent of, the use of RTP
for the repair data. The appearance of two RTP instances is nore

nat ural when one considers that in many FEC codes, the repair payl oad
contains repair data cal cul ated across the RTP headers of the source
packets. Thus, a repair packet carried over RTP starts with an RTP
header of its own, which is followed (after the Repair Payload I1D) by
repair data containing bytes that protect the source RTP headers (as
wel|l as repair data for the source RTP payl oads).
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Figure 1: FEC Framework Architecture
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4.

4.

The content of the transport payload for repair packets is fully
defined by the FEC scheme. For a specific FEC schenme, a means MAY be
defined for repair data to be carried over RTP, in which case, the
repair packet payload format starts with the RTP header. This
corresponds to defining an RTP payload format for the specific FEC
schene.

The use of RTP for repair packets is independent of the protocols
used for source packets: if RTP is used for source packets, repair
packets may or nay not use RTP and vice versa (although it is
unlikely that there are useful scenarios where non-RTP source flows
are protected by RTP repair flows). FEC schenes are expected to
recover entire transport payloads for recovered source packets in all
cases. For example, if RTP is used for source flows, the FEC schene
is expected to recover the entire UDP payl oad, including the RTP
header .

Procedural Overview
1. Cenera

The nechani smdefined in this docunent does not place any
restrictions on the ADUs that can be protected together, except that
the ADU be carried over a supported transport protocol (see

Section 7). The data can be frommultiple source flows that are
protected jointly. The FEC Framework handl es the source flows as a
sequence of source bl ocks each consisting of a set of ADUs, possibly
frommultiple source flows that are to be protected together. For
exanpl e, each source block can be constructed fromthose ADUs rel ated
to a particular segnent in tine of the flow

At the sender, the FEC Franework passes the payl oads for a given
bl ock to the FEC scheme for FEC encoding. The FEC scheme perforns
the FEC encodi ng operation and returns the follow ng infornmation

0o Optionally, FEC Payload IDs for each of the source payl oads
(encoded according to a FEC Schemne- Specific format).

0 One or nore FEC repair packet payl oads.

o0 FEC Payl oad IDs for each of the repair packet payl oads (encoded
according to a FEC Schemne- Specific format).
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The FEC Franework then performs two operations. First, it appends
the Source FEC Payload IDs, if provided, to each of the ADUs, and
sends the resulting packets, known as "FEC source packets", to the
receiver. Second, it places the provided FEC repair packet payl oads
and correspondi ng Repair FEC Payl oad | Ds appropriately to construct
FEC repair packets and send themto the receiver.

Thi s docunent does not define how the sender determ nes which ADUs
are included in which source blocks or the sending order and tim ng
of FEC source and repair packets. A specific CDP MAY define this
mapping, or it MAY be left as inplenentation dependent at the sender
However, a CDP specification MJUST define how a receiver deternines a
mnimumlength of tine that it needs to wait to receive FEC repair
packets for any given source block. FEC schenmes MAY defi ne
limtations on this mapping, such as maxi num size of source bl ocks,
but they SHOULD NOT attenpt to define specific mappings. The
sequence of operations at the sender is described in nore detail in
Section 4. 2.

At the receiver, original ADUs are recovered by the FEC Framework
directly fromany FEC source packets received sinply by renoving the
Source FEC Payload ID, if present. The receiver also passes the
contents of the received ADUs, plus their FEC Payl oad IDs, to the FEC
schenme for possible decoding.

If any ADUs related to a given source bl ock have been | ost, then the
FEC schene can perform FEC decodi ng to recover the m ssing ADUs
(assum ng sufficient FEC source and repair packets related to that
source bl ock have been received).

Note that the receiver mght need to buffer received source packets
to allowtine for the FEC repair packets to arrive and FEC decodi ng
to be performed before some or all of the received or recovered
packets are passed to the application. [|f such a buffer is not

provi ded, then the application has to be able to deal with the severe
re-ordering of packets that can occur. However, such buffering is
CDP- and/or inplenentation-specific and is not specified here. The
recei ver operation is described in nore detail in Section 4.3.

The FEC source packets MJST contain information that identifies the
source block and the position within the source block (in terns
specific to the FEC schene) occupied by the ADU. This information is
known as the Source FEC Payload ID. The FEC schene is responsible
for defining and interpreting this information. This information MAY
be encoded into a specific field within the FEC source packet format
defined in this specification, called the Explicit Source FEC Payl oad
IDfield. The exact contents and format of the Explicit Source FEC
Payload ID field are defined by the FEC schenes. Alternatively, the
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FEC schene MAY define how the Source FEC Payload IDis derived from
other fields within the source packets. This docurment defines the
way that the Explicit Source FEC Payload ID field is appended to
source packets to form FEC source packets.

The FEC repair packets MJST contain infornmation that identifies the
source bl ock and the rel ationship between the contained repair

payl oads and the original source block. This is known as the Repair
FEC Payload ID. This informati on MUST be encoded into a specific
field, the Repair FEC Payload ID field, the contents and format of
whi ch are defined by the FEC schenes.

The FEC schene MAY use different FEC Payload ID field formats for
source and repair packets.

4.2. Sender Qperation

It is assunmed that the sender has constructed or received origina
dat a packets for the session. These could be carrying any type of
data. The follow ng operations, illustrated in Figure 2 for the case
of UDP repair flows and in Figure 3 for the case of RTP repair flows,
descri be a possible way to generate conpliant source and repair
flows:

1. ADUs are provided by the application
2. A source block is constructed as specified in Section 5. 2.

3. The source block is passed to the FEC schene for FEC encodi ng.
The Source FEC Payload ID information of each source packet is
determ ned by the FEC schenme. |f required by the FEC schene, the
Source FEC Payload IDis encoded into the Explicit Source FEC
Payl oad 1D field.

4. The FEC schene perforns FEC encodi ng, generating repair packet
payl oads from a source block and a Repair FEC Payload ID field
for each repair payl oad.

5. The Explicit Source FEC Payload IDs (if used), Repair FEC Payl oad
I Ds, and repair packet payl oads are provided back fromthe FEC
schenme to the FEC Franework

6. The FEC Franmework constructs FEC source packets according to
Section 5.3, and FEC repair packets according to Section 5.4,
usi ng the FEC Payl oad I Ds and repair packet payl oads provi ded by
the FEC schene.
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7. The FEC source and repair packets are sent using norna
transport-layer procedures. The port(s) and nulticast group(s)
to be used for FEC repair packets are defined in the FEC
Framewor k Configuration Information. The FEC source packets are
sent using the sane ADU flow identification information as woul d
have been used for the original source packets if the FEC
Framewor k were not present (for exanple, in the UDP case, the UDP
source and destination addresses and ports on the | P datagram
carrying the source packet will be the same whether or not the
FEC Franmework is applied).

g +
| Appli cation |
o e e e e e e oo +
|
| (1) ADUs
I
v
o + o a o +

| FEC Fr amewor k | |

| |
| (2) Construct source |(3) Source Bl ock |
| bl ocks | | (4) FEC Encodi ng

| (6) Construct FEC I R |
| source and repair | |
| packet s | (5) Explicit Source FEC |
R T T + Payl oad | Ds T +

| Repair FEC Payl oad | Ds
| Repair symbol s

I
| (7) FEC source and repair packets
v

| Transport Layer |
I (e.g., UDP) I

Fi gure 2: Sender Operation
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Figure 3: Sender Operation with RTP Repair Fl ows

4.3. Receiver Qperation

The

foll owi ng describes a possible receiver algorithm illustrated in

Figures 4 and 5 for the case of UDP and RTP repair flows,
respectively, when receiving a FEC source or repair packet:

1.

Wat son,

FEC source packets and FEC repair packets are received and passed
to the FEC Framework. The type of packet (source or repair) and
the source flowto which it belongs (in the case of source
packets) are indicated by the ADU fl ow i nformation, which
identifies the flow at the transport |ayer.

In the special case that RTP is used for repair packets, and

source and repair packets are nultiplexed onto the sane UDP fl ow,
then RTP denultiplexing is required to denultiplex source and
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repair flows. However, RTP processing is applied only to the
repair packets at this stage; source packets continue to be
handl ed as UDP payl oads (i.e., including their RTP headers).

2. The FEC Franework extracts the Explicit Source FEC Payload |D
field (if present) fromthe source packets and the Repair FEC
Payl oad I D fromthe repair packets.

3. The Explicit Source FEC Payload IDs (if present), Repair FEC
Payl oad |1 Ds, and FEC source and repair payl oads are passed to the
FEC schen®.

4. The FEC schene uses the received FEC Payl oad | Ds (and derived FEC
Source Payload IDs in the case that the Explicit Source FEC
Payload ID field is not used) to group source and repair packets
into source blocks. |If at |east one source packet is missing
froma source block, and at |east one repair packet has been
received for the sane source bl ock, then FEC decodi ng can be
performed in order to recover mssing source payloads. The FEC
schene det erni nes whet her source packets have been | ost and
whet her enough data for decoding of any or all of the m ssing
source payl oads in the source bl ock has been received.

5. The FEC schene returns the ADUs to the FEC Franework in the form
of source bl ocks containing received and decoded ADUs and
i ndi cations of any ADUs that were m ssing and could not be
decoded.

6. The FEC Franework passes the received and recovered ADUs to the
appl i cation.

The description above defines functionality responsibilities but does
not inmply a specific set of timng relationships. Source packets
that are correctly received and those that are reconstructed MAY be
delivered to the application out of order and in a different order
fromthe order of arrival at the receiver. Alternatively, buffering
and packet re-ordering MAY be applied to re-order received and
reconstructed source packets into the order they were placed into the
source block, if that is necessary according to the application
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Figure 4: Receiver Qperation
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Note that the above procedure mght result

not all ADUs are recovered.
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1.

2

3.

Prot ocol Specification
Gener a

This section specifies the protocol elenents for the FEC Franmework
Three conponents of the protocol are defined in this document and are
described in the follow ng sections:

1. Construction of a source block from ADUs. The FEC code will be
applied to this source block to produce the repair payl oads.

2. Aformat for packets containing source data.
3. A format for packets containing repair data.

The operation of the FEC Framework is governed by certain FEC
Framewor k Configuration Information, which is defined in this
section. A conplete protocol specification that uses this framework
MUST specify the nmeans to determ ne and conmuni cate this information
bet ween sender and receiver.

Structure of the Source Bl ock

The FEC Franmework and FEC schene exchange ADUs in the form of source
bl ocks. A source block is generated by the FEC Framework from an
ordered sequence of ADUs. The allocation of ADUs to blocks is
dependent on the application. Note that sone ADUs nmay not be
included in any block. Each source block provided to the FEC schene
consi sts of an ordered sequence of ADUs where the follow ng
information is provided for each ADU

0 A description of the source flow with which the ADU is associ at ed.
0 The ADU itself.

o The length of the ADU

Packet Format for FEC Source Packets

The packet format for FEC source packets MJST be used to transport
the payl oad of an original source packet. As depicted in Figure 6,
it consists of the original packet, optionally followed by the
Explicit Source FEC Payload ID field. The FEC schene determ nes

whet her the Explicit Source FEC Payload ID field is required. This
determination is specific to each ADU fl ow.
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T e +
| | P Header |
o e e e e e e e e e e e e e e +
| Transport Header |
O +
| Application Data Unit |
T e +
| Explicit Source FEC Payload ID |
o e e e e e e e e e e e e e e +

Figure 6: Structure of the FEC Packet Format for FEC Source Packets

The FEC source packets MJST be sent using the sane ADU fl ow as woul d
have been used for the original source packets if the FEC Framework
were not present. The transport payl oad of the FEC source packet
MUST consist of the ADU foll owed by the Explicit Source FEC Payl oad
IDfield, if required

The Explicit Source FEC Payload ID field contains information
required to associate the source packet with a source bl ock and for
the operation of the FEC algorithm and is defined by the FEC schene.
The format of the Source FEC Payload ID field is defined by the FEC
schene. |In the case that the FEC schene or CDP defines a nmeans to
derive the Source FEC Payload ID fromother information in the packet
(for example, a sequence nunber used by the application protocol),
then the Source FEC Payload ID field is not included in the packet.
In this case, the original source packet and FEC source packet are

i denti cal

I n applications where avoi dance of | P packet fragnentation is a goal,
CDPs SHOULD consi der the Explicit Source FEC Payl oad | D size when
determning the size of ADUs that will be delivered using the FEC
Framework. This is because the addition of the Explicit Source FEC
Payl oad I D increases the packet |ength.

The Explicit Source FEC Payload ID is placed at the end of the
packet, so that in the case that Robust Header Conpression (ROHC)

[ RFC3095] or other header conpression mechani sms are used, and in the
case that a ROHC profile is defined for the protocol carried within
the transport payl oad (for exanple, RTP), then ROHC will still be
applied for the FEC source packets. Applications that are used with
this framework need to consider that FEC schenes can add this
Explicit Source FEC Payload ID and thereby increase the packet size.

In many applications, support for FEC is added to a pre-existing

protocol, and in this case, use of the Explicit Source FEC Payload ID
can break backward conpatibility, since source packets are nodified
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5.3.1. Generic Explicit Source FEC Payl oad | D

In order to apply FEC protection using nultiple FEC schenes to a
single source flow, all schemes have to use the same Explicit Source
FEC Payload ID format. In order to enable this, it is RECOWENDED
that FEC schenes support the CGeneric Explicit Source FEC Payl oad |D
format descri bed bel ow

The Generic Explicit Source FEC Payload ID has a |l ength of two octets
and consi sts of an unsigned packet sequence nunber in network-byte
order. The allocation of sequence nunbers to packets is independent
of any FEC scheme and of the source bl ock construction, except that
the use of this sequence nunber places a constraint on source bl ock
construction. Source packets within a given source bl ock MIST have
consecutive sequence numbers (where consecutive includes w ap-around
fromthe maxi mum val ue that can be represented in two octets (65535)
to 0). Sequence nunbers SHOULD NOT be reused until all values in the
sequence nunber space have been used.

Note that if the original packets of the source flow are already
carrying a packet sequence nunber that is at |east two bytes | ong,
there is no need to add the generic Explicit Source FEC Payl oad |ID
and nodi fy the packets.

5.4. Packet Format for FEC Repair Packets
The packet format for FEC repair packets is shown in Figure 7. The

transport payl oad consists of a Repair FEC Payload ID field foll owed
by repair data generated in the FEC encodi ng process.

T e +
| | P Header |
o e e e e e e e e e e e e e e +
| Transport Header |
O +
| Repair FEC Payl oad |1 D |
T e +
| Repair Synbol s |
o e e e e e e e e e e e e e e +

Figure 7: Packet Format for FEC Repair Packets

The Repair FEC Payload ID field contains information required for the
operation of the FEC algorithmat the receiver. This information is
defined by the FEC scheme. The format of the Repair FEC Payl oad |ID
field is defined by the FEC schene.
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5.4.1. Packet Format for FEC Repair Packets over RTP

For FEC schenes that specify the use of RTP for repair packets, the
packet format for repair packets includes an RTP header as shown in
Fi gure 8.

T e +
| | P Header |
o e e e e e e e e e e e e e e +
| Transport Header (UDP) |
O +
| RTP Header |
T T +
| Repair FEC Payl oad 1D |
o e e e e e e e e e e e e e e +
| Repair Symnbol s |
e +

Figure 8: Packet Format for FEC Repair Packets over RTP
5.5. FEC Framework Configuration Information

The FEC Franmework Configuration Information is information that the
FEC Framework needs in order to apply FEC protection to the ADU
flows. A conplete CDP specification that uses the framework
specified here MJUST include details of howthis information is
derived and conmmuni cat ed between sender and receiver

The FEC Franework Configuration Information includes identification
of the set of source flows. For exanple, in the case of UDP, each
source flowis uniquely identified by a tuple {source |IP address,
source UDP port, destination |IP address, destination UDP port}. In
some applications, some of these fields can contain wldcards, so
that the flowis identified by a subset of the fields. 1In
particular, in nany applications the limted tuple {destination I[P
address, destination UDP port} is sufficient.

A single instance of the FEC Franmework provi des FEC protection for
packets of the specified set of source flows, by neans of one or nore
packet flows consisting of repair packets. The FEC Franework
Configuration Information includes, for each instance of the FEC

Fr amewor k:
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1. ldentification of the repair flows.
2. For each source flow protected by the repair flows):
A. Definition of the source flow

B. An integer identifier for this flow definition (i.e., tuple).
This identifier MJST be unique anong all source flows that
are protected by the same FEC repair flow. |nteger
identifiers can be allocated starting fromzero and
i ncreasing by one for each flow. However, any random (but
still unique) allocation is al so possible. A source flow
identifier need not be carried in source packets, since
source packets are directly associated with a flow by virtue
of their packet headers.

3. The FEC Encoding ID, identifying the FEC schene.
4. The length of the Explicit Source FEC Payload ID (in octets).

5. Zero or nore FEC Schene-Specific Information (FSSI) el enents,
each consisting of a nane and a val ue where the valid el enent
nanes and val ue ranges are defined by the FEC schene.

Mul tiple instances of the FEC Framework, with separate and

i ndependent FEC Framewor k Configuration Information, can be present
at a sender or receiver. A single instance of the FEC Franmework
protects packets of the source flows identified in (2) above; i.e.,
al | packets sent on those flows MJST be FEC source packets as defined
in Section 5.3. A single source flow can be protected by nmultiple

i nstances of the FEC Franmewor k

The integer flowidentifier identified in (2B) above is a shorthand
to identify source flows between the FEC Franmework and the FEC
schene. The reason for defining this as an integer, and including it
in the FEC Framework Configuration Information, is so that the FEC
schene at the sender and receiver can use it to identify the source
flowwith which a recovered packet is associated. The integer flow
identifier can therefore take the place of the conplete flow
description (e.g., UDP 4-tuple).

Whet her and how this flow identifier is used is defined by the FEC
schene. Since repair packets can provide protection for multiple
source flows, repair packets either would not carry the identifier at
all or can carry nultiple identifiers. However, in any case, the
flowidentifier associated with a particular source packet can be
recovered fromthe repair packets as part of a FEC decoding

operati on.
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A single FEC repair flow provides repair packets for a single

i nstance of the FEC Framework. O her packets MJUST NOT be sent within
this flow, i.e., all packets in the FEC repair flow MIST be FEC
repair packets as defined in Section 5.4 and MJST relate to the sane
FEC Framewor k instance

In the case that RTP is used for repair packets, the identification
of the repair packet flow can also include the RTP payl oad type to be
used for repair packets.

FSSI includes the information that is specific to the FEC schene used
by the CDP. FSSI is used to comrunicate the information that cannot
be adequately represented otherwi se and is essential for proper FEC
encodi ng and decodi ng operations. The notivation behind separating
the FSSI required only by the sender (which is carried in a Sender-

Si de FEC- Scheme-Specific Information (SS-FSSI) container) fromthe
rest of the FSSI is to provide the receiver or the third-party
entities a neans of controlling the FEC operations at the sender

Any FSSI other than the one solely required by the sender MJST be
communi cated via the FSSI contai ner.

The vari abl e-l1ength SS-FSSI and FSSI containers transmt the
information in textual representation and contain zero or nore
di stinct elenents, whose descriptions are provided by the fully
speci fi ed FEC schenes.

For the CDPs that choose the Session Description Protocol (SDP)
[ RFC4566] for their nmultinmedia sessions, the ABNF [ RFC5234] syntax
for the SS-FSSI and FSSI containers is provided in Section 4.5 of
[ RFC6364] .

5.6. FEC Scheme Requirements

In order to be used with this framework, a FEC schenme MJUST be capabl e
of processing data arranged into bl ocks of ADUs (source bl ocks).

A specification for a new FEC scheme MJUST include the foll ow ng:

1. The FEC Encoding ID value that uniquely identifies the FEC
schene. This value MJST be registered with I ANA, as described in
Section 11.

2. The type, semantics, and encoding format of the Repair FEC
Payl oad 1 D.

3. The nane, type, senantics, and text value encoding rules for zero
or nore FEC Schene-Specific Information el enents
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4. A full specification of the FEC code

Thi s specification MIST precisely define the valid FEC Schemne-
Specific Information values, the valid FEC Payl oad | D val ues, and
the valid packet payl oad sizes (where packet payload refers to
the space within a packet dedicated to carrying encoding

symnbol s).

Furt hernmore, given a source block as defined in Section 5.2,

val id val ues of the FEC Schene-Specific Information, a valid
Repair FEC Payl oad I D value, and a valid packet payl oad size, the
speci fication MUST uni quely define the values of the encoding
synmbols to be included in the repair packet payload of a packet
with the given Repair FEC Payl oad | D val ue.

A common and sinple way to specify the FEC code to the required
| evel of detail is to provide a precise specification of an
encoding algorithmthat -- given a source block, valid val ues of
the FEC- Scheme- Specific Information, a valid Repair FEC Payl oad
I D value, and a valid packet payl oad size as input -- produces
the exact value of the encoding synbols as output.

5. A description of practical encoding and decodi ng al gorithns.

Thi s description need not be to the sane | evel of detail as for
the encodi ng above; however, it has to be sufficient to
demonstrate that encoding and decodi ng of the code are both
possi bl e and practical.

FEC schene specifications MAY additionally define the foll ow ng:

Type, semantics, and encoding format of an Explicit Source FEC
Payl oad 1 D.

Whenever a FEC schene specification defines an 'encoding format’ for
an elenent, this has to be defined in ternms of a sequence of bytes
that can be enbedded within a protocol. The Iength of the encoding
format either MJST be fixed or it MJST be possible to derive the

| ength from exam ning the encoded bytes thensel ves. For example, the
initial bytes can include sone kind of Iength indication
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FEC schene specifications SHOULD use the term nol ogy defined in this
docunent and SHOULD foll ow the follow ng format:

1. Introduction <Describe the use cases addressed by this FEC
scheme>

2. Formats and Codes

2.1. Source FEC Payload ID(s) <Either define the type and
format of the Explicit Source FEC Payload I D or define how
Source FEC Payload ID information is derived from source
packet s>

2.2. Repair FEC Payload ID <Define the type and format of the
Repai r FEC Payl oad | D>

2.3. FEC Framework Configuration Informati on <Define the nanes,
types, and text value encoding formats of the FEC Schene-
Specific Information el emrent s>

3. Procedures <Describe any procedures that are specific to this
FEC schene, in particular derivation and interpretation of the
fields in the FEC Payl oad | Ds and FEC- Schene- Specific
I nf or mati on>

4. FEC Code Specification <Provide a conplete specification of the
FEC Code>

Speci fications can include additional sections including exanples.

Each FEC schene MJST be specified independently of all other FEC
schenes, for exanple, in a separate specification or a completely

i ndependent section of a |arger specification (except, of course, a
specification of one FEC schene can include portions of another by
reference). Were an RTP payload format is defined for repair data
for a specific FEC schene, the RTP payl oad format and the FEC schene
can be specified within the sane docunent.

6. Feedback

Many applications require sone kind of feedback on transport
performance, e.g., how nuch data arrived at the receiver, at what
rate, and when? When FEC is added to such applications, feedback
mechani sms may al so need to be enhanced to report on the performance
of the FEC, e.g., how nuch |ost data was recovered by the FEC?
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When used to provide instrunmentation for engineering purposes, it is
important to renenber that FEC is generally applied to relatively
smal | bl ocks of data (in the sense that each block is transnmitted
over a relatively small period of tine). Thus, feedback information
that is averaged over |onger periods of tine will |ikely not provide
sufficient information for engineering purposes. Mre detailed

f eedback over shorter tine scales mght be preferred. For exanple,
for applications using RTP transport, see [ RFC5725].

Applications that use feedback for congestion control purposes MJST
cal cul ate such feedback on the basis of packets received before FEC
recovery is applied. |If this requirenent conflicts with other uses
of the feedback information, then the applicati on MIST be enhanced to
support information cal cul ated both pre- and post-FEC recovery. This
is to ensure that congestion control mechani snms operate correctly
based on congestion indications received fromthe network, rather
than on post-FEC recovery information that woul d give an inaccurate
pi cture of congestion conditions.

New applications that require such feedback SHOULD use RTP/ RTCP
[ RFC3550] .

7. Transport Protocols

This framework is intended to be used to define CDPs that operate
over transport protocols providing an unreliabl e datagram servi ce,
including in particular the User Datagram Protocol (UDP) and the
Dat agr am Congesti on Control Protocol (DCCP).

8. Congestion Contro

This section starts with sone informative background on the
motivation of the normative requirenments for congestion control,
which are spelled out in Section 8. 2.

8.1. Mbtivation

o The enforcenent of congestion control principles has gained a | ot
of momentumin the | ETF over recent years. Wile the need for
congestion control over the open Internet is unquestioned, and the
goal of TCP friendliness is generally agreed upon for nobst (but
not all) applications, the problem of congestion detection and
measur enent in heterogeneous networks can hardly be considered
sol ved. Mdst congestion control algorithms detect and neasure
congestion by taking (primarily or exclusively) the packet |oss
rate into account. This appears to be inappropriate in
environments where a | arge percentage of the packet |osses are the
result of link-layer errors and i ndependent of the network | oad.
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0 The authors of this document are primarily interested in
applications where the application reliability requirements and
end-to-end reliability of the network differ, such that it
warrants higher-layer protection of the packet stream e.g., due
to the presence of unreliable links in the end-to-end path and
where real -tine, scalability, or other constraints prohibit the
use of higher-layer (transport or application) feedback. A
typical exanple for such applications is multicast and broadcast
streamng or multimedia transm ssion over heterogeneous networks.
In other cases, application reliability requirenents can be so
high that the required end-to-end reliability will be difficult to
achieve. Furthernore, the end-to-end network reliability is not
necessarily known in advance.

o This FEC Framework is not defined as, nor is it intended to be, a
qual ity-of -service (QS) enhancenent tool to conbat | osses
resulting fromhighly congested networks. It should not be used
for such purposes.

o In order to prevent such m suse, one approach is to | eave
st andardi zati on to bodi es nost concerned with the probl em
descri bed above. However, the | ETF defi nes base standards used by
several bodies, including the Digital Video Broadcasting (DVB)
Project, the Third Generation Partnership Project (3GPP), and
3GPP2, all of which appear to share the environment and the
pr obl em descri bed.

0 Another approach is to wite a clear applicability statenent. For
exanpl e, one could restrict the use of this framework to networks
with certain |oss characteristics (e.g., wireless |links).

However, there can be applications where the use of FECis
justified to conbat congestion-induced packet |osses --
particularly in lightly | oaded networks, where congestion is the
result of relatively rare random peaks in instantaneous traffic

| oad -- thereby intentionally violating congestion contro
principles. One possible exanple for such an application could be
a no-matter-what, brute-force FEC protection of traffic generated
as an energency signal

0 Athird approach is to require, at a mninmnum that the use of this
framework with any given application, in any given environnent,
does not cause congestion issues that the application alone would
not itself cause; i.e., the use of this framework nust not nake
t hi ngs wor se.
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o Taking the above considerations into account, Section 8.2
specifies a small set of constraints for FEC, these constraints
are mandatory for all senders conpliant with this FEC Framework.
Further restrictions can be inposed by certain CDPs.

8.2. Nornative Requirenents

0 The bandwi dth of FEC repair data MJST NOT exceed the bandw dth of
the original source data being protected (wi thout the possible
addition of an Explicit Source FEC Payload ID). This disallows
the (static or dynanmic) use of excessively strong FEC to conbat
hi gh packet |oss rates, which can otherw se be chosen by naively
i mpl erent ed dynani ¢ FEC-strength sel ection nechanisns. W
acknow edge that there are a few exotic applications, e.g., IP
traffic from space-based senders, or senders in certain hardened
mlitary devices, that could warrant a hi gher FEC strength.
However, in this specification, we give preference to the overall
stability and network friendliness of average applications.

0 \Whenever the source data rate is adapted due to the operation of
congestion control nechanisns, the FEC repair data rate MJST be
simlarly adapted.

9. Security Considerations

First of all, it rmust be clear that the application of FEC protection
to a stream does not provide any kind of security. On the contrary,
the FEC Franework itself could be subject to attacks or could pose
new security risks. The goals of this section are to state the

probl em discuss the risks, and identify solutions when feasible. It
al so defines a mandatory-to-inplenent (but not mandatory-to-use)
security schene.

9.1. Problem Statenent
A content delivery systemis potentially subject to many attacks.
Attacks can target the content, the CDP, or the network itself, wth
compl etely different consequences, particularly in ternms of the
nunber of inpacted nodes.
Attacks can have several goals:

o They can try to give access to confidential content (e.g., in the
case of non-free content).

o0 They can try to corrupt the source flows (e.g., to prevent a

receiver fromusing then), which is a form of denial -of-service
(DoS) attack.
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0 They can try to conpromise the receiver’s behavior (e.g., by
maki ng the decodi ng of an object conputationally expensive), which
i s anot her form of DoS attack

0 They can try to conpronise the network’s behavior (e.g., by
causi ng congestion within the network), which potentially inpacts
a | arge nunmber of nodes

These attacks can be |aunched either against the source and/or repair
flows (e.g., by sending fake FEC source and/or repair packets) or

agai nst the FEC paranmeters that are sent either in-band (e.g., in the
Repair FEC Payload ID or in the Explicit Source FEC Payload I D) or
out-of -band (e.g., in the FEC Framework Configuration |Information).

Several dinensions to the problemneed to be considered. The first
one is the way the FEC Franework is used. The FEC Framework can be
used end-to-end, i.e., it can be included in the final end-device
where the upper application runs, or the FEC Framework can be used in
m ddl eboxes, for instance, to globally protect several source flows
exchanged between two or nore distant sites.

A second dinension is the threat nodel. Wen the FEC Franmewor k
operates in the end-device, this device (e.g., a personal conputer)
m ght be subject to attacks. Here, the attacker is either the end-
user (who night want to access confidential content) or sonebody
else. In all cases, the attacker has access to the end-device but
does not necessarily fully control this end-device (a secure donmain
can exist). Simlarly, when the FEC Franework operates in a

m ddl ebox, this mniddl ebox can be subject to attacks or the attacker
can gain access to it. The threats can al so concern the end-to-end
transport (e.g., through the Internet). Here, exanples of threats
include the transm ssion of fake FEC source or repair packets; the
replay of valid packets; the drop, delay, or msordering of packets;
and, of course, traffic eavesdropping.

The third di mension consists in the desired security services. Anong
them the content integrity and sender authentication services are
probably the mpost inportant features. W can also nention DoS
mtigation, anti-replay protection, or content confidentiality.

Finally, the fourth dinension consists in the security tools
available. This is the case of the various Digital R ghts Managenent
(DRM systens, defined outside of the context of the | ETF, that can
be proprietary solutions. Oherw se, the Secure Real -Ti me Transport
Prot ocol (SRTP) [RFC3711] and | Psec/Encapsul ating Security Payl oad

(I Psec/ ESP) [ RFC4303] are two tools that can turn out to be useful in
the context of the FEC Franework. Note that using SRTP requires that
the application generate RTP source flows and, when applied bel ow the
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FEC Framewor k, that both the FEC source and repair packets be regul ar
RTP packets. Therefore, SRTP is not considered to be a universa
solution applicable in all use cases.

In the followi ng sections, we further discuss security aspects
related to the use of the FEC Franework

9.2. Attacks against the Data Fl ows
9.2.1. Access to Confidential Content

Access control to the source flow being transmitted is typically
provi ded by neans of encryption. This encryption can be done by the
content provider itself, or within the application (for instance, by
usi ng SRTP [ RFC3711]), or at the network | ayer on a per-packet basis
when | Psec/ESP is used [RFC4303]. If confidentiality is a concern,
it is RECOWENDED that one of these solutions be used. Even if we
mention these attacks here, they are neither related to nor
facilitated by the use of FEC

Note that when encryption is applied, this encryption MJST be applied
either on the source data before the FEC protection or, if done after
the FEC protection, on both the FEC source packets and repair packets
(and an encryption at |east as cryptographically secure as the
encryption applied on the FEC source packets MJST be used for the FEC
repair packets). Oherwise, if encryption were to be performed only
on the FEC source packets after FEC encodi ng, a non-authorized
receiver could be able to recover the source data after decoding the
FEC repair packets, provided that a sufficient nunber of such packets
were avail abl e.

The foll owi ng considerations apply when choosi ng where to apply
encryption (and nore generally where to apply security services
beyond encryption). Once decryption has taken place, the source data
is in plaintext. The full path between the output of the deciphering
nmodul e and the final destination (e.g., the TV display in the case of
a video) MJST be secured, in order to prevent any unauthorized access
to the source data.

When the FEC Franmework endpoint is the end-system (i.e., where the
upper application runs) and if the threat nodel includes the
possibility that an attacker has access to this end-system then the
end-system architecture is very inportant. More precisely, in order
to prevent an attacker fromgetting hold of the plaintext, al
processi ng, once deci phering has taken place, MJST occur in a
protected environnent. |If encryption is applied after FEC protection
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at the sending side (i.e., belowthe FEC Framework), it neans that
FEC decodi ng MJST take place in the protected environment. Wth

certain use cases, this MAY be conplicated or even inpossible. In
such cases, applying encryption before FEC protection is preferred.

When the FEC Franmework endpoint is a m ddl ebox, the recovered source
flow, after FEC decoding, SHOULD NOT be sent in plaintext to the
final destination(s) if the threat nodel includes the possibility
that an attacker eavesdrops on the traffic. In that case, it is
preferable to apply encryption before FEC protection

In sone cases, encryption could be applied both before and after the
FEC protection. The considerations described above still apply in
such cases.

9.2.2. Content Corruption

Protection agai nst corruptions (e.g., against forged FEC source/
repair packets) is achieved by neans of a content integrity
verification/source authentication scheme. This service is usually
provided at the packet level. 1In this case, after renoving all the
forged packets, the source flow nmi ght sonetinmes be recovered
Several techniques can provide this content integrity/source

aut henti cati on service:

o At the application |ayer, SRTP [ RFC3711] provi des severa
solutions to check the integrity and authenticate the source of
RTP and RTCP nessages, anpbng ot her services. For instance, when
associated with the Tined Efficient Stream Loss-Tol erant
Aut hentication (TESLA) [RFC4383], SRTP is an attractive solution
that is robust to |l osses, provides a true authentication/integrity
service, and does not create any prohibitive processing | oad or
transm ssi on overhead. Yet, with TESLA, checking a packet
requires a small delay (a second or nore) after its reception
Whet her or not this extra delay, both in ternms of startup delay at
the client and end-to-end delay, is appropriate depends on the
target use case. In sonme situations, this might degrade the user
experience. |In other situations, this will not be an issue.

O her buil ding bl ocks can be used within SRTP to provide content
integrity/authentication services.

0o At the network layer, |Psec/ESP [ RFC4303] offers (anmpbng ot her

services) an integrity verification mechanismthat can be used to
provi de aut hentication/content integrity services.
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It is up to the devel oper and the person in charge of deploynent, who
know t he security requirenents and features of the target application
area, to define which solution is the nost appropriate. Nonethel ess,
it is RECOWENDED that at |east one of these techni ques be used.

Note that when integrity protection is applied, it is RECOMVENDED
that it take place on both FEC source and repair packets. The
motivation is to keep corrupted packets from bei ng consi dered during
decodi ng, as such packets would often lead to a decoding failure or
result in a corrupted decoded source fl ow.

9.3. Attacks against the FEC Paraneters

Attacks on these FEC parameters can prevent the decoding of the
associ ated object. For instance, nodifying the finite field size of
a Reed- Sol onon FEC schene (when applicable) will lead a receiver to
consider a different FEC code

Therefore, it is RECOWENDED that security neasures be taken to
guarantee the integrity of the FEC Franmework Configuration
Information. Since the FEC Franework does not define how the FEC
Framewor k Configuration Information is communi cated from sender to
recei ver, we cannot provide further recomendati ons on how to
guarantee its integrity. However, any conplete CDP specification
MUST gi ve recommendati ons on how to achieve it. When the FEC
Framewor k Configuration Information is sent out-of-band, e.g., in a
session description, it SHOULD be protected, for instance, by
digitally signing it.

Attacks are al so possi bl e against sonme FEC paraneters included in the
Explicit Source FEC Payload |ID and Repair FEC Payload ID. For

i nstance, nodifying the Source Bl ock Number of a FEC source or repair
packet will |lead a receiver to assign this packet to a wong bl ock

Therefore, it is RECOWENDED that security neasures be taken to
guarantee the integrity of the Explicit Source FEC Payl oad I D and
Repair FEC Payl oad ID. To that purpose, one of the packet-Ievel
source authentication/content integrity techni ques described in
Section 9.2.2 can be used.

9.4. \When Several Source Flows Are to Be Protected Toget her

When several source flows, with different security requirenents, need
to be FEC protected jointly, within a single FEC Framework instance,
then each fl ow MAY be processed appropriately, before the protection
For instance, source flows that require access control MAY be
encrypted before they are FEC protect ed.
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There are al so situations where the only insecure domain is the one
over which the FEC Franework operates. In that case, this situation
MAY be addressed at the network |ayer, using |Psec/ESP (see

Section 9.5), even if only a subset of the source flows has strict
security requirenents.

Since the use of the FEC Framewor k should not add any additiona
threat, it is RECOWENDED that the FEC Franework aggregate flow be in
line with the maxi mum security requirenents of the individual source
flows. For instance, if denial-of-service (DoS) protection is
required, an integrity protection SHOULD be provi ded bel ow the FEC
Framewor k, using, for instance, |Psec/ESP

General | y speaki ng, whenever feasible, it is RECOMMENDED t hat FEC
protecting flows with totally different security requirenents be
avoi ded. Oherw se, significant processing overhead woul d be added
to protect source flows that do not need it.

9.5. Baseline Secure FEC Framework Operation

The FEC Franmewor k has been defined in such a way to be i ndependent
fromthe application that generates source flows. Some applications
m ght use purely unidirectional flows, while other applications m ght
al so use unicast feedback fromthe receivers. For instance, this is
the case when considering RTP/ RTCP- based source fl ows.

This section describes a baseline node of secure FEC Franework
operation based on the application of the |Psec protocol, which is
one possible solution to solve or mtigate the security threats

i ntroduced by the use of the FEC Franework

Two rel ated docunents are of interest. First, Section 5.1 of

[ RFC5775] defines a baseline secure Asynchronous Layered Codi ng (ALC)
operation for sender-to-group transm ssions, assum ng the presence of
a single sender and a source-specific nulticast (SSM or SSM i ke
operation. The proposed solution, based on | Psec/ ESP, can be used to
provi de a baseline FEC Framework secure operation, for the downstream
source fl ow

Second, Section 7.1 of [RFC5740] defines a baseline secure NACK-
Oiented Reliable Multicast (NORM operation, for sender-to-group
transm ssions as well as unicast feedback fromreceivers. Here, it
is also assunmed there is a single sender. The proposed solution is
al so based on | Psec/ ESP. However, the difference with respect to

[ RFC5775] relies on the managenent of |Psec Security Associations
(SAs) and corresponding Security Policy Database (SPD) entries, since
NORM requires a second set of SAs and SPD entries to be defined to
protect unicast feedback fromreceivers
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10.

10.

Note that the | Psec/ESP requirenent profiles outlined in [ RFC5775]
and [ RFC5740] are commonly avail able on nany potential hosts. They
can formthe basis of a secure node of operation. Configuration and
operation of |Psec typically require privileged user authorization
Aut omat ed key managenent inplenmentations are typically configured
with the privileges necessary to allow the needed system | Psec
configuration.

Oper ations and Management Consi derations

The question of operating and nanagi ng the FEC Franework and the
associ ated FEC schene(s) is of high practical inportance. The goals
of this section are to discuss aspects and recomendations related to
speci fic depl oyments and sol uti ons.

In particular, this section discusses the questions of
interoperability across vendors/use cases and whet her defi ning
mandat ory-t o-i npl enment (but not nandatory-to-use) solutions is
benefi ci al

1. What Are the Key Aspects to Consider?

Several aspects need to be considered, since they will directly
i npact the way the FEC Framework and the associ ated FEC schenmes can
be operated and managed.

This section lists them as foll ows:

1. A Single Small Generic Conponent within a Larger (and Oten
Legacy) Sol ution: The FEC Franework is one conponent within a
| arger solution that includes one or several upper-|ayer
applications (that generate one or several ADU flows) and an
underlying protocol stack. A key design principle is that the
FEC Franmewor k shoul d be able to work wi thout making any
assunption with respect to either the upper-layer application(s)
or the underlying protocol stack, even if there are special cases
wher e assunptions are made

2. One-to-One with Feedback vs. One-to-Many with Feedback vs. One-
to- Many wi t hout Feedback Scenarios: The FEC Franework can be used
in use cases that conpletely differ fromone another. Sone use
cases are one-way (e.g., in broadcast networks), with either a
one-to0-one, one-to-nmany, or many-to-many transni ssion nodel, and
the receiver(s) cannot send any feedback to the sender(s). O her
use cases follow a bidirectional one-to-one, one-to-nmany, or
many-t o-many scenari o, and the receiver(s) can send feedback to
the sender (s).
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3. Non-FEC Framewor k Capabl e Receivers: Wth the one-to-many and
many-t o- many use cases, the receiver popul ati on m ght have
different capabilities with respect to the FEC Framework itself
and t he supported FEC schenes. Sone receivers mght not be
capabl e of decoding the repair packets belonging to a particul ar
FEC schene, while sone other receivers mght not support the FEC
Framework at all.

4. Internet vs. Non-Internet Networks: The FEC Framework can be
useful in many use cases that use a transport network that is not
the public Internet (e.g., with IPTV or Mobile TV). In such
net wor ks, the operational and managenent considerations can be
achi eved t hrough an open or proprietary solution, which is
speci fied outside of the |IETF.

5. Congestion Control Considerations: See Section 8 for a discussion
on whether or not congestion control is needed, and its
rel ati onships with the FEC Franmewor k.

6. Wthin End-Systens vs. within M ddl eboxes: The FEC Framewor k can
be used within end-systens, very close to the upper-I|ayer
application, or within dedi cated m ddl eboxes (for instance, when
it is desired to protect one or several flows while they cross a
| ossy channel between two or nore renote sites).

7. Protecting a Single Flow vs. Several Flows G obally: The FEC
Framewor k can be used to protect a single flow or several flows
gl obal | y.

10. 2. Operational and Managenment Reconmendati ons

Overall, fromthe discussion in Section 10.1, it is clear that the
CDPs and FEC schenes conpatible with the FEC Framework differ w dely
in their capabilities, application, and depl oynent scenarios such
that a common operation and rmanagenent nethod or protocol that works
well for all of themwould be too conplex to define. Thus, as a
desi gn choice, the FEC Franework does not dictate the use of any
particul ar technol ogy or protocol for transporting FEC data, managi ng
the hosts, signaling the configuration information, or encoding the
configuration information. This provides flexibility and is one of
the main goals of the FEC Franework. However, this section gives
sone RECOMMVENDED gui del i nes
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Wat son,

A Single Small Generic Conponent within a Larger (and Oten
Legacy) Solution: It is anticipated that the FEC Franmework will
often be used to protect one or several RTP streams. Therefore,
i mpl ement ati ons SHOULD nake feedback i nformati on accessible via
RTCP to enabl e users to take advantage of the tools using (or
used by) RTCP to operate and nmanage the FEC Framework instance
along with the associ ated FEC schenes.

One-to-One with Feedback vs. One-to-Many with Feedback vs. One-
to- Many wi t hout Feedback Scenarios: Wth use cases that are
one-way, the FEC Framework sender does not have any way to gather
feedback fromreceivers. Wth use cases that are bidirectional,

the FEC Framework sender can collect detail ed feedback (e.g., in
the case of a one-to-one scenario) or at |east occasiona
feedback (e.g., in the case of a multicast, one-to-many

scenario). All these applications have naturally different
operational and managenent aspects. They al so have different
requirenents or features, if any, for collecting feedback,
processing it, and acting on it. The data structures for
carrying the feedback al so vary.

I mpl enent ers SHOULD nmake feedback avail abl e using either an

i n-band or out-of-band asynchronous reporting nechanism Wen an
out - of -band solution is preferred, a standardized reporting
mechani sm such as Sysl og [ RFC5424] or Sinple Network Managenent
Protocol (SNWP) notifications [RFC3411], is RECOMVENDED. When
requi red, a mappi ng nechani sm between the Syslog and SNWP
reporting nechani sns could be used, as described in [ RFC5675] and
[ RFC5676] .

Non- FEC Framewor k Capabl e Receivers: Section 5.3 gives
recomrendat i ons on how to provi de backward conpatibility in the
presence of receivers that cannot support the FEC schene being
used or the FEC Framework itself: basically, the use of Explicit
Source FEC Payload ID is banned. Additionally, a non-FEC
Framewor k capabl e recei ver MJST al so have a neans not to receive
the repair packets that it will not be able to decode in the
first place or a means to identify and discard them appropriately
upon receiving them This SHOULD be achi eved by sending repair
packets on a different transport-layer flow. In the case of RTP
transport, and if both source and repair packets will be sent on
the same transport-layer flow, this SHOULD be achi eved by using
an RTP framing for FEC repair packets with a different payl oad
type. It is the responsibility of the sender to select the
appropri ate nmechani sm when needed.
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Wthin End-Systens vs. within M ddl eboxes: Wen the FEC Franmewor k
is used within m ddl eboxes, it is RECOVWENDED that the paths

bet ween the hosts where the sending applications run and the

m ddl ebox that perforns FEC encoding be as reliable as possible,

i.e., not be prone to packet |oss, packet reordering, or varying

del ays in delivering packets.

Simlarly, when the FEC Framework i s used w thin m ddl eboxes, it
i s RECOVWENDED t hat the paths be as reliable as possible between
the m ddl eboxes that perform FEC decodi ng and the end-systens
where the receiving applications operate.

Managenent of Conmuni cation |ssues before Reaching the Sending
FECFRAME | nstance: Let us consider situations where the FEC
Framework is used within m ddl eboxes. At the sending side, the
general reliability recommendati on for the path between the
sendi ng applications and the mddl ebox is inportant, but it may
not guarantee that a | oss, reordering, or long delivery delay
cannot happen, for whatever reason. |f such a rare event

happens, this event SHOULD NOT conpromn se the operation of the
FECFRAME i nstances, at either the sending side or the receiving
side. This is particularly inportant with FEC schenmes that do
not nodify the ADU for backward-conpatibility purposes (i.e., do
not use any Explicit Source FEC Payload ID) and rely on, for

i nstance, the RTP sequence nunber field to identify FEC source
packets within their source block. 1In this case, packet |oss or
packet reordering leads to a gap in the RTP sequence number space
seen by the FECFRAME instance. Simlarly, varying delay in
delivering packets over this path can lead to significant timng
issues. Wth FEC schenes that indicate in the Repair FEC Payl oad
I D, for each source block, the base RTP sequence number and
nunber of consecutive RTP packets that belong to this source

bl ock, a missing ADU or an ADU delivered out of order could cause
t he FECFRAME sender to switch to a new source bl ock. However
sonme FEC schenes and/or receivers may not necessarily handl e such
varying source block sizes. In this case, one could consider
duplicating the last ADU received before the loss, or inserting
zeroed ADU(s), depending on the nature of the ADU fl ow.

I mpl enenters SHOULD consi der the consequences of such alternative
approaches, based on their use cases.

Protecting a Single Flow vs. Several Flows dobally: In the
general case, the various ADU flows that are globally protected
can have different features, and in particular different real-
time requirements (in the case of real-time flows). The process
of globally protecting these flows SHOULD take into account the
requirenents of each individual flow In particular, it would be
counterproductive to add repair traffic to a real-tinme flow for
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whi ch the FEC decoding delay at a receiver makes decoded ADUs for
this flow usel ess because they do not satisfy the associated

real -tinme constraints. Froma practical point of view, this
means that the source block creation process at the sending FEC
Framewor k i nstance SHOULD consi der the npbst stringent real-tine
requirenents of the ADU fl ows being gl obally protected.

7. ADU Fl ow Bundl e Definition and Fl ow Delivery: By design, a repair
flow mi ght enable a receiver to recover the ADU flowms) that it
protects even if none of the associated FEC source packets are
received. Therefore, when defining the bundle of ADU fl ows that
are globally protected and when defini ng which receiver receives
which flow, the sender SHOULD make sure that the ADU flow(s) and
repair flow(s) of that bundle will only be received by receivers
that are authorized to receive all the ADU flows of that bundle.
See Section 9.4 for additional recomrendations for situations
where strict access control for ADU flows i s needed.

Additionally, when nultiple ADU flows are globally protected, a
receiver that wants to benefit from FECFRAME | oss protection
SHOULD receive all the ADU flows of the bundle. Oherw se, the
m ssing FEC source packets woul d be considered | ost, which m ght
significantly reduce the efficiency of the FEC schene.

11. | ANA Consi derations

FEC schenes for use with this framework are identified in protocols
usi ng FEC Encoding I Ds. Values of FEC Encoding IDs are subject to
| ANA registration. For this purpose, this docunent creates a new
registry called the "FEC Franework (FECFRAME) FEC Encoding | Ds".

The val ues that can be assigned within the "FEC Framework (FECFRAME)
FEC Encoding | Ds" registry are nunmeric indexes in the range (0, 255).
Val ues of 0 and 255 are reserved. Assignment requests are granted on
an | ETF Revi ew basis as defined in [ RFC5226]. Section 5.6 defines
explicit requirenments that docunments defining new FEC Encoding | Ds
shoul d meet.
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