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Abst ract

Thi s docunent describes a mechani smfor using additional master
secret inputs with Transport Layer Security (TLS) and Datagram TLS

(DTLS)
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Thi s docunent nmay contain material from|ETF Docunments or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to allow
nodi fi cations of such naterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.

1. Introduction

Sone TLS 1.2 [RFC5246] and DTLS 1.2 [RFC6347] extensions want to m x
particular data into the calculation of the master secret. This

m Xi ng creates a cryptographic binding of the added material directly
into the secret that is used to protect the TLS session. For
exanpl e, sone systens want to be sure that there is sufficient
randommess in the TLS master secret, and this can be acconplished by
adding it directly to the master secret cal cul ations.

Thi s docunment describes a framework for TLS and DTLS extensions to
meet these requirenents. In an extension that uses this framework, a
client and server provide data in the handshake using normal TLS
extensions, and then this data is conbined with the dientHello and
ServerHel |l o random val ues during the derivation of the master_secret.

Extensi ons that specify data to be added to the master secret are
called "extensions with master secret input". An extension with

mast er secret input nust specify the additional input that comes from
the client and/or the server. Note that the term"and/or" is used
here because the definition of the extension m ght cause input to the
master secret to conme fromonly one of the participants.

Not e that extensions that do not specify that they are extensions
with master secret input cannot be extensions with master secret
input. That is, every extension that does not call itself an
extension with master secret input is treated just |ike a nornal
extension. Also note that this docunment only describes a franmework;
if an extension uses this framework, and a client and server both

i npl ement the extension, no signaling about the use of master secret
input is needed: that comes as part of the extension definition
itself.

Use of one or nore of these extensions changes the way that the

master secret is calculated in TLS and DTLS. That is, if the
handshake has no extensions, or only extensions that are not
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extensions with master secret input, the master secret calculation is
unchanged.

1.1. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Master Secret Calculation Mdifications for TLS and DTLS

When an extension with nmaster secret input is present in the
handshake, the additional naster secret input values MJST be nixed
into the pseudorandom function (PRF) calculation along with the
client and server random val ues during the conputation of the master
secret. For the calculation of the master secret, the extensions
MUST be sorted by extension type order. Note that TLS 1.2 specifies
that there can only be one extension per type, and the extensions can
appear in mxed order

Each extension with master secret input adds its own specified input,
called "additional _ns_input_1" for the extension with nmaster secret

i nput that has the | owest type nunber, "additional ns_input_2" for
the extension with naster secret input with the second | owest type
nunber, and so on

The cal cul ation of the master secret becones:

mast er _secret = PRF(pre_naster_secret, "nmaster secret"
ClientHello.random +
ClientHell o.additional _ns_input_1
ClientHell o.additional _ns_input_2

+ +

ClientHel |l o.additional _ns_input N +
Server Hel | o. random +

ServerHel |l 0. additional _ns_input_1
Server Hel | 0. addi ti onal _ns_i nput _2

+ +

ée;vérkblIo.additional_ns_input_N +
)[0..47];

Using the specified order of the additional _ns input_n fields in the
master_secret is required for interoperability. Oherw se, a server
and a client would not know how to unanbi guously cal cul ate the same
mast er _secret.
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3. Security Considerations

This nodification to TLS and DILS i ncreases the anmount of data that
an attacker can inject into the master secret calculation. This
potentially would allow an attacker who had partially conprom sed the
inputs to the master secret cal cul ation greater scope for influencing
the output. Hash-based PRFs |ike the one used in TLS master secret
calcul ations are designed to be fairly indifferent to the input size.

The additional master secret input nay have no entropy; in fact, it
m ght be conpletely predictable to an attacker. TLS is designed to
function correctly even when the PRF used in the naster secret

cal culation has a great deal of predictable material because the PRF
is used to generate distinct keying material for each connection
Thus, even in the face of completely predictable additional master
secret input values, no harmis done to the resulting PRF output.
When there is entropy in these values, that entropy is reflected in
t he PRF out put.
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