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Abst ract

Thi s docunent describes a Transport Model for the Sinple Network
Managenent Protocol (SNMP), that uses either the Transport Layer
Security protocol or the Datagram Transport Layer Security (DTLS)
protocol. The TLS and DTLS protocols provide authentication and
privacy services for SNWP applications. This docunment describes how
the TLS Transport Mbdel (TLSTM inplenents the needed features of an
SNVP Transport Subsystemto nake this protection possible in an

i nt eroper abl e way.

This Transport Model is designed to neet the security and operational
needs of network administrators. It supports the sending of SNWP
messages over TLS/ TCP and DTLS/ UDP. The TLS node can nake use of

TCP' s inmproved support for |arger packet sizes and the DILS node
provi des potentially superior operation in environnments where a
connectionless (e.g., UDP) transport is preferred. Both TLS and DTLS
integrate well into existing public keying infrastructures.

Thi s docunent al so defines a portion of the Managenent |nformation
Base (M B) for use with network managenment protocols. 1In particular,
it defines objects for nanaging the TLS Transport Model for SNWVP.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6353.
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1. Introduction

It is inportant to understand the nodul ar SNMPv3 architecture as
defined by [ RFC3411] and enhanced by the Transport Subsystem

[ RFC5590]. It is also inportant to understand the term nol ogy of the
SNWPv3 architecture in order to understand where the Transport Model
described in this docunent fits into the architecture and how it
interacts with the other architecture subsystens. For a detail ed
overvi ew of the documents that describe the current Internet-Standard
Managenent Franmework, please refer to Section 7 of [RFC3410].

Thi s docunent describes a Transport Model that makes use of the
Transport Layer Security (TLS) [RFC5246] and the Datagram Transport
Layer Security (DTLS) Protocol [RFC4347], within a Transport
Subsystem [ RFC5590]. DILS is the datagram variant of the Transport
Layer Security (TLS) protocol [RFC5246]. The Transport Model in this
docunent is referred to as the Transport Layer Security Transport
Model (TLSTM. TLS and DTLS take advantage of the X 509 public
keying infrastructure [ RFC5280]. Wile (D)TLS supports multiple

aut henti cati on mechani sms, this document only di scusses X 509
certificate-based authentication. Although other forns of

aut hentication are possible, they are outside the scope of this
specification. This transport nodel is designed to neet the security
and operational needs of network administrators, operating in both
envi ronnments where a connectionless (e.g., UDP) transport is
preferred and in environments where large quantities of data need to
be sent (e.g., over a TCP-based stream. Both TLS and DTLS integrate
well into existing public keying infrastructures. This docunent
supports sendi ng of SNWP nessages over TLS/ TCP and DTLS/ UDP.

Thi s docunent al so defines a portion of the Managenent |nformation
Base (M B) for use with network managenment protocols. 1In particular,
it defines objects for managi ng the TLS Transport Model for SNVP.

Managed objects are accessed via a virtual information store, terned
t he Managenment |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58:

[ RFC2578], [RFC2579], and [ RFC2580] .
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The di agram shown bel ow gi ves a conceptual overview of two SNWP
entities comruni cating using the TLS Transport Mbddel (shown as
"TLSTM'). One entity contains a conmand responder and notification
originator application, and the other a command generator and
notification receiver application. It should be understood that this
particular mx of application types is an exanple only and other
conbi nations are equally valid.

Note: this diagram shows the Transport Security Mdel (TSM being
used as the security nodel that is defined in [ RFC5591].

Har daker St andards Track [ Page 5]
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1.1. Conventions

For consistency with SNVMP-rel ated specifications, this docunent
favors term nology as defined in STD 62, rather than favoring

term nology that is consistent with non-SNWP specifications. This is
consistent with the | ESG decision to not require the SNWPv3
term nol ogy be nodified to match the usage of other non- SNVP

speci ficati ons when SNVMPv3 was advanced to a Full Standard.

"Aut hentication"” in this docunment typically refers to the English
meani ng of "serving to prove the authenticity of" the nessage, not
data source authentication or peer identity authentication

The terms "manager" and "agent" are not used in this docunent

because, in the [RFC3411] architecture, all SNWP entities have the
capability of acting as nmanager, agent, or both depending on the SNW
application types supported in the inplenentation. Were distinction
is required, the application nanes of comand generator, comrand
responder, notification originator, notification receiver, and proxy
forwarder are used. See "SNWP Applications" [RFC3413] for further

i nformati on.

Large portions of this docunent sinultaneously refer to both TLS and
DTLS when di scussing TLSTM conponents that function equally with
either protocol. "(D)TLS" is used in these places to indicate that
the statement applies to either or both protocols as appropriate.
VWhen a distinction between the protocols is needed, they are referred
to independently through the use of "TLS" or "DTLS'. The Transport
Model , however, is naned "TLS Transport Model" and refers not to the
TLS or DTLS protocol but to the specification in this docunent, which
i ncl udes support for both TLS and DTLS

Thr oughout this document, the terms "client"” and "server" are used to
refer to the two ends of the (D)TLS transport connection. The client
actively opens the (D) TLS connection, and the server passively
listens for the inconming (D) TLS connection. An SNWP entity may act
as a (D)TLS client or server or both, depending on the SNW
appl i cations supported.

The User-Based Security Mdel (USM [RFC3414] is a nandatory-to-

i mpl ement Security Mddel in STD 62. Wile (D) TLS and USM frequently
refer to a user, the termnology preferred in RFC 3411 and in this
meno is "principal". A principal is the "who" on whose behal f
services are provided or processing takes place. A principal can be,
anong other things, an individual acting in a particular role; a set
of individuals, with each acting in a particular role; an application
or a set of applications, or a conbination of these within an

adm ni strative domain

Har daker St andards Track [ Page 7]
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Thr oughout this docunment, the term "session" is used to refer to a
secure associ ati on between two TLS Transport Mbdels that permits the
transm ssion of one or nore SNMP nmessages within the lifetime of the
session. The (D) TLS protocols al so have an internal notion of a
session and al though these two concepts of a session are related,
when the term "session"” is used this docunent is referring to the
TLSTM s specific session and not directly to the (D) TLS protocol’s
sessi on.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Changes Since RFC 5953
Thi s docunent obsol etes [ RFC5953].
Since the publication of RFC 5953, a few editorial errata have been

noted. These errata are posted on the RFC Editor web site. These
errors have been corrected in this docunent.

Thi s docunent updates the references to RFC 3490 (I DNA 2003) to
[ RFC5890] (1 DNA 2008), because RFC 3490 was obsol eted by RFC 5890.

Ref erences to RFC 1033 were replaced with references to [ RFC1123].
Added informative reference to 5953.
Updated M B dates and revision date.

2. The Transport Layer Security Protoco

(D) TLS provides authentication, data nessage integrity, and privacy
at the transport |ayer (see [ RFC4347]).

The primary goals of the TLS Transport Model are to provide privacy,
peer identity authentication, and data integrity between two

communi cating SNWP entities. The TLS and DTLS protocols provide a
secure transport upon which the TLSTMis based. Please refer to

[ RFC5246] and [ RFC4347] for conpl ete descriptions of the protocols.

3. Howthe TLSTM Fits into the Transport Subsystem
A transport nodel is a component of the Transport Subsystem The TLS
Transport Model thus fits between the underlying (D) TLS transport

| ayer and the Message Di spatcher [ RFC3411] conponent of the SNWP
engi ne.

Har daker St andards Track [ Page 8]
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The TLS Transport Mdel will establish a session between itself and
the TLS Transport Mbdel of another SNMP engi ne. The sending
transport nodel passes unencrypted and unaut henti cated nessages from
the Dispatcher to (D)TLS to be encrypted and authenticated, and the
receiving transport nodel accepts decrypted and aut henti cated/
integrity-checked incom ng nessages from (D) TLS and passes themto
the Di spatcher.

After a TLS Transport Model session is established, SNV nessages can
conceptual ly be sent through the session fromone SNV nessage

D spatcher to another SNMP Message Dispatcher. |If nultiple SNW
messages are needed to be passed between two SNMP applications they
MAY be passed through the same session. A TLSTM i npl erentati on

engi ne MAY choose to close the session to conserve resources.

The TLS Transport Model of an SNMP engine will performthe

transl ati on between (D) TLS-specific security paranmeters and SNWP-
speci fic, nodel -i ndependent paraneters.

Har daker St andards Track [ Page 9]
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3. 1

3. L.
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Security Capabilities of This Mde

Threats

The TLS Transport Model provides protection against the threats
identified by the RFC 3411 architecture [ RFC3411]:

1.

Modi fication of Information - The nodification threat is the
danger that an unauthorized entity may alter in-transit SNW
messages generated on behal f of an authorized principal in such a
way as to effect unauthorized nmanagenent operations, including
fal sifying the value of an object.

(D) TLS provides verification that the content of each received
message has not been nodified during its transm ssion through the
network, data has not been altered or destroyed in an

unaut hori zed manner, and data sequences have not been altered to
an extent greater than can occur non-naliciously.

Masquer ade - The masquerade threat is the danger that nmanagenent
operations unauthorized for a given principal may be attenpted by
assuning the identity of another principal that has the

appropri ate authorizati ons.

The TLSTM verifies the identity of the (D) TLS server through the
use of the (D)TLS protocol and X 509 certificates. A TLS
Transport Model inplenentati on MJST support the authentication of
both the server and the client.

Message stream nodi fication - The re-ordering, delay, or replay
of messages can and does occur through the natural operation of
many connectionl ess transport services. The nmessage stream

nmodi fication threat is the danger that messages may be

mal i ci ously re-ordered, delayed, or replayed to an extent that is
greater than can occur through the natural operation of

Har daker St andards Track [ Page 11]
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connectionl ess transport services, in order to effect
unaut hori zed managenent operati ons.

(D) TLS provides replay protection with a Message Authentication
Code (MAC) that includes a sequence nunber. Since UDP provides
no sequencing ability, DTLS uses a sliding wi ndow protocol with
t he sequence nunber used for replay protection (see [ RFC4347]).

4. Disclosure - The disclosure threat is the danger of eavesdropping
on the exchanges between SNMP engi nes.

(D) TLS provi des protection against the disclosure of infornation
to unauthorized recipients or eavesdroppers by allow ng for
encryption of all traffic between SNMP engi nes. A TLS Transport
Model inplementati on MUST support nessage encryption to protect
sensitive data from eavesdroppi ng attacks.

5. Denial of Service - The RFC 3411 architecture [ RFC3411] states
that denial -of-service (DoS) attacks need not be addressed by an
SNWP security protocol. However, connectionless transports (like
DTLS over UDP) are susceptible to a variety of DoS attacks
because they are nore vulnerable to spoofed |IP addresses. See
Section 4.2 for details on how the cookie mechanismis used.

Not e, however, that this mechani sm does not provide any defense
agai nst DoS attacks mounted fromvalid | P addresses.

See Section 9 for nore detail on the security considerations
associated with the TLSTM and t hese security threats.

3.1.2. Message Protection
The RFC 3411 architecture recogni zes three levels of security:
0 wthout authentication and w thout privacy (noAuthNoPriv)
o0 wth authentication but w thout privacy (authNoPriv)
0 with authentication and with privacy (authPriv)
The TLS Transport Model determines from (D) TLS the identity of the
aut henticated principal, the transport type, and the transport
address associated with an inconming nessage. The TLS Transport Model
provides the identity and destination type and address to (D) TLS for
out goi ng messages.
When an application requests a session for a nessage, it also

requests a security level for that session. The TLS Transport Model
MUST ensure that the (D) TLS connection provides security at |east as

Har daker St andards Track [ Page 12]
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hi gh as the requested | evel of security. How the security level is
translated into the algorithnms used to provide data integrity and
privacy is inplementation dependent. However, the NULL integrity and
encryption algorithns MUST NOT be used to fulfill security |evel
requests for authentication or privacy. |nplenentations MAY choose
to force (D)TLS to only allow ci pher_suites that provide both

aut henti cation and privacy to guarantee this assertion.

If a suitable interface between the TLS Transport Mdel and the

(D) TLS Handshake Protocol is inplenented to allow the sel ection of
security-Ilevel -dependent algorithnms (for exanple, a security level to
ci pher_suites mapping table), then different security levels may be
utilized by the application.

The authentication, integrity, and privacy algorithns used by the
(D) TLS Protocols may vary over tine as the science of cryptography
continues to evolve and the devel opnent of (D) TLS continues over
time. Inplenmenters are encouraged to plan for changes in operator
trust of particular algorithnms. |nplenmentations SHOULD of fer
configuration settings for mapping algorithns to SNMPv3 security

| evel s.

3.1.3. (D)TLS Connections

(D) TLS connections are opened by the TLS Transport Mdel during the
el ements of procedure for an outgoing SNVP nessage. Since the sender
of a nmessage initiates the creation of a (D)TLS connection if needed,
the (D) TLS connection will already exist for an incom ng nessage.

I mpl ement ati ons MAY choose to instantiate (D) TLS connections in
anticipation of outgoing nessages. This approach m ght be useful to
ensure that a (D) TLS connection to a given target can be established
before it becones inportant to send a nessage over the (D) TLS
connection. O course, there is no guarantee that a pre-established
session will still be valid when needed.

DTLS connections, when used over UDP, are uniquely identified within
the TLS Transport Mbdel by the combination of transportDomain,
transport Address, tnSecurityName, and requestedSecuritylevel

associ ated with each session. Each unique conbination of these
paraneters MJST have a locally chosen uni que tl stnSessionlD for each
active session. For further information, see Section 5. TLS over
TCP sessions, on the other hand, do not require a unique pairing of
address and port attributes since their |ower-layer protocols (TCP)
al ready provi de adequate session fram ng. But they nust still
provide a unique tlstnBessionlD for referencing the session.

Har daker St andards Track [ Page 13]
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The tl stnBessi onl D MUST NOT change during the entire duration of the
session fromthe TLSTM s perspective, and MJST uniquely identify a
single session. As an inplementation hint: note that the (D) TLS

i nternal SessionlD does not neet these requirenents, since it can
change over the life of the connection as seen by the TLSTM (for
exanpl e, during renegotiation), and does not necessarily uniquely
identify a TLSTM session (there can be nultiple TLSTM sessi ons
sharing the sane D(TLS) internal SessionlD).

3.2. Security Paraneter Passing

For the (D) TLS server-side, (D) TLS-specific security paraneters
(i.e., cipher_suites, X 509 certificate fields, |IP addresses, and
ports) are translated by the TLS Transport Mdel into security
paraneters for the TLS Transport Mdel and security nodel (e.g.,
tmSecuritylLevel, tnBecurityNane, transportDomain, transportAddress).
The transport-related and (D) TLS-security-related information,
including the authenticated identity, are stored in a cache

ref erenced by tnttat eRef erence

For the (D)TLS client side, the TLS Transport Mbddel takes i nput
provi ded by the Dispatcher in the sendMessage() Abstract Service
Interface (ASI) and input fromthe tnfttateReference cache. The
(D) TLS Transport Model converts that information into suitable
security paranmeters for (D) TLS and establishes sessions as needed

The el ements of procedure in Section 5 discuss these concepts in nuch
greater detail.

3.3. Notifications and Proxy

(D) TLS connections may be initiated by (D) TLS clients on behal f of
SNWVP applications that initiate comrunications, such as command
generators, notification originators, proxy forwarders. Conmand
generators are frequently operated by a human, but notification
originators and proxy forwarders are usually unmanned autonated
processes. The targets to whom notifications and proxied requests
shoul d be sent are typically determ ned and configured by a network
adm ni strator.

The SNMP- TARGET-M B nodul e [ RFC3413] contains objects for defining
managenent targets, including transportDonain, transportAddress,
securityName, securityMdel, and securitylLevel paraneters, for
notification originator, proxy forwarder, and SNVP-controll able
command generator applications. Transport domains and transport
addresses are configured in the snnpTarget Addr Tabl e, and the
securityMdel, securityNane, and securitylLevel paraneters are
configured in the snnpTarget ParansTable. This docunent defines a MB

Har daker St andards Track [ Page 14]



RFC 6353 TLS Transport Mdel for SNW July 2011

modul e that extends the SNMP-TARGET-M B' s snnpTarget ParansTabl e to
specify a (D)TLS client-side certificate to use for the connection

When configuring a (D) TLS target, the snnpTarget Addr TDonai n and
snnpTar get Addr TAddr ess paraneters in snnpTar get Addr Tabl e SHOULD be
set to the snnmpTLSTCPDonai n or snnpDTLSUDPDonei n obj ect and an
appropri ate snnpTLSAddress val ue. Wen used with the SNMPv3 nessage
processi ng nodel, the snnpTarget Par ansMPMbdel col um of the
snnpTar get Par ansTabl e SHOULD be set to a value of 3. The

snnpTar get Par ansSecur it yNane SHOULD be set to an appropriate
securityNane val ue, and the snnpTl st nParansCl i ent Fi ngerpri nt
paraneter of the snnpTl stnParansTabl e SHOULD be set to a val ue that
refers to a locally held certificate (and the corresponding private
key) to be used. Oher paraneters, for exanple, cryptographic
configuration such as which cipher_suites to use, nmust come from
configuration nechani sns not defined in this docunent.

The securityNane defined in the snnpTarget ParansSecurityNane col um
will be used by the access control nodel to authorize any
notifications that need to be sent.

4. Elenents of the Mdel

This section contains definitions required to realize the (D) TLS
Transport Model defined by this docunent.

4.1. X 509 Certificates

(D) TLS can nmake use of X. 509 certificates for authentication of both
sides of the transport. This section discusses the use of X 509
certificates in the TLSTM

VWil e (D) TLS supports multiple authentication nmechanisns, this
docunent only discusses X 509-certificate-based authentication; other
forns of authentication are outside the scope of this specification
TLSTM i npl enent ati ons are REQUI RED to support X 509 certificates.

4.1.1. Provisioning for the Certificate

Aut hentication using (D)TLS will require that SNMP entities have
certificates, either signed by trusted Certification Authorities
(CAs), or self signed. Furthernore, SNMP entities will nost comonly
need to be provisioned with root certificates that represent the |ist
of trusted CAs that an SNVP entity can use for certificate
verification. SNWMP entities SHOULD al so be provisioned with an X 509
certificate revocation nechani smwhich can be used to verify that a
certificate has not been revoked. Trusted public keys fromeither CA
certificates and/or self-signed certificates MJST be installed into
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the server through a trusted out-of-band mechani smand their
authenticity MJST be verified before access is granted.

Havi ng received a certificate froma connecting TLSTM client, the
aut henticated tnBSecurityNane of the principal is derived using the
snnpTl st mCert TOTSNTabl e. This table all ows mappi ng of incom ng
connections to tnBecurityNanes through defined transformations. The
transformations defined in the SNMP-TLS-TM M B i ncl ude

o0 Mpping a certificate's subjectAltNanme or CormbnNane conponents to
a tnBecurityNane, or

0o Mpping a certificate's fingerprint value to a directly specified
t nBecuri t yName

As an inplenentation hint: inplenentations may choose to discard any
connections for which no potential snnpTlstnCert ToTSNTabl e nappi ng
exists before perfornming certificate verification to avoid expending
comput ational resources associated with certificate verification

Depl oyments SHOULD map the "subj ect Al t Name" conponent of X 509
certificates to the TLSTM specific tnBecurityNanmes. The
authenticated identity can be obtained by the TLS Transport Mbdel by
extracting the subjectAltNane(s) fromthe peer’'s certificate. The
receiving application will then have an appropriate tnSecurityNanme
for use by other SNWMPv3 conponents |ike an access control nodel

An exanpl e of this type of mapping setup can be found in Appendi x A

This tnBSecurityNane may be |later translated froma TLSTM specific
tnBecurityName to an SNVWP engi ne securityName by the security nodel
A security nodel, like the TSM security nodel [RFC5591], may perform
an identity mapping or a nore conplex mapping to derive the
securityNanme fromthe tnBecurityNane offered by the TLS Transport
Model

The standard Vi ew Based Access Control Mddel (VACM access contro
nmodel constrains securityNames to be 32 octets or less in length. A
TLSTM gener at ed tnBSecurityName, possibly in conbination with a
messagi ng or security nodel that increases the Iength of the
securityNanme, m ght cause the securityNane | ength to exceed 32
octets. For exanple, a 32-octet tnBecurityNanme derived froman | Pv6
address, paired with a TSMprefix, will generate a 36-octet
securityName. Such a securityNane will not be able to be used with
standard VACM or TARGET M B nodul es. Operators should be careful to
sel ect algorithns and subjectAltNanmes to avoid this situation
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A pictorial view of the conplete transformati on process (using the
TSM security nodel for the exanple) is shown bel ow

S + AR, + +----- +
| Certificate | | | | |
| Pat h | | TLSTM | tnBecurityNane | TSM |
| Validation | -->| I >| |
o m e e e oo - + N + Fomm - - +

4.2. (D) TLS Usage

(D) TLS MUST negotiate a cipher_suite that uses X 509 certificates for
aut henti cati on, and MJST aut henticate both the client and the server.
The mandat ory-to-inpl enent cipher_suite is specified in the TLS

speci fication [ RFC5246] .

TLSTM verifies the certificates when the connection is opened (see
Section 5.3). For this reason, TLS renegotiation with different
certificates MUST NOT be done. That is, inplenentations MJST either
di sabl e renegotiati on conpletely (RECOMMENDED), or they MJST present
the sanme certificate during renegotiation (and MJST verify that the
other end presented the sane certificate).

For DTLS over UDP, each SNMP nessage MJST be placed in a single UDP
datagram it MAY be split to multiple DILS records. In other words,
if a single datagram contains nultiple DILS application_data records,
they are concat enated when received. The TLSTM i npl enent ati on SHOULD
return an error if the SNMP nessage does not fit in the UDP datagram
and thus cannot be sent.

For DTLS over UDP, the DTLS server inplenmentation MJST support DTLS
cookies ([ RFC4347] already requires that clients support DTLS
cookies). Inplenmentations are not required to performthe cookie
exchange for every DILS handshake; however, enabling it by default is
RECOMVENDED.

For DTLS, replay protection MIST be used.
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4.3. SNWP Services

This section describes the services provided by the TLS Transport
Model with their inputs and outputs. The services are between the
Transport Model and the Dispatcher.

The services are described as primtives of an abstract service
interface (ASI) and the inputs and outputs are described as abstract
data el enments as they are passed in these abstract service
primtives.

4.3.1. SNWP Services for an Qutgoi ng Message

The Di spatcher passes the information to the TLS Transport Model
using the ASI defined in the Transport Subsystem

statuslinfornmation =

sendMessage(

IN dest Transport Donmai n -- transport dommin to be used
IN dest Transport Addr ess -- transport address to be used
IN  outgoi ngMessage -- the message to send

IN  outgoi ngMessagelLengt h -- its length

IN tnbttateReference -- reference to transport state
)

The abstract data el ements returned fromor passed as paraneters into
the abstract service primtives are as foll ows:

statusinformation: An indication of whether the sending of the
message was successful. If not, it is an indication of the
probl em

dest Transport Domai n:  The transport domain for the associated
dest Transport Address. The Transport ©Mdel uses this paraneter to
determne the transport type of the associated
dest Transport Address. This docunment specifies the
snnpTLSTCPDonai n and t he snnpDTLSUDPDonai n transport domai ns.

dest Transport Address: The transport address of the destination TLS
Transport Model in a format specified by the SnnpTLSAddress
TEXTUAL- CONVENTI ON.

out goi ngMessage: The outgoing nmessage to send to (D) TLS for
encapsul ati on and transm ssi on.

out goi ngMessagelLength: The | ength of the outgoi ngMessage.
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tnSt at eRef erence: A reference used to pass nodel -specific and
mechani sm speci fic paraneters between the Transport Subsystem and
transport-aware Security Model s.

4.3.2. SNWP Services for an |Incom ng Message
The TLS Transport Mbdel processes the received nmessage fromthe
networ k using the (D) TLS service and then passes it to the D spatcher

using the foll owi ng ASI:

statuslinformation =
recei veMessage(

IN transport Domain -- origin transport donmain

IN transport Address -- origin transport address

IN incom ngMessage -- the message received

IN incom ngMessagelength -- its length

IN tnbttateReference -- reference to transport state
)

The abstract data el ements returned fromor passed as paraneters into
the abstract service primtives are as foll ows:

statusinformation: An indication of whether the passing of the
message was successful. If not, it is an indication of the
probl em

transport Domai n: The transport domain for the associated
transport Address. This docunent specifies the snmpTLSTCPDonai n
and t he snnpDTLSUDPDorai n transport donains.

transport Address: The transport address of the source of the
recei ved nessage in a format specified by the SnnpTLSAddress
TEXTUAL- CONVENTI ON.

i ncom ngMessage: The whol e SNVP nessage after being processed by
(D) TLS.

i ncom ngMessagelLength: The |l ength of the incom ngMessage.
t nSt at eRef erence: A reference used to pass nodel -specific and

mechani sm speci fi c paraneters between the Transport Subsystem and
transport-aware Security Model s.
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4.4. Cached Informati on and References

When perform ng SNVWP processing, there are two |levels of state
information that may need to be retained: the imediate state |inking
a request-response pair, and potentially longer-termstate relating
to transport and security. "Transport Subsystemfor the Sinple

Net wor k Management Protocol (SNWP)" [ RFC5590] defines general
requirenents for caches and references.

4.4.1. TLS Transport Mdel Cached Information

The TLS Transport Model has specific responsibilities regarding the
cached information. See the Elenents of Procedure in Section 5 for
detail ed processing instructions on the use of the tnttateReference
fields by the TLS Transport Mbdel .

4.4.1.1. tnBecurityNane

The tnBecurityName MJUST be a human-readabl e nane (in snnpAdmi nString
format) representing the identity that has been set according to the
procedures in Section 5. The tnBSecurityName MJST be constant for all
traffic passing through a single TLSTM session. Messages MJUST NOT be
sent through an existing (D) TLS connection that was established using
a different tnBecurityNane.

On the (D) TLS server side of a connection, the tnSecurityNane is
derived using the procedures described in Section 5.3.2 and the SNWP-
TLS-TMM B' s snnpTl st mCert ToTSNTabl e DESCRI PTI ON cl ause.

On the (D)TLS client side of a connection, the tnBecurityNane is
presented to the TLS Transport Model by the security nodel through
the tnttateReference. This tnBecurityNane is typically a copy of or
is derived fromthe securityNane that was passed by application
(possi bly because of configuration specified in the SNWP- TARGET- M B) .
The Security Model likely derived the tnSecurityNanme fromthe
securityName presented to the Security Mdel by the application
(possi bly because of configuration specified in the SNWP- TARGET- M B) .

Transport-Mdel -aware security nodel s derive tnBSecurityNanme froma
securityNanme, possibly configured in MB nodul es for notifications
and access controls. Transport Mdels SHOULD use predictable
tnSecurityNames so operators will know what to use when configuring
M B nodul es that use securityNanes derived fromtnSecurityNanes. The
TLSTM gener at es predi ctabl e tnSecurityNanes based on the
configuration found in the SNWP-TLS-TM M B' s snnpTl st nCert ToTSNTabl e
and relies on the network operators to have configured this table
appropriately.
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4.4.1.2. tnBessionlD

The t nBessi onl D MIST be recorded per nessage at the time of receipt.
When t nSameSecurity is set, the recorded tnBSessionl D can be used to
det erm ne whether the (D) TLS connection avail able for sending a
correspondi ng outgoing nessage is the sane (D) TLS connection as was
used when receiving the incom ng nessage (e.g., a response to a
request).

4.4.1.3. Session State

The per-session state that is referenced by tnftateReference may be
saved across multiple nessages in a Local Configuration Datastore.
Addi tional session/connection state information night al so be stored
in a Local Configuration Datastore.

5. Elenents of Procedure

Abstract service interfaces have been defined by [ RFC3411] and
further augnented by [ RFC5590] to describe the conceptual data flows
bet ween the various subsystens within an SNWP entity. The TLSTM uses
sonme of these conceptual data flows when conmuni cating between
subsyst ens.

To sinplify the elenents of procedure, the rel ease of state
information is not always explicitly specified. As a general rule,
if state information is avail abl e when a nessage gets di scarded, the

nmessage-state information should al so be released. |If state
information is avail able when a session is closed, the session state
informati on should al so be rel eased. Sensitive information, |ike

crypt ographi ¢ keys, should be overwitten appropriately prior to
bei ng rel eased.

An error indication in statusinformation will typically include the
oject Identifier (O D) and value for an increnented error counter
This may be acconpani ed by the requested securitylLevel and the

t St at eRef erence. Per-nmessage context information is not accessible
to Transport Mddels, so for the returned counter O D and val ue,
cont ext Engi ne woul d be set to the |ocal value of snnpEnginel D and
context Name to the default context for error counters.

5.1. Procedures for an Incom ng Message
This section describes the procedures foll owed by the (D) TLS

Transport Model when it receives a (D) TLS protected packet. The
required functionality is broken into two different sections.
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Section 5.1.1 describes the processing required for de-multiplexing
mul ti pl e DTILS connections, which is specifically needed for DTLS over
UDP sessions. It is assumed that TLS protocol inplenentations

al ready provide appropriate nmessage denul ti pl exi ng.

Section 5.1.2 describes the transport processing required once the
(D) TLS processing has been conpleted. This will be needed for all
(D) TLS- based connecti ons.

5.1.1. DTLS over UDP Processing for |Incom ng Messages

Denul ti pl exi ng of incoming packets into separate DILS sessions MJST
be inplemented. For connection-oriented transport protocols, such as
TCP, the transport protocol takes care of demultiplexing incomng
packets to the right connection. For DILS over UDP, this
demultiplexing will either need to be done within the DILS

i npl ementation, if supported, or by the TLSTM i npl enentati on

Li ke TCP, DTLS over UDP uses the four-tuple <source |IP, destination

I P, source port, destination port> for identifying the connection
(and rel evant DTLS connection state). This means that when
establishing a new session, inplenentations MJST use a different UDP
source port nunber for each active connection to a renpte destination
| P- addr ess/ port-nunber conbination to ensure the renote entity can

di sanbi guat e between multiple connections.

If denultiplexing received UDP datagrans to DILS connection state is
done by the TLSTM inpl enentation (instead of the DTLS

i npl ementation), the steps bel ow descri be one possible nethod to
acconplish this.

The inportant output results fromthe steps in this process are the
renote transport address, incom ngMessage, incom ngMessagelLength, and
the tl stmBessi onl D

1) The TLS Transport Model exami nes the raw UDP nessage, in an
i mpl ement at i on- dependent nanner.

2) The TLS Transport Mdel queries the Local Configuration Datastore
(LCD) (see [RFC3411], Section 3.4.2) using the transport
paraneters (source and destination |P addresses and ports) to
determine if a session already exists.

2a) If a matching entry in the LCD does not exist, then the UDP
packet is passed to the DTLS inplenmentation for processing.
If the DILS inplenentation decides to continue with the
connection and allocate state for it, it returns a new DTLS
connection handl e (an inplementati on dependent detail). In
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this case, TLSTM selects a new tl stnBessionld, and caches
this and the DTLS connection handle as a new entry in the
LCD (indexed by the transport paraneters). |If the DILS

i npl ementation returns an error or does not allocate
connection state (which can happen with the statel ess cookie
exchange), processing stops.

2b) If a session does exist in the LCD, then its DILS connection
handl e (an inpl enmentati on dependent detail) and its
tlstnBessionld is extracted fromthe LCD. The UDP packet
and t he connection handl e are passed to the DTLS
i npl ementation. |f the DTLS inplenmentation returns success
but does not return an incom ngMessage and an
i ncom ngMessagelLength, then processing stops (this is the
case when the UDP dat agram cont ai ned DTLS handshake
messages, for exanple). |If the DILS inplenentation returns
an error, then processing stops.

3) Retrieve the incom ngMessage and an i nconi ngMessagelLength from
DTLS. These results and the tlstnBSessionl D are used below in
Section 5.1.2 to conplete the processing of the incom ng nessage.

5.1.2. Transport Processing for Incom ng SNMP Messages

The procedures in this section describe how the TLS Transport Mdel
shoul d process messages that have al ready been properly extracted
fromthe (D) TLS stream Note that care nust be taken when processing
nmessages originating fromeither TLS or DILS to ensure they're
conplete and single. For exanple, nultiple SNMP nessages can be
passed t hrough a single DTLS nessage and partial SNVP nessages nay be
received froma TLS stream These steps describe the processing of a
si ngul ar SNVP nessage after it has been delivered fromthe (D) TLS
stream

1) Deternmine the tlstnBessionlD for the i ncom ng nessage. The
tl st mBessi onl D MUST be a unique session identifier for this
(D) TLS connection. The contents and format of this identifier
are inplenentati on dependent as long as it is unique to the
session. A session identifier MJST NOT be reused until al
references to it are no longer in use. The tnBessionlDis equa
to the tlstnBSessionlD discussed in Section 5.1.1. tnSessionlD
refers to the session identifier when stored in the
tnt at eRef erence and tl stnBSessionl D refers to the session
identifier when stored in the LCD. They MJST al ways be equa
when processing a given session’s traffic.
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If this is the first nessage received through this session, and
the session does not have an assignhed tl stnBSessionlD yet, then
the snnpTl st nSessi onAccepts counter is increnmented and a
tlstnBessionl D for the session is created. This will only happen
on the server side of a connection because a client woul d have

al ready assigned a tlstnBSessionlD during the openSession()

i nvocation. |Inplenentations may have perforned the procedures
described in Section 5.3.2 prior to this point or they may
performthem now, but the procedures described in Section 5.3.2
MUST be perforned before continuing beyond this point.

2) Create a tnttateReference cache for the subsequent reference and
assign the following values within it:

tmlransport Domain = snnpTLSTCPDomai n or snnpDTLSUDPDorai n as
appropri at e.

tnTransport Address = The address from which the nessage
ori gi nat ed.

tnmBecuritylLevel = The derived tnBSecuritylLevel for the session,
as discussed in Sections 3.1.2 and 5. 3.

tnSecurityName = The derived tnBecurityNane for the session as
di scussed in Section 5.3. This value MJST be constant during
the lifetime of the session

tnmSessionlD = The tlstnBessionl D described in step 1 above.

3) The inconmi ngMessage and i ncom ngMessagelLength are assi gned val ues
fromthe (D) TLS processing.

4) The TLS Transport Mdel passes the transportDonain,
transport Address, incom ngMessage, and incom ngMessagelLength to
the Dispatcher using the recei veMessage ASI

statuslnformation =
recei veMessage(

IN transport Domain -- snnpTLSTCPDomai n or snnpDTLSUDPDomai n,
IN transport Address -- address for the received nessage

IN incom ngMessage -- the whol e SNWP nessage from (D) TLS
IN incom ngMessageLength -- the length of the SNMP nessage

IN tnttateReference -- transport info

)
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5. 2.

Procedures for an Qutgoi ng SNMP Message

The Di spatcher sends a message to the TLS Transport Model using the
foll owi ng ASI:

statuslnformation =

sendMessage(

IN dest Transport Domai n -- transport dommin to be used
IN dest Transport Address -- transport address to be used
IN  out goi ngMessage -- the nmessage to send

IN  outgoi ngMessagelLengt h -- its length

IN tnttateReference -- transport info

)

This section describes the procedure followed by the TLS Transport
Model whenever it is requested through this ASI to send a nessage.

1)

2)

3)

4)

5)

I f tnttateReference does not refer to a cache containing val ues
for tmlransportDomai n, tnilransportAddress, tnBecurityNane,

t MRequest edSecuritylLevel , and tnBSaneSecurity, then increment the
snpTl st nBSessi onl nval i dCaches counter, discard the nessage, and
return the error indication in the statuslnformation. Processing
of this nmessage stops.

Extract the tnBessionlD, tniransportDomain, tmnlransportAddress,

t mBecurityName, tmRequestedSecuritylevel, and tnBaneSecurity

val ues fromthe tnttateReference. Note: the tnBessionlD val ue
may be undefined if no session exists yet over which the nessage
can be sent.

I f tnBameSecurity is true and tnBessionlD is either undefined or
refers to a session that is no | onger open, then increnent the
snmpTl st nBessi onNoSessi ons counter, discard the nessage, and
return the error indication in the statuslnformation. Processing
of this nmessage stops.

If tnBameSecurity is false and tnBSessionlD refers to a session
that is no | onger avail able, then an inplenentati on SHOULD open a
new sessi on, using the openSession() ASlI (described in greater
detail in step 5b). Instead of opening a new session an

i mpl ementation MAY return an snnpTl st nSessi onNoSessi ons error to
the calling nodul e and stop the processing of the nessage.

If tnBessionl D is undefined, then use tniransport Domai n,

t mlr ansport Addr ess, tnfSecurityNane, and tnmRequestedSecurityleve
to see if there is a corresponding entry in the LCD suitable to
send the nessage over.
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5a) If there is a corresponding LCD entry, then this session
will be used to send the message.

5b) If there is no corresponding LCD entry, then open a session
usi ng the openSession() ASI (discussed further in

Section 5.3.1). Inplenentations MAY wish to of fer nessage
buffering to prevent redundant openSession() calls for the
same cache entry. If an error is returned from

openSession(), then discard the nessage, discard the

t nSt at eRef erence, increnment the snnpTl st nSessi onQpenErrors,
return an error indication to the calling nodule, and stop
the processing of the nmessage.

6) Using either the session indicated by the tnSessionlD (if there
was one) or the session resulting froma previous step (4 or 5),
pass the outgoi ngMessage to (D) TLS for encapsul ation and
transm ssi on.

5.3. Establishing or Accepting a Session
Establi shing a (D) TLS connection as either a client or a server
requires slightly different processing. The follow ng two sections
descri be the necessary processing steps.

5.3.1. Establishing a Session as a dient

The TLS Transport Mbddel provides the following primtive for use by a
client to establish a new (D) TLS connecti on:

statuslnformation = -- errorlndication or success
openSessi on(

IN tnttateReference -- transport information to be used
QUT tnft at eRef erence -- transport information to be used
IN naxMessageSi ze -- of the sending SNWP entity

)

The foll owi ng describes the procedure to foll ow when establishing an
SNWP over a (D) TLS connection between SNMP engi nes for exchangi ng
SNVP messages. This process is followed by any SNWP client’s engine
when establishing a session for subsequent use.

Thi s procedure MAY be done automatically for an SNWP application that
initiates a transaction, such as a command generator, a notification
originator, or a proxy forwarder.

1) The snnpTl st nSessi onQpens counter is increnmented.
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2)

3)

4)

The client selects the appropriate certificate and ci pher_suites
for the key agreement based on the tnSecurityNane and the

t mMRequest edSecuritylLevel for the session. For sessions being
established as a result of an SNMP- TARGET-M B based operati on,
the certificate will potentially have been identified via the

snnpTl st mPar ansTabl e mappi ng and the ci pher_suites will have to
be taken froma systemw de or inplenentation-specific
configuration. |If no row in the snnpTlstnParansTabl e exi sts,

then i npl ementati ons MAY choose to establish the connection using
a default client certificate available to the application.

O herwise, the certificate and appropriate cipher_suites wll
need to be passed to the openSession() ASI as suppl enmental

i nformati on or configured through an inpl enmentation-dependent
mechanism It is also inplenentation-dependent and possibly

pol i cy-dependent how t nRequest edSecuritylLevel will be used to

i nfluence the security capabilities provided by the (D) TLS
connection. However this is done, the security capabilities
provided by (D) TLS MJST be at |east as high as the | evel of
security indicated by the tnRequestedSecuritylLevel paraneter.

The actual security level of the session is reported in the

t n5t at eRef erence cache as tnBecuritylLevel. For (D)TLS to provide
strong aut hentication, each principal acting as a command
generator SHOULD have its own certificate.

Usi ng the dest TransportDormai n and dest Transport Addr ess val ues,
the client will initiate the (D) TLS handshake protocol to
establi sh session keys for nessage integrity and encryption

If the attenpt to establish a session is unsuccessful, then
snnpTl st nBessi onCpenErrors is increnented, an error indication is
returned, and processing stops. |If the session failed to open
because the presented server certificate was unknown or invalid,
then the snnpTl st nSessi onUnknownSer ver Certificate or

snnpTl st mBessi onl nval i dServer Certificates MJST be increnented and
an snnpTl st nBerver Certifi cat eUnknown or

snnpTl st nBerverlnval i dCertificate notification SHOUD be sent as
appropriate. Reasons for server certificate invalidation
include, but are not limted to, cryptographic validation
failures and an unexpected presented certificate identity.

The (D)TLS client MJUST then verify that the (D) TLS server’s
presented certificate is the expected certificate. The (D)TLS
client MJUST NOT transmit SNMP nessages until the server
certificate has been authenticated, the client certificate has
been transnmitted, and the TLS connection has been fully

est abl i shed.
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5. 3.

Har

If the connection is being established froma configuration based
on SNMP- TARGET-M B configuration, then the snnpTl st mAddr Tabl e
DESCRI PTI ON cl ause descri bes how the verification is done (using
either a certificate fingerprint, or an identity authenticated
via certification path validation).

If the connection is being established for reasons other than
configuration found in the SNWP- TARGET-M B, then configuration
and procedures outside the scope of this docunent should be

foll owed. Configuration nmechani sne SHOULD be sinilar in nature
to those defined in the snnpTl st mAddr Tabl e t o ensure consi stency
across managenent configuration systenms. For exanple, a conmand-
line tool for generating SNWMP GETs m ght support specifying
either the server’'s certificate fingerprint or the expected host
nane as a conmand-|ine argunent.

5) (D) TLS provides assurance that the authenticated identity has
been signed by a trusted configured Certification Authority. |If
verification of the server’s certificate fails in any way (for
exanpl e, because of failures in cryptographic verification or the
presented identity did not match the expected nanmed entity), then

the session establishnent MUST fail, and the
snnpTl st nBessi onl nval i dServer Certificates object is increnented.
If the session cannot be opened for any reason at all, including

cryptographic verification failures and snnpTl st nCert ToTSNTabl e
| ookup failures, then the snnpTl st nSessi onQpenErrors counter is
i ncremented and processi ng stops.

6) The TLSTM specific session identifier (tlstnBessionlD) is set in
the tnBessionl D of the tnttateReference passed to the TLS
Transport Model to indicate that the session has been established
successfully and to point to a specific (D) TLS connection for
future use. The tlstnBessionlDis also stored in the LCD for
| ater | ookup during processing of incom ng nessages
(Section 5.1.2).

2. Accepting a Session as a Server

A (D) TLS server should accept new session connections fromany client
for which it is able to verify the client’s credentials. This is
done by authenticating the client’s presented certificate through a
certificate path validation process (e.g., [RFC5280]) or through
certificate fingerprint verification using fingerprints configured in
the snnpTl st mCert TOTSNTabl e. Afterward, the server will determne
the identity of the rempote entity using the foll ow ng procedures.
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The (D) TLS server identifies the authenticated identity fromthe

(D TLS client’s principal certificate using configuration information
fromthe snnpTl st mCert ToTSNTabl e mapping table. The (D) TLS server
MUST request and expect a certificate fromthe client and MJUST NOT
accept SNMP nessages over the (D) TLS connection until the client has
sent a certificate and it has been authenticated. The resulting
derived tnBecurityName is recorded in the tnttateReference cache as
tBecurityName. The details of the | ookup process are fully
described in the DESCRI PTI ON cl ause of the snnpTl st nCert ToTSNTabl e
M B object. If any verification fails in any way (for exanple,
because of failures in cryptographic verification or because of the
| ack of an appropriate row in the snmpTl stnCert ToTSNTabl e), then the

session establishment MUST fail, and the
snpTl st mBessionlnval idC ientCertificates object is incremented. |If
the session cannot be opened for any reason at all, including

cryptographic verification failures, then the
snnpTl st nBessi onOpenErrors counter is increnented and processing
st ops.

Servers that wish to support multiple principals at a particul ar port
SHOULD nake use of a (D) TLS extension that allows server-side
principal selection |ike the Server Nane Indication extension defined
in Section 3.1 of [RFC4366]. Supporting this will allow, for

exanmpl e, sending notifications to a specific principal at a given TCP
or UDP port.

5.4. dosing a Session

The TLS Transport Model provides the following primtive to close a
sessi on:

statuslnformation =
cl oseSessi on(
IN tnBessionlD -- session ID of the session to be cl osed

)

The foll owi ng describes the procedure to follow to close a session
between a client and server. This process is followed by any SNW
engi ne cl osing the correspondi ng SNVP sessi on

1) Increnent either the snnpTl stnBessionCientC oses or the
snnpTl st nBessi onServer C oses counter as appropriate.

2) Look up the session using the tnfSessionlD

3) If there is no open session associated with the tnSessionlD, then
cl oseSessi on processing is conpl eted.
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4) Have (D) TLS close the specified connection. This MJST include
sending a close_notify TLS Alert to informthe other side that
session cl eanup may be perf orned.

6. M B Mdule Overview

This M B nodul e provi des managenent of the TLS Transport Model. It
defines needed textual conventions, statistical counters,
notifications, and configuration infrastructure necessary for session
establishnent. Exanple usage of the configuration tables can be
found in Appendi x A

6.1. Structure of the M B Mdul e

hjects in this MB nodule are arranged into subtrees. Each subtree
is organi zed as a set of related objects. The overall structure and
assi gnnent of objects to their subtrees, and the intended purpose of
each subtree, is shown bel ow.

6.2. Textual Conventions

Generic and Commopn Textual Conventions used in this nodule can be
found summari zed at http://ww. ops.ietf.org/ mb-conmon-tcs. htm .

Thi s nodul e defines the foll owi ng new Textual Conventions:

0 A new Transport Address format for describing (D) TLS connection
addr essi ng requi renents.

o Acertificate fingerprint allowing MB nodul e objects to
generically refer to a stored X 509 certificate using a
crypt ographi ¢ hash as a reference pointer.

6.3. Statistical Counters

The SNMP- TLS- TM M B defi nes counters that provi de network nanagenent
stations with informati on about session usage and potential errors
that a device may be experiencing.

6.4. Configuration Tables

The SNWMP- TLS-TM M B defines configuration tables that an

adm ni strator can use for configuring a device for sending and

recei ving SNVP nessages over (D)TLS. |In particular, there are MB
tabl es that extend the SNMP- TARGET-M B for configuring (D) TLS
certificate usage and a MB table for mapping incomng (D) TLS client
certificates to SNMPv3 tnBecurityNanes.
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6.4.1. Notifications

The SNWVP-TLS-TM M B defines notifications to alert managenent
stations when a (D) TLS connection fails because a server’'s presented
certificate did not neet an expected val ue

(snnpTl st nServer Certificat eUnknown) or because cryptographic
validation failed (snnpTlstnBerverlnvalidCertificate).

6.5. Relationship to Gher MB Mdul es

Sone managenent objects defined in other MB nodul es are applicable
to an entity inplenenting the TLS Transport Mdel. In particular, it
is assuned that an entity inplenenting the SNMP-TLS-TM M B wi ||

i mpl ement the SNWMPv2-M B [ RFC3418], the SNWP- FRAVMEWORK- M B [ RFC3411],
t he SNWMP- TARGET-M B [ RFC3413], the SNWP- NOTI FI CATI ON-M B [ RFC3413],
and t he SNWP-VI EW BASED- ACM M B [ RFC3415] .

The SNMP- TLS-TM M B nodul e contained in this docunment is for managi ng
TLS Transport Mdel infornmation.

6.5.1. MB Mdules Required for | MPORTS

The SNMP-TLS-TM M B nodul e inports itens from SNMPv2- SM [ RFC2578],
SNWVPv2- TC [ RFC2579], SNWP- FRAMEWORK- M B [ RFC3411], SNWMP- TARGET-M B
[ RFC3413], and SNWMPv2- CONF [ RFC2580] .

7. M B Mbdul e Definition
SNVP-TLS-TMM B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
OBJECT- I DENTI TY, m b-2, snnmpDonai ns,
Count er 32, Unsi gned32, Gauge32, NOTI FI CATI ON- TYPE
FROM SNWPv2- SM -- RFC 2578 or any update thereof
TEXTUAL- CONVENTI ON, Ti neSt anp, RowStatus, StorageType,
Aut ononousType

FROM SNWPv2- TC -- RFC 2579 or any update thereof
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWPv2- CONF -- RFC 2580 or any update thereof
SnnpAdmi nStri ng

FROM SNWVP- FRAVMEWORK- M B -- RFC 3411 or any update thereof
snipTar get Par ansName, snnpTar get Addr Nane

FROM SNWVP- TARGET- M B -- RFC 3413 or any update thereof

3

snnpTl st M B MODULE- | DENTI TY
LAST- UPDATED "201107190000Z"
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DESCRI PTION "
The TLS Transport Mddel M B

Copyright (c) 2010-2011 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info)."

REVI SI ON "2011071900002"

DESCRI PTION "This version of this MB nodule is part of
RFC 6353; see the RFC itself for full |egal
notices. The only change was to introduce
new wording to reflect require changes for
| DNA addresses in the SnnpTLSAddress TC. "
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REVI SI ON "201005070000Z"

DESCRI PTION "This version of this MB nodule is part of
RFC 5953; see the RFC itself for full |ega
notices."

:={ mb-2 198 }

Rk Rk I R R R R O kR R S R R R

-- subtrees of the SNWP-TLS-TM M B

EE R R R R R R R R R R R

snnpTl st mNoti fications OBJECT IDENTIFIER ::= { snnpTlstnMB 0 }
snnpTl st dentities OBJECT IDENTIFIER ::= { snnpTlstnrMB 1 }
snpTl st mObj ect s OBJECT IDENTIFIER ::= { snnpTlstmMB 2 }
snmpTl st mConf or mance OBJECT IDENTIFIER ::= { snmpTlstmMB 3 }

EE R R R R R R I R I O R S R R I R I R O

-- snnpTl stnObj ects - bjects

R I kR R R I O S R R S

snnpTLSTCPDonmai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNMP over TLS via TCP transport domain. The
correspondi ng transport address is of type SnnpTLSAddress.

The securityNane prefix to be associated with the
snnpTLSTCPDomain is "tls’. This prefix nay be used by
security nodels or other conponents to identify which secure
transport infrastructure authenticated a securityName."
REFERENCE
"RFC 2579: Textual Conventions for SMv2"
::={ snnmpDomains 8 }

snnpDTLSUDPDomai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNMP over DTLS via UDP transport donmain. The
correspondi ng transport address is of type SnnpTLSAddress.

The securityNane prefix to be associated with the
snnpDTLSUDPDorai n is "dtls’. This prefix may be used by
security nodels or other conponents to identify which secure
transport infrastructure authenticated a securityName."
REFERENCE
"RFC 2579: Textual Conventions for SMv2"
::={ snnpDormains 9 }
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SnnpTLSAddr ess :: = TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "1a"
STATUS current
DESCRI PTI ON

"Represents an | Pv4 address, an |Pv6 address, or a
US- ASCl | - encoded host nane and port nunber.

An | Pv4 address nust be in dotted decimal format followed by a
colon ':’ (US-ASCIl character 0x3A) and a deci mal port number
in US-ASC | .

An | Pv6 address nust be a col on-separated format (as descri bed
in RFC 5952), surrounded by square brackets ('[’', US-ASClI
character 0x5B, and ']’, US-ASCI| character 0x5D), followed by
a colon ":’ (US-ASCI| character Ox3A) and a deci mal port number
in US-ASCl | .

A hostnane is always in US-ASCI| (as per RFC 1123);
i nternationalized hostnanmes are encoded as A-labels as specified
in RFC 5890. The hostnane is followed by a

colon ':’ (US-ASCI| character 0x3A) and a deci mal port number
in US-ASCII. The nane SHOULD be fully qualified whenever
possi bl e.

Val ues of this textual convention may not be directly usable
as transport-layer addressing information, and rmay require
run-time resolution. As such, applications that wite them
nmust be prepared for handling errors if such values are not
supported, or cannot be resolved (if resolution occurs at the
time of the managenent operation).

The DESCRI PTI ON cl ause of TransportAddress objects that nmay
have SnnpTLSAddress val ues must fully descri be how (and
when) such nanes are to be resolved to | P addresses and vice
ver sa.

This textual convention SHOULD NOT be used directly in object
definitions since it restricts addresses to a specific
format. However, if it is used, it MAY be used either on its
own or in conjunction with Transport AddressType or
TransportDomain as a pair.

When this textual convention is used as a syntax of an index
object, there nmay be issues with the limt of 128
sub-identifiers specified in SMv2 (STD 58). It is RECOVMENDED
that all M B docunents using this textual convention make
explicit any limtations on index conponent |engths that
managenent software nust observe. This may be done either by
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i ncluding SI ZE constraints on the i ndex conmponents or by

speci fying applicable constraints in the conceptual row

DESCRI PTI ON cl ause or in the surroundi ng docunmentation."

REFERENCE
"RFC 1123: Requirenents for Internet Hosts - Application and

Suppor t

RFC 5890: Internationalized Domain Names for Applications (IDNA):
Definitions and Docurment Franmewor k

RFC 5952: A Recommendation for | Pv6 Address Text Representation

SYNTAX OCTET STRING (SIZE (1..255))
SnpTLSFi nger print ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "1x: 1x"

STATUS current

DESCRI PTI ON

"A fingerprint value that can be used to uniquely reference
ot her data of potentially arbitrary |ength.

An SnnpTLSFi ngerprint value is conposed of a 1-octet hashing
algorithmidentifier followed by the fingerprint value. The
octet value encoded is taken fromthe | ANA TLS HashAl gorithm
Regi stry (RFC 5246). The remaining octets are filled using the
results of the hashing al gorithm

Thi s TEXTUAL- CONVENTI ON al l ows for a zero-length (bl ank)
SnnpTLSFi ngerprint value for use in tables where the
fingerprint value may be optional. MB definitions or
i npl ementations nmay refuse to accept a zero-length val ue as
appropriate. "
REFERENCE " RFC 5246: The Transport Layer

Security (TLS) Protocol Version 1.2

http://wwv. i ana. or g/ assi gnnent s/ tl s- paramnet ers/

SYNTAX OCTET STRING (SIZE (0..255))
-- ldentities for use in the snnpTl stnCert TOTSNTabl e

snpTl st mCert TOTSNM dentiti es OBJECT | DENTI Fl ER
::={ snnpTlstmdentities 1}

snnpTl st mCer t Speci fi ed OBJECT- | DENTI TY
STATUS current
DESCRIPTION "Directly specifies the tnBecurityName to be used for
this certificate. The value of the tnBecurityName
to use is specified in the snnpTl st nCert ToTSNDat a
columm. The snnpTl st mCert ToTSNDat a col unmm nust
contain a non-zero | ength SnnpAdni nString conpliant
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val ue or the mapping described in this row nust be
considered a failure."
:={ snnpTlstnmCert TOoTSNM dentities 1 }

snnpTl st mCer t SANRFC822Nane OBJECT- | DENTI TY

STATUS current

DESCRI PTION "Maps a subjectAltName's rfc822Nanme to a
tBSecurityName. The local part of the rfc822Nane is
passed unaltered but the host-part of the nane nust
be passed in | owercase. This mapping results in a
1:1 correspondence between equival ent subject Al t Nane
rfc822Nanme val ues and tnBSecurityNanme val ues except

that the host-part of the name MJUST be passed in
| ower case.

Exampl e rfc822Name Field: FooBar @xanpl e. COM
is mapped to tnBecurityNane: FooBar @xanple.com”
c:={ snnpTlstnmCert TOTSNM dentities 2 }

snnpTl st nCer t SANDNSNarre OBJECT- | DENTI TY

STATUS current

DESCRI PTION "Maps a subjectAltNane’s dNSNane to a
tnmBecurityNane after first converting it to all
| ower case (RFC 5280 does not specify converting to
| owercase so this involves an extra step). This
mapping results in a 1:1 correspondence between
subj ect Al t Name dNSNanme val ues and the tnSecurityNanme
val ues."

REFERENCE " RFC 5280 - Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation
List (CRL) Profile."

c:={ snnpTlstmCert TOTSNM dentities 3 }

snnpTl st mCer t SANI pAddr ess OBJECT- | DENTI TY
STATUS current

DESCRI PTION "Maps a subjectAltNanme's i PAddress to a

tnSecurityName by transform ng the binary encoded
address as foll ows:

1) for IPv4, the value is converted into a
deci nal -dotted quad address (e.g., '192.0.2.1").

2) for |1 Pv6 addresses, the value is converted into a

32-character all |owercase hexadeci mal string
wi t hout any col on separat ors.

Har daker St andards Track [ Page 36]



RFC 6353

TLS Transport Mdel for SNW July 2011

This mapping results in a 1:1 correspondence between
subj ect Al t Nane i PAddress val ues and the
tmSecurityNanme val ues.

The resulting |l ength of an encoded | Pv6 address is
the maxi mum | ength supported by the View Based
Access Control Mdel (VACM. Using both the
Transport Security Mdel’s support for transport
prefixes (see the SNMP-TSMM B’ s

snnpTsnConfi gurati onUsePrefi x object for details)
will result in securityNanme |engths that exceed what
VACM can handl e."

ci={ snnpTlstnCert TOTSNM dentities 4 }

snnpTl st nCer t SANAny OBJECT- | DENTI TY

STATUS
DESCRI PTI ON

current
"Maps any of the following fields using the
correspondi ng nappi ng al gorithns:

| oo N R EEEEEE RS |
| Type | Algorithm |
R oo e e e e e e i oo oo oo
| rfc822Nane | snnpTl st nCert SANRFC822Nane |
dNSNane | snnpTl st nCer t SANDNSNane |
| i PAddress | snnpTl stnCert SANI pAddress |
|- e |

The first matching subject Al tNane value found in the
certificate of the above types MJST be used when
deriving the tnBSecurityNane. The mapping al gorithm
specified in the "Al gorithm colum MJST be used to
derive the tnBecurityNane.

This mapping results in a 1:1 correspondence between
subj ect Al t Nane val ues and tnSecurityNane val ues. The
three sub-mappi ng al gorithnms produced by this

combi ned al gorithm cannot produce conflicting

results between thensel ves."

c:={ snnpTlstnmCert TOoTSNM dentities 5 }

snnpTl st mCert CommonNane OBJECT- | DENTI TY

STATUS

DESCRI PTI ON

Har daker

current

"Maps a certificate’'s CommpnNane to a tnBecurityNanme
after converting it to a UTF-8 encoding. The usage
of CommonNanes is deprecated and users are
encouraged to use subject Al t Nane mappi ng net hods
instead. This mapping results in a 1:1
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correspondence between certificate ComonNane val ues
and tnBecurityName val ues."
c:={ snnpTlstnmCert TOoTSNM dentities 6 }

-- The snnpTl st nBessi on G oup

snpTl st mBessi on OBJECT IDENTIFIER ::= { snnpTlstmbjects 1}
snmpTl st nSessi onCpens  OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of tines an openSession() request has been executed
as a (D)TLS client, regardl ess of whether it succeeded or
failed."

::={ snnpTl stnBession 1 }

snpTl st nBessi onC i ent O oses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines a closeSession() request has been
executed as a (D) TLS client, regardl ess of whether it
succeeded or failed."

2= { snnpTl st nBession 2 }

snnpTl st nBessi onOpenErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an openSession() request failed to open a
session as a (D)TLS client, for any reason."
c:={ snnpTl stnBession 3 }

snpTl st mBessi onAccepts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines a (D) TLS server has accepted a new
connection froma client and has received at | east one SNWP
message through it."

::={ snnpTl st nBession 4 }

Har daker St andards Track [ Page 38]



RFC 6353 TLS Transport Mdel for SNW July 2011
snpTl st nBessi onServer C oses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of tines a closeSession() request has been
executed as a (D) TLS server, regardl ess of whether it
succeeded or failed."

{ snmpTl st nSession 5 }

snnpTl st nBessi onNoSessi ons  OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an outgoi ng nessage was dropped because

the session associated with the passed tnftateReference was no

| onger (or was never) available."
{ snnmpTl st nSession 6 }

snmpTl st nSessi onl nval i dCl i ent Certificates OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an incom ng session was not established
on a (D) TLS server because the presented client certificate
was invalid. Reasons for invalidation include, but are not
limted to, cryptographic validation failures or lack of a
sui table nmapping row in the snnpTl st mCert ToOTSNTabl e. "

{ snnmpTl st nession 7 }

snpTl st nBessi onUnknownSer ver Certificate OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Har daker

"The nunber of tines an outgoi ng session was not established
on a (D)TLS client because the server certificate presented
by an SNMP over (D) TLS server was invalid because no
configured fingerprint or Certification Authority (CA) was
acceptable to validate it.

This may result because there was no entry in the
snpTl st mAddr Tabl e or because no path could be found to a
known CA."

{ snnpTl st nBession 8 }
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snpTl st mBessi onl nval i dServer Certificates OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an outgoing session was not established
on a (D)TLS client because the server certificate presented
by an SNMP over (D)TLS server could not be validated even if
the fingerprint or expected validation path was known. That
is, a cryptographic validation error occurred during
certificate validation processing.

Reasons for invalidation include, but are not
limted to, cryptographic validation failures.”
2= { snnpTl st nSession 9 }

snnpTl st nBessi onl nval i dCaches OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of outgoi ng nessages dropped because the
tnt at eRef erence referred to an invalid cache. ™
c:={ snnpTl stnBession 10 }
-- Configuration Objects

snnpTl st mConfi g OBJECT | DENTI FI ER ::

{ snnpTl st mObj ects 2 }

-- Certificate mapping

snpTl st mCertifi cat eMappi ng OBJECT I DENTIFIER ::= { snmpTlstmConfig 1 }

snnpTl st mCert TOTSNCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of entries in the
snnpTl st mCert ToOTSNTabl e. "
c:={ snnpTlstnCertificateMapping 1 }

snpTl st mCert TOTSNTabl eLast Changed OBJECT- TYPE

SYNTAX Ti meSt anmp
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The val ue of sysUpTime.0 when the snnpTl st nCert ToOTSNTabl e was
| ast nodified through any nmeans, or 0 if it has not been
nmodi fi ed since the command responder was started.”

c:={ snnpTlstnCertificateMapping 2 }

snpTl st mCert TOTSNTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnmpTl st nCert TOTSNEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is used by a (D) TLS server to map the (D) TLS
client’s presented X 509 certificate to a tnBecurityNane.

On an inconing (D) TLS/ SNMP connection, the client’s presented
certificate nust either be validated based on an established
trust anchor, or it nust directly match a fingerprint in this
table. This table does not provide any nechanisns for
configuring the trust anchors; the transfer of any needed
trusted certificates for path validation is expected to occur
through an out-of-band transfer.

Once the certificate has been found acceptable (either by path
validation or directly matching a fingerprint in this table),
this table is consulted to deternine the appropriate
tnBecurityName to identify with the renmote connection. This
is done by considering each active row fromthis table in
prioritized order according to its snnpTlstnCert ToTSNI D val ue.
Each row s snnpTl st nCert TOTSNFi nger pri nt val ue deternines

whet her the rowis a match for the inconing connection:

1) If the row s snnpTl st nCert TOTSNFi ngerprint val ue
identifies the presented certificate, then consider the
row as a successful match.

2) If the row s snnpTl st nCert TOTSNFi ngerprint val ue
identifies a locally held copy of a trusted CA
certificate and that CA certificate was used to
validate the path to the presented certificate, then
consi der the row as a successful match.

Once a matching row has been found, the

snpTl st mCert TOTSNMapType val ue can be used to deternine how
the tnBecurityNane to associate with the session should be
determ ned. See the snnpTl stnCert TOTSNVapType col umm’s

DESCRI PTI ON for details on determ ning the tnSecurityNane
value. If it is inpossible to determine a tnBecurityNane from
the row s data conmbined with the data presented in the

Har daker St andards Track [ Page 41]



RFC 6353 TLS Transport Mdel for SNW July 2011

certificate, then additional rows MJST be searched | ooking for
anot her potential match. |If a resulting tnBSecurityNane mapped
froma given row is not conpatible with the needed
requirenents of a tnBecurityNane (e.g., VACMinposes a
32-octet-nmaxi mum |l ength and the certificate derived
securityName could be |longer), then it nust be considered an
invalid match and additional rows MJST be searched | ooking for
anot her potential match.

If no matching and valid row can be found, the connection MJST
be cl osed and SNMP nessages MUST NOT be accepted over it.

M ssing val ues of snmpTl stnCert TOTSNID are acceptabl e and

i npl ement ati ons shoul d continue to the next highest nunbered
row. It is recommended that adm nistrators skip index val ues
to | eave roomfor the insertion of future rows (for exanple,

use values of 10 and 20 when creating initial rows).

Users are encouraged to make use of certificates with
subj ect Alt Nane fields that can be used as tnBSecurityNanmes so
that a single root CA certificate can allow all child
certificate's subjectAltNane to map directly to a
tnSecurityNanme via a 1:1 transformation. However, this table
is flexible to allow for situations where existing depl oyed
certificate infrastructures do not provide adequate
subj ect Al t Name val ues for use as tnBecurityNanes.
Certificates may al so be mapped to tnBecurityNanmes using the
ConmonNane portion of the Subject field. However, the usage
of the ConmmonNane field is deprecated and thus this usage is
NOT RECOMMVENDED. Direct mapping from each individua
certificate fingerprint to a tnBecurityName is al so possible
but requires one entry in the table per tnSecurityNane and
requires nore managenent operations to conpletely configure a
devi ce. "

c:={ snnpTlstnCertificateMapping 3 }

snnpTl st mCert TOTSNEnt ry OBJECT- TYPE

SYNTAX SnnpTIl st mCert TOTSNENnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arowin the snnpTl stnCert ToOTSNTabl e that specifies a mapping
for an inconing (D)TLS certificate to a tnBSecurityNane to use
for a connection."”

INDEX { snnpTl stnCert TOTSNID }

::={ snnpTl stnCert TOTSNTable 1 }
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SnnpTl st mCert TOTSNEnt ry :: = SEQUENCE {
snpTl st mCert TOTSNI D Unsi gnhed32,
snpTl st mCert TOTSNFi nger print  SnnpTLSFi nger pri nt,
snnpTl st mCert TOTSNMVapType Aut ononousType,
snnpTl st mCert TOTSNDat a OCTET STRI NG

snnpTl st mCert TOTSNSt or ageType St or ageType,
snnpTl st nCer t TOTSNRowSt at us RowSt at us

}
snnpTl st mCert TOTSNI D OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A unique, prioritized index for the given entry. Lower
nunbers indicate a higher priority."
::={ snnpTl stnCert TOTSNEntry 1 }

snpTl st mCert TOTSNFi nger pri nt OBJECT- TYPE

SYNTAX SnnpTLSFi ngerprint (SIZE(1..255))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"A cryptographic hash of an X. 509 certificate. The results of
a successful matching fingerprint to either the trusted CAin
the certificate validation path or to the certificate itself
is dictated by the snmpTl st mCert TOTSNMapType col um. "

::={ snnpTl stnCert TOTSNEntry 2 }

snnpTl st mCert TOTSNMapType OBJECT- TYPE

SYNTAX Aut ononousType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the mapping type for deriving a tnBSecurityNanme from
a certificate. Details for mapping of a particular type SHALL
be specified in the DESCRI PTI ON cl ause of the OBJECT-| DENTI TY
that describes the mapping. |If a mapping succeeds it wll
return a tnSecurityName for use by the TLSTM nodel and
processing stops.

If the resulting rmapped value is not conpatible with the
needed requirenments of a tnBecurityNanme (e.g., VACM i nposes a
32-octet-maxi mum |l ength and the certificate derived
securityName coul d be | onger), then future rows MJST be
searched for additional snnpTl stnCert TOTSNFi ngerprint matches
to ook for a mapping that succeeds.
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Suitabl e values for assigning to this object that are defined
within the SNMP-TLS-TM M B can be found in the
snpTl st mCert TOTSNM dentities portion of the MB tree.™
DEFVAL { snnpTl st nmCert Specified }
::={ snnpTl stnCert TOTSNEntry 3 }

snpTl st mCert TOTSNDat a OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(O..1024))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Auxiliary data used as optional configuration information for
a given mappi ng specified by the snmpTl st nCert TOTSNMapType
colum. Only some mapping systens will nake use of this
colum. The value in this colum MJST be ignored for any
mappi ng type that does not require data present in this
colum. "

DEFVAL { "" }

:={ snnpTl stnmCert TOTSNEntry 4 }

snpTl st mCert TOTSNSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row Conceptual rows
havi ng the val ue " permanent’ need not allow wite-access to
any columar objects in the row"

DEFVAL { nonVolatile }

c:={ snnpTl stnCert TOTSNEntry 5 }

snpTl st mCert TOTSNRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row. This object may be used
to create or renove rows fromthis table.

To create a row in this table, an adm nistrator nust set this
object to either createAndGo(4) or createAndWait(5).

Until instances of all corresponding colums are appropriately
configured, the value of the corresponding instance of the
snpTl st mPar ans RowSt at us col um i s not Ready( 3) .

In particular, a newWy created row cannot be nade active until
the correspondi ng snnpTl st nCert TOTSNFi nger print,
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snpTl st mCert TOTSNMapType, and snnpTl st mCert TOTSNDat a col ums
have been set.

The foll owi ng objects nay not be nodified while the
val ue of this object is active(l):

- snnpTl st nCert TOTSNFi nger pri nt

- snnpTl st mCert TOTSNMVapType

- snnpTl st mCer t TOTSNDat a
An attenpt to set these objects while the val ue of
snnpTl st mParansRowSt atus is active(l) will result in
an inconsi stentValue error."

c:={ snnpTl stnCert TOTSNEntry 6 }

-- Maps tnBecurityNames to certificates for use by the SNMP- TARGET-M B

snnpTl st mPar ansCount OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A count of the nunber of entries in the snnpTl st nParansTabl e. "
::={ snnpTlstnCertificateMapping 4 }

snnpTl st mPar ans Tabl eLast Changed OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTine.0 when the snnpTl st nPPar ansTabl e
was | ast nodified through any neans, or 0 if it has not been
nmodi fi ed since the command responder was started."

c:={ snnpTlstmCertificateMapping 5 }

snnpTl st mPar ansTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTl st nPar ansEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table is used by a (D) TLS client when a (D) TLS
connection is being set up using an entry in the
SNWP- TARGET-M B. It extends the SNWP- TARGET-M B' s
snnpTar get ParansTable with a fingerprint of a certificate to
use when establishing such a (D) TLS connection."

c:={ snnpTlstnmCertificateMapping 6 }

snnpTl st mPar ansEnt ry OBJECT- TYPE

SYNTAX SnnpTI st nPar ansEnt ry
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"A conceptual row containing a fingerprint hash of a locally
held certificate for a given snnpTargetParansEntry. The
values in this row should be ignored if the connection that
needs to be established, as indicated by the SNVP- TARGET-M B
infrastructure, is not a certificate and (D) TLS based
connection. The connection SHOULD NOT be established if the
certificate fingerprint stored in this entry does not point to
a valid locally held certificate or if it points to an
unusabl e certificate (such as m ght happen when the
certificate' s expiration date has been reached)."

| NDEX { I MPLI ED snnpTar get Par ansNanme }

2= { snnpTl st mParanmsTable 1 }

SnnpTl st nParansEntry ::= SEQUENCE {
snnpTl st mPar ansCl i ent Fi nger print SnnpTLSFi ngerprint,
snnpTl st mPar ans St or ageType St or ageType,
snpTl st mPar ans RowSt at us RowsSt at us

}

snnpTl st mPar ansCl i ent Fi nger pri nt OBJECT- TYPE

SYNTAX SnnpTLSFi nger pri nt

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object stores the hash of the public portion of a
locally held X. 509 certificate. The X. 509 certificate, its
public key, and the corresponding private key will be used
when initiating a (D) TLS connection as a (D)TLS client."

c:={ snnpTl stnParanmsEntry 1 }

snnpTl st mPar ans St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row Conceptual rows
havi ng the val ue ' permanent’ need not allow wite-access to
any columar objects in the row"

DEFVAL { nonVolatile }

::={ snnpTl st nParansEntry 2 }

snpTl st mPar ans RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The status of this conceptual row. This object may be used
to create or renove rows fromthis table.

To create a row in this table, an adm nistrator nust set this
object to either createAndGo(4) or createAndWait(5).

Until instances of all corresponding colums are appropriately
configured, the value of the corresponding instance of the
snpTl st mPar ansRowSt at us col um i s not Ready( 3) .

In particular, a newWy created row cannot be nade active until
the correspondi ng snnpTl st nPar ansd i ent Fi ngerprint col um has
been set.

The snnpTl st nPar ansCd i ent Fi nger pri nt object may not be nodified

while the value of this object is active(l).

An attenpt to set these objects while the val ue of
snnpTl st nPar ansRowSt atus is active(l) will result in
an inconsi stentValue error.”

2= { snnpTl st mParamsEntry 3 }

snnpTl st mAddr Count OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of entries in the snnpTl st mAddr Tabl e. "
c:={ snnpTlstnCertificateMapping 7 }

snnpTl st mAddr Tabl eLast Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme.0 when the snnpTl st mAddr Tabl e
was | ast nodified through any nmeans, or 0 if it has not been
modi fi ed since the command responder was started.”

c:={ snnpTlstnCertificateMapping 8 }

snnpTl st mAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTl st mAddr Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table is used by a (D TLS client when a (D) TLS
connection is being set up using an entry in the
SNWVP- TARGET-M B. It extends the SNWP- TARGET-M B' s
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snnpTar get Addr Tabl e so that the client can verify that the
correct server has been reached. This verification can use
either a certificate fingerprint, or an identity
authenticated via certification path validation.

If there is an active rowin this table corresponding to the
entry in the SNVMP- TARGET-M B that was used to establish the
connection, and the row s snnpTl st mAddr Ser ver Fi nger pri nt

col um has non-enpty value, then the server’s presented
certificate is conpared with the

snnpTl st mAddr Ser ver Fi ngerprint val ue (and the

snnpTl st mAddr Serverldentity colum is ignored). |If the

fingerprint matches, the verification has succeeded. |If the
fingerprint does not match, then the connection MJST be
cl osed.

If the server’s presented certificate has passed
certification path validation [RFC5280] to a configured
trust anchor, and an active row exists with a zero-length
snpTl st mAddr Ser ver Fi ngerprint val ue, then the

snpTl st mAddr Serverldentity col um contains the expected
host nanme. This expected host nane is then conpared agai nst
the server’'s certificate as foll ows:

- Inplementati ons MJST support matching the expected host
nane agai nst a dNSNane in the subject Al t Name extension
field and MAY support checking the nane agai nst the
ConmonNane portion of the subject distinguished nane.

- The '*’ (ASCI| 0Ox2a) wildcard character is allowed in the
dNSNarme of the subjectAltName extension (and in conmon
nane, if used to store the host nanme), but only as the
left-nmost (least significant) DNS | abel in that val ue.

This wildcard matches any left-nost DNS | abel in the

server nane. That is, the subject *.exanple.com matches
the server nanes a.exanple.com and b. exanpl e.com but does
not match exanple.com or a.b.exanple.com |Inplenentations
MUST support wildcards in certificates as specified above,
but MAY provide a configuration option to disable them

- If the locally configured nane is an internationalized
domai n nane, conform ng inplenmentati ons MIUST convert it to
the ASCI| Conpati bl e Encoding (ACE) format for perform ng
compari sons, as specified in Section 7 of [RFC5280].

If the expected host nane fails these conditions then the
connecti on MJUST be cl osed.
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If there is norowin this table corresponding to the entry
in the SNVMP- TARGET-M B and the server can be authorized by
anot her, inpl enentati on-dependent neans, then the connection
MAY still proceed.”

c:={ snnpTlstnCertificateMapping 9 }

snpTl st mAddr Ent ry OBJECT- TYPE

SYNTAX SnnpTIl st mAddr Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row containing a copy of a certificate's
fingerprint for a given snnpTarget AddrEntry. The values in
this row should be ignored if the connection that needs to be
established, as indicated by the SNVP- TARGET-M B
infrastructure, is not a (D) TLS based connection. |[If an

snnpTl st mMAddr Entry exists for a given snnpTarget AddrEntry, then

the presented server certificate MJST match or the connection

MJUST NOT be established. If arowin this table does not

exi st to match an snnpTarget AddrEntry row, then the connection

SHOULD still proceed if some other certificate validation path

algorithm (e.g., RFC 5280) can be used."
| NDEX { I MPLI ED snnpTar get Addr Nare }
c:={ snnpTl st mMAddr Table 1 }

SnnpTl st mAddr Entry :: = SEQUENCE {
snnpTl st mAddr Ser ver Fi nger pri nt SnnpTLSFi ngerprint,
snnpTl st mAddr Serverldentity SnnpAdmi nStri ng,
snnpTl st mAddr St or ageType St or ageType,
snnpTl st mAddr RowsSt at us RowSt at us

}

snnpTl st mAddr Ser ver Fi nger pri nt OBJECT- TYPE
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SYNTAX SnnpTLSFi nger pri nt
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"A cryptographic hash of a public X 509 certificate. This
obj ect should store the hash of the public X 509 certificate
that the renote server should present during the (D) TLS
connection setup. The fingerprint of the presented
certificate and this hash value MJST match exactly or the
connecti on MJUST NOT be established."

DEFVAL { "" }

c:={ snnpTl stmAddrEntry 1 }
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snnpTl st mAddr Serverldentity OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The reference identity to check against the identity
presented by the renote system"™

DEFVAL { "" }

:={ snnpTl st mMAddrEntry 2 }

snnpTl st mAddr St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row Conceptual rows
havi ng the val ue 'pernmanent’ need not allow wite-access to
any columar objects in the row"

DEFVAL { nonVol atile }

c:={ snnpTl st mMAddrEntry 3 }

snnpTl st mAddr RowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row. This object may be used
to create or renove rows fromthis table.

To create a rowin this table, an adm nistrator nust set this
object to either createAndGo(4) or createAndWait(5).

Until instances of all corresponding colums are
appropriately configured, the value of the
correspondi ng i nstance of the snnpTl st mAddr RowSt at us
colum i s not Ready(3).

In particular, a newWy created row cannot be made active until
the correspondi ng snnpTl st mAddr Server Fi ngerprint columm has been
set.

Rows MUST NOT be active if the snnpTl st mAddr Ser ver Fi nger pri nt
columm is blank and the snnpTl st mAddr Serverldentity is set to
"*’ since this would insecurely accept any presented
certificate.
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The snnpTl st mAddr Ser ver Fi nger print object may not be nodified
while the value of this object is active(l).

An attenpt to set these objects while the val ue of
snnpTl st mMAddr RowSt atus is active(l) will result in
an i nconsistentValue error."

2= { snnpTl stmAddrEntry 4 }

R R R R R R O O R R R R R R R R R R

-- snnpTlstmNotifications - Notifications Infornmation

EE R R R R R R I R I O R S R R I R I R O

snnpTl st mBerver Certi fi cat eUnknown NOTI FI CATI ON- TYPE
OBJECTS { snnpTl st nSessi onUnknownServerCertificate }
STATUS current
DESCRI PTI ON
"Notification that the server certificate presented by an SNW
over (D) TLS server was invalid because no configured
fingerprint or CA was acceptable to validate it. This may be
because there was no entry in the snnpTl st mAddr Tabl e or
because no path could be found to known Certification
Aut hority.

To avoid notification |oops, this notification MJST NOT be
sent to servers that thensel ves have triggered the
notification."

:={ snnpTlstmNotifications 1 }

snnpTl st mBerverlnval i dCertifi cate NOTI FI CATI ON- TYPE
OBJECTS { snnpTI st mAddr Ser ver Fi nger pri nt,
snnpTl st nBSessi onl nval i dServer Certifi cat es}

STATUS current

DESCRI PTI ON
"Notification that the server certificate presented by an SNW
over (D)TLS server could not be validated even if the
fingerprint or expected validation path was known. That is, a
cryptographic validation error occurred during certificate
val i dati on processing.

To avoid notification |oops, this notification MJST NOT be
sent to servers that thensel ves have triggered the
notification."

c:={ snnpTlstnmNotifications 2 }

R S R R R O O S R R R R R Sk S S

-- snnpTl st nConpl i ances - Conformance | nfornmation

EE R R R R R R I R I O R S R R I R I R O
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snnpTl st mConpl i ances OBJECT | DENTIFIER ::= { snnmpTl st mConf ormance 1 }

snpTl st mG&roups OBJECT | DENTI FI ER :: = { snnpTl st nConf or mance 2 }

EE R R R R R R I R I O R S R R I R I R O

-- Conpliance statements
ER R I I I I I R R R I I R R R I I R R I I I R R R O I I I I R

snpTl st mConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMP engi nes that support the
SNWVP- TLS- TM M B"
MODULE
MANDATORY- GROUPS { snnpTI st n5t at sG oup,
snnpTl st m ncom ngG oup,
snnpTl st mout goi ngGr oup,
snnpTl st mNot i fi cati onGroup }
::={ snnpTl st mConpl i ances 1 }

ER R R R R I R R R O R O R R R SRR I

-- Units of conformance

EE R R R R R R I R I O R S R R I R I R O

snnpTl st Bt at sG- oup OBJECT- GROUP
OBJECTS {
snpTl st mBessi onOpens,
snpTl st nBessi ond i ent Cl oses,
snnpTl st nBessi onQpenErrors,
snnpTl st mBessi onAccept s,
snnpTl st nBSessi onSer ver d oses,
snnpTl st nBessi onNoSessi ons,
snpTl st mBessi onl nval i dC i ent Certificates,
snpTl st mBessi onUnknownSer ver Certifi cate,
snnpTl st nBessi onl nval i dServer Certificates,
snnpTl st mBessi onl nval i dCaches

}

STATUS current

DESCRI PTI ON
"A collection of objects for maintaining
statistical information of an SNVP engi ne that
i npl ements the SNVMP TLS Transport Model ."

:={ snnpTlstm&oups 1}

snpTl st m ncom ngG oup OBJECT- GROUP
OBJECTS {
snnpTl st mCert TOTSNCount
snnpTl st mCert TOTSNTabl eLast Changed,
snnpTl st mCert TOTSNFi nger print,
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snpTl st mCert TOTSNMapType,
snpTl st mCert TOTSNDat a,

snpTl st mCert TOTSNSt or ageType,
snnpTl st mCer t TOTSNRowSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects for maintaining
i ncom ng connection certificate mappings to
t mSecurityNanes of an SNWMP engi ne that inplenents the
SNWVP TLS Transport Model ."
o= { snnpTl stm&oups 2 }

snpTl st mout goi ngG oup OBJECT- GROUP
OBJECTS {

snnpTIl st mPar ansCount ,
snnpTl st mPar ansTabl eLast Changed,
snnpTl st mPar ansCl i ent Fi ngerprint,
snnpTl st mPar ans St or ageType,
snpTl st mPar anms RowSt at us,
snpTl st mAddr Count ,
snnpTl st mAddr Tabl eLast Changed,
snnpTl st mAddr Ser ver Fi nger print,
snnpTl st mAddr Server |l dentity,
snnpTl st mAddr St or ageType,
snpTl st mAddr RowsSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects for maintaining
out goi ng connection certificates to use when opening
connections as a result of SNWP-TARGET-M B settings."
c:={ snnpTl st m& oups 3 }

snnpTl st mNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
snpTl st nBerver Certi fi cat eUnknown,
snpTl st mServer I nval i dCertificate

}

STATUS current

DESCRI PTI ON
"Notifications"

:={ snnpTl stm&oups 4 }

END
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8. Operational Considerations

Thi s section discusses various operational aspects of deploying
TLSTM

8.1. Sessions

A session is discussed throughout this document as meaning a security
associ ation between two TLSTM instances. State information for the
sessions are maintained in each TLSTM i npl enentati on and this
information is created and destroyed as sessions are opened and
closed. A "broken" session (one side up and one side down) can
result if one side of a session is brought down abruptly (i.e.,
reboot, power outage, etc.). Whenever possible, inplenentations
SHOULD provi de graceful session term nation through the use of TLS
di sconnect nessages. |Inplenentations SHOULD al so have a systemin
pl ace for detecting "broken" sessions through the use of heartbeats
[ HEARTBEAT] or ot her detection nechani sns.

I mpl enentations SHOULD limit the lifetine of established sessions
dependi ng on the algorithnms used for generation of the master session
secret, the privacy and integrity algorithns used to protect

nmessages, the environnment of the session, the ampunt of data
transferred, and the sensitivity of the data.

8. 2. Notification Receiver Credential Selection

When an SNVP engi ne needs to establish an outgoing session for
notifications, the snnpTarget ParansTabl e i ncl udes an entry for the
snnpTar get Par ansSecurityNanme of the target. Servers that wish to
support multiple principals at a particular port SHOULD nake use of
the Server Nanme Indication extension defined in Section 3.1 of

[ RFC4366]. Wthout the Server Nane Indication the receiving SNW
engi ne (server) will not know which (D)TLS certificate to offer to
the client so that the tnBSecurityName identity-authentication will be
successf ul

Anot her solution is to maintain a one-to-one nappi hg between
certificates and incomng ports for notification receivers. This can
be handl ed at the notification originator by configuring the
snnpTar get Addr Tabl e (snnpTar get Addr TDonai n and
snnpTar get Addr TAddress) and requiring the receiving SNVP engine to
monitor multiple incomng static ports based on which principals are
capabl e of receiving notifications.

I npl enent ati ons MAY al so choose to designate a single Notification
Receiver Principal to receive all incomng notifications or select an
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i npl ement ati on specific method of selecting a server certificate to
present to clients.

8.3. context Engi nel D Di scovery

SNVPv3 requires that an application know the identifier
(snnpEngi nel D) of the renmpte SNMP protocol engine in order to
retrieve or manipul ate objects maintained on the renote SNVP entity.

[ RFC5343] introduces a well-known | ocal Engi nel D and a di scovery
mechani smthat can be used to |earn the snnpEngi nel D of a renpte SNWP
protocol engine. |Inplenentations are RECOWENDED to support and use
t he cont ext Engi nel D di scovery mechani smdefined in [ RFC5343].

8.4. Transport Considerations

Thi s docunent defines how SNMP nessages can be transnitted over the
TLS- and DTLS-based protocols. Each of these protocols is
additionally based on other transports (TCP and UDP). These two base
protocol s al so have operational considerations that nust be taken
into consideration when selecting a (D) TLS-based protocol to use such
as its performance in degraded or limted networks. It is beyond the
scope of this docunent to summarize the characteristics of these
transport mechani sms. Please refer to the base protocol docunents
for details on messaging considerations with respect to MU si ze,
fragmentation, performance in |ossy networks, etc.

9. Security Considerations

Thi s docunent describes a transport nodel that permits SNWP to
utilize (D)TLS security services. The security threats and how the
(D) TLS transport nodel nitigates these threats are covered in detai
throughout this document. Security considerations for DILS are
covered in [ RFC4347] and security considerations for TLS are
described in Section 11 and Appendices D, E, and F of TLS 1.2

[ RFC5246]. \When run over a connectionl ess transport such as UDP
DTLS is nore vul nerable to denial -of-service attacks from spoofed I P
addresses; see Section 4.2 for details how the cookie exchange is
used to address this issue.

9.1. Certificates, Authentication, and Authorization
I mpl enentati ons are responsible for providing a security certificate
installation and configuration mechanism | nplenentations SHOULD

support certificate revocation lists.

(D) TLS provides for authentication of the identity of both the (D) TLS
server and the (D) TLS client. Access to MB objects for the
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aut henti cated principal MIST be enforced by an access control
subsystem (e.g., the VACM.

Aut hentication of the conmand generator principal’s identity is
important for use with the SNMP access control subsystemto ensure
that only authorized principals have access to potentially sensitive
data. The authenticated identity of the conmand generat or
principal’s certificate is mapped to an SNMP nodel -i ndependent
securityName for use with SNMP access control.

The (D) TLS handshake only provides assurance that the certificate of
the authenticated identity has been signed by a configured accepted
Certification Authority. (D) TLS has no way to further authorize or
reject access based on the authenticated identity. An Access Control
Model (such as the VACM provides access control and authorization of
a conmand generator’s requests to a comrand responder and a
notification receiver’s authorization to receive Notifications froma
notification originator. However, to avoid man-in-the-mddle
attacks, both ends of the (D) TLS-based connecti on MJST check the
certificate presented by the other side against what was expected.
For exanple, command generators must check that the command responder
presented and authenticated itself with an X 509 certificate that was
expected. Not doing so would allow an inpostor, at a mninum to
present false data, receive sensitive information, and/or provide a
fal se belief that configuration was actually received and acted upon.
Aut henticating and verifying the identity of the (D) TLS server and
the (D) TLS client for all operations ensures the authenticity of the
SNWVP engi ne that provides M B data.

The instructions found in the DESCRI PTI ON cl ause of the

snpTl st mCert TOTSNTabl e obj ect nmust be followed exactly. It is also
important that the rows of the table be searched in prioritized order
starting with the row containing the | omest nunbered

snnpTl st mCert TOTSNI D val ue.

9.2. (D)TLS Security Considerations

Thi s section discusses security considerations specific to the usage
of (D) TLS.

9.2.1. TLS Version Requirenents

I mpl enent ati ons of TLS typically support multiple versions of the
Transport Layer Security protocol as well as the ol der Secure Sockets
Layer (SSL) protocol. Because of known security vulnerabilities,
TLSTM clients and servers MJST NOT request, offer, or use SSL 2.0.
See Appendix E. 2 of [RFC5246] for further details.
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9.2.2. Perfect Forward Secrecy

The use of Perfect Forward Secrecy is RECOMWENDED and can be provi ded
by (D)TLS with appropriately selected cipher_suites, as discussed in
Appendi x F of [RFC5246].

9.3. Use with SNWPv1l/ SNMPv2c Messages

The SNWMPv1l and SNWMPv2c message processing described in [ RFC3584] (BCP
74) always sel ects the SNMPvl or SNWPv2c Security Model s,
respectively. Both of these and the User-based Security Mode
typically used with SNMPv3 derive the securityName and securityleve
fromthe SNMP nessage received, even when the nessage was received
over a secure transport. Access control decisions are therefore made
based on the contents of the SNMP message, rather than using the
authenticated identity and securitylLevel provided by the TLS
Transport Model. It is RECOMVENDED that only SNWMPv3 nessages using
the Transport Security Mdel (TSM or another secure-transport aware
security nodel be sent over the TLSTMtransport.

Usi ng a non-transport-aware Security Mddel with a secure Transport
Model is NOT RECOMVENDED. See [ RFC5590], Section 7.1 for additiona
details on the coexistence of security-aware transports and non-
transport-aware security nodel s.

9.4. MB Mdule Security

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

0 The snnpTl st mParansTabl e can be used to change the outgoing X 509
certificate used to establish a (D) TLS connection. Modifications
to objects in this table need to be adequately authenticated since
modi fying the values in this table will have profound inpacts to
the security of outbound connections fromthe device. Since
know edge of authorization rules and certificate usage nechani sns
may be considered sensitive, protection fromdisclosure of the
SNWP traffic via encryption is also highly reconmended.

0 The snnpTl st mAddr Tabl e can be used to change the expectations of
the certificates presented by a renote (D) TLS server.
Modi fications to objects in this table need to be adequately
aut henticated since nodifying the values in this table will have
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profound i npacts to the security of outbound connections fromthe
device. Since know edge of authorization rules and certificate
usage mechani sms may be considered sensitive, protection from

di sclosure of the SNWP traffic via encryption is also highly
recommended.

0 The snnpTl stnCert TOTSNTabl e i s used to specify the nmapping of
incom ng X. 509 certificates to tnBecurityNames, which eventually
get mapped to an SNWMPv3 securityNanme. Modifications to objects in
this table need to be adequately authenticated since nodifying the
values in this table will have profound inpacts to the security of
i ncom ng connections to the device. Since know edge of
aut horization rules and certificate usage mechani sms may be
consi dered sensitive, protection fromdisclosure of the SNW
traffic via encryption is also highly reconmended. When this
table contains a significant nunber of rows it may affect the
system performance when accepting new (D) TLS connecti ons.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

o This MB contains a collection of counters that nonitor the (D) TLS
connections being established with a device. Since know edge of
connection and certificate usage nmechani sns nmay be consi dered
sensitive, protection fromdisclosure of the SNWP traffic via
encryption is highly reconmmended.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple, by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOVWENDED t hat inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], Section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cati on and privacy).

Furt her, depl oynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
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10.

11.

the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

I ANA Consi derations
| ANA has assi gned:

1. Two TCP/UDP port nunbers fromthe "Registered Ports" range of the
Port Numbers registry, with the foll ow ng keywords

Keywor d Deci nal Description Ref erences
snnptl s 10161/ tcp SNWP- TLS [ RFC6353]
snnpdtl s 10161/ udp SNWP- DTLS [ RFC6353]
snmpt | s-trap 10162/ tcp SNWVP- Tr ap- TLS [ RFC6353]

snnpdt | s-trap 10162/ udp SNWVP- Tr ap- DTLS [ RFC6353]

These are the default ports for receipt of SNVWP command nessages
(snnptls and snnpdtls) and SNMP notification nmessages (snnptls-trap
and snnpdtls-trap) over a TLS Transport Mdel as defined in this
docunent .

2. An SM nunber (8) under snnpDomains for the snnpTLSTCPDonai n
obj ect identifier

3. An SM nunber (9) under snnpDomrains for the snnmpDTLSUDPDonai n
obj ect identifier

4. An SM nunber (198) under nib-2, for the MB nodule in this
docunent

5. "tls" as the corresponding prefix for the snnpTLSTCPDormai n in the
SNVP Transport Domai ns registry

6. "dtls" as the corresponding prefix for the snnpDTLSUDPDongi n in
the SNVP Transport Donmins registry
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Appendi x A.  Target and Notification Configuration Exanple

The foll owi ng sections describe exanple configuration for the SNWP-
TLS-TM M B, the SNWP-TARGET-M B, the NOTI FI CATION-M B, and the SNWP-
VI EW BASED- ACM M B.

A. 1. Configuring a Notification Oiginator

The foll owi ng row adds the "Joe Cool " user to the "adm nistrators”
group:

vacnBecuri t yModel

vacnBecurit yNane

vacnma oupNane

vacnBecuri tyToG oupSt or ageType
vacnBSecurityToG oupSt at us

4 (TSM

"Joe Cool "

"adm ni strators"
3 (nonVol atil e)
4 (creat eAndGo)

The foll owing row configures the snnpTl st mAddr Tabl e to use
certificate path validation and to require the renmote notification
receiver to present a certificate for the "server.exanple.org"
identity.

"t oNRAddr "

snnpTar get Addr Nane

snnpTl st mAddr Ser ver Fi nger pri nt
snnpTl st mAddr Serverldentity
snnpTl st mAddr St or ageType
snpTl st mAddr RowsSt at us

"server. exanple.org"
3 (nonVol atil e)
4 (creat eAndCo)

The foll owi ng row configures the snnpTarget Addr Table to send
notifications using TLS/TCP to the snnptls-trap port at 192.0. 2. 1:

"t oNRAddr "
snpTLSTCPDomai n
"192.0.2.1:10162"

snmpTar get Addr Narme
snnpTar get Addr TDomai n
snnpTar get Addr TAddr ess

snnpTar get Addr Ti neout = 1500

snnpTar get Addr Ret r yCount =3

snnpTar get Addr TagLi st = "t oNRTag"

snipTar get Addr Par ans = "t oNR" (MUST mat ch bel ow)
snnpTar get Addr St or ageType =3 (nonVol atil e)
snnpTar get Addr RowsSt at us =4 (creat eAndGo)
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The foll owi ng row configures the snnpTarget ParansTable to send the
notifications to "Joe Cool", using authPriv SNMPv3 notifications
through the Transport SecurityMdel [RFC5591]:

snnpTar get Par ansNane = "t oNR" (rmust match above)
snnpTar get Par ans MPModel = 3 (SNWPv3)

snipTar get Par ansSecur i t yMbdel = 4 (Transport SecurityhMbdel)
snipTar get Par ansSecur i t yName = "Joe Cool "

snnpTar get Par ansSecurityLevel =3 (aut hPriv)
snnpTar get Par ans St or ageType =3 (nonVol atil e)
snnpTar get Par ans RowSt at us =4 (creat eAndGo)

A.2. Configuring TLSTMto Wilize a Sinple Derivation of tnBSecurityName

The foll owing row configures the snnpTl st mCert ToTSNTable to map a

validated client certificate, referenced by the client’s public X 509

hash fingerprint, to a tnBSecurityNane using the subjectAltNane

conmponent of the certificate.
snpTl st mCert TOTSNI D 1

(chosen by ordering preference)

HASH (appropriate fingerprint)

snnpTl st mCer t SANAny

""" (not used)

3 (nonVol atil e)

4 (creat eAndCo)

snnpTl st mCert TOTSNFi nger pri nt
snnpTl st mCert TOTSNMapType
snnpTl st mCert TOTSNDat a

snpTl st mCert TOTSNSt or ageType
snpTl st mCer t TOTSNRowSt at us

This type of configuration should only be used when the nam ng
conventions of the (possibly multiple) Certification Authorities are
wel | understood, so two different principals cannot inadvertently be
identified by the sane derived tnBecurityNane.

A.3. Configuring TLSTMto Utilize Table-Driven Certificate Mapping

The following row configures the snnpTl st nCert TOTSNTabl e to map a
validated client certificate, referenced by the client’s public X 509
hash fingerprint, to the directly specified tnSecurityNanme of "Joe
Cool ".

snnpTl st mCert TOTSNI D 2

(chosen by ordering preference)
HASH (appropriate fingerprint)
snnpTl st nCer t Speci fi ed

"Joe Cool "

3 (nonVol atile)

4 (createAndCo)

snnpTl st mCert TOTSNFi nger pri nt
snpTl st mCert TOTSNMapType
snpTl st mCert TOTSNSecur i t yName
snnpTl st mCert TOTSNSt or ageType
snnpTl st mCer t TOTSNRowSt at us
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