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Framewor k for TCP Throughput Testing
Abst r act

Thi s framework describes a practical methodol ogy for neasuring end-
to-end TCP Throughput in a nmanaged |IP network. The goal is to
provide a better indication in regard to user experience. In this
framework, TCP and | P paraneters are specified to optimze TCP

Thr oughput .

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6349
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1. Introduction

In the network industry, the SLA (Service Level Agreement) provided
to business-class custoners is generally based upon Layer 2/3
criteria such as bandwi dth, | atency, packet |oss, and del ay
variations (jitter). Network providers are conming to the realization
that Layer 2/3 testing is not enough to adequately ensure end-users
satisfaction. In addition to Layer 2/3 testing, this framework
recomrends a met hodol ogy for measuring TCP Throughput in order to
provi de neaningful results with respect to user experience.

Addi tionally, business-class custoners seek to conduct repeatable TCP
Throughput tests between |ocations. Since these organizations rely
on the networks of the providers, a conmon test nethodol ogy with
predefined nmetrics would benefit both parties.

Note that the primary focus of this nethodol ogy i s managed busi ness-
class I P networks, e.g., those Ethernet-terninated services for which
organi zations are provided an SLA fromthe network provider. Because
of the SLA, the expectation is that the TCP Throughput shoul d achieve
the guaranteed bandwi dth. End-users with "best effort” access could
use this nethodol ogy, but this framework and its netrics are intended
to be used in a predictable managed |P network. No end-to-end
performance can be guaranteed when only the access portion is being
provi sioned to a specific bandw dth capacity.

The intent behind this docunent is to define a methodol ogy for
testing sustained TCP Layer performance. In this docunent, the
achi evabl e TCP Throughput is that anpbunt of data per unit of tine
that TCP transports when in the TCP Equilibriumstate. (See
Section 1.3 for the TCP Equilibriumdefinition). Throughout this
docunent, "maxi mum achi evabl e t hroughput" refers to the theoretica
achi evabl e t hroughput when TCP is in the Equilibrium state.

TCP is connection oriented, and at the transnitting side, it uses a
congestion wi ndow (TCP CWND). At the receiving end, TCP uses a
receive window (TCP RWAND) to informthe transnitting end on how many
Bytes it is capable of accepting at a given tine.

Derived from Round-Trip Tine (RTT) and network Bottl eneck Bandwi dth
(BB), the Bandwi dt h-Del ay Product (BDP) determines the Send and
Recei ved Socket buffer sizes required to achieve the maxi num TCP
Throughput. Then, with the help of slow start and congestion

avoi dance algorithnms, a TCP CWN\D is cal cul ated based on the IP
network path |loss rate. Finally, the m nimum val ue between the

cal culated TCP CWND and the TCP RWND advertised by the opposite end
will determ ne how many Bytes can actually be sent by the
transmtting side at a given tine.
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Both TCP W ndow sizes (RAMD and CWND) may vary during any given TCP
session, although up to bandwidth limts, |larger RWND and | arger CW\D
wi || achi eve higher throughputs by permtting nmore in-flight Bytes.

At both ends of the TCP connection and for each socket, there are
default buffer sizes. There are also kernel -enforced nmaxi mum buffer
sizes. These buffer sizes can be adjusted at both ends (transmitting
and receiving). Sone TCP/IP stack inplenentations use Receive W ndow
Aut o- Tuni ng, although, in order to obtain the maxi numthroughput, it
is critical to use |arge enough TCP Send and Receive Socket Buffer
sizes. In fact, they SHOULD be equal to or greater than BDP

Many variabl es are involved in TCP Throughput perfornmance, but this
met hodol ogy focuses on the foll ow ng:

- BB (Bottl eneck Bandwi dt h)

- RTT (Round-Trip Tine)

- Send and Receive Socket Buffers

- M ni mum TCP R\AD

- Path MruU (Maxi mum Transni ssion Unit)

Thi s met hodol ogy proposes TCP testing that SHOULD be perforned in
addition to traditional tests of the Layer 2/3 type. In fact, Layer
2/ 3 tests are REQU RED to verify the integrity of the network before
conducting TCP tests. Exanples include "iperf" (UDP node) and manual
packet - | ayer test techniques where packet throughput, |oss, and del ay
measur enents are conducted. Wen avail abl e, standardi zed testing

simlar to [ RFC2544], but adapted for use in operational networks,
MAY be used.

Not e: [ RFC2544] was never neant to be used outside a | ab environnent.
Sections 2 and 3 of this docunent provide a general overview of the
proposed net hodol ogy. Section 4 defines the nmetrics, while Section 5
expl ains how to conduct the tests and interpret the results.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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1.2. Termi nol ogy
The conmmon definitions used in this methodol ogy are as foll ows:
- TCP Throughput Test Device (TCP TTD) refers to a conpliant TCP host
that generates traffic and nmeasures netrics as defined in this
met hodol ogy, i.e., a dedicated conmrunications test instrunent.

- Customer Provided Equi pnent (CPE) refers to custoner-owned
equi pnent (routers, switches, conputers, etc.).

- Customer Edge (CE) refers to a provider-owned denarcation device.

- Provider Edge (PE) refers to a provider’s distribution equipnent.

- Bottleneck Bandwi dth (BB) refers to the | owest bandwi dth al ong the
conplete path. "Bottleneck Bandwi dth" and "Bandw dt h" are used
synonynously in this docunent. Mst of the tinme, the Bottl eneck
Bandwi dth is in the access portion of the w de-area network
(CE - PE).

- Provider (P) refers to provider core network equi pnent.

- Network Under Test (NUT) refers to the tested | P network path.

- Round-Trip Time (RTT) is the elapsed time between the clocking in
of the first bit of a TCP segnent sent and the receipt of the |ast
bit of the corresponding TCP Acknow edgnent.

- Bandwi dt h-Del ay Product (BDP) refers to the product of a data
link’s capacity (in bits per second) and its end-to-end delay (in

seconds).
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Figure 1.2. Devices, Links, and Paths
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Note that the NUT may be built with a variety of devices including,
but not limted to, |oad bal ancers, proxy servers, or WAN

accel eration appliances. The detail ed topology of the NUT SHOULD be
wel | - known when conducting the TCP Throughput tests, although this
met hodol ogy nakes no attenpt to characterize specific network
architectures.

1.3. TCP Equilibrium

TCP connections have three (3) fundamental congestion w ndow phases,
which are depicted in Figure 1.3.

1. The Slow Start phase, which occurs at the beginning of a TCP
transm ssion or after a retransnission Tine-Qut.

2. The Congestion Avoi dance phase, during which TCP ranps up to
establ i sh the maxi num achi evabl e throughput. It is inportant to
note that retransm ssions are a natural by-product of the TCP
congestion avoi dance algorithmas it seeks to achi eve maxi num
t hr oughput .

3. The Loss Recovery phase, which could include Fast Retransmt
(Tahoe) or Fast Recovery (Reno and New Reno). Wen packet | oss
occurs, the Congestion Avoi dance phase transitions either to Fast
Retransm ssi on or Fast Recovery, depending upon the TCP
implementation. If a Time-Qut occurs, TCP transitions back to the
Sl ow Start phase

AN
[\ | H gh ssthresh TCP CW\D TCP
/\ | Loss Event * hal vi ng 3-Loss Recovery Equi i brium
T | * \ upon | oss
h | * o\ I\ Ti me- Qut Adj ust ed
ro| * \ \ e + * ssthresh
To | * \/ \ I Multiple| *
Cu | * 2-Congestion\ [/ Loss | *
Pg | * Avoi dance \/ Event | *
h | * Hal f | *
p | * TCP CWND | * 1-Slow Start
u | * 1-Slow Start Mn TCP CM\ND after T-O
O

Tine >>>>>>>>>>>>>>>>>>>>>>>>>>
Not e: ssthresh = Slow Start threshol d

Figure 1.3. TCP CWND Phases

Constantine, et al. I nf or mat i onal [ Page 6]



RFC 6349 Framewor k for TCP Throughput Testing August 2011

A well-tuned and wel |l -managed | P network with appropriate TCP
adjustnents in the I P hosts and applications should performvery
close to the BB when TCP is in the Equilibriumstate.

Thi s TCP net hodol ogy provi des gui delines to neasure the naximum

achi evabl e TCP Throughput when TCP is in the Equilibriumstate. Al
maxi mum achi evabl e TCP Throughputs specified in Section 3.3 are with
respect to this condition

It is inportant to clarify the interaction between the sender’s Send
Socket Buffer and the receiver’s advertised TCP RW\D size. TCP test
progranms such as "iperf", "ttcp", etc. allow the sender to contro
the quantity of TCP Bytes transmitted and unacknow edged (in-flight),
commonly referred to as the Send Socket Buffer. This is done

i ndependently of the TCP RAND size advertised by the receiver

2. Scope and Coal s

Before defining the goals, it is inportant to clearly define the
areas that are out of scope.

- This methodology is not intended to predict the TCP Throughput
during the transient stages of a TCP connection, such as during the
Sl ow Start phase

- This methodology is not intended to definitively benchmark TCP
i npl ement ati ons of one OS to another, although some users may find
val ue in conducting qualitative experinents.

- This methodology is not intended to provide detail ed di agnosis of
probl ems within endpoints or within the network itself as related
to non-optinmal TCP performance, although results interpretation for
each test step may provide insights to potential issues.

- This met hodol ogy does not propose to operate permanently with high
measur enent | oads. TCP performance and optimnization within
operational networks MAY be captured and eval uated by using data
fromthe "TCP Extended Statistics MB" [ RFC4898].

In contrast to the above exclusions, the primary goal is to define a
met hod to conduct a practical end-to-end assessnent of sustai ned TCP
performance within a managed busi ness-class |IP network. Another key
goal is to establish a set of "best practices" that a non-TCP expert
SHOULD apply when validating the ability of a nanaged IP network to

carry end-user TCP applications.
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Specific goals are to:

- Provide a practical test approach that specifies tunable paraneters
(such as MIU (Maxi mum Transm ssion Unit) and Socket Buffer sizes)
and how these affect the outcone of TCP performance over an |IP
net wor k.

- Provide specific test conditions such as |ink speed, RTT, MU
Socket Buffer sizes, and achi evabl e TCP Thr oughput when TCP is in
the Equilibriumstate. For guideline purposes, provide exanples of
test conditions and their maxi mum achi evabl e TCP Thr oughput .
Section 1.3 provides specific details concerning the definition of
TCP Equi libriumwi thin this methodol ogy, while Section 3 provides
specific test conditions with exanples.

- Define three (3) basic netrics to conpare the performance of TCP
connections under various network conditions. See Section 4.

- Provide sonme areas within the end host or the network that SHOULD
be considered for investigation in test situations where the
recomrended procedure does not yield the nmaxi mnum achi evabl e TCP
Thr oughput. However, this nethodology is not intended to provide
detail ed di agnosis on these issues. See Section 5.2.

3. Met hodol ogy

Thi s met hodol ogy is intended for operational and managed | P networKks.
A multitude of network architectures and topol ogi es can be tested.
The diagramin Figure 1.2 is very general and is only provided to
illustrate typical segnentation w thin end-user and network provider
donai ns.

Al so, as stated in Section 1, it is considered best practice to
verify the integrity of the network by conducting Layer 2/3 tests
such as [ RFC2544] or ot her nethods of network stress tests; although
it is inportant to nmention here that [RFC2544] was never neant to be
used outside a | ab environment.

It is not possible to make an accurate TCP Throughput neasurenent

when the network is dysfunctional. |In particular, if the network is
exhi biting high packet |oss and/or high jitter, then TCP Layer
Throughput testing will not be meaningful. As a guideline, 5% packet

| oss and/or 150 nms of jitter may be considered too high for an
accur at e neasurenent.
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TCP Throughput testing may require cooperation between the end-user
customer and the network provider. As an exanple, in an MPLS

(Mul tiprotocol Label Switching) network architecture, the testing
SHOULD be conducted either on the CPE or on the CE device and not on
the PE (Provider Edge) router.

The following represents the sequential order of steps for this
testi ng net hodol ogy:

1. ldentify the Path MIU. Packetization Layer Path MIU Di scovery
(PLPMTUD) [ RFC4821] SHOULD be conducted. It is inportant to
identify the path MU so that the TCP TTD is configured properly
to avoi d fragnentation.

2. Baseline Round-Trip Tine and Bandwi dth. This step establishes the
i nherent, non-congested Round-Trip Tinme (RTT) and the Bottl eneck
Bandwi dth (BB) of the end-to-end network path. These neasurenents
are used to provide estimtes of the TCP RWND and Send Socket
Buf fer sizes that SHOULD be used during subsequent test steps.

3. TCP Connection Throughput Tests. Wth baseline neasurenents of
Round-Trip Tine and Bottl eneck Bandw dth, single- and multiple-
TCP-connection throughput tests SHOULD be conducted to baseline
net wor k per f or mance.

These three (3) steps are detailed in Sections 3.1 to 3. 3.

Important to note are sonme of the key characteristics and
considerations for the TCP test instrunent. The test host MAY be a

standard conputer or a dedicated conmunications test instrument. In
both cases, it MJST be capable of ermulating both a client and a
server.

The following criteria SHOULD be consi dered when sel ecti ng whet her
the TCP test host can be a standard conputer or has to be a dedicated
communi cati ons test instrunent:

- TCP inplenentation used by the test host, OS version (e.g., LINUX
CS kernel using TCP New Reno), TCP options supported, etc. wll
obvi ously be nore inportant when using dedi cated conmuni cati ons
test instrunents where the TCP i npl ementati on nmay be custonized or
tuned to run in higher-performance hardware. Wen a conpliant TCP
TTD is used, the TCP inplenentati on SHOULD be identified in the
test results. The conpliant TCP TTD SHOULD be usabl e for conplete
end-to-end testing through network security el ements and SHOULD
al so be usable for testing network sections.
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- More inmportantly, the TCP test host MJST be capabl e of generating
and receiving stateful TCP test traffic at the full BB of the NUT.
Stateful TCP test traffic means that the test host MUST fully
implement a TCP/IP stack; this is generally a coment ained at
dedi cat ed communi cati ons test equi pnent that sonetinmes "blasts"
packets with TCP headers. At the time of this publication, testing
TCP Throughput at rates greater than 100 Mops may require high-
performance server hardware or dedi cated hardware-based test tools.

- A conpliant TCP Throughput Test Device MJST all ow adjusting both
Send and Recei ve Socket Buffer sizes. The Socket Buffers MJST be
| arge enough to fill the BDP

- Measuring RTT and retransm ssions per connection will generally
require a dedi cated communi cations test instrunent. In the absence
of dedi cated hardware-based test tools, these nmeasurenents may need
to be conducted with packet capture tools, i.e., conduct TCP
Throughput tests and analyze RTT and retransmi ssions in packet
captures. Another option MAY be to use the "TCP Extended
Statistics MB" [ RFC4898] .

- The [ RFC4821] PLPMTUD test SHOULD be conducted with a dedicated
tester that exposes the ability to run the PLPMIUD al gorithm
i ndependently fromthe OS stack.

3.1. Path MU

TCP i npl enent ati ons shoul d use Path MIU Di scovery techni ques (PMIUD).
PMIUD relies on ICVMP 'need to frag’ nessages to |learn the path MU
Wien a device has a packet to send that has the Don’t Fragment (DF)
bit in the | P header set and the packet is larger than the MIU of the
next hop, the packet is dropped, and the device sends an | CVP ' need
to frag’ message back to the host that originated the packet. The
ICVMP "need to frag’ nessage includes the next-hop MIU, which PMIuD
uses to adjust itself. Unfortunately, because many network managers
conpletely disable |CMP, this technique does not always prove
reliable.

Packeti zati on Layer Path MIU Di scovery (PLPMIUD) [ RFC4821] MJST t hen
be conducted to verify the network path MIU. PLPMIUD can be used
with or without ICVP. [RFC4821] specifies search_high and search_ | ow
paraneters for the MIU, and we recomend using those paraneters. The
goal is to avoid fragnmentation during all subsequent tests.
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3.2. Round-Trip Tinme (RTT) and Bottl eneck Bandw dth (BB)

Before stateful TCP testing can begin, it is inportant to determ ne
the baseline RTT (i.e., non-congested i nherent delay) and BB of the
end-to-end network to be tested. These nmeasurenents are used to
calculate the BDP and to provide estimtes of the TCP RWND and Send
Socket Buffer sizes that SHOULD be used in subsequent test steps.

3.2.1. Measuring RTT

As previously defined in Section 1.2, RTT is the el apsed tine between
the clocking in of the first bit of a TCP segnent sent and the
receipt of the last bit of the corresponding TCP Acknow edgnent.

The RTT SHOULD be basel i ned during off-peak hours in order to obtain
areliable figure of the inherent network latency. O herw se,

addi tional delay caused by network buffering can occur. Al so, when
sanmpling RTT val ues over a given test interval, the mninum nmeasured
val ue SHOULD be used as the baseline RTT. This will nost closely
estimate the real inherent RTT. This value is also used to determne
the Buffer Delay Percentage netric defined in Section 4.3.

The following list is not neant to be exhaustive, although it

summari zes sone of the most conmon ways to determ ne Round-Trip Tine.
The desired neasurenent precision (i.e., nms versus us) may dictate
whet her the RTT neasurement can be achieved with |CMP pings or by a
dedi cated conmuni cations test instrument with precision timers. The
obj ective of this sectionis to |list several techniques in order of
decreasi ng accuracy.

- Use test equiprment on each end of the network, "looping" the far-
end tester so that a packet stream can be nmeasured back and forth
fromend to end. This RTT neasurenent may be conpatible with del ay
measur enent protocols specified in [ RFC5357].

- Conduct packet captures of TCP test sessions using "iperf" or FTP,
or other TCP test applications. By running multiple experinents,
packet captures can then be analyzed to estimate RTT. It is
inmportant to note that results based upon the SYN -> SYN-ACK at the
begi nning of TCP sessi ons SHOULD be avoi ded, since Firewalls m ght
sl ow down 3-way handshakes. Also, at the sender’s side,
Cstermann’s LINUX TCPTRACE utility with -1 -r argunments can be used
to extract the RTT results directly fromthe packet captures

- ntain RTT statistics available from M Bs defined in [ RFC4898] .
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- 1 QWP pings may al so be adequate to provide Round-Trip Tinme
estimates, provided that the packet size is factored into the
estimates (i.e., pings with different packet sizes mght be
required). Sone limtations with |CVP ping may include ns
resol uti on and whether or not the network el enents are responding
to pings. Also, ICW is often rate-limted or segregated into
different buffer queues. |CMP might not work if QoS (Quality of
Service) reclassification is done at any hop. ICWP is not as
reliable and accurate as in-band neasurenents.

3.2.2. Measuring BB

Bef ore any TCP Throughput test can be conducted, bandw dth

measur enent tests SHOULD be run with stateless IP streams (i.e., not
stateful TCP) in order to determne the BB of the NUI. These

measur enent s SHOULD be conducted in both directions, especially in
asymetrical access networks (e.g., Asymmetric Bit-Rate DSL (ADSL)
access). These tests SHOULD be perforned at various intervals

t hroughout a business day or even across a week.

Testing at various tinme intervals would provide a better
characterization of TCP Throughput and better diagnosis insight (for
cases where there are TCP perfornmance issues). The bandwidth tests
SHOULD produce | ogged outputs of the achi eved bandw dt hs across the
conmpl ete test duration.

There are many wel | -established techni ques avail able to provide
esti mat ed neasures of bandwi dth over a network. It is a comon
practice for network providers to conduct Layer 2/3 bandwi dth
capacity tests using [ RFC2544], although it is understood that

[ RFC2544] was never neant to be used outside a | ab environment.
These bandw dt h measurements SHOULD use network capacity techni ques
as defined in [ RFC5136].

3.3. Measuring TCP Throughput

Thi s met hodol ogy specifically defines TCP Throughput neasurenent
techni ques to verify maxi mum achi evabl e TCP perfornmance in a nanaged
busi ness-cl ass | P networ k.

Wth baseline neasurenents of RTT and BB from Section 3.2, a series
of single- and/or multiple-TCP-connection throughput tests SHOULD be
conduct ed.

The nunber of trials and the choice between single or nmultiple TCP
connections will be based on the intention of the test. A single-
TCP-connection test mght be enough to neasure the achievabl e

t hroughput of Metro Ethernet connectivity. However, it is inportant
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to note that various traffic nmanagenent techni ques can be used in an
I P network and that some of those techniques can only be tested with
mul ti ple connections. As an exanple, nultiple TCP sessions m ght be
required to detect traffic shaping versus policing. Miltiple
sessions m ght al so be needed to neasure Active Queue Managenent
performance. However, traffic managenent testing is not within the
scope of this test methodol ogy.

In all circumstances, it is RECOMWENDED to run the tests in each
direction independently first and then to run themin both directions
simultaneously. It is also RECOVWENDED to run the tests at different
ti mes of the day.

In each case, the TCP Transfer Time Ratio, the TCP Efficiency
Percent age, and the Buffer Delay Percentage MJST be neasured in each
direction. These 3 netrics are defined in Section 4.

3.3. 1. M ni mum TCP RWAD

The TCP TTD MJUST all ow the Send Socket Buffer and Receive W ndow
sizes to be set higher than the BDP; otherw se, TCP performance wl |
be limted. |In the business custoner environment, these settings are
not generally adjustable by the average user. These settings are
either hard-coded in the application or configured within the CS as
part of a corporate image. In many cases, the user’s host Send
Socket Buffer and Receive Wndow size settings are not optinmal

This section provides derivations of BDPs under various network
conditions. It also provides exanpl es of achievable TCP Thr oughput
with various TCP RWN\D sizes. This provides inportant guidelines
showi ng what can be achieved with settings higher than the BDP
versus what woul d be achieved in a variety of real-world conditions.

The m nimumrequired TCP RWND si ze can be cal culated fromthe
Bandwi dt h- Del ay Product (BDP), which is as foll ows:

BDP (bits) = RTT (sec) X BB (bps)
Note that the RTT is being used as the "Delay" variable for the BDP
Then, by dividing the BDP by 8, we obtain the mninmmrequired TCP
RW\D size in Bytes. For optinmal results, the Send Socket Buffer MJST
be adjusted to the same value at each end of the network.

M ni mum required TCP RWND = BDP / 8

As an exanmple, on a T3 link with 25-ms RTT, the BDP woul d equa
~1, 105,000 bits, and the minimumrequired TCP RWND woul d be ~138 KB
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Note that separate cal cul ations are REQU RED on asymetrical paths
An asymmetrical -path exanple would be a 90-ms RTT ADSL line with 5
Mops downstream and 640 Kbps upstream The downstream BDP woul d
equal ~450,000 bits, while the upstream one would be only

~57,600 bits.

The foll owi ng table provides some representative network |ink speeds,
RTT, BDP, and their associated m nimumrequired TCP RAND si zes.

Li nk M ni mum Requi r ed
Speed* RTT BDP TCP RWND
(Mops) () (bits) ( KByt es)
1.536 20. 00 30, 720 3.84
1.536 50. 00 76, 800 9. 60
1.536 100. 00 153, 600 19. 20
44.210 10. 00 442,100 55. 26
44. 210 15. 00 663, 150 82. 89
44. 210 25.00 1, 105, 250 138. 16
100. 000 1.00 100, 000 12. 50
100. 000 2.00 200, 000 25. 00
100. 000 5. 00 500, 000 62. 50
1, 000. 000 0.10 100, 000 12.50
1, 000. 000 0.50 500, 000 62. 50
1, 000. 000 1.00 1, 000, 000 125. 00
10, 000. 000 0.05 500, 000 62. 50
10, 000. 000 0.30 3, 000, 000 375.00

* Note that link speed is the BB for the NUT
Table 3.3.1. Link Speed, RTT, Calculated BDP, and M ni nrum TCP RW\D
In the above table, the following serial |ink speeds are used:

- T1 1.536 Mops (for a B8ZS line encoding facility)

- T3 44.21 Mops (for a CBit framng facility)
The previous table illustrates the minimumrequired TCP RWAND. If a
smal ler TCP RM\D size is used, then the TCP Throughput cannot be
optimal. To calculate the TCP Throughput, the following forrmula is

used:

TCP Throughput = TCP RM\AND X 8 / RTT
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An exanpl e could be a 100-Mips IP path with 5-ms RTT and a TCP RWAD
of 16 KB; then:

TCP Thr oughput
TCP Thr oughput
TCP Thr oughput

16 KBytes X 8 hits / 5 ns
128,000 bits / 0.005 sec
25. 6 Mops

Anot her exanple, for a T3 using the same calculation formula, is
illustrated in Figure 3.3.1la:

TCP Throughput = 16 KBytes X 8 bhits / 10 ns
TCP Throughput = 128,000 bits / 0.01 sec
TCP Throughput = 12.8 Mps*

VWhen the TCP RWAD si ze exceeds the BDP (T3 link and 64-KByte TCP RWAD
on a 10-ms RTT path), the maxi mum Franmes Per Second (FPS) limt of
3664 is reached, and then the fornula is:

TCP Thr oughput
TCP Thr oughput
TCP Thr oughput

max FPS X (MIU - 40) X 8
3664 FPS X 1460 Bytes X 8 bits
42.8 Mops**

The foll owi ng di agram conpares achi evabl e TCP Throughputs on a T3
with Send Socket Buffer and TCP RW\D sizes of 16 KB versus 64 KB.

45|

TCP |
Through- 35|

put I
(Mops) 30|

RTT (m | liseconds)

Figure 3.3.1a. TCP Throughputs on a T3 at Different RTTs
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The foll owi ng di agram shows the achi evabl e TCP Throughput on a 25-ns
T3 when Send Socket Buffer and TCP RAND sizes are increased.
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* Note that 128 KB requires the [ RFC1323] TCP W ndow Scal e opti on
Figure 3.3.1b. TCP Throughputs on a T3 with Different TCP RAND
4. TCP Metrics

Thi s met hodol ogy focuses on a TCP Throughput and provi des 3 basic
metrics that can be used for better understanding of the results. It
is recogni zed that the conplexity and unpredictability of TCP nakes
it very difficult to develop a conplete set of nmetrics that accounts
for the nyriad of variables (i.e., RIT variations, |oss conditions,
TCP inpl ementations, etc.). However, these 3 netrics facilitate TCP
Thr oughput conpari sons under varying network conditions and host
buffer size/ RA\ND settings.

4.1. Transfer Tine Ratio
The first metric is the TCP Transfer Tinme Ratio, which is sinply the
rati o between the Actual TCP Transfer Tine versus the lIdeal TCP

Transfer Tine.

The Actual TCP Transfer Tine is sinply the tine it takes to transfer
a bl ock of data across TCP connection(s).
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The Ideal TCP Transfer Tinme is the predicted time for which a bl ock
of data SHOULD transfer across TCP connection(s), considering the BB
of the NUT.

Actual TCP Transfer Tinme
TCP Transfer Time Ratio = -------c-mmmmmmmiaa
| deal TCP Transfer Tine

The Ideal TCP Transfer Tinme is derived fromthe Maxi mum Achi evabl e
TCP Throughput, which is related to the BB and Layer 1/2/3/4

over heads associated with the network path. The follow ng sections
provi de derivations for the Maxi mum Achi evabl e TCP Thr oughput and
exanpl e cal culations for the TCP Transfer Time Ratio.

4.1.1. Maxi mum Achi evabl e TCP Throughput Cal cul ation

This section provides fornmulas to cal cul ate the Maxi mnum Achi evabl e
TCP Throughput, with exanples for T3 (44.21 Mips) and Et hernet.

Al'l calcul ations are based on | P version 4 with TCP/| P headers of 20
Bytes each (20 for TCP + 20 for IP) within an MIU of 1500 Byt es.

First, the maxi num achi evabl e Layer 2 throughput of a T3 interface is
limted by the nmaxi mum quantity of Franes Per Second (FPS) pernitted
by the actual physical |ayer (Layer 1) speed.

The cal culation formula is:

FPS = T3 Physical Speed / ((MIU + PPP + Flags + CRC16) X 8)
FPS = (44.21 Mops /

((1500 Bytes + 4 Bytes + 2 Bytes + 2 Bytes) X 8 )))
FPS = (44.21 Mops / (1508 Bytes X 8))
FPS = 44.21 Mps / 12064 bits
FPS = 3664

Then, to obtain the Maxi mum Achi evabl e TCP Throughput (Layer 4), we
simply use:

(MU - 40) in Bytes X 8 bits X max FPS
For a T3, the maxi mum TCP Throughput =
1460 Bytes X 8 bits X 3664 FPS

11680 bits X 3664 FPS
42.8 Mops

Maxi mum TCP Thr oughput
Maxi mum TCP Thr oughput
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On Ethernet, the maxi mum achi evabl e Layer 2 throughput is limted by
the maxi num Frames Per Second permitted by the | EEE802. 3 st andard.

The maxi mum FPS for 100-Mops Ethernet is 8127, and the cal cul ation
formula is:

FPS = (100 Mops / (1538 Bytes X 8 bits))

The maxi mum FPS for G gE is 81274, and the calculation forrmula is:
FPS = (1 Gbps / (1538 Bytes X 8 hits))

The maxi nrum FPS for 10G gE is 812743, and the cal culation fornula is:
FPS = (10 Gops / (1538 Bytes X 8 hits))

The 1538 Bytes equates to:

MIU + Ethernet + CRC32 + | FG + Preanble + SFD
(IFG = Inter-Frame Gap and SFD = Start of Frame Delimter)

where MIU is 1500 Bytes, Ethernet is 14 Bytes, CRC32 is 4 Bytes, |IFG
is 12 Bytes, Preanble is 7 Bytes, and SFD is 1 Byte.

Then, to obtain the Maxi mum Achi evabl e TCP Throughput (Layer 4), we
simply use:

(MU - 40) in Bytes X 8 bits X max FPS
For 100- Mbps Et hernet, the maxi mum TCP Throughput =
1460 Bytes X 8 bits X 8127 FPS

11680 bits X 8127 FPS
94.9 Mops

Maxi mum TCP Thr oughput
Maxi mum TCP Thr oughput

It is inportant to note that better results could be obtained with
junbo frames on G gabit and 10-G gabit Ethernet interfaces.
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4.

1.

2. TCP Transfer Tinme and Transfer Tine Ratio Cal cul ati on

The following table illustrates the Ideal TCP Transfer Time of a
single TCP connection when its TCP RWAD and Send Socket Buffer sizes
equal or exceed the BDP

Li nk Maxi mum | deal TCP
Speed BDP Achi evabl e TCP Transfer Tinme

(Mops) RTT (ns) ( KByt es) Thr oughput ( Mops) (seconds) *

1.536 50. 00 9.6 1.4 571.0

44. 210 25.00 138. 2 42. 8 18.0

100. 000 2.00 25.0 94.9 9.0

1, 000. 000 1.00 125.0 949.2 1.0

10, 000. 000 0.05 62.5 9,492.0 0.1

* Transfer tinmes are rounded for sinplicity.

Table 4.1.2. Link Speed, RTT, BDP, TCP Throughput, and
Ideal TCP Transfer Tine for a 100-MB Fil e

For a 100-MB file (100 X 8 = 800 Mits), the Ideal TCP Transfer Tine
is derived as foll ows:

800 Mits
Ideal TCP Transfer Time = --------ommmm oo -
Maxi mum Achi evabl e TCP Thr oughput

To illustrate the TCP Transfer Time Ratio, an exanple woul d be the
bul k transfer of 100 MB over 5 sinultaneous TCP connections (each
connection transferring 100 MB). |In this exanple, the Ethernet
service provides a Commtted Access Rate (CAR) of 500 Mops. Each
connecti on may achieve different throughputs during a test, and the
overal |l throughput rate is not always easy to determ ne (especially
as the nunber of connections increases).

The Ideal TCP Transfer Tinme would be ~8 seconds, but in this exanple,
the Actual TCP Transfer Time was 12 seconds. The TCP Transfer Tine
Ratio would then be 12/8 = 1.5, which indicates that the transfer
across all connections took 1.5 tinmes |onger than the ideal
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4.2. TCP Efficiency

The second netric represents the percentage of Bytes that were not
retransmtted

Transmitted Bytes - Retransnitted Bytes

TCP Efficiency %= ------mmmmm e X 100
Transmitted Bytes

Transmtted Bytes are the total number of TCP Bytes to be
transmtted, including the original and the retransnitted Bytes.

4.2.1. TCP Efficiency Percentage Cal cul ation

As an example, if 100,000 Bytes were sent and 2,000 had to be
retransmtted, the TCP Efficiency Percentage woul d be cal cul ated as:

102, 000 - 2,000
TCP Efficiency %= ----------------- X 100 = 98.03%

Note that the Retransmitted Bytes nay have occurred nore than once;
if so, then these nultiple retransm ssions are added to the
Retransmitted Bytes and to the Transmitted Bytes counts.

4.3. Buffer Delay

The third netric is the Buffer Delay Percentage, which represents the
increase in RTT during a TCP Throughput test versus the inherent or
baseline RTT. The baseline RTT is the Round-Trip Tine inherent to
the network path under non-congested conditions as defined in

Section 3.2.1. The average RTT is derived fromthe total of al
measured RTTs during the actual test at every second divided by the
test duration in seconds.

Total RTTs during transfer

Average RTT during transfer = -------ommmmmmmaao
Transfer duration in seconds

Average RTT during transfer - Baseline RTT
Buffer Delay % = --------mmmmmm e X 100
Baseline RTT
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4.3.1. Buffer Delay Percentage Cal cul ation

As an exampl e, consider a network path with a baseline RTT of 25 ms.
During the course of a TCP transfer, the average RTT across the
entire transfer increases to 32 ns. Then, the Buffer Del ay

Per cent age woul d be cal cul ated as:

Buffer Delay %= ------- X 100 = 28%

Note that the TCP Transfer Time Ratio, TCP Efficiency Percentage, and
the Buffer Delay Percentage MJST all be neasured during each
throughput test. A poor TCP Transfer Tine Ratio (i.e., Actual TCP
Transfer Tine greater than the lIdeal TCP Transfer Tinme) may be

di agnosed by correlating with sub-optinal TCP Efficiency Percentage
and/ or Buffer Delay Percentage netrics.

5. Conducting TCP Throughput Tests

Several TCP tools are currently used in the network world, and one of
the nost conmmon is "iperf". Wth this tool, hosts are installed at
each end of the network path; one acts as a client and the other as a
server. The Send Socket Buffer and the TCP RWD sizes of both client
and server can be nmanually set. The achieved throughput can then be
measured, either uni-directionally or bi-directionally. For higher-
BDP situations in | ossy networks (Long Fat Networks (LFNs) or
satellite links, etc.), TCP options such as Sel ecti ve Acknow edgnent
SHOULD becone part of the w ndow size/throughput characterization

Host hardware performance nust be well understood before conducting
the tests described in the followi ng sections. A dedicated

communi cations test instrument will generally be REQUI RED, especially
for line rates of GgE and 10 GgE. A conpliant TCP TTD SHOULD
provi de a warni ng nessage when the expected test throughput wll
exceed the subscribed custoner SLA. |If the throughput test is
expected to exceed the subscribed customer SLA, then the test SHOULD
be coordinated with the network provider.

The TCP Thr oughput test SHOULD be run over a |ong enough duration to

properly exercise network buffers (i.e., greater than 30 seconds) and

SHOULD al so characterize performance at different tinmes of the day.
5.1. Single versus Miultiple TCP Connections

The deci sion whether to conduct single- or nultiple-TCP-connection

tests depends upon the size of the BDP in relation to the TCP RAWND
configured in the end-user environnent. For exanple, if the BDP for
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a Long Fat Network (LFN) turns out to be 2 MB, then it is probably
more realistic to test this network path with nultiple connections.
Assum ng typical host TCP RAND sizes of 64 KB (e.g., Wndows XP),
usi ng 32 TCP connections would ermul ate a snmall-office scenario.

The following table is provided to illustrate the relationship
bet ween the TCP RWND and the nunber of TCP connections required to
fill the avail able capacity of a given BDP. For this exanple, the

net wor k bandwi dth is 500 Mops and the RTT is 5 nms; then, the BDP
equates to 312.5 KBytes.

Nunber of TCP Connecti ons
TCP RMAD to fill avail able bandw dth

16 KB 20
32 KB 10
64 KB 5
128 KB 3

Tabl e 5. 1. Nunber of TCP Connections versus TCP RW\D

The TCP Transfer Tine Ratio metric is useful when conducting

mul ti pl e-connection tests. Each connection SHOULD be configured to
transfer payl oads of the sanme size (e.g., 100 MB); then, the TCP
Transfer Time Ratio provides a sinple netric to verify the actua
versus expected results.

Note that the TCP transfer tinme is the tinme required for each
connection to conplete the transfer of the predeternined payl oad
size. Fromthe previous table, the 64-KB wi ndow is considered. Each
of the 5 TCP connections would be configured to transfer 100 MB, and
each one should obtain a maxi mum of 100 Mips. So for this exanple,
the 100- MB payl oad shoul d be transferred across the connections in
approxi mately 8 seconds (which would be the Ideal TCP Transfer Tine
under these conditions).

Additionally, the TCP Efficiency Percentage nmetric MJST be conputed
for each connection as defined in Section 4. 2.

5.2. Results Interpretation

At the end, a TCP Throughput Test Device (TCP TTD) SHOULD generate a
report with the cal culated BDP and a set of W ndow size experinments.
W ndow si ze refers to the m ni mum of the Send Socket Buffer and TCP
RWAND. The report SHOULD include TCP Throughput results for each TCP
W ndow si ze tested. The goal is to provide achi evabl e versus actua
TCP Throughput results with respect to the TCP Wndow si ze when no
fragmentation occurs. The report SHOULD al so include the results for
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the 3 netrics defined in Section 4. The goal is to provide a clear
rel ati onship between these 3 nmetrics and user experience. As an
exanple, for the sane results in regard to Transfer Time Ratio, a
better TCP Efficiency could be obtained at the cost of higher Buffer
Del ays.

For cases where the test results are not equal to the ideal values,
some possi bl e causes are as foll ows:

- Network congestion causing packet |oss, which nay be inferred from
a poor TCP Efficiency % (i.e., higher TCP Efficiency %= |ess
packet | oss).

- Network congestion causing an increase in RTT, which may be
inferred fromthe Buffer Delay Percentage (i.e., 0% = no increase
in RTT over baseline).

- Intermedi ate network devices that actively regenerate the TCP
connection and can alter TCP RAWND size, MIU, etc.

- Rate limting by policing instead of shaping.

- Maxi mum TCP Buffer Space. All operating systens have a gl oba
mechanismto limt the quantity of systemnmenory to be used by TCP
connections. On sone systens, each connection is subject to a
menory limt that is applied to the total menory used for input
data, output data, and controls. On other systens, there are
separate limts for input and output buffer spaces per connection
Client/server |P hosts nmight be configured with Maxi nrum TCP Buf f er
Space limts that are far too small for high-perfornmance networks

- Socket Buffer sizes. Mst operating systens support separate
per-connection send and receive buffer limts that can be adjusted
as long as they stay within the maxi mumnenory limts. These
socket buffers MJST be | arge enough to hold a full BDP of TCP Bytes
pl us sone overhead. There are several nethods that can be used to
adj ust Socket Buffer sizes, but TCP Auto-Tuning automatically
adj usts these as needed to optimally balance TCP performance and
nmenory usage

It is inportant to note that Auto-Tuning is enabled by default in

LI NUX since kernel release 2.6.6 and in UNI X since FreeBSD 7.0. It
is also enabled by default in Wndows since Vista and in Mac since
OCS X version 10.5 (Leopard). Over-buffering can cause sone
applications to behave poorly, typically causing sluggish
interactive response and introducing the risk of running the system
out of menory. Large default socket buffers have to be considered

carefully on multi-user systens.
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- TCP Wndow Scal e option [RFC1323]. This option enables TCP to
support large BDP paths. It provides a scale factor that is
required for TCP to support wi ndow sizes larger than 64 KB. Mbst
systens automatically request WSBCALE under sone conditions, such as
when the Receive Socket Buffer is larger than 64 KB or when the
ot her end of the TCP connection requests it first. WSCALE can only
be negotiated during the 3-way handshake. |If either end fails to
request WSCALE or requests an insufficient value, it cannot be
renegotiated. Different systens use different algorithnms to sel ect
WSCALE, but it is very inportant to have | arge enough buffer sizes.
Not e that under these constraints, a client application wishing to
send data at high rates may need to set its own receive buffer to
somet hing |l arger than 64 KBytes before it opens the connection, to
ensure that the server properly negotiates WSCALE. A system
adm nistrator m ght have to explicitly enable [RFC1323] extensions.
O herwi se, the client/server | P host would not support TCP W ndow
sizes (BDP) larger than 64 KB. Mst of the time, perfornance gains
will be obtained by enabling this option in LFNs.

- TCP Timestanps option [ RFC1323]. This feature provides better
measurenents of the Round-Trip Tine and protects TCP from data
corruption that mght occur if packets are delivered so |ate that
the sequence nunbers wap before they are delivered. Wapped
sequence nunbers do not pose a serious risk below 100 Mps, but the
risk increases at higher data rates. Mst of the time, performance
gains will be obtained by enabling this option in G gabit-bandw dth
net wor ks.

- TCP Sel ective Acknow edgnents (SACK) option [RFC2018]. This allows
a TCP receiver to informthe sender about exactly which data
segnment is mssing and needs to be retransmtted. Wthout SACK
TCP has to estimate which data segment is mssing, which works just
fine if all losses are isolated (i.e., only one loss in any given
round trip). Wthout SACK, TCP takes a very long time to recover
after nmultiple and consecutive | osses. SACK is now supported by
nmost operating systens, but it nmay have to be explicitly enabl ed by
the system adm nistrator. |In networks with unknown | oad and error
patterns, TCP SACK will inprove throughput performance. On the
ot her hand, security appliance vendors m ght have inplenmented TCP
random zati on without considering TCP SACK, and under such
circunstances, SACK m ght need to be disabled in the client/server
I P hosts until the vendor corrects the issue. Also, poorly
i mpl ement ed SACK al gorithns night cause extreme CPU | oads and ni ght
need to be disabl ed.
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- Path MIU. The client/server |IP host system SHOULD use the | argest
possible MIU for the path. This nmay require enabling Path MU
Di scovery [ RFC1191] and [RFC4821]. Since [RFC1191] is flawed, Path
MIU Di scovery i s sonmetines not enabl ed by default and may need to
be explicitly enabled by the system adm nistrator. [RFC4821]
descri bes a new, nore robust algorithmfor MU di scovery and | CVP
bl ack hol e recovery.

- TCE (TCP Ofload Engine). Some recent Network Interface Cards
(NI Cs) are equipped with drivers that can do part or all of the
TCP/ 1 P protocol processing. TOE inplenmentations require additiona
work (i.e., hardware-specific socket nanipulation) to set up and
tear down connections. Because TOE NI C configuration paraneters
are vendor-specific and not necessarily RFC-compliant, they are
poorly integrated with UNI X and LINUX. Cccasionally, TOE m ght
need to be disabled in a server because its N C does not have
enough menory resources to buffer thousands of connecti ons.

Note that both ends of a TCP connection MJST be properly tuned.
6. Security Considerations

Measuring TCP network performance rai ses security concerns. Metrics
produced within this framework nay create security issues

6. 1. Deni al - of - Servi ce Attacks

TCP network perfornmance netrics, as defined in this docunent, attenpt
to fill the NUT with a stateful connection. However, since the test
MAY use stateless |IP streans as specified in Section 3.2.2, it mght
appear to network operators to be a denial-of-service attack. Thus,
as nmentioned at the beginning of Section 3, TCP Throughput testing
may require cooperation between the end-user custonmer and the network
provi der.

6.2. User Data Confidentiality
Metrics within this framework generate packets froma sanple, rather
than taking sanpl es based on user data. Thus, our framework does not
threaten user data confidentiality.

6.3. Interference with Metrics
The security considerations that apply to any active neasurenment of

live networks are relevant here as well. See [ RFC4656] and
[ RFC5357] .
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