I nternet Engi neering Task Force (IETF) S. Josefsson

Request for Comments: 6339 SJD AB
Cat egory: Standards Track L. Hornqui st Astrand
| SSN: 2070-1721 Appl e, Inc.

August 2011

Cont ext Token Encapsul at e/ Decapsul ate and O D Conpari son Functions for
the Generic Security Service Application ProgramInterface (GSS-API)

Abst ract

Thi s docunent describes three abstract CGeneric Security Service
Application ProgramlInterface (GSS-APl) interfaces used to
encapsul at e/ decapsul ate context tokens and conpare O Ds. This
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1. Introduction

The Generic Security Service Application ProgramlInterface (GSS-API)

[ RFC2743] is a framework that provides security services to
applications using a variety of authentication nmechanisns. There are
wi dely inplenmented C bindings [ RFC2744] for the abstract interface.

For initial context tokens, a mechani smindependent token format nay
be used (see Section 3.1 of [RFC2743]). Sone protocols, e.g., Sinple
Aut hentication and Security Layer (SASL) GS2 [ RFC5801], need the
ability to add and renove this token header, which contains sone

ASN. 1 tags, a length, and the nmechanism O D to and from cont ext
tokens. This docunment adds two GSS- APl interfaces

(GSS_Encapsul at e_t oken and GSS _Decapsul ate_t oken) so that GSS- AP
libraries can provide this functionality.

Being able to conmpare O Ds is useful, for exanple, when validating
that a negotiated nechani sm mat ches the requested one. This docunent
adds one GSS-API interface (GSS O D equal) for this purpose.

Text fromthis specification can be used as inplenmentation
docunentation, and for this reason, Sections 3, 4, 5, 6, and 8 should
be consi dered code conponents.

2. Conventions Used in This Docunent
The document uses ternms from and is structured in a simlar way as,
[ RFC2743] and [RFC2744]. The normative reference to [ RFC5587] is for

the C types "gss_const _buffer_t" and "gss_const_QO D'; nothing el se
fromthat docunment is required to inplenent this docunent.
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3.

3.

GSS_Encapsul at e_t oken Cal |
| nput s:
0 input_token OCTET STRING -- buffer with token data to encapsul ate

0 token_oid OBIJECT | DENTIFIER -- object identifier of mechanismfor
the t oken

Qut put s:
0 mmjor_status | NTEGER

0 output_token OCTET STRING -- Encapsul ated token data; caller nust
rel ease with GSS Rel ease_buffer()

Return maj or _status codes:

0 GSS_S COWLETE indicates that conpletion was successful and that
out put paraneters hold correct information.

0 GSS S FAILURE indicates that encapsulation failed for reasons
unspecified at the GSS-API |evel.

GSS_Encapsul ate_token() is used to add the mechani smi ndependent
token header to GSS- APl context token data.

gss_encapsul at e_t oken
OM ui nt 32 gss_encapsul ate_t oken (
gss_const _buffer_t input_token,
gss_const _O D token_oi d,
gss_buffer_t output_t oken)
Pur pose:

Add the nechani smindependent token header to GSS- APl context token
dat a.

Par anet ers:

i nput _t oken buf fer, opaque, read
Buffer with GSS- APl context token dat a.

t oken_oi d oject ID, read
oj ect identifier of token.
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out put _t oken buffer, opaque, nodify
Encapsul at ed token data; caller must rel ease
with gss_rel ease_buffer().

Function val ues: GSS status codes

GSS_S COWPLETE I ndi cates that conpletion was successful and
that output paraneters hold correct
i nformation.

GSS_ S FAI LURE I ndi cates that encapsulation failed for
reasons unspecified at the GSS-API |evel.

4. GSS_Decapsul ate_t oken Call
I nput s:
0 input_token OCTET STRING -- buffer with token to decapsul ate
0 token_oid OBJECT | DENTIFIER -- expected object identifier of token
Qut put s:
0 mmjor_status | NTEGER

0 output_token OCTET STRING -- Decapsul ated token data; caller nust
rel ease with GSS Rel ease_buffer()

Return maj or _status codes:

0 GSS_S COWLETE indicates that conpletion was successful and that
out put paraneters hold correct information.

0 GSS S DEFECTI VE TOKEN neans that the token fail ed consistency
checks (e.g., OD mismatch or ASN.1 DER | ength errors).

0 GSS S FAILURE indicates that decapsulation failed for reasons
unspecified at the GSS-API |evel.

GSS Decapsul ate_token() is used to renove the nechani smi ndependent
token header froman initial GSS-APlI context token.
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4.1. gss_decapsul ate_t oken

OM _ui nt 32

gss_decapsul ate_t oken (
gss_const _buffer_t input_token,
gss_const _O D token_oi d,
gss_buffer_t output_token)

Pur pose:

Renove the mechani smi ndependent token header froman initial GSS-API
cont ext token.

Par anet er s:

i nput _t oken buffer, opaque, read
Buf fer with GSS- APl context token.

token_oi d oject ID, read
Expect ed object identifier of token.

out put _t oken buffer, opaque, nodify
Decapsul ated token data; caller mnust rel ease
with gss rel ease buffer().

Function val ues: GSS st atus codes

GSS_S COWPLETE I ndi cates that conpletion was successful and
that output paraneters hold correct
i nformation.

GSS_S DEFECTI VE_TOKEN Means that the token failed consistency checks
(e.g., OD msmtch or ASN.1 DER | ength
errors).

GSS S FAI LURE I ndi cates that decapsulation failed for
reasons unspecified at the GSS-API |evel.
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5.

5.

GSS_O D equal Call
| nput s:
o first_oid OBJECT IDENTIFIER -- first object identifier to conpare

0 second_oid OBJECT | DENTIFIER -- second object identifier to
compare

Ret urn codes:
0 non-0 when neither ODis GSS CNOOD and the two O Ds are equal.

0 O when the two O Ds are not identical or either ODis equal to
GSS_C_NO A D.

GSS O D equal () is used to add conpare two O Ds for equality. The
value GSS C NO O D w Il not match any O D, including GSS C NO O D
itself.

1. gss_oid_equal
extern int
gss_oi d_equal (
gss_const_AD first_oid,
gss_const _O D second_oid

)

Pur pose:

Conpare two O Ds for equality. The value GSS C NO O D w Il not match
any O D, including GSS C NOOD itself.

Par anet ers:

first_oid Obj ect ID, read
First object identifier to conpare.

second_oi d oject ID, read
Second object identifier to conpare.

Functi on val ues: GSS st atus codes

non-0 Neither ODis GSS CNOOD, and the two O Ds
are equal .

0 The two O Ds are not identical, or either OD

is equal to GSS C NO A D.

Josef sson & Hornqui st Astrand Standards Track [ Page 6]



RFC 6339 GSS- APl Capsul ate and O D Conpari son August 2011

6. Test Vector

For the GSS _Encapsul ate_t oken function, if the "input_token" buffer
is the 3-byte octet sequence "foo" and the "token oid" ODis
1.2.840.113554. 1. 2.2, which encoded corresponds to the 9-byte-Iong
octet sequence (using C notation)

"\ x2a\ x86\ x48\ x86\ xf 7\ x12\ x01\ x02\ x02", the output should be the
16- byte-1ong octet sequence (again in C notation)

"\ x60\ x0e\ x06\ x09\ x2a\ x86\ x48\ x86\ xf 7\ x12\ x01\ x02\ x02\ x66\ x6f \ x6f " .
These val ues may al so be used to test the GSS Decapsul ate_t oken

i nterface.
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8. Security Considerations

The security considerations of the base GSS-APlI specification
([RFC2743]) and the base C bindings ([RFC2744]) are inherited.

Encapsul ati on of data does not provide any kind of integrity or
confidentiality.

I mpl enentations need to treat input as potentially untrustworthy for
pur poses of dereferencing nmenory objects to avoid security
vul nerabilities. In particular, ASN.1 DER length fields are a conmon
source of m stakes.
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