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The I ETF TRILL (TRansparent |nterconnection of Lots of Links)

protocol provides optiml pair-w se data forwardi ng w thout
configuration, safe forwarding even during periods of tenporary

| oops, and support for nultipathing of both unicast and nulticast
traffic. TRILL acconplishes this by using I1S-1S (Internediate System
to Intermediate Systen) link state routing and by encapsul ating
traffic using a header that includes a hop count. Devices that

i mpl ement TRILL are called Routing Bridges (RBridges).

TRILL supports multi-access LAN (Local Area Network) |inks that can
have multiple end stations and RBridges attached. This docunent
descri bes four aspects of the TRILL LAN Hell o protocol used on such
links, particularly adjacency, designated RBridge selection, and MIu
(Maxi mum Transm ssion Unit) and pseudonode procedures, with state
machi nes. There is no change for 1S-1S point-to-point Hellos used on
l'inks configured as point-to-point in TRILL.

Status of This Meno
This is an Internet Standards Track docunment.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6327
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1.

1.

I nt roducti on

The I ETF TRILL (TRansparent |nterconnection of Lots of Links)
protocol [RFC6325] provides optimal pair-w se data frane forwarding
wi t hout configuration, safe forwardi ng even during periods of
tenporary | oops, and support for rmultipathing of both unicast and
mul ticast traffic. TRILL acconplishes this by using [IS-19]
(Internmedi ate Systemto Internmediate System) link state routing and
encapsul ating traffic using a header that includes a hop count. The
desi gn supports VLANs (Virtual Local Area Networks) and optim zation
of the distribution of multi-destination frames based on VLANs and

| P-derived multicast groups. Devices that inplenent TRILL are called
RBri dges (Routing Bridges).

The purpose of this docunent is to inprove the quality of the
description of four aspects of the TRILL LAN (Local Area NetworKk)

Hel | o protocol that RBridges use on broadcast (LAN) links. It

i ncludes reference inplenentation details. Alternative

i npl ementations that interoperate on the wire are permtted. There
is no change for IS-1S point-to-point Hellos used on |inks configured
as point-to-point in TRILL.

The scope of this docunent is limted to the followi ng aspects of the
TRILL LAN Hell o protocol:

- Adjacency formation

- DRB (Designated RBridge aka DI S (Designated Internediate
Systen)) election

- Rules for 2-way and MIU ( Maxi mum Transni ssion Unit) matching for
adverti senents

- Creation and use of pseudonodes
For other aspects of the TRILL base protocol, see [RFC6325].
1. Content and Precedence
Section 2 below explains the rationale for the differences between
the TRILL LAN Hell o protocol and the Layer 3 1S-1S LAN Hell o protocol
[1S-1S] [RFC1195] in light of the environment for which the TRILL
protocol is designed. 1t also describes the purposes of the TRILL
LAN Hel l o protocol.

Section 3 describes the adjacency state machine and its states and
rel evant events.
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Section 4 describes the Designated RBridge (DRB) election state
machi ne for RBridge ports and its states and rel evant events.

Section 5 describes MIU testing and matching on a TRILL |ink.
Section 6 di scusses pseudonode creation and use.

Section 7 provides nore details on the reception and transm ssion of
TRILL LAN Hel | os.

Section 8 discusses nultiple ports fromone RBridge on the sane |ink.

In case of conflict between this docunent and [ RFC6325], this
docunent prevails.

1.2. Termnol ogy and Acronyns

Thi s docunent uses the acronyns defined in [ RFC6325] suppl enmented by
the followi ng additional acronym

SNPA - Subnetwor k Poi nt of Attachment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. The TRILL-Hello Environnment and Purposes

[1S-1S] has subnetwork-independent functions and subnet wor k- dependent
functions. Currently, Layer 3 use of |IS-1S supports two types of
subnetworks: (1) point-to-point |ink subnetworks between routers and
(2) general broadcast (LAN) subnetworks. Because of the differences
bet ween the environment of Layer 3 routers and the environment of
TRILL RBridges, instead of the broadcast (LAN) subnetwork-dependent
functions encountered at Layer 3, which are specified in [IS1S]
Section 8.4, the TRILL protocol uses nodified subnetwork-dependent
functions for a LAN subnetwork. The environnental differences are
described in Sections 2.1 through 2.4, followed by a summation, in
Section 2.5, of the purposes of the TRILL LAN Hell o protocol

2.1. Increnentally Replacing 802.1Q 2005 Bri dges

RBri dges can increnentally replace | EEE [802. 1Q 2005] bridges. Thus,
RBri dges need to provide similar services, including delivery of
franmes only to links in the frame’s VLAN and priority queuing of
franes, to the extent that nultiple queues are inplenented at any
particul ar RBridge port.

Perl man, et al. St andards Track [ Page 5]



RFC 6327 RBri dges: Adj acency July 2011

RBri dge ports are | EEE [802. 1Q 2005] ports in ternms of their frane
VLAN and priority configuration and processing as described in
Section 2.6 of [RFC6325]. When a franme is received through an
RBridge port, like a frame received through any [802. 1Q 2005] port,
it has an associated VLAN ID and frame priority. Wen a frane is
presented to an [802.1Q 2005] port for queuing and transm ssion, it
must be acconpanied by a VLAN ID and frame priority. However,

whet her the frame, if actually transmtted, will be VLAN tagged is
determ ned by whether or not the port is configured to "strip VLAN
tags". Furthernore, in the general case, a broadcast (LAN) |ink
bet ween RBridges can be a VLAN-capabl e bridged LAN that may be
configured to partition VLANSs.

Because devices that restrict VLAN connectivity, such as bridged LANs
or provider bridging equipnment, can be part of the Iink between
RBridges, TRILL Data and TRILL IS-1S franes between RBridges use the
link’s Designhated VLAN. The Designated VLAN is dictated for a link
by the el ected Designhated RBridge (equivalent to the Designated
Internedi ate System at Layer 3). Because TRILL Data frames fl ow
between RBridges on a link only in the link’s Designated VLAN,

adj acency for routing calculations is based only on connectivity
characteristics in that VLAN

2.2. Handling Native Franes

Ordi nary Layer 3 data packets are already "tamed" when they are
originated by an end station: they include a hop count and Layer 3
source and destination address fields. Furthernore, for ordinary
data packets, there is no requirenment to preserve their outer Layer 2
addressing and, at least if the packets are unicast, they are
addressed to their first hop router. In contrast, RBridges running
TRILL nust accept, transport, and deliver untanmed "native" frames (as
defined in Section 1.4 of [RFC6325]). Native frames |ack a TRILL hop
count field. Native franes al so have Layer 2 addresses that indicate
their source and are used as the basis for their forwarding. These
Layer 2 addresses nust be preserved for delivery to the native
frame’s Layer 2 destination. One resulting difference is that

RBri dge ports providing native frane service must receive in

prom scuous MAC (Medi a Access Control) address node, while Layer 3
router ports typically receive in a regularly selective MAC address
node.

TRILL handles this by having, on the link where an end station
originated a native frame, one RBridge "ingress" such a locally
originated native frame by adding a TRILL Header that includes a hop
count, thus converting it to a TRILL Data frane. This augnented
frane is then routed to one RBridge on the |ink having the
destination end station for the frame (or one RBridge on each such
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link if it is a multi-destination frame). Such final RBridges
performan "egress" function, renmoving the TRILL Header and
delivering the original frane to its destination(s). (For the
purposes of TRILL, a Layer 3 router is an end station.)

Care nust be taken to avoid a |oop that would invol ve egressing a
native frame and then re-ingressing it because, while it is in native
form it would not be protected by a hop count. Such a | oop could
involve multiplication of the nunber of franes each tine around and
would likely saturate all links involved within mlliseconds. For
TRILL, safety against such |loops for a link is nore inportant than
data connectivity on that |ink

The primary TRILL defense mechani sm agai nst such | oops, which is
mandatory, is to assure that, as far as practically possible, there
is only a single RBridge on each link that is in charge of ingressing
and egressing native franes fromand to that link. This is the

Desi gnated RBridge that is elected using TRILL LAN Hellos as further
described in Sections 2.5 and 4 bel ow.

Because bridged LANs between RBridges can be configured in conpl ex
ways (e.g., so that some VLANs pass franmes unidirectionally) and | oop
safety is inportant, there are additional TRILL defenses agai nst

| oops that are beyond the scope of this docunent. Specifically,

t hese defend agai nst the occurrence of looping traffic that is in
native format for part of the |oop. These additional defenses have
no effect on adjacency states or the receipt or forwarding of TRILL
Data franes; they only affect native frame ingress and egress.

2.3. Zero or Mnimal Configuration

RBri dges are expected to provide service with zero configurati on,
except for services such as non-default VLAN or priority that require
configuration when offered by [802. 1Q 2005] bridges. This differs
fromLayer 3 routing where routers typically need to be configured as
to the subnetworks connected to each port, etc., to provide service.

2. 4. MIU Robust ness

TRILL I S-1S needs to be robust against links with reasonably
restricted MIUs, including |links that accommpdate only classic

Et hernet frames, despite the addition of reasonabl e headers such as
VLAN tags. This is particularly true for TRILL LAN Hellos so as to
assure that a unique DRB is el ected.

TRILL will also be used inside data centers where it is not uncommbn

for all or nobst of the links and switches to support franes
substantially |arger than the classic Ethernet maxi mum For exanple,
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they may have an MIU adequate to confortably handl e Fi ber Channe
over Ethernet franes, for which T11 recomends a 2, 500-byte MIU
[FCoE]. It would be beneficial for an RBridge canpus with such a
large MTU to be able to safely nmake use of it.

These needs are net by limting the size of TRILL LAN Hellos and by
the use of MIU testing as described bel ow

2.5. Purposes of the TRILL-Hell o Protoco

There are three purposes for the TRILL-Hell o protocol as |isted bel ow
along with a reference to the section of this docunent in which each
i s discussed:

a) To determ ne which RBridge nei ghbors have acceptabl e connectivity
to be reported as part of the topology (Section 3)

b) To elect a unique Designated RBridge on the Iink (Section 4)

c) To determine the MTUwi th which it is possible to comunicate with
each RBridge nei ghbor (Section 5)

In Layer 3 1S 1S, all three of these functions are conbined. Hellos
may be padded to the maxi mum |l ength (see [ RFC3719], Section 6) so
that a router neighbor is not even discovered if it is inpossible to
comruni cate with it using maxi num si zed packets. Also, even if
Hel l os froma neighbor R2 are received by Rl, if connectivity to R2
is not 2-way (i.e., R2 does not list RLin R2s Hello), then RL does
not consider R2 as a Designated Router candidate. Because of this
logic, it is possible at Layer 3 for multiple Designated Routers to
be el ected on a LAN, with each representing the LAN as a pseudonode.
It appears to the topology as if the LANis now two or nore separate
LANs. Although this is surprising, it does not disrupt Layer 3

I S-1S.

In contrast, this behavior is not acceptable for TRILL, since in
TRILL it is inmportant that all RBridges on the |ink know about each
other, and choose a single RBridge to be the DRB and to control the
native frame ingress and egress on that link. Oherwise, multiple
RBri dges m ght encapsul at e/ decapsul ate the same native frame, formng
| oops that are not protected by the hop count in the TRILL header as
di scussed above.

So, the TRILL-Hello protocol is best understood by focusing on each
of these functions separately.
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One other issue with TRILL LAN Hellos is to ensure that subsets of
the informati on can appear in any single nmessage, and be processabl e,
inthe spirit of IS-1S Link State PDUs (LSPs) and Compl ete Sequence
Nunber PDUs (CSNPs). TRILL-Hello frames, even though they are not
padded, can becone very large. An exanple where this m ght be the
case is when sonme sort of backbone technol ogy interconnects hundreds
of TRILL sites over what woul d appear to TRILL to be a giant

Et hernet, where the RBridges connected to that cloud will perceive
that backbone to be a single link with hundreds of neighbors. Thus,
the TRILL Hello uses a different Neighbor TLV [ RFC6326] that lists
nei ghbors seen for a range of MAC (SNPA) addresses.

3. Adjacency State Machinery

Each RBridge port has associated with it a port state, as discussed
in Section 4, and a table of zero or nore adjacencies as discussed in
this section. The states such adjacencies can have, the events that
cause state changes, the actions associated with those state changes,
and a state table and di agram are gi ven bel ow.

3.1. TRILL LAN Hellos, MIU Test, and VLANs

The determi nation of LSP-reported adjacencies on |links that are not
configured as point-to-point is made using TRILL LAN Hellos (see al so
Section 7) and an optional MIU test. Appropriate TRILL LAN Hello
exchange and the satisfaction of the MIU test, if the MU test is
enabl ed (see Section 5), is required for there to be an adjacency
that will be reported in an LSP of the RBridge in question.

Because bridges acting as glue on the LAN night be configured in such
a way that some VLANs are partitioned, it is necessary for RBridges
to transmt Hellos with nultiple VLAN tags. The conceptually

simpl est solution may have been to have all RBridges transmit up to
4,094 times as many Hell os, one with each legal VLAN ID enabl ed at
each port, but this would obviously have del eterious perfornmance
inmplications. So, the TRILL protocol specifies that if RB1 knows it
is not the DRB, it transmits its Hellos on only a linited set of
VLANs, and only an RBridge that believes itself to be the DRB on a
port "sprays" its TRILL Hellos on all of its enabled VLANs at a port
(with the ability to configure to send on only a subset of those).
The details are given in [ RFC6325], Section 4.4.3.

If the MAC (SNPA) address of more than one RBridge port on a link are
the sane, all but one of such ports are put in the Suspended state
(see Section 4) and do not participate in the |ink except to nonitor
whet her they shoul d stay suspended.
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Al TRILL LAN Hell os issued by an RBridge on a particular port MJST
have the same source MAC address, priority, desired Designated VLAN,
and Port ID, regardless of the VLAN in which the Hello is sent. O
course, the priority and desired Desi gnated VLAN can change on
occasion, but then the new value nust simlarly be used in all TRILL
Hell os on the port, regardl ess of VLAN

3.2. Adjacency Table Entries and States

Each adjacency is in one of the follow ng four states:

Down:
This is a virtual state for convenience in creating state
diagrans and tables. It indicates that the adjacency is non-

existent, and there is no entry in the adjacency table for it.

Det ect :
An adj acent nei ghbor has been detected either (1) not on the
Desi gnhated VLAN or (2) on the Designated VLAN, but neither
2-way connectivity nor the MIU of such connectivity has been
confirned.

2-\Vay:
2-way connectivity to the nei ghbor has been found on the
Desi gnated VLAN but MIU testing is enabled and has not yet
confirnmed that the connectivity neets the canpus m ni rum MU
requirenment.

Report:
There is 2-way connectivity to the nei ghbor on the Designated
VLAN and either MIU testing has confirmed that the connectivity
meets the canpus m ni mum MIU requi renent or MIU testing is not
enabled. This connectivity will be reported in an LSP (with
appropriate provision for the |ink pseudonode, if any, as
described in Section 6).

For an adjacency in any of the three non-down states (Detect, 2-Way,
or Report), there will be an adjacency table entry. That entry wll
give the state of the adjacency and will also include the information
l'i sted bel ow.

0 The address of the neighbor (that is, its SNPA address, usually
a 48-bit MAC address), and the Port ID and the SystemID in the
received Hellos. Together, these three quantities uniquely
identify the adjacency.
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Exactly two Hello holding tinmers, each consisting of a 16-bit
unsi gned i nteger nunber of seconds: a Designated VLAN hol di ng
timer and a non-Desi ghated VLAN hol ding tiner

The 7-bit unsigned priority of the neighbor to be the DRB.

The VLAN that the nei ghbor RBridge wants to be the Designated
VLAN on the link, called the desired Designated VLAN.

3.3. Adjacency and Hello Events

The foll owing events can change the state of an adj acency:

AO.

Al.

A3.

A4,

A5.

AG.

AT.

A8.

Per | man,

Receive a TRILL Hell o whose source MAC address (SNPA) is
equal to that of the port on which it is received. This is a
special event that is handl ed as described i mediately after
this list of events. It does not appear in the state
transition table or diagram

Receive a TRILL Hello (other than an A0 event) on the
Desi gnated VLAN with a TRILL Nei ghbor TLV that explicitly
lists the receiver’'s (SNPA) address.

Receive a TRILL Hello (other than an A0 event) that either
(1) is not on the Designated VLAN (any TRILL Nei ghbor TLV in
such a Hello is ignored) or (2) is on the Designated VLAN but
does not contain a TRILL Nei ghbor TLV covering an address
range that includes the receiver’'s (SNPA) address.

Receive a TRILL Hello (other than an A0 event) on the

Desi gnated VLAN with one or nore TRILL Nei ghbor TLVs covering
an address range that includes the receiver’s (SNPA) address
-- and none of which lists the receiver.

The expiration of one or both Hello holding timers results in
t hem bot h bei ng expired.

The Designated VLAN Hell o holding timer expires, but the non-
Desi gnated VLAN Hell o holding timer still has time left unti
it expires.

MIU test successful

MIU test was successful but now fails.

The RBridge port goes operationally down.
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For the special AO event, the Hello is exanmned to determine if it is
hi gher priority to be the DRB than the port on which it is received
as described in Section 4.2.1. If the Hello is of lower priority
than the receiving port, it is discarded with no further action. |If
it is of higher priority than the receiving port, then any

adj acencies for that port are discarded (transitioned to the Down
state), and the port is suspended as described in Section 4.2.

The receipt of a TRILL LAN Hello with a source MAC ( SNPA) address
different fromthat of the receiving port (that is, the occurrence of
events Al, A2, or A3), causes the follow ng actions (except where the
Hel l o woul d create a new adj acency table entry, the table is full, or
the Hello is too low priority to displace an existing entry as
described in Section 3.6). The Designated VLAN used in these actions
is the Designated VLAN dictated by the DRB determ ned w thout taking
the received TRILL LAN Hello into account (see Section 4).

o |If the receipt of the Hell os creates a new adjacency table
entry, the neighbor RBridge MAC (SNPA) address, Port ID, and
System I D are set fromthe Hello.

o0 The appropriate Hello holding tiner for the adjacency,
dependi ng on whether or not the Hello was received on the
Designated VLAN, is set to the Holding Time field of the Hello.
If the receipt of the Hello is creating a new adj acency table
entry, the other tiner is set to expired.

o0 The priority of the neighbor RBridge to be the DRBis set to
the priority field of the Hello.

o0 The VLAN that the neighbor RBridge wants to be the Designated
VLAN on the link is set fromthe Hello.

o |If the creation of a new adjacency table entry or the priority
updat e above changes the results of the DRB el ection on the
link, the appropriate RBridge port event (D2 or D3) occurs,
after the above actions, as described in Section 4.2.

o If there is no change in the DRB, but the neighbor Hello is
fromthe DRB and has a changed Designated VLAN fromthe
previous Hello received fromthe DRB, the result is a change in
Designated VLAN for the link as specified in Section 4.2.3.

An event A4 resulting in both Hello Holding timers for an adjacency

bei ng expired and the adjacency going Down may al so result in an
event D3 as described in Section 4.2.
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Concerning events A6 and A7, if MIU testing is not enabled, A6 is
considered to occur imediately upon the adjacency entering the 2-\Way
state, and A7 cannot occur.
See further TRILL LAN Hello receipt details in Section 7.

3.4. Adjacency State D agram and Tabl e

The table bel ow shows the transitions between the states defi ned
above based on the events defined above:

| Event | Down | Detect | 2-Way | Report |
S R R R R +
| A1 | 2-Way | 2-Vay | 2-Way | Report |
| A2 | Detect | Detect | 2-Way | Report |
| A3 | Detect | Detect | Detect | Detect |
| A4 | NA | Down | Down | Down |
| A5 | NA | Detect | Detect | Detect |
| A6 | NA | NA | Report | Report |
| A7 | NA | NA | 2-Vay | 2-Way |
| A8 | Down | Down | Down | Down |

N A indicates that the event to the left is Not Applicable in the
state at the top of the colum. These events affect only a single
adj acency. The special A0 event transitions all adjacencies to Down,
as explained inmrediately after the |list of adjacency events above.
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The di agram bel ow presents the same information as that in the state

t abl e:
R +
| Down | <-------- +
. + |
| ~ I
A2, A3| | A8] | AL |
I -+ I
| S | ---+
\Y I I
Fom e + A4, A8 | |
A >| Det ect [------- >| |
| R + |
| | § ]
I All | A2, A3, A5 | |
| | + |
I I I I
I I AR [---+
I I I I
I \Y \Y I
| A3, A5 +-----cmmiia i + A4, A8
| <-----1 2- vy | ------- >|
| - + |
I | " A I
I AB| | | AL A2, A7| I
I I | +-------- + I
I | I
I I | A7 I
I A\ I
| A3, A5 +------m--m-- + A4, A8 |
| <----- | Repor t |---------- >|
S +
N
| AL, A2, A6 |
- +

3.5. Miltiple Parallel Links

There can be multiple parallel adjacencies between nei ghbor RBridges
that are visible to TRILL. (Miltiple lowlevel lIinks that have been
bonded together by technol ogi es such as |ink aggregation [802. 1AX]
appear to TRILL as a single Iink over which only a single TRILL

adj acency could be established.)

Any such links that have pseudonodes (see Section 6) are

di stinguished in the topol ogy; such adjacencies, if they are in the
Report state, appear in LSPs as per Section 6. However, there can be
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mul tiple parallel adjacencies w thout pseudonodes because they are
poi nt -t o- poi nt adj acenci es or LAN adjacencies for which a pseudonode
is not being created. Such parallel, non-pseudonode adjacencies in
the Report state appear in LSPs as a single adjacency. The cost of
such an adj acency MAY be adjusted downwards to account for the
paral l el paths. Miltipathing across such parallel connections can be
freely done for unicast TRILL Data traffic on a per-flow basis but is
restricted for nulti-destination traffic, as described in Section
4.5.2 (point 3) and Appendi x C of [RFC6325].

3.6. Insufficient Space in Adjacency Tabl e
If the receipt of a TRILL LAN Hello would create a new adj acency
table entry (that is, would transition an adjacency out of the Down
state), there may be no space for the new entry. |In that case, the
DRB el ection priority (see Section 4.2.1) of the new entry that woul d
be created is conpared with that priority for the existing entries.
If the new entry is higher priority than the |owest priority existing
entry, it replaces the lowest priority existing entry, which is
transitioned to the Down state.

4. RBridge LAN Ports and DRB State

The information at an RBridge associated with each of its LAN ports
i ncludes the foll ow ng:

o0 Enabl enment bit, which defaults to enabl ed.

0 SNPA address (usually a 48-bit MAC address) of the port.
o Port ID, used in TRILL Hellos sent on the port.

o The Holding Tine, used in TRILL Hell os sent on the port.

0 The Priority to be the DRB, used in TRILL Hell os sent on the
port.

o The DRB status of the port, determ ned as specified bel ow

0 A 16-bit unsigned Suspension tiner, neasured in seconds.

0 The desired Designated VLAN. The VLAN this RBridge wants to be
the Designated VLAN for the link out this port, used in TRILL

Hel | os sent on the port.

o Atable of zero or nore adjacencies (see Section 3).
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4.1. Port Table Entries and DRB El ection State
The TRILL equivalent of the DIS (Designated Intermedi ate System) on a
link is the DRB or Designated RBridge. The DRB election state
machi nery is described bel ow.

Each RBridge port is in one of the follow ng four DRB states:

Down:
The port is operationally down. It might be administratively
di sabled or down at the link layer. In this state, there wll

be no adjacency table entries for the port, and no TRILL Hell os
or other IS-1S PDUs or TRILL Data frames are accepted or
transmtted.

Suspended:
Qperation of the port is suspended because there is a higher
priority port on the link with the same MAC (SNPA) address
This is the sane as the down state with the exception that
TRILL Hell os are accepted for the sole purpose of determ ning
whet her to change the value of the Suspension timer for the
port as described bel ow.

DRB:
The port is the DRB and can receive and transmit TRILL Data
franes.

Not DRB:
The port is deferring to another port on the link, which it
believes is the DRB, but can still receive and transmt TRILL

Data franes.
4.2. DRB Election Events
The foll owi ng events can change the DRB state of a port:

Dl. Expiration of the suspension tiner while the port is in the
Suspended state or the enabl ement of the port.

D2. Adjacency table for the port changes, and there are now
entries for one or nore other RBridge ports on the link that
appear to be higher priority to be the DRB than the |oca
port.

D3. The port is not Down or Suspended, and the adjacency table
for the port changes, so there are now no entries for other
RBri dge ports on the link that appear to be higher priority
to be the DRB than the |ocal port.
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D4. Receipt of a TRILL Hello with the sane MAC address (SNPA) as
the receiving port and higher priority to be the DRB as
descri bed for event AO.

D5. The port becones operationally down.

Event D1 is considered to occur on RBridge boot if the port is
adm nistratively and |ink-1layer enabl ed.

Event D4 causes the port to enter the Suspended state and all
adj acencies for the port to be discarded (transitioned to the Down

state). |If the port was in sone state other than Suspended, the
suspension timer is set to the Holding Time in the Hell o that causes
event D4. If it was in the Suspended state, the suspension timer is

set to the maxi mumof its current value and the Holding Tinme in the
Hel | o that causes event D4.

4.2.1. DRB Election Details

Events D2 and D3 constitute |losing and wi nning the DRB el ection at
the port, respectively.

The candi dates for election are the local RBridge and all RBridges
with which there is an adjacency on the port in an adjacency state
other than Down state. The winner is the RBridge with highest
priority to be the DRB, as determined fromthe 7-bit priority field
in that RBridge's Hell os received and the |local port’s priority to be
the DRB field, with MAC (SNPA) address as a tiebreaker, Port ID as a
secondary tiebreaker, and SystemID as a tertiary tiebreaker. These
fields are conpared as unsigned integers with the |arger magnitude
bei ng consi dered hi gher priority.

Resort to the secondary and tertiary tiebreakers should only be
necessary in rare circunstances when nultiple ports have the sane
priority and MAC (SNPA) address and sone of them are not yet
suspended. For example, RBl, that has low priority to be the DRB on
the link, could receive Hellos fromtwo other ports on the link that
have the same MAC address as each other and are higher priority to be
the DRB. One of these two ports with the same MAC address will be
suspended, cease sending Hellos, and the Hello fromit received by
RB1L will eventually tinme out. But, in the neantine, RBl can use the
ti ebreakers to determine which port is the DRB and thus which port’s
Hello to believe for such purposes as setting the Designated VLAN on
the 1ink.
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4.2.2. Change in DRB

Events D2 and D3 result froma change in the apparent DRB on the
link. Unnecessary DRB changes shoul d be avoi ded, especially on |links
offering native frane service, as a DRB change will generally cause a
transient interruption to native franme service.

If a change in the DRB on the |ink changes the Designhated VLAN on the
link, the actions specified in Section 4.2.3 are taken.

If an RBridge changes in either direction between being the

Desi gnat ed RBri dge and not being the Designated RBridge at a port,
this will generally change the VLANs on which Hellos are sent by that
RBri dge on that port as specified in Section 4.4.3 of [RFC6325].

4.2.3. Change in Designated VLAN

Unnecessary changes in the Designated VLAN on a |ink should be

avoi ded because a change in the Designated VLAN can cause a transient
interruption to TRILL Data forwarding on the link. Wen practical,
all RBridge ports on a link should be configured with the sane
desired Designated VLAN so that, in case the winner of the DRB

el ection changes, for any reason, the Designated VLAN will renain the
sare.

If an RBridge detects a change in Designated VLAN on a |link, then,
for all adjacency table entries for a port to that |ink, the RBridge
takes the followi ng steps in the order given:

0 The non-Designated VLAN Hello Holding tinmer is set to the
maxi mum of its tine to expiration and the current time to
expiration of the Designated VLAN Hello Holding tiner.

0 The Designated VLAN Hello Holding tinmer is then set to expired
(if necessary), and an event A5 occurs for the adjacency (see
Section 3.3).
If the Designated VLAN for a link changes, this will generally change
the VLANs on which Hellos are sent by an RBridge port on that link as
specified in Section 4.4.3 of [RFC6325].
4.3. State Table and D agram

The tabl e bel ow shows the transitions between the DRB states defined
above based on the events defined above:
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N A indicates that the event to the |eft

state at the top of the colum.

RBri dges: Adj acency
Event | Down | Suspend | DRB
------- R
D1 | DRB | DRB | NA
D2 | NA | NA | Not DRB
D3 | NA | NA | DRB
D4 | NA | Suspend | Suspend
D5 | Down | Down | Down

Not DRB |

July 2011

is Not Applicable in the

The di agram bel ow presents the sane information as in the state

t abl e:
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5

MIU Mat chi ng

The purpose of MIU testing is to ensure that the links used in the
canmpus topol ogy can pass TRILL I1S-1S and Data frames at the RBridge
canpus Mru.

An RBridge, RB1l, determi nes the desired canpus |ink MU by
calculating the mnimmof its originatingL1LSPBufferSize and the
originati ngL1LSPBufferSi ze of other RBridges in the campus, as
advertised in the link state database, but not |less than 1,470 bytes.
Al t hough originatingL1LSPBufferSize in Layer 3 [IS-IS] is limted to
the range 512 to 1,492 bytes inclusive, in TRILL it is limted to the
range 1,470 to 65,535 bytes inclusive.

Al t hough MIU testing is optional, it is mandatory for an RBridge to
respond to an MIU-probe PDU with an MIU-ack PDU [ RFC6325] [ RFC6326].
Use of nulticast or unicast for MIU probe and MIU-ack is an

i npl ement ati on choice. However, the burden on the link is generally
m nimzed by nulticasting MIU-probes when a response fromall other
RBri dges on the link is desired, such as when initializing or re-
confirm ng MIU, unicasting MU probes when a response froma single
RBridge is desired, such as one that has just been detected on the
link, and unicasting all MIU-ack franes.

RB1 can test the MIU size to RB2 as described in Section 4.3.2 of

[ RFC6325]. For this purpose, MU testing is only done in the

Desi gnated VLAN. An adjacency that fails the MIU test at the canpus
MIU wi Il not enter the Report state or, if the adjacency is in that
state, it leaves that state. Thus, an adjacency failing the MIU test
will not be reported by the RBridge performng the test. Since
inclusion in | east-cost route conmputation requires the adjacency to
be reported by both ends, as long as the MIU failure is noticed by
the RBridge at either end of the adjacency, it will not be so used.

If it tests MIU, RB1 reports the |largest size for which the MIU test
succeeds or a flag indicating that it fails at the canpus MIU. This
report always appears with the neighbor in RB1's TRI LL Nei ghbor TLV.
RB1 MAY al so report this with the adjacency in an Extended
Reachability TLV in RB1’s LSP. RB1 MAY choose to test MIU sizes
greater than the desired canpus MIU as well as the desired canpus
MTU.

Most types of TRILL IS-IS frames, such as LSPs, can nake use of the
campus MIU. The exceptions are TRILL Hell os, which nmust be kept
small for |oop safety, and the MIU PDUs, whose size nust be adjusted
appropriately for the tests being perforned.
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6

Pseudonodes

The Designated RBridge (DRB), determ ned as described above, controls
whet her a pseudonode will be used on a link.

If the DRB sets the bypass pseudonode bit in its TRILL LAN Hell os,
the RBridges on the link (including the DRB) just directly report al
their adjacencies on the LAN that are in the Report state. |If the
DRB does not set the bypass pseudonode bit in its TRILL Hellos, then
(1) the DRB reports in its LSP its adjacency to the pseudonode, (2)
the DRB sends LSPs on behal f of the pseudonode in which it reports
adj acency to all other RBridges on the link where it sees that

adj acency in the Report state, and (3) all other RBridges on the link
report their adjacency to the pseudonode if they see their adjacency
to the DRB as being in the Report state and do not report any other
adj acencies on the link. Setting the bypass pseudonode bit has no
effect on how LSPs are flooded on a link. It only affects what LSPs
are generat ed.

It is anticipated that nmany |inks between RBridges will actually be
poi nt-to-point, in which case using a pseudonode nerely adds to the
conplexity. For exanple, if RB1 and RB2 are the only RBridges on the
link, and RB1 is DRB, then if RBl creates a pseudonode that is used,
there are 3 LSPs: for, say, RBl.25 (the pseudonode), RB1, and RB2,
where RB1. 25 reports connectivity to RB1 and RB2, and RB1 and RB2
each just say they are connected to RB1.25. \Whereas if DRB RBl sets
the bypass pseudonode bit in its Hellos, then there will be only 2
LSPs: RB1 and RB2 each reporting connectivity to each other

A DRB SHOULD set the bypass pseudonode bit in its Hellos if it has
not seen at |east two sinultaneous adjacencies in the Report state
since it last rebooted or was reset by network managenent.

TRILL-Hel | o Reception and Transmni ssi on

This section provides further details on the receipt and transm ssion
of TRILL LAN Hell os

TRILL LAN Hellos, like all TRILL I1S-1S frames, are primarily

di stinguished fromLayer 3 IS 1S frames by being sent to the
All-1S-1S-RBridges nulticast address (01-80-C2-00-00-41). TRILL
IS-1S frames al so have the L2-1S-1S Ethertype (0x22F4) and are
Et hert ype encoded.

Al t hough future extensions to TRILL may include use of Level 2 IS 1S,
[ RFC6325] specifies TRILL using a single Level 1 Area with Area
Address zero (see Section 4.2 of [RFC6326]).
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IS-1S Layer 3 routers are frequently connected to other Layer 3
routers that are part of a different routing domain. 1In that case,
the external Domain flag (see [IS-1S]) is normally set for the port

t hrough which such a connection is made. The setting of this flag to
"true" causes no IS-1S PDUs to be sent out the port and any IS-IS
PDUs received to be discarded, including Hellos. RBridges operate in
a different environnent where all nei ghbor RBridges nmerge into a
singl e canpus. For |oop safety, RBridges do not inplement the
external Domain flag or inplement it with the fixed value "fal se".
They send and receive TRILL LAN Hell os on every port that is not

di sabl ed or configured as point-to-point.

7.1. Transmitting TRILL Hell os

TRILL LAN Hellos are sent with the same timng as Layer 3 IS-1S LAN
Hellos [1S-1S]; however, no Hellos are sent if a port is in the
Suspended or Down st ates.

TRILL-Hel | o PDUs SHOULD NOT be padded and MJUST NOT be sent exceeding
1,470 octets; however, a received TRILL Hello longer than 1,470
octets is processed normally.

TRILL-Hel | o PDU headers MJUST conformto the follow ng:
o Maxi mum Area Addresses equal to 1.
o CGircuit Type equal to 1.

Each TRILL Hell o MJUST contain an Area Addresses TLV listing only the
single Area zero, and an MI Port Capabilities TLV containing a VLAN
FLAGS sub-TLV [RFC6326]. |If a Protocols Supported TLV is present, it
MJUST list the TRILL NLPID (0xC0).

The TRILL Nei ghbor TLV sent in a Hell o MJUST show t he nei ghbor
informati on, as sensed by the transmitting RBridge, for the VLAN on
which the Hello is sent. Since inplenentations conformant to this
docunent maintain such information on a per-VLAN basis only for the
Desi gnat ed VLAN, such inplementations only send the TRILL Nei ghbor
TLV in TRILL Hell os on the Designated VLAN.

It is RECOWENDED that, if there is sufficient room a TRILL Nei ghbor
TLV or TLVs, as described in Section 4.4.2.1 of [RFC6325], covering
the entire range of MAC addresses and listing all adjacencies with a
non-zero Designated VLAN Hello Holding tine, or an enpty list of

nei ghbors if there are no such adjacencies, be in TRILL Hell os sent
on the Designated VLAN. If this is not possible, then TRILL Nei ghbor
TLV' s covering sub-ranges of MAC addresses should be sent so that the
entire range is covered reasonably pronmptly. Delays in sending TRILL
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Nei ghbor TLVs wi |l del ay the advancenent of adjacencies to the Report
state and the discovery of some link failures. Rapid (for exanple,
sub-second) detection of link or node failures is best addressed with
a protocol designed for that purpose, such as Bidirectiona

Forwar di ng Detection (BFD) [RFC5880], use of which with TRILL will be
specified in a separate docunent.

To ensure that any RBridge RB2 can definitively determ ne whet her RB1
can hear RB2, RB1’'s neighbor list MJST eventually cover every

possi ble range of IDs, that is, within a period that depends on RB1's
policy and not necessarily within any specific period such as its

Holding Time. In other words, if X1 is the smallest ID reported in
one of RBl's neighbor lists, and the "smallest" flag is not set, then
X1 MJIST appear in a different neighbor list as well, as the |argest

IDreported in that fragment. O lists may overlap, as long as there
is no gap, such that sone range, say between Xi and Xj, never appears
in any |ist.

A TRILL Hell o MAY also contain any TLV permitted in a Layer 3 IS-IS
Hell o. TLVs that are unsupported/ unknown are ignored.

7.2. Receiving TRILL Hell os

Assunming a frame has the All-1S 1S RBridges multicast address and
L2-1S-1S Ethertype, it will be exanined to see if it appears to be an
IS 1S PDU If so, and it appears to be a LAN Hello PDU, the
followi ng tests are perforned

o If the Crcuit Type field is not 1, the PDU is discarded.

o |f the PDU does not contain an Area Address TLV or it contains
an Area Address TLV that is not the single Area Address zero,
it is discarded

o If the Hello includes a Protocols Supported TLV that does not
list the TRILL NLPID (0OxC0), it is discarded. 1t is acceptable
if there is no Protocols Supported TLV present.

o If the Hello does not contain an MI Port Capabilities TLV
containing a VLAN- FLAGS sub-TLV [ RFC6326], it is discarded.

o I|f the nmaxi mumAreaAddresses field of the PDUis not 1, it is
di scar ded

o If IS 1S authentication is in use on the |link and the PDU

either has no Authentication TLV or validation of that
Aut hentication TLV fails, it is discarded.
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10.

10.

If none of the rules in the |ist above has been satisfied, and the
frane is parseable, it is assumed to be a well-forned TRILL Hello
received on the link. It is treated as an event A0, Al, A2, or A3
based on the criteria listed in Section 3.3.

Multiple Ports on the Same Link

It is possible for an RBridge RB1 to have nultiple ports on the same
link that are not in the Suspended state. It is inportant for RBl to
recogni ze which of its ports are on the sane link. RB1l can detect
this condition based on receiving TRILL LAN Hell o nessages with the
sane LAN ID on nmultiple ports.

The DRB el ection is port-based (see Section 4) and only the Hell os
fromthe elected port can performcertain functions such as dictating
the Designated VLAN or whether a pseudonode will be used; however,
the el ection also designates the RBridge with that port as DRB for
the link. An RBridge may choose to load split sone tasks anong its
ports on the link if it has nore than one and it is safe to do so as
described in Section 4.4.4 of [RFC6325].

Security Considerations

This meno provi des i nproved docunentation of sonme aspects of the
TRILL base protocol standard, particularly four aspects of the TRILL
LAN Hello protocol. 1t does not change the security considerations
of the TRILL base protocol. See Section 6 of [RFC6325].
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