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Abst ract

Thi s docunent is concerned with security vulnerabilities in IPv6-in-
| Pv4 automatic tunnels. These vulnerabilities allow an attacker to
take advantage of inconsistencies between the I Pv4 routing state and
the IPv6 routing state. The attack forms a routing loop that can be
abused as a vehicle for traffic anplification to facilitate denial -
of -service (DoS) attacks. The first aimof this docunent is to
informon this attack and its root causes. The second aimis to
present sone possible mitigation neasures. It should be noted that
at the tine of this witing there are no known reports of nalicious
attacks exploiting these vulnerabilities. Nonetheless, these

vul nerabilities can be activated by accidental m sconfiguration.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc6324
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1. Introduction

I Pv6-in-1Pv4 tunnels are an essential part of many mgration plans
for 1Pv6. They allow two | Pv6 nodes to conmuni cate over an | Pv4-only
network. Automatic tunnels that assign |Pv6 prefixes with statel ess
address mappi ng properties (hereafter called "automatic tunnels") are
a category of tunnels in which a tunnel ed packet’s egress |Pv4
address is enbedded within the destination |IPv6 address of the
packet. An automatic tunnel’s router is a router that respectively
encapsul at es and decapsul ates the | Pv6 packets into and out of the

t unnel
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Ref erence [ USENI X09] pointed out the existence of a vulnerability in
the design of |IPv6 automatic tunnels. Tunnel routers operate on the
inplicit assunption that the destination address of an incom ng |Pv6
packet is always an address of a valid node that can be reached via
the tunnel. The assunption of path validity can introduce routing

| oops as the inconsistency between the IPv4 routing state and the

I Pv6 routing state allows a routing |loop to be formed. Although
those loops will not trap nornal data, they will catch traffic
targeted at addresses that have becone unavail abl e, and m sconfi gured
traffic can enter the | oop

The | ooping vulnerability can be triggered accidentally, or exploited
mal i ci ously by an attacker crafting a packet that is routed over a
tunnel to a node that is not associated with the packet’s
destination. This node may forward the packet out of the tunnel to
the native I Pv6 network. There, the packet is routed back to the

i ngress point, which forwards it back into the tunnel. Consequently,
t he packet loops in and out of the tunnel. The loop term nates only
when the Hop Linit field in the IPv6 header of the packet is
decrenmented to zero. This vulnerability can be abused as a vehicle
for traffic anplification to facilitate DoS attacks [ RFC4732].

Wt hout conpensating security neasures in place, all 1Pv6 automatic
tunnel s that are based on protocol-41 encapsul ati on [ RFC4213] are
vul nerabl e to such an attack, including the Intra-Site Automatic
Tunnel Addressing Protocol (1SATAP) [RFC5214], 6to4 [RFC3056], and
6rd (1 Pv6 Rapid Deploynent on I Pv4 Infrastructures) [RFC5969]. It
shoul d be noted that this docunent does not consider non-protocol-41
encapsul ati on attacks. In particular, we do not address the Teredo
[ RFC4380] attacks described in [USEN X09]. These attacks are

consi dered i n [ TEREDO LOOPS] .

The aimof this document is to shed light on the routing |oop attack
and describe possible nitigation nmeasures that shoul d be considered
by operators of current |Pv6 autonmatic tunnels and by desi gners of
future ones. W note that tunnels may be deployed in various
operational environnents, e.g., service provider networks, enterprise
networks, etc. Specific issues related to the attack that are
derived fromthe operational environment are not considered in this
docunent .

Routing | oops pose a risk to the stability of a network.

Furt hernmore, they provide an opening for denial-of-service attacks
that exploit the existence of the loop to increase the traffic |oad
in the network. Section 3 of this document di scusses a nunber of
mtigation neasures. The nost desirable mitigation, however, is to
operate the network in such a way that routing | oops cannot take

pl ace (see Section 3.2).
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2

A Detailed Description of the Attack

In this section, we shall denote an | Pv6 address of a node by an | Pv6
prefix assigned to the tunnel and an | Pv4 address of the tunne
endpoint, i.e., Addr(Prefix, IPv4d). Note that the |IPv4 address may
or may not be part of the prefix (depending on the specification of
the tunnel’s protocol). The |IPv6 address may be dependent on
additional bits in the interface ID;, however, for our discussion
their exact value is not inportant.

The two victims of this attack are routers -- RlL and R2 -- that
service two different tunnel prefixes -- Prfl and Prf2. Both routers
have the capability to forward | Pv6 packets in and out of their
respective tunnels. The two tunnels need not be based on the sane
tunnel protocol. The only condition is that the two tunnel protocols
be based on protocol -41 encapsul ation. The IPv4 address of Rl is
IP1, while the prefix of its tunnel is Prfl. P2 and Prf2 are the
respective values for R2. W assune that IP1 and I P2 belong to the
sane address realm i.e., they are either both public, or both
private and belong to the sane internal network. The follow ng

net wor k di agram depicts the |ocations of the two routers. The
nunbers indicate the packets of the attack and the path they
traverse, as described bel ow.

[ Packet 1 ]
vesrc = Addr(Prfl, 1P2) [ Packet 2 ]
vedst = Addr(Prf2, 1P1) vesrc = Addr(Prfl, 1P2)
v4src = I P2; v4dst = IP1 +---------- + v6dst = Addr(Prf2, |P1)

|| ===========>| Router |----------------- \
| | I R1 I I
| ] Fomm - - + Vv

). )
-(_ IPv4 )-. -(_IPv6 )-.
(__ Net wor k ) (__ Net wor k )
AR G ) AR G ) -

NN |

| to-o--o--- + I

\\ ===========x| Rout er S /

[ Packet 1 ] | R2 | [ Packets 0 and 2 ]
vésrc = Addr(Prfl, IP2) +---------- + vb6src = Addr(Prf1, |P2)
vedst = Addr(Prf2, |P1) vedst = Addr(Prf2, |P1)
vdsrc = | P2; v4dst = I P1

Legend: ====> - tunneled IPv6, ---> - native |IPv6

Figure 1: The Network Setting of the Attack
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The attack is initiated by an accidentally or maliciously produced

| Pv6 packet (packet O in Figure 1) destined to a fictitious endpoint
that appears to be reached via Prf2 and has IP1 as its | Pv4 address,
i.e., Addr(Prf2, IP1). The source address of the packet is an
address with Prfl as the prefix and I P2 as the enbedded | Pv4 address,
i.e., Addr(Prfl1, I1P2). As the prefix of the destination address is
Prf2, the packet will be routed over the IPv6 network to R2.

R2 receives the packet through its IPv6 interface and forwards it
into the tunnel with an | Pv4 header having a destination address
derived fromthe IPv6 destination, i.e., IPL. The source address is
the address of R2, i.e., IP2. The packet (packet 1 in Figure 1) is
routed over the IPv4 network to R1l, which receives the packet on its
IPv4 interface. |t processes the packet as a packet that originates
fromone of the end nodes of Prfl.

Since the I Pv4 source address corresponds to the | Pv6 source address,
R1 will decapsul ate the packet. Since the packet’s |IPv6 destination
is outside of Prfl, R1L will forward the packet onto a native |Pv6
interface. The forwarded packet (packet 2 in Figure 1) is identica
to the original attack packet. Hence, it is routed back to R2, in
which the loop starts again. Note that the packet may not
necessarily be transported from Rl over the native | Pv6 network. R1
may be connected to the I Pv6 network through another tunnel

The crux of the attack is as follows. The attacker exploits the fact
that R2 does not know that Rl does not configure addresses from Prf2
and that Rl does not know that R2 does not configure addresses from
Prfl. The IPv4 network acts as a shared link layer for the two
tunnels. Hence, the packet is repeatedly forwarded by both routers.
It is noted that the attack will fail when the | Pv4 network cannot
transport packets between the tunnels, for exanple, when the two
routers belong to different |Pv4 address real ns or when ingress/
egress filtering is exercised between the routers.

The loop will stop when the Hop Linmit field of the packet reaches
zero. After a single loop, the Hop Linmt field is decreased by the
nunber of 1Pv6 routers on the path fromRlL to R2. Therefore, the
nunber of loops is inversely proportional to the nunber of |Pv6 hops
between Rl and R2.

The tunnel s used by Rl and R2 nay be any conbi nati on of automatic
tunnel types, e.g., |SATAP, 6to4, and 6rd. This has the exception
that both tunnels cannot be of type 6to4, since two 6to4 routers
share the same 1 Pv6 prefix, i.e., there is only one 6to4 prefix
(2002::/16) in the Internet. For exanple, if the attack were to be
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| aunched on an | SATAP router (Rl) and 6to4 relay (R2), then the
destination and source addresses of the attack packet would be
2002: 1 P1:* and Prf1::0200: 5efe: 1 P2, respectively.

3. Proposed Mtigation Measures

This section presents sone possible mitigation measures for the
attack described above. W shall discuss the advantages and
di sadvant ages of each neasure.

The proposed neasures fall under the follow ng three categories:
o Verification of endpoint existence
0 Operational measures
o Destination and source address checks
3.1. Verification of Endpoint Existence

The routing |oop attack relies on the fact that a router does not
know whet her there is an endpoint that can be reached via its tunne
that has the source or destination address of the packet. This
category includes mitigation neasures that aimto verify that there
is a node that participates in the tunnel and that its address
corresponds to the packet’s destination or source addresses, as
appropri at e.

3.1.1. Neighbor Cache Check

One way that the router can verify that an end host exists and can be
reached via the tunnel is by checking whether a valid entry exists
for it in the neighbor cache of the correspondi ng tunnel interface.
The nei ghbor cache entry can be popul ated through, e.g., an initia
reachability check, receipt of neighbor discovery nessages,

adm nistrative configuration, etc.

When the router has a packet to send to a potential tunnel host for
which there is no neighbor cache entry, it can performan initia
reachability check on the packet’s destination address, e.g., as
specified in the second paragraph of Section 8.4 of [RFC5214]. (The
router can simlarly performa "reverse reachability" check on the
packet’s source address when it receives a packet froma potential
tunnel host for which there is no neighbor cache entry.) This
reachability check parallels the address resolution specifications in
Section 7.2 of [RFC4861], i.e., the router maintains a small queue of
packets waiting for reachability confirmation to conplete. |If
confirmation succeeds, the router discovers that a legitinmte tunnel
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3.

3.

3.

3.

host responds to the address. O herw se, the router discards
subsequent packets and returns | CVMP destinati on unreachabl e
i ndications as specified in Section 7.2.2 of [RFC4861].

Note that this approach assunes that the nei ghbor cache will remain
coherent and not be subject to nalicious attack, which nust be
confirnmed based on specific depl oyment scenarios. One possible way
for an attacker to subvert the neighbor cache is to send fal se

nei ghbor di scovery nmessages with a spoofed source address.

1.2. Known | Pv4 Address Check

Anot her approach that enables a router to verify that an end host

exi sts and can be reached via the tunnel is sinply by pre-configuring
the router with the set of |1Pv4 addresses and prefixes that are
authorized to use the tunnel. Upon this configuration, the router
can performthe follow ng sinple checks:

o0 When the router forwards an | Pv6 packet into the tunnel interface
with a destination address that matches an on-1link prefix and that
enbeds the I Pv4 address IP1, it discards the packet if |P1l does
not belong to the configured list of |IPv4 addresses.

0 \Wen the router receives an | Pv6 packet on the tunnel’s interface
with a source address that matches an on-link prefix and that
enbeds the I Pv4 address IP2, it discards the packet if |P2 does
not belong to the configured list of |Pv4 addresses.

2. QOperational Measures

The foll owi ng neasures can be taken by the network operator. Their
aimis to configure the network in such a way that the attacks cannot
take pl ace.

2.1. Avoiding a Shared | Pv4 Link

As noted above, the attack relies on having an | Pv4 network as a
shared link | ayer between nore than one tunnel. Fromthis, the
following two mitigation measures ari se:

2.1.1. Filtering IPv4 Protocol -41 Packets

In this neasure, a tunnel router may drop all |Pv4 protocol-41
packets received or sent over interfaces that are attached to an
untrusted I Pv4 network. This will cut off any IPv4 network as a
shared Iink. This neasure has the advantage of sinplicity. However,
such a nmeasure may not al ways be suitable for scenarios where | Pv4
connectivity is essential on all interfaces. Mst notably, filtering
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of I Pv4 protocol -41 packets that belong to a 6to4 tunnel can have
adverse effects on unsuspecting users [RFC6343].

3.2.1.2. Qperational Avoidance of Miltiple Tunnels

This nmeasure mitigates the attack by sinply allowing for a single

| Pv6 tunnel to operate in a bounded |IPv4 network. For exanple, the
attack cannot take place in broadband hone networks. 1n such cases,
there is a small hone network having a single residential gateway
that serves as a tunnel router. A tunnel router is vulnerable to the
attack only if it has at least two interfaces with a path to the
Internet: a tunnel interface and a native IPv6 interface (as depicted
in Figure 1). However, a residential gateway usually has only a
single interface to the Internet; therefore, the attack cannot take
pl ace. Moreover, if there are only one or a few tunnel routers in
the IPv4 network and all participate in the sane tunnel, then there
is no opportunity for perpetuating the | oop

Thi s approach has the advantage that it avoids the attack profile
al t ogether without need for explicit mtigations. However, it
requires careful configuration managenent, which may not be tenable
in large and/or unbounded | Pv4 networKks.

3.2.2. A Single Border Router

It is reasonable to assume that a tunnel router shall accept or

forward tunnel ed packets only over its tunnel interface. It is also
reasonabl e to assune that a tunnel router shall accept or forward
| Pv6 packets only over its IPv6 interface. |If these two interfaces

are physically different, then the network operator can mtigate the
attack by ensuring that the follow ng condition holds: there is no
pat h between these two interfaces that does not go through the tunne
router.

The above condition ensures that an encapsul ated packet that is
transmtted over the tunnel interface will not get to another tunne
router and fromthere to the IPv6 interface of the first router. The
condition al so ensures the reverse direction, i.e., an | Pv6 packet
that is transmtted over the IPv6 interface will not get to another
tunnel router and fromthere to the tunnel interface of the first
router. This condition is essentially translated to a scenario in
whi ch the tunnel router is the only border router between the |Pv6
network and the I Pv4 network to which it is attached (as in the

br oadband hone network scenari o nmentioned above).
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3.2.3. A Conprehensive List of Tunnel Routers

If a tunnel router can be configured with a conprehensive |list of

| Pv4 addresses of all other tunnel routers in the network, then the
router can use the list as a filter to discard any tunnel ed packets
comng fromor destined to other routers. For exanple, a tunne
router can use the network’s | SATAP Potential Router List (PRL)

[ RFC5214] as a filter as long as there is operational assurance that
all 1 SATAP routers are listed and that no other types of tunne
routers are present in the network

This nmeasure parallels the one proposed for 6rd in [ RFC5969] where
the 6rd Border Relay filters all known relay addresses of other
tunnel s inside the | SP's network.

This neasure is especially useful for intra-site tunneling

mechani snms, such as | SATAP and 6rd, since filtering can be exercised
on well-defined site borders. A specific | SATAP operational scenario
for which this mitigation applies is described in Section 3 of

[ | SATAP- OPS] .

3.2.4. Avoidance of On-Link Prefixes

The | ooping attack exploits the fact that a router is pernmitted to
assign non-link-local 1Pv6 prefixes on its tunnel interfaces, which
could cause it to send tunnel ed packets to other routers that do not
configure an address fromthe prefix. Therefore, if the router does
not assign non-link-local I1Pv6 prefixes on its tunnel interfaces,
there is no opportunity for it to initiate the loop. |If the router
further ensures that the routing state is consistent for the packets
it receives on its tunnel interfaces, there is no opportunity for it
to propagate a loop initiated by a different router.

This mtigation nmeasure is available only to | SATAP routers, since

the | SATAP st at el ess address nappi hg operates only on the Interface
Identifier portion of the |Pv6 address, and not on the IPv6 prefix.
This measure is also only applicable on | SATAP |inks on which |IPv4

source address spoofing is disabled. Finally, the neasure is only

appl i cabl e on | SATAP |inks on whi ch nodes support the Dynam c Host

Configuration Protocol for IPv6 (DHCPv6) [RFC3315]. The follow ng

sections discuss the operational configurations necessary to

i npl eent the neasure.

3.2.4.1. | SATAP Router Interface Types
| SATAP provides a Potential Router List (PRL) to further ensure a

| oop-free topology. Routers that are nenbers of the PRL for the site
configure their site-facing | SATAP interfaces as advertising router
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interfaces (see [ RFC4861], Section 6.2.2), and therefore nay send
Rout er Advertisenment (RA) nessages that include non-zero Router
Lifetimes. Routers that are not nmenbers of the PRL for the site
configure their site-facing | SATAP interfaces as non-adverti sing
router interfaces.

3.2.4.2. | SATAP Source Address Verification

| SATAP nodes enpl oy the source address verification checks specified
in Section 7.3 of [RFC5214] as a prerequisite for decapsul ati on of
packets received on an | SATAP interface. To enable the on-link
prefix avoi dance procedures outlined in this section, |SATAP nodes
must enpl oy an additional source address verification check; nanely,
the node al so considers the outer |Pv4 source address correct for the
inner | Pv6 source address if:

o a forwarding table entry exists that lists the packet’'s |Pv4
source address as the |ink-layer address corresponding to the
inner | Pv6 source address via the | SATAP interface.

3.2.4.3. | SATAP Host Behavi or

| SATAP hosts send Router Solicitation (RS) nessages to obtain RA
messages from an advertising | SATAP router as specified in [ RFC4861]
and [ RFC5214]. Wen stateful address autoconfiguration services are
avai l abl e, the host can acquire | Pv6 addresses using DHCPv6

[ RFC3315] .

To acqui re addresses, the host performs standard DHCPv6 exchanges
whi | e mapping the 1 Pv6 "Al |l _DHCP_Rel ay_Agents_and_Servers" |ink-
scoped multicast address to the | Pv4 address of the advertising
router. The host should al so use DHCPv6 Authentication in

envi ronments where authentication of the DHCPv6 exchanges is
required.

After the host receives | Pv6 addresses, it assigns themto its | SATAP
interface and forwards any of its outbound | Pv6 packets via the
advertising router as a default router. The advertising router in
turn maintains | Pv6 forwarding table entries that list the IPv4d
address of the host as the |ink-layer address of the del egated | Pv6
addr esses.

3.2.4.4. | SATAP Rout er Behavi or
In many use case scenarios (e.g., enterprise networks, Mbile Ad Hoc
Net wor ks (MANETs), etc.), advertising and non-advertising | SATAP

routers can engage in a proactive dynam c | Pv6 routing protoco
(e.g., OSPFv3, the Routing Information Protocol Next CGeneration
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(RIPng), etc.) over their |SATAP interfaces so that |Pv6 routing/
forwardi ng tabl es can be popul ated and standard | Pv6 forwarding

bet ween | SATAP routers can be used. |In other scenarios (e.g., large
enterprise networks, etc.), this mght be inpractical due to scaling
i ssues. \When a proactive dynam c routing protocol cannot be used,
non- advertising | SATAP routers send RS nessages to obtain RA nessages
froman advertising | SATAP router; i.e., they act as "hosts" on their
non- adverti sing | SATAP interfaces.

Non- advertising | SATAP routers can al so acquire | Pv6 prefixes, e.g.,
through the use of DHCPv6 Prefix Del egation [ RFC3633] via an
advertising router in the sanme fashion as descri bed above for host-
based DHCPv6 stateful address autoconfiguration. The advertising
router in turn maintains IPv6 forwarding table entries that list the
| Pv4 address of the non-advertising router as the |link-layer address
of the next hop toward the del egated | Pv6 prefixes.

After the non-advertising router acquires |IPv6 prefixes, it can
sub-del egate themto routers and links within its attached | Pv6 edge
net wor ks, then can forward any outbound | Pv6 packets coming fromits
edge networks via other | SATAP nodes on the |ink

3.2.4.5. Reference Operational Scenario

Figure 2 depicts a reference | SATAP network topol ogy for operationa
avoi dance of on-link non-link-local 1Pv6 prefixes. The scenario
shows two advertising | SATAP routers (A, 'B), two non-advertising
| SATAP routers ("C, 'E'), an | SATAP host ('G), and three ordinary
IPv6 hosts ("D, "F, "H) in a typical deploynent configuration
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| (1 SATAP) | | (1 SATAP) | -(_IPv6 )-.
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Figure 2: Reference | SATAP Networ k Topol ogy

In Figure 2, advertising
site connect to the | Pv6
gateway. A configures
address 192.0.2.1 and arr
network PRL. A
interface with |ink-1oca
| Pv4 interface.

fe80: : 5efe: 192.0. 2. 2.

Naki bly & Tenplin

In the same fashion,
interface address 192.0.2.2, adds the address to the PRL,
configures the 1 Pv6 | SATAP interface |ink-1oca

| SATAP routers A and 'B within the |Pv4
Internet, either directly or via a companion
a provider network IPv4 interface with

anges to add the address to the provider

next configures an advertising | SATAP router

| Pv6 address fe80::5efe:192.0.2.1 over the
"B configures the |Pv4

t hen

addr ess
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Non- advertising | SATAP router ' C connects to one or nore | Pv6 edge
net wor ks and al so connects to the site via an IPv4 interface with
address 192.0.2.3, but it does not add the |IPv4 address to the site’'s
PRL. 'C next configures a non-advertising | SATAP router interface
with link-1ocal address fe80::5efe:192.0.2.3, then receives the |Pv6
prefix 2001: db8:0::/48 through a DHCPv6 prefix del egati on exchange
via one of A" or 'B'. 'C then engages in an | Pv6 routing protoco
over its | SATAP interface and announces the del egated |1 Pv6 prefix.

"C finally sub-delegates the prefix to its attached edge networKks,
where |1 Pv6 host 'D autoconfigures the address 2001: db8:0::1

Non- advertising | SATAP router 'E connects to the site, configures
its | SATAP interface, receives a DHCPv6 prefix del egation, and
engages in the 1Pv6 routing protocol the sane as for router "C . In
particular, 'E configures the |IPv4 address 192.0.2.4, the | SATAP
link-1ocal address fe80::5efe:192.0.2.4, and the del egated | Pv6
prefix 2001:db8:1::/48. 'E finally sub-delegates the prefix to its
attached edge networks, where |IPv6 host 'F autoconfigures |Pv6
address 2001: db8: 1:: 1.

| SATAP host "G connects to the site via an IPv4 interface with
address 192.0.2.5, and al so configures an | SATAP host interface with
l'ink-1ocal address fe80::5efe:192.0.2.5 over the IPv4 interface. 'G
next configures a default IPv6 route with next-hop address
fe80::5efe:192.0.2.2 via the | SATAP interface, then receives the |Pv6
address 2001:db8:2::1 froma DHCPv6 address configurati on exchange
via 'B. Wien G receives the IPv6 address, it assigns the address
to the | SATAP interface but does not assign a non-link-local |Pv6
prefix to the interface.

Finally, 1Pv6 host 'H connects to an | Pv6 network outside of the
| SATAP domain. 'H configures its IPv6 interface in a manner
specific to its attached I1Pv6 |ink, and autoconfigures the |IPv6
address 2001:db8:3::1

Fol |l owi ng this autoconfiguration, when host 'D has an |Pv6 packet to
send to host "F, it prepares the packet with source address

2001: db8: 0:: 1 and destinati on address 2001: db8:1::1, then sends the
packet into the edge network where it will eventually be forwarded to
router 'C . 'C then uses | SATAP encapsul ation to forward the packet
to router 'E', since it has discovered a route to 2001: db8:1::/48
with next hop "E via dynam c routing over the | SATAP interface.
Router 'E finally forwards the packet to host 'F

In a second scenario, when 'D has a packet to send to | SATAP host
"G, it prepares the packet with source address 2001:db8:0::1 and
destination address 2001:db8:2::1, then sends the packet into the
edge network where it will eventually be forwarded to router 'C the
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same as above. 'C then uses | SATAP encapsulation to forward the
packet to router A (i.e., a router that advertises "default"),
which in turn forwards the packet to "G . Note that this operation
entails two hops across the ISATAP link (i.e., one from'C to 'A
and a second from’A to 'G). |If "G also participates in the
dynanic | Pv6 routing protocol, however, 'C could instead forward the
packet directly to G w thout involving 'A

In a third scenario, when 'D has a packet to send to host "H in the
IPv6 Internet, the packet is forwarded to 'C the sane as above. 'C
then forwards the packet to A, which forwards the packet into the

I Pv6 I nternet.

In a final scenario, when 'G has a packet to send to host "H in the
I Pv6 Internet, the packet is forwarded directly to B, which
forwards the packet into the IPv6 Internet.

3.2.4.6. Scaling Considerations

Figure 2 depicts an | SATAP network topology with only two advertising
| SATAP routers within the provider network. |In order to support

| arger nunbers of non-advertising | SATAP routers and | SATAP hosts,
the provider network can depl oy nore advertising | SATAP routers to
support | oad bal ancing and generally shortest-path routing.

Such an arrangenent requires that the advertising | SATAP routers
participate in an I Pv6 routing protocol instance so that |IPv6
address/ prefix del egati ons can be mapped to the correct router. The
routing protocol instance can be configured as either a full nesh
topol ogy involving all advertising | SATAP routers, or as a partial
mesh topol ogy with each advertising | SATAP router associating with
one or nore conpani on gateways. Each such conpani on gateway would in
turn participate in a full mesh between all conpani on gat eways.

3.2.4.7. On-Denmand Dynam ¢ Routing

Wth respect to the reference operational scenario depicted in
Figure 2, there will be many use cases in which a proactive dynanic
I Pv6 routing protocol cannot be used. For exanple, in large
enterprise network deploynents it would be inpractical for al
routers to engage in a common routing protocol instance, due to
scal i ng consi derations.

In those cases, an on-demand routing capability can be enabled in

whi ch | SATAP nodes send initial packets via an advertising | SATAP

router and receive redirection nmessages back. For exanple, when a
non- advertising | SATAP router 'B has a packet to send to a host

| ocat ed behi nd non-advertising | SATAP router "D, it can send the
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initial packets via advertising router A, which will return
redirection nessages to inform’'B that "D is a better first hop
Protocol details for this | SATAP redirection are specified in [ AER] .

3.3. Destination and Source Address Checks

Tunnel routers can use a source address check mitigation nmeasure when
they forward an | Pv6 packet into a tunnel interface with an | Pv6
source address that enbeds one of the router’s configured |Pv4
addresses. Simlarly, tunnel routers can use a destination address
check mtigation neasure when they receive an | Pv6 packet on a tunne
interface with an | Pv6 destination address that enbeds one of the
router’s configured | Pv4 addresses. These checks shoul d correspond
to both tunnels’ 1Pv6 address formats, regardless of the type of
tunnel the router enploys.

For exanple, if tunnel router RL (of any tunnel protocol) forwards a
packet into a tunnel interface with an |IPv6 source address that

mat ches the 6to4 prefix 2002:1P1::/48, the router discards the packet
if IPLis one of its own IPv4 addresses. 1|In a second example, if
tunnel router R2 receives an | Pv6 packet on a tunnel interface with
an | Pv6 destination address with an off-link prefix but with an
interface identifier that matches the | SATAP address suffix

::0200: 5efe: I P2, the router discards the packet if IP2 is one of its
own | Pv4 addresses.

Hence, a tunnel router can avoid the attack by performng the
fol |l owi ng checks:

0 Wen the router forwards an | Pv6 packet into a tunnel interface,
it discards the packet if the |Pv6 source address has an off-1ink
prefix but enbeds one of the router’s configured |IPv4 addresses.

0 When the router receives an | Pv6 packet on a tunnel interface, it
di scards the packet if the I Pv6 destination address has an off-
link prefix but enbeds one of the router’s configured |Pv4
addr esses.

Thi s approach has the advantage that no ancillary state is required,
since checking is through static | ookup in the lists of I1Pv4 and | Pv6
addresses belonging to the router. However, this approach has sone

i nherent limtations:

o The checks incur an overhead that is proportional to the number of
| Pv4 addresses assigned to the router. |If a router is assigned
many addresses, the additional processing overhead for each packet
may be considerable. Note that an unmitigated attack packet woul d
be repetitively processed by the router until the Hop Limt
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expires, which may require as nany as 255 iterations. Hence, an
unmtigated attack will consume far nore aggregate processing

over head t han per-packet address checks even if the router assigns
a | arge nunber of addresses.

0 The checks should be perforned for the | Pv6 address formats of
every existing automatic I Pv6 tunnel protocol (that uses
protocol -41 encapsul ation). Hence, the checks must be updated as
new protocols are defined

0 Before the checks can be perfornmed, the format of the address nust
be recogni zed. There is no guarantee that this can be generally
done. For exanple, one cannot deternmine if an | Pv6 address is a
6rd one; hence, the router would need to be configured with a |ist
of all applicable 6rd prefixes (which may be prohibitively |arge)
in order to unanbi guously apply the checks.

0 The checks cannot be perforned if the enbedded | Pv4 address is a
private one [ RFC1918], since it is anbiguous in scope. Nanely,
the private address may be legitimately allocated to another node
i n anot her routing region.

The last limtation may be relieved if the router has sone
information that allows it to unanbi guously deternine the scope of
the address. The check in the foll owi ng subsection is one exanple
for this.

3.3.1. Known IPv6 Prefix Check

A router may be configured with the full list of |Pv6 subnet prefixes
assigned to the tunnels attached to its current |Pv4 routing region.
In such a case, it can use the list to determ ne when static
destination and source address checks are possible. By keeping track
of the list of IPv6 prefixes assigned to the tunnels in the |Pv4
routing region, a router can performthe followi ng checks on an
address that enbeds a private |Pv4 address:

o When the router forwards an | Pv6 packet into its tunnel with a
source address that enbeds a private |Pv4 address and matches an
IPv6 prefix in the prefix list, it determ nes whether the packet
shoul d be di scarded or forwarded by perform ng the source address
check specified in Section 3.3.

0 \When the router receives an | Pv6 packet on its tunnel interface
with a destination address that enbeds a private |IPv4 address and
mat ches an | Pv6 prefix in the prefix list, it determ nes whether
t he packet should be discarded or forwarded by perforning the
destination address check specified in Section 3. 3.
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The di sadvantage of this approach is that the adm nistrative overhead
for maintaining the list of 1Pv6 subnet prefixes associated with an

I Pv4 routing region may becone unwi el dy should that list be Iong

and/ or frequently updated.

4., Recommendati ons

In light of the mitigation measures proposed above, we nake the
foll owi ng recommendati ons in decreasing order of inportance:

1. \Wen possible, it is recommended that the attacks be
operationally elininated (as per the neasures proposed in
Section 3.2).

2. For tunnel routers that keep a coherent and trusted nei ghbor
cache that includes all legitimte endpoints of the tunnel, we
recomend exer ci sing the nei ghbor cache check

3. For tunnel routers that can inplenent the Neighbor Reachability
Check, we recomend exercising it.

4. For tunnels having a small and static list of endpoints, we
recomrend exercising the known | Pv4 address check

5. W generally do not recommend using the destination and source
address checks, since they cannot mitigate routing | oops with 6rd
routers. Therefore, these checks should not be used al one unl ess
there is operational assurance that other neasures are exercised
to prevent routing |oops with 6rd routers.

As noted earlier, tunnels may be deployed in various operationa
environments. There is a possibility that other mitigation measures
may be feasible in specific deployment scenarios. The above
recomendati ons are general and do not attenpt to cover such

scenari os.

5. Security Considerations

Thi s docunent ainms at presenting possible solutions to the routing
| oop attack that involves automatic tunnels’ routers. |t contains
various checks that aimto recogni ze and drop specific packets that
have strong potential to cause a routing | oop. These checks do not
i ntroduce new security threats.
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