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Abstract

Thi s docunent specifies sockets APl extensions for the multihom ng
shimlayer. The APl ains to enable interactions between applications
and the multihom ng shimlayer for advanced | ocator managenent, and
access to information about failure detection and path expl orati on.

Thi s docunent is based on an assunption that a nultihoned host is
equi pped with a conceptual sub-layer (hereafter called "shi msub-
layer") inside the IP |ayer that maintains nmappings between
identifiers and |l ocators. Exanples of the shimare Shinmt and the
Host Identity Protocol (H P)

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6316
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1. I nt roduction

Thi s docunent defines sockets APl extensions by which upper-I|ayer
protocols may be infornmed about and control the way in which a

mul ti homi ng shimsub-layer in the | P |layer nmanages the dynam c choice
of locators. Initially, the multihom ng shim sub-layer refers to
Shinme and/or H P, but it is defined generically.

The role of the nmultihom ng shimsub-layer (hereafter called "shim
sub-layer" in this docunent) is to avoid inpacts to upper-|ayer
protocol s that nay be caused when the endhost changes its attachnent
point to the Internet -- for instance, in the case of a rehom ng
event under the multihomed environment. There is, however, a need
for an APl in the cases where 1) the upper-layer protocol is
particularly sensitive to inmpacts, or 2) the upper-I|ayer protoco
wants to benefit frombetter know edge of what is going on

under neat h.
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There are various kinds of technologies that aimto solve the sane
issue (the multihomng issue). Note that there will be conflict when
more than one shimsub-layer is active at the sane tinme. The
assunption made in this docunent is that there is only a single shim
sub-layer (H P or Shinmg) activated on the system

The target readers of this docunment are application programers who
devel op application software that may benefit greatly from nulti honed
environments. In addition, this docunent ains to provi de necessary
informati on for devel opers of shimprotocols to inplenent APlIs for
enabl i ng advanced | ocat or nmanagenent.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Term nol ogy and Background

This section provides term nology used in this docunent. Basically,
nmost of the terns used in this docunent are taken fromthe follow ng
docunent s:

o Shinb Protocol Specification [ RFC5533]
0 H P Architecture [ RFC4423]
0 Reachability Protocol (REAP) [RFC5534]

In this docunent, the term"IP" refers to both IPv4 and | Pv6, unless
the protocol version is specifically nentioned. The followi ng are
definitions of ternms frequently used in this docunent:

o0 Endpoint ldentifier (EID) -- The identifier used by the
application to specify the endpoint of a given communicati on.
Applications may handle EIDs in various ways, such as long-lived
connections, callbacks, and referrals [ SH M- APP- REFER] .

* |In the case of ShinmG, an identifier called a ULID (Upper-Layer
Identifier) serves as an EID. A ULID is chosen froml ocators
avai | abl e on the host.

* In the case of HHP, an identifier called a Host ldentifier
serves as an EID. A Host ldentifier is derived fromthe public
key of a given host. For the sake of backward conpatibility
with the sockets API, the Host ldentifier is represented in the
formof a hash of a public key.
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* Note that the EID appears in the standard sockets APl as an
address, and does not appear in the extensions defined in this
docunent, which only concern | ocators.

Locator - The | P address actually used to deliver |IP packets.
Locators are present in the source and destination fields of the

| P header of a packet on the wire. A locator as discussed in this
docunent could be either an |IPv4 address or an |IPv6 address. Note
that H P can handl e both IPv4 and | Pv6 | ocators, whereas Shinb can
handl e only IPv6 |locators. For the H P case, a |locator can be a
private | Pv4 address when the host is behind a NAT. Section 8.1.1
gives a detailed description about the handling of a |ocator
behi nd a NAT.

* List of locators - Alist of |ocators associated with an ElID.
There are two lists of locators stored in a given context. One
is associated with the local EID, and the other is associated
with the renote EID. As defined in [RFC5533], the list of
| ocators associated with an EID ' A is denoted as Ls(A).

* Preferred |locator - The (source/destination) |ocator currently
used to send packets within a given context.

* Unknown | ocator - Any locator that does not appear in the
| ocator list of the shimcontext associated with the socket.
When there is no shimcontext associated with the socket, any
source and/or destination |ocator requested by the application
is considered to be an unknown | ocat or

* Valid locator - Avalid |ocator means that the locator is
considered to be valid in the security sense. Mre
specifically, the validity indicates whether the locator is
part of a Hash-Based Address (HBA) set [RFC5535].

* Verified locator - A verified |ocator means that the locator is
considered to be reachable according to the result of a REAP
return routability check. Note that the verification applies
only to the peer’s |ocator.

Shim - The conceptual sub-layer inside the IP |ayer. This sub-

| ayer mmi ntains mappi ngs between EIDs and | ocators. An EID can be
associ ated with nore than one locator at a tine when the host is
mul ti honed. The term "shinm' does not refer to a specific protoco
but refers to the conceptual sub-layer inside the IP |ayer.
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Identifier/locator adaptation - The adaptation performed at the
shi m sub-layer. This adaptation may end up re-witing the source

and/ or destination addresses of an IP packet. |In the outbound
packet processing, the EID pair is converted to the associ ated
| ocator pair. In the inbound packet processing, the locator pair

is converted to the EID pair.

Context - The state information shared by a given pair of peers.
Cont ext stores a binding between the EID and associ ated | ocat ors.
Contexts are maintained by the shim sub-layer. Deferred context
setup is a scenario where a context is established after the
communi cation starts. Deferred context setup is possible if the
ULID is routable, such as in the case of Shinb.

Reachability detection - The procedure to check reachability
bet ween a given | ocator pair.

Path - The sequence of routers that an | P packet goes through to
reach the destination.

Pat h exploration - The procedure to explore available paths for a
given set of |ocator pairs.

Qut age - The incident that prevents | P packets flowing fromthe
source locator to the destination locator. Wen there is an
outage, it neans that there is no reachability between a given

| ocator pair. The outage may be caused by various reasons, such
as a shortage of network resources, congestion, and human error
(faulty operation).

Wor ki ng address pair - Considered to be "working" if the packet
can safely travel fromthe source to the destination, where the
packet contains the first address fromthe pair as the source
address and the second address fromthe pair as the destination
address. |If reachability is confirned in both directions, the
address pair is considered to be working bi-directionally.

Reachability Protocol (REAP) - The protocol for detecting failure

and exploring reachability in a multihomed environment. REAP is
defined in [ RFC5534].
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In this docunent, syntax and semantics of the APl are given in the
same way as in the Portable Operating System Interface (POSI X)
standard [POSI X]. The APl specifies howto use ancillary data (aka
cnsg) to access the locator information with recvnsg() and/or
sendnsg() |I/Ocalls. The APl is described in Clanguage, and data
types are defined in the POSI X format; intN_t nmeans a signed integer
of exactly N bits (e.g., intl6_t), and uintN_t means an unsi ghed
integer of exactly N bits (e.g., uint32_t).

The distinction between "connected" sockets and "unconnected" sockets
is inportant when discussing the applicability of the sockets API
defined in this docunment. A connected socket is bound to a given
peer, whereas an unconnected socket is not bound to any specific
peers. A TCP socket becones a connected socket when the TCP
connection establishment is conpleted. UDP sockets are unconnected,
unl ess the application uses the connect() systemcall.

4. System Overvi ew

Figure 1 illustrates the systemoverview The shim sub-layer and
REAP conponent exist inside the IP layer. Applications use the
sockets APl defined in this document to interface with the shim
sub-l ayer and the transport |ayer for |ocator managenent, failure
detection, and path exploration.

It is also possible that the shim sub-layer interacts with the

transport layer; however, such an interaction is outside the scope of
t hi s docunent.
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Figure 1. System Overvi ew
5. Requirements
The following is a list of requirenments from applications:

0 Turn on/off shim An application should be able to request to
turn on or turn off the multihonm ng support by the shimlayer

* Apply shim The application should be able to explicitly
request that the shim sub-layer apply multihom ng support.

* Don’t apply shim The application should be able to request
that the shim sub-layer not apply the multihom ng support but
apply normal | P processing at the |P |ayer.

* Note that this function is also required by other types of
mul ti hom ng nechani sns, such as the Stream Control Transm ssion
Protocol (SCTP) and multipath TCP, to avoid potential conflict
with the shim sub-Iayer.
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Locat or managenent .

* It should be possible to set a preferred source and/or
destination locator within a given context.

* |t should be possible to get a preferred source and/or
destination locator within a given context.

* It should be possible to set a list of source and/or
destination locators within a given context: Ls(local) and
Ls(renote).

* It should be possible to get a list of source and/or
destination locators within a given context: Ls(local) and
Ls(renote).

Notification fromapplications and upper-|ayer protocols to the
shi m sub-| ayer about the status of the communication. The
notification occurs in an event-based manner. Applications and/or
upper -1l ayer protocols may provide positive feedback or negative
feedback to the shimsub-layer. Note that these types of feedback
are nentioned in [ RFC5534]:

* Applications and/or upper-layer protocols (e.g., TCP) may
provi de positive feedback to the shim sub-layer informng that
the conmuni cation is going well.

* Applications and/or upper-layer protocols (e.g., TCP) may
provi de negative feedback to the shimsub-layer informng that
the conmuni cation status is not satisfactory. TCP nmay detect a
probl em when it does not receive any expected ACK nessage from
the peer. The REAP nodul e may be triggered by the negative
f eedback and i nvoke the path exploration procedure.

Feedback from applications to the shim sub-layer. Applications
shoul d be able to informthe shimsub-layer of the tinmeout val ues
for detecting failures, sending keepalives, and starting the

expl oration procedure. |In particular, applications should be able
to suppress keepalives.

Hot - st andby. Applications nmay request the shimsub-layer for a
hot - st andby capability. This nmeans that alternative paths are
known to be working in advance of a failure detection. In such a
case, it is possible for the shimsub-layer to inmrediately repl ace
the current locator pair with an alternative |ocator pair.
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0 Eagerness for locator exploration. An application should be able
to informthe shim sub-layer of how aggressively it wants the REAP
mechanismto performa path exploration (e.g., by specifying the
nunber of concurrent attenpts of discovery of working |ocator
pai rs) when an outage occurs on the path between the |ocator pair
in use.

o Providing locator information to applications. An application
shoul d be able to obtain information about the |ocator pair that
was actually used to send or receive packets.

* For inbound traffic, the application nmay be interested in the
| ocator pair that was actually used to receive the packet.

* For outbound traffic, the application may be interested in the
| ocator pair that was actually used to transmt the packet.

In this way, applications may have additional control of the

| ocat or managenment. For exanple, an application beconmes capabl e
of verifying if its preference for a locator is actually applied
to the flow or not.

o Applications should be able to know if the shim sub-layer supports
deferred context setup or not.

0 An application should be able to know if the comunication is now
bei ng served by the shimsub-1layer or not.

0 An application should be able to use a common interface to access
an | Pv4 |l ocator and an | Pv6 | ocator.

6. Socket Options for Miltihom ng Shim Sub-Layer

In this section, socket options that are specific to the shim
sub-l ayer are defi ned.

Table 1 shows a list of the socket options that are specific to the
shimsub-layer. All of these socket options are defined at the |eve
SOL_SH M Wien an application uses one of the socket options by

get sockopt () or setsockopt(), the second argunent MJIST be set to
SOL_SH M
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The first colum of Table 1 gives the nane of the option
col umm i ndi cates whether the value for the socket option can be read

by get sockopt (),
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The second

and the third colum indi cates whether the value for
the socket option can be witten by setsockopt().
provides a brief description of the socket option.

The fourth col um
The fifth colum

shows the type of data structure specified along with the socket

CGet the

par anet er that
i ndi cates

whet her the
socket is
associated (1)
with any shim
cont ext or not
(0).

CGet or set the
par anet er that
i ndi cat es

whet her or not
to enpl oy

mul ti hom ng
support by the
shi m sub- | ayer.
CGet or set the
paraneter to
request the
shi m sub- | ayer
to prepare a
hot - st andby
connecti on.

Set the

pref erence

val ue for a
source | ocator
f or out bound
traffic. Get
the preferred
|l ocator for the
source | ocator
f or out bound
traffic.

option. By default, the data structure type is an integer
o e e e e e e e e m o +--m - - +--m - - +
| optnane | get | set

o m e e e e e iee i +--m o= +--m o= +
| SHI M _ASSCOCI ATED | o | |
I I I I
I I I I
| | | |
I I I I
I I I I
I I I I
I I I I
I I I I
| SH M _DONTSH M | o | o |
I I I I
I I I I
I I I I
I I I I
I I I I
| | | |
I I I I
| SH M_HOT_STANDBY | o | o |
I I I I
I I I I
I I I I
| | | |
I I I I
I I I I
| SHI M LOC LOCAL_PREF | o | o |
I I I I
I I I I
| | | |
I I I I
I I I I
I I I I
I I I I
I I I I
| | | |
I I I I

Komu,

et al.

I nf or mat i onal

S +
| dtype |
Fomm o - +
| int |
I I
I I
I I
I I
I I
I I
I I
I I
| int |
I I
I I
I I
I I
I I
I I
I I
| int |
I I
I I
I I
I I
I I
I I
| Note |
| 1 I
I I
I I
I I
I I
I I
I I
I I
I I
I I
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SHI M LOC_PEER_PREF

SHI M _LOC_LOCAL_RECV

SHI M LOC_PEER_RECV

SH M LOC_LOCAL_SEND

SHI M _LOC_PEER_SEND

SHI M_LOCLI ST_LOCAL

et al.
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| o | o
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
| o | o
| |
I I
I I
I I
I I
I I
| |
I I
| o | o
I I
I I
I I
| |
I I
I I
I I
| o | o
I I
| |
I I
| o | o
I I
I I
I I
| |
| o | o
I I
I I
I I
I I
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Set the

pref erence

val ue for a
desti nati on

| ocator for

out bound
traffic. Get
the preferred

| ocator for the
desti nati on

| ocator for

out bound
traffic.
Request the
shi m sub- | ayer
to store the
destination

| ocat or of the
received | P
packet in an
ancillary data
obj ect.

Request the
shi m sub- | ayer
to store the
source | ocator
of the received
| P packet in an
ancillary data
obj ect .

Cet or set the
source | ocator
of outgoing IP
packets.

CGet or set the
destination

| ocat or of
outgoing I P
packets.

CGet or set the
list of

| ocators
associated with
the | ocal EID.

July 2011

Not e
1

Not e

Not e

Not e
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SH M _LOCLI ST_PEER Not e

2

Cet or set the
list of

| ocators
associated with
the peer’s EID.
CGet or set the
Send Ti neout
val ue of REAP.
Get or set
paraneters for
pat h

I

I

|

I

I

| int

I

I

|

I

I
expl oration and |

I

I

|

I

I

I

I

I

|

I

SHI M_APP_TI MEOUT

SHI M_PATHEXPLCRE Not e

failure

det ecti on.

CGet the

par anet er that

i ndi cat es

whet her

def erred

cont ext setup

i s supported or
not .

SHI M_CONTEXT_DEFERRED_SETUP

Table 1: Socket Options for Miltihom ng Shim Sub-Layer
Note 1. Pointer to a shimlocator as defined in Section 8.
Note 2: Pointer to an array of shimlocator data.
Note 3: Pointer to a shimpathexplore as defined in Section 8.

Figure 2 illustrates how the shimspecific socket options fit into
the system nodel of sockets API. The figure shows that the shimsub-
| ayer and the additional protocol conponents (IPv4 and | Pv6) bel ow
the shim sub-layer are new to the systemnodel. As previously
mentioned, all the shimspecific socket options are defined at the
SOL_SHI Ml evel. This design choice brings the foll ow ng advant ages:

1. The existing sockets APIs continue to work at the |ayer above the
shi msub-layer. That is, those | egacy APls handl e | P addresses
as identifiers.

2. Wth newWy defined socket options for the shimsub-Ilayer, the
appl i cation obtains additional control of |ocator managenent.

Komu, et al. I nf or mat i onal [ Page 13]



RFC 6316 Mul ti hom ng Shim API July 2011

6

1.

3. The shimspecific socket options can be kept independent from
address famly (I PPROTO IP or | PPROTO | PV6) and transport
protocol (1PPROTO TCP or | PPROTO UDP) settings.

sl s2 s3 s4
|| ||
N R EEEEEES |l +
| B S, + B S, + |
| I'PPROTO TCP | TCP | | UDP | |
| AR, + AR, + |
I |\ I I
| |- | |
I [ Vo I
| F-- - - - + F-- - - - + |
| I PPROTO I P | 1Pv4 | | ITPv6 | 1 PPROTO | PV6 |
| Fo-mmm - + Fo-mmm - + |
| \ / SOL_SOCKET
| REREEEEE Voo [-nmnnns + |
| SOL_SH M | shim |
| oo [=mmmeee Voo + |
I / \ I
| Fo-mmm - + Fo-mmm - + |
| | Pv4 | | IPvE | |
| S R + S R + |
I I I I
o e e e e a e oo m | ---------- | ----------------- +
I I
| Pv4d | Pv6

Dat agram  Dat agram
Fi gure 2: System Model of Sockets APl with Shim Sub-Layer
SHI M_ASSCCI ATED

The SHI M ASSOCI ATED option is used to check whether or not the socket
is associated with any shim context.

This option is meani ngful when the |ocator information of the
received | P packet does not tell whether or not the identifier/

| ocator adaptation is perforned. Note that the EID pair and the
| ocator pair may be identical in sonme cases.

Note that the socket option is read-only, and the option value can be
read by getsockopt(). The result (0/1/2) is set in the option value
(the fourth argument of getsockopt()).

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

Komu, et al. I nf or mat i onal [ Page 14]



RFC 6316 Mul ti hom ng Shim API July 2011

The data type of the option value is an integer. The option val ue

i ndi cates the presence of shimcontext. A return value of 1 nmeans
that the socket is associated with a shimcontext at the shim
sub-layer. A return value of 0 indicates that there is no shim
context associated with the socket. A return value of 2 neans that
it is not known whether or not the socket is associated with a shim
context, and this MJST be returned only when the socket is
unconnected. |In other words, the returned value MJST be 0 or 1 when
t he socket is connected.

For exanple, the option can be used by the application as follows:

int optval;
int optlen = sizeof(optval);

get sockopt (fd, SCL_SHI M SH M ASSOCI ATED, &optval, &optlen);

6.2. SH M DONTSH M
The SHI M DONTSHI M option is used to request that the shimlayer not
provi de the nulti hom ng support for the communicati on established
over the socket.
The data type of the option value is an integer, and it takes 0 or 1.
An option value of 0 neans that the shim sub-layer is enployed if
avail able. An option value of 1 nmeans that the application does not
want the shim sub-layer to provide the nmultihom ng support for the
comruni cati on established over the socket.

The default value is set to 0, which neans that the shimsub-|ayer
performs identifier/locator adaptation if avail able.

Any attenpt to disable the nmultihom ng shi msupport MJST be made by
the application before the socket is connected. |If an application
makes such an attenpt for a connected socket, error code EOPNOTSUPP
MUST be returned.

For exanple, an application can request that the systemnot apply the
mul ti hom ng support as foll ows:

int optval;
optval = 1;

set sockopt (fd, SOL_SH M SH M DONTSHI M &optval, sizeof(optval));
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For exanple, the application can check the option value as foll ows:

int optval;
int |len;

| en = sizeof (optval);
get sockopt (fd, SOL_SH M SH M DONTSH M &optval, &l en);
6.3. SH M HOT_STANDBY

The SHI M HOT_STANDBY option is used to control whether or not the
shi m sub- | ayer enploys a hot-standby connection for the socket. A
hot - st andby connection is an alternative working |ocator pair to the
current locator pair. This option is effective only when there is a
shim context associated with the socket.
The data type of the option value is an integer
The option value can be set by setsockopt ().

The option value can be read by getsockopt().

By default, the value is set to 0, neaning that hot-standby
connection is disabled.

VWhen the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOENT is returned to the application

For exanple, an application can request establishnment of a hot-
st andby connection by using the socket option as follows:

int optval;
optval = 1;

setsockopt (fd, SCL_SHI M SH M HOT_ STANDBY, &optval
si zeof (optval ));
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For exanple, an application can get the option value by using the
socket option as foll ows:

int optval;
int len;

I en = sizeof (optval);
get sockopt (fd, SOL_SH M SH M HOT_STANDBY, &optval, &l en);
6.4. SH M LOC_LOCAL_PREF

The SHI M LOC LOCAL_PREF option is used to set the preference val ue
for a source locator for outbound traffic, or to get the preference
val ue of the source locator for outbound traffic that has the highest
pref erence val ue.

This option is effective only when there is a shimcontext associated
with the socket.

By default, the option value is set to NULL, meaning that the option
i s disabl ed.

The preference of a |l ocator is defined by a conmbination of priority
and wei ght as per DNS SRV [ RFC2782]. Note that the Shinb base
protocol defines the preference of a locator in the sane way.

The data type of the option value is a pointer to the shiml ocator
informati on data structure as defined in Section 8.1

When an application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOCENT is returned to the application

Error code ElI NVALI DLOCATOR i s returned when the validation of the
specified | ocator fails.

An application can set the preference value for a source |ocator for
outbound traffic by setsockopt() with the socket option. Note that
lc_ifidx and lc_flags (as defined in Section 8.1) have no effect in a
set operation. Belowis an exanple of such a set operation
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struct shimlocator Ic;
struct in6_addr ip6;
[* ...set the locator (ip6)... */

menset (& ¢, 0, sizeof(shimlocator));
lc.lc_famly = AF_INET6; [* |Pv6 */

lc.lc_ifidx = 0;
lc.lc_flags = O;
lc.lc_prio = 1;
lc.lc_weight = 10;

mencpy(& c.lc_addr, & p6, sizeof(in6_addr));

set sockopt (fd, SOL_SH M SH M LOC LOCAL_PREF, &l c
si zeof (optval ));

An application can get the source |ocator for outbound traffic that
has the hi ghest preference value by using the socket option. Below
is an exanple of such a get operation

struct shimlocator |c;
int |len;

I en = sizeof (lc);
get sockopt (fd, SOL_SH M SH M LOC LOCAL_PREF, & c, & en);
6.5. SH M LOC_PEER_PREF

The SHI M LOC PEER _PREF option is used to set the preference value for
a destination |ocator for outbound traffic, or to get the preference
val ue of the destination |ocator for outbound traffic that has the

hi ghest preference val ue.

This option is effective only when there is a shimcontext associated
with the socket.

By default, the option value is set to NULL, meaning that the option
i s disabl ed.

As defined earlier, the preference of a locator is defined by a
conbination of priority and weight as per DNS SRV [ RFC2782]. \hen
there is nore than one candi date destination locator, the shim
sub-l ayer makes a sel ection based on the priority and wei ght
specified for each | ocator

The data type of the option value is a pointer to the shiml ocator
informati on data structure as defined in Section 8.1
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When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOENT is returned to the application

Error code EI NVALI DLOCATOR is returned when the validation of the
requested locator fails.

Error code EUNREACHABLELOCATOR is returned when the requested | ocator
is determ ned to be unreachabl e according to a reachability check

The usage of the option is the same as that of SH M LOC LOCAL_PREF.
6.6. SH MLOC LOCAL_RECV

The SHI M LOC LOCAL_RECV option can be used to request that the shim

sub-layer store the destination |ocator of the received |P packet in

an ancillary data object that can be accessed by recvnsg(). This

option is effective only when there is a shimcontext associated with

the socket.

The data type of the option value is an integer. The option val ue

MJUST be binary (0 or 1). By default, the option value is set to O,

meani ng that the option is disabled.

An application can set the option value by setsockopt().

An application can get the option value by getsockopt ().

See Section 7 for the procedure to access |locator information stored
in the ancillary data objects.

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOENT is returned to the application

For exanple, an application can request the shimsub-layer to store a
destination |ocator by using the socket option as foll ows:

int optval;
optval = 1,

set sockopt (fd, SOL_SH M SH M LOC LOCAL_RECV, &optval
si zeof (optval));
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For exanple, an application can get the option value as foll ows:

int optval;
int |len;

| en = sizeof (optval);
get sockopt (fd, SCL_SH M SH M LOC LOCAL_RECV, &optval, &l en);
6.7. SH M LOC_PEER_RECV

The SH M LOC PEER RECV option is used to request that the shim
sub-1layer store the source |ocator of the received |IP packet in an
ancillary data object that can be accessed by recvnsg(). This option
is effective only when there is a shimcontext associated with the
socket .
The data type of the option value is an integer. The option val ue
MJUST be binary (0 or 1). By default, the option value is set to O,
meani ng that the option is disabled.
The option value can be set by setsockopt().
The option value can be read by getsockopt ().

See Section 7 for the procedure to access |locator information stored
in the ancillary data objects.

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOCENT is returned to the application

The usage of the option is the same as that of the
SHI M _LOC _LOCAL_RECV opti on.

6.8. SH M LOC LOCAL_SEND
The SHI M LOC LOCAL_SEND option is used to request that the shim
sub-l ayer use a specific locator as the source locator for the IP
packets to be sent fromthe socket. This option is effective only
when there is a shimcontext associated with the socket.

The data type of the option value is a pointer to the shiml ocator
data structure
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An application can set the local |ocator by setsockopt(), providing a
|l ocator that is stored in a shimlocator data structure. Wen a
zero-filled locator is specified, the pre-existing setting of the

| ocal locator is inactivated.

An application can get the local |ocator by getsockopt().

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENCENT is returned to the application

Error code EI NVALI DLOCATOR is returned when an invalid |ocator is
speci fi ed.

For exanple, an application can request the shimsub-layer to use a
specific local |ocator by using the socket option as foll ows:

struct shiml/locator |ocator;
struct in6_addr i a6;

/* an |1 Pv6 address preferred for the source locator is copied
to the paraneter ia6 */

menset (& ocator, 0, sizeof(locator));

/[* fill shimlocator data structure */
| ocator.lc_fam |y = AF_|I NET6;

locator.lc_ifidx = O;
|l ocator.lc_flags = O;
|l ocator.lc_prio

| ocator. | c_wei ght ;
mencpy( & ocator.lc_addr, & a6, sizeof(ia6));

set sockopt (fd, SOL_SH M SH M LOC LOCAL_SEND, &l ocat or,
si zeof (I ocator));

For exanple, an application can get the designated |ocal |ocator by
usi ng the socket option as foll ows:
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struct shiml ocator |ocator;
menset (& ocator, 0, sizeof(locator));

get sockopt (fd, SOL_SH M SH M LOC LOCAL_SEND, &l ocat or,
si zeof (I ocator));

/* check | ocator */
6.9. SH M LOC PEER SEND

The SHI M LOC PEER SEND option is used to request that the shim
sub-l ayer use a specific locator for the destination |locator of IP
packets to be sent fromthe socket. This option is effective only
when there is a shimcontext associated with the socket.

The data type of the option value is a pointer to the shiml ocator
data structure

An application can set the renote | ocator by setsockopt(), providing
a locator that is stored in a shim/l|ocator data structure. \Wen a
zero-filled locator is specified, the pre-existing setting of the
renote locator is inactivated

An application can get the specified renote | ocator by getsockopt().
The difference between the SH M LOC PEER SEND option and the

SH M LOC PEER PREF option is that the forner guarantees the use of a
requested | ocator when applicable, whereas the |atter does not.

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOCENT is returned to the application

Error code EI NVALI DLOCATOR i s returned when the validation of the
requested locator fails.

Error code EUNVERI FI EDLOCATOR is returned when reachability for the
requested | ocator has not been verified yet.

Error code EUNREACHABLELOCATOR is returned when the requested | ocator
is determ ned to be unreachabl e according to a reachability check

The usage of the option is the same as that of the
SHI M LOC LOCAL_SEND opti on

Komu, et al. I nf or mat i onal [ Page 22]



RFC 6316 Mul ti hom ng Shim API July 2011

6.10. SH M LCCLI ST_LCCAL

The SHI M LOCLI ST_LOCAL option is used to get or set the locator |ist
associated with the local EID of the shimcontext associated with the
socket. This option is effective only when there is a shim context
associated with the socket.

The data type of the option value is a pointer to the buffer in which
a locator list is stored. See Section 8 for the data structure for
storing the locator information. By default, the option value is set
to NULL, neaning that the option is disabled.

An application can get the locator list by getsockopt(). Note that
the size of the buffer pointed to by the optval argunent SHOULD be

| arge enough to store an array of |ocator information. The nunber of
the locator information is not known beforehand.

The local locator list can be set by setsockopt(). The buffer
pointed to by the optval argument MJST contain an array of | ocator
structures.

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOENT is returned to the application

Error code ElI NVALI DLOCATOR is returned when the validation of any of
the specified |l ocators fail ed.

Error code ETOOVANYLOCATORS is returned when the nunber of |ocators
specified exceeds the limt (SH M MAX LOCATORS), or when the size of
the buffer provided by the application is not |arge enough to store
the |l ocator list provided by the shimsub-Iayer

For exanple, an application can set a list of locators to be

associated with the I ocal EID by using the socket option as foll ows.
Note that an I Pv4 |ocator can be handl ed by H P and not by Shin®.
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struct shimlocator |ocators[SH M MAX LOCATORS];
struct sockaddr _in *sin;
struct sockaddr i n6 *sin6;

menset (| ocators, 0, sizeof(locators));
/* obtain local |IP addresses fromlocal interfaces */

[* first locator (an | Pv6 address) */

|l ocators[0].lc_famly = AF_| NET6;

|l ocators[0].lc_ifidx = O;

| ocators[0].lc_flags = O;

| ocators[0].lc_prio = 1;

| ocators[0].lc_weight = 0;

mencpy( & ocators[0].|c_addr, &sa6->sin6_addr,
si zeof (sa6->si n6_addr));

/* second locator (an |Pv4 address) */
locators[1].lc_famly = AF_I| NET;

I ocators[1].lc_ifidx
| ocators[1].lc_flags
| ocators[1].lc_prio = O;
| ocators[1].lc_weight = 0;

mencpy( & ocators[1].|c_addr, &sa->sin_addr,

si zeof (sa->si n_addr));

0;
0;

set sockopt (fd, SCL_SH'M SH M LOCLI ST _LCCAL, |ocators,
si zeof (I ocators));

For exanple, an application can get a list of locators that are
associated with the I ocal EID by using the socket option as foll ows:

struct shimlocator |ocators[SH M MAX LOCATORS];
menset (| ocators, 0, sizeof(locators));

get sockopt (fd, SOL_SH M SH M LOC LOCAL_RECV, | ocators,
si zeof (I ocators));

/* parse |locators */
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6.11. SH M LCCLI ST_PEER

The SHI M LOCLI ST_PEER option is used to get or set the locator |ist
associated with the peer EID of the shimcontext associated with the
socket. This option is effective only when there is a shim context
associ ated with the socket.

The data type of the option value is a pointer to the buffer where a
| ocator list is stored. See Section 8 for the data structure for
storing the locator information. By default, the option value is set
to NULL, neaning that the option is disabled.

An application can get the locator list by getsockopt(). Note that
the size of the buffer pointed to by the optval argunent SHOULD be

| arge enough to store an array of |ocator information. The nunber of
the locator information is not known beforehand.

An application can set the locator list by setsockopt(). The buffer
pointed to by the optval argument MJST contain an array of | ocator
list items.

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOENT is returned to the application

Error code ElI NVALI DLOCATOR is returned when the validation of any of
the specified |l ocators fail ed.

Error code EUNVERI FI EDLOCATOR i s returned when reachability for the
requested | ocator has not been verified yet.

Error code EUNREACHABLELOCATOR is returned when the requested | ocator
is determ ned to be unreachabl e according to a reachability check

Error code ETOOVANYLOCATORS is returned when the nunber of |ocators
specified exceeds the limt (SH M MAX LOCATORS), or when the size of
the buffer provided by the application is not |arge enough to store
the |l ocator list provided by the shimsub-Iayer

The usage of the option is the same as that of SH M LOCLI ST_LOCAL.
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6.12. SH M _APP_TI MEQUT

The SH M _APP_TI MEQUT option is used to get or set the Send Ti neout
val ue of REAP [ RFC5534]. This option is effective only when there is
a shimcontext associated with the socket.

The data type of the option value is an integer. The value indicates
the period of tineout in seconds to send a REAP Keepal i ve nessage
since the last outbound traffic. By default, the option value is set
to 0, neaning that the option is disabled. When the optionis

di sabl ed, the REAP mechanismfollows its default Send Ti meout val ue
as specified in [ RFC5534].

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENCENT is returned to the application

When there is no REAP instance on the system error code ECPNOTSUPP
is returned to the application

For exanple, an application can set the tinmeout val ue by using the
socket option as foll ows:

int optval;
optval = 15; /* 15 seconds */

set sockopt (fd, SCL_SH M SH M APP_TI MEQUT, &opt val
si zeof (optval));

For exanple, an application can get the tinmeout val ue by using the
socket option as foll ows:

int optval;
int |en;

I en = sizeof (optval);

getsockopt (fd, SOL_SH M SH M APP_TI MEQUT, &optval, & en);
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6.13. SH M PATHEXPLORE

The application MAY use this socket option to get or set paraneters
concerning path exploration. Path exploration is a procedure to find
an alternative |locator pair to the current locator pair. As the REAP
specification defines, a peer nay send Probe nessages to find an
alternative | ocator pair.

This option is effective only when there is a shimcontext associ ated
with the socket.

The data type of the option value is a pointer to the buffer where a
set of information for path exploration is stored. The data
structure is defined in Section 8.

By default, the option value is set to NULL, nmeaning that the option
i s disabl ed.

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

When there is no shimcontext associated with the socket, error code
ENOCENT is returned to the application

For exanple, an application can set paranmeters for path exploration
by using the socket option as foll ows:

struct shin6_pat hexpl ore pe;

pe. pe_probenum = 4; [* times */
pe. pe_keepal i veto = 10; /* seconds */
pe. pe_i ni t probeto = 500; [* mlliseconds */

pe. pe_reserved = 0;
setsockopt (fd, SCL_SH M SH M PATHEXPLORE, &pe, sizeof(pe));

For exanple, an application can get parameters for path exploration
by using the socket option as foll ows:

struct shin6_pat hexpl ore pe;
int |len;

| en = sizeof (pe);

get sockopt (fd, SCL_SH M SH M PATHEXPLORE, &pe, & en);
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6.14. SH M DEFERRED CONTEXT_SETUP

The SH M DEFERRED CONTEXT_SETUP option is used to check whether or
not deferred context setup is possible. Deferred context setup neans
that the context is established in parallel with the data

communi cation. Note that Shinb supports deferred context setup and
H P does not, because EIDs in HP (i.e., Host Identifiers) are non-
rout abl e.

Note that the socket option is read-only, and the option value can be
read by getsockopt ().

The data type for the option value is an integer. The option value
MUST be binary (0 or 1). The option value of 1 nmeans that the shim
sub-l ayer supports deferred context setup

When the application specifies the socket option to an unconnected
socket, error code EOPNOTSUPP is returned to the application

For exanple, an application can check whether deferred context setup
is possible or not as foll ows:

int optval;
int |en;

I en = sizeof (optval);

get sockopt (fd, SO._SH M SH M DEFERRED CONTEXT_SETUP
&optval , & en);

6.15. Applicability

Al'l the socket options defined in this section except for the
SHI M DONTSHI M option are applicable to applications that use
connect ed sockets.

Al'l the socket options defined in this section except for the

SHI M_ASSCCI ATED, SHI M DONTSHI M and SH M CONTEXT_DEFERRED SETUP
options are effective only when there is a shimcontext associated
with the socket.
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6.16. FError Handling

If successful, getsockopt() and setsockopt() return O; otherw se, the
functions return -1 and set errno to indicate an error

The following are new error values defined for sone shimspecific
socket options indicating that the getsockopt() or setsockopt()
finished inconpletely:

El NVALI DLOCATOR
This indicates that the locator is not part of the HBA set
[ RFC5535] within the shimcontext associated with the socket.

EUNVERI FI EDLOCATOR
This indicates that the reachability of the | ocator has not been
confirmed. This error is applicable to only the peer’s |ocator

EUNREACHABLEL OCATOR
This indicates that the locator is not reachable according to the
result of the reachability check. This error is applicable to
only the peer’s | ocator

7. Ancillary Data for Muiltihom ng Shim Sub-Layer

This section provides definitions of ancillary data to be used for
| ocat or managenment and notification fromto the shimsub-Iayer to/
fromthe application

When the application perforns | ocator managenent by sendnsg() or
recvnsg(), a menber of the msghdr structure (given in Figure 3)

call ed nmsg_control holds a pointer to the buffer in which one or nore
shimspecific ancillary data objects may be stored. An ancillary
data object can store a single locator. It should be possible to
process the shimspecific ancillary data object by the existing
macros defined in the POSI X standard and [ RFC3542].

struct nsghdr {

caddr _t msg_nane; /* optional address */

u_int msg_nanel en; /* size of address */

struct iovec *nmeg _iov; /* scatter/gather array */
u_int nmeg_i ovl en; [* # elenents in nsg_iov */
caddr _t msg_control; /* ancillary data, see bel ow */
u_int meg_controllen; /* ancillary data buffer len */
i nt meg_fl ags; /* flags on received nessage */

Figure 3: nsghdr Structure
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In the case of an unconnected socket, msg_nane stores the socket
address of the peer. Note that the address is not a locator of the
peer but the identifier of the peer. SH MLOC PEER RECV can be used
to get the locator of the peer node.

Table 2 is a list of the shimspecific ancillary data that can be
used for |ocator nanagenent by recvnsg() or sendnsg(). In any case,
the value of cnsg_ |l evel MUST be set to SOL_SH M

o e e e e m oo oo S S o e e e e oo +
| cnsg_type | sendnsg() | recvnsg() | cneg_data[ ] |
o e e e e oo s Fom e oo Fom e oo o e e oo +
| SH M LOC LOCAL_RECV | | 0] | Note 1 |
| SHI M LOC PEER RECV | | o] | Note 1 |
| SHI M LOC LOCAL_SEND | o] | | Note 1 |
| SH M LOC _PEER_SEND | o] | | Note 1 |
| SH M_FEEDBACK | 0 | | shimfeedback{} |
o e e e e oo s Fom e oo Fom e oo o e e oo +

Table 2: Shim Specific Ancillary Data

Note 1: cnsg _data[] within nsg _control includes a single
sockaddr _in{} or sockaddr _in6{} and padding if necessary

.1. Get Locator fromlnconing Packet

An application can get locator information fromthe received IP
packet by specifying the shi mspecific socket options for the socket.
When SHI M LOC LOCAL_RECV and/or SH M LOC PEER RECV socket options are
set, the application can retrieve a |local and/or renote |ocator from
the ancillary data.

When there is no shimcontext associated with the socket, the shim
sub-layer MJUST return zero-filled locator information to the
appl i cation.

.2. Set Locator for Qutgoing Packet

An application can specify the locators to be used for transmitting
an | P packet by sendnsg(). Wen the ancillary data of cnsg_type

SHI M LOC LOCAL_SEND and/or SHI M LOC PEER SEND are specified, the
application can explicitly specify the source and/or the destination
| ocators to be used for the comunication over the socket. |If the
specified |l ocator pair is verified, the shimsub-Ilayer overrides the
| ocator(s) of the outgoing IP packet. Note that the effect is
limted to the datagramtransmtted by the sendnsg().
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When there is no shimcontext associated with the socket, error code
ENOENT is returned to the application

Error code EI NVALI DLOCATOR i s returned when validation of the
specified | ocator fails.

Error code EUNVERI FI EDLOCATOR i s returned when reachability for the
requested | ocator has not been verified yet. The application is
recomrended to use another destination |ocator until the reachability
check for the requested |ocator is done.

Error code EUNREACHABLELOCATOR is returned when the requested | ocator
is determined to be unreachabl e according to a reachability check
The application is recormended to use another destination |ocator
when receiving the error

7.3. Notification from Application to Miltihom ng Shim Sub-Layer

An application MAY provi de feedback to the shimsub-1ayer about the
communi cati on status. Such feedback is useful for the shimsub-Iayer
to nonitor the reachability status of the currently used |ocator pair
in a given shimcontext.

The notification can be nmade by sendnsg() specifying a new ancillary
data called SH M FEEDBACK. The ancillary data can be handl ed by
speci fying the SH M FEEDBACK option in cnsg_type.

When there is no shimcontext associated with the socket, error code
ENOCENT is returned to the application

See Section 8.3 for details of the data structure to be used.

It is outside the scope of this docunent to describe how the shim
sub-l ayer woul d react when feedback is provided by an application

7.4. Applicability

Al the ancillary data for the shimsub-layer is applicable to
connect ed sockets.

Care is needed when the SHIM LOC * RECV socket option is used for
streamoriented sockets (e.g., TCP sockets) because there is no one-
t o-one mappi ng between a single send or receive operation and the
data (e.g., a TCP segnment) being received. |In other words, there is
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no guarantee that the locator(s) set in the SHHMLOC * RECV ancillary
data is identical to the locator(s) that appears in the |IP packets
received. The shim sub-layer SHOULD provide the | atest |ocator
information to the application in response to the SHHMLOC * RECV
socket option.

8. Data Structures

This section gives data structures for the shimsub-layer. These
data structures are either used as a parameter for setsockopt() or
getsockopt () (as nentioned in Section 6), or as a paraneter for
ancillary data to be processed by sendnsg() or recvnsg() (as
mentioned in Section 7).

8. 1. Data Structure for Locator Information

As defined in Section 6, the SHHM LOC * PREF, SHI M LOC * SEND, and
SHI M _LOCLI ST_* socket options need to handl e one or nore | ocator
information points. Locator information includes not only the

|l ocator itself but also additional information about the |ocator that
is useful for |ocator managenent. A new data structure is defined to
serve as a placeholder for the locator information

Figure 4 illustrates the data structure called shimlocator, which
stores locator information.

struct shimlocator ({

uint8_t lc famly; /* address family */
uint8 t | c_proto; /* protocol */
uint 16_t | c_port; /* port nunber */
uint 16_t I c_prio; /* preference value */
uint16_t | c_wei ght; [* weight */
ui nt32_t I c_ifidx; /* interface index */
struct in6_addr |c_addr; /* address */
uint16 t I c_flags; [* flags */
b
Figure 4: Shim Locator Structure
lc famly

Address family of the |locator (e.g., AF_INET, AF INET6). It is
required that the paraneter contains a non-zero val ue indicating
the exact address fanmily of the | ocator
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8.

1.

lc_proto
Internet Protocol number for the protocol that is used to handle a
| ocator behind a NAT. The value MJUST be set to zero when there is
no NAT invol ved. When the locator is behind a NAT, the val ue MJST
be set to | PPROTO _UDP

I c_port
Port number that is used for handling a | ocator behind a NAT.

lc prio
Priority of the locator. The range is 0-65535. The | owest
priority value neans the highest priority.

| c_wei ght
Wei ght value indicates a relative weight for locators with the
same priority value. The range is 0-65535. A locator with higher
wei ght value is prioritized over the other locators with | ower
wei ght val ues.

lc_ ifidx
Interface index of the network interface to which the locator is
assigned. This field is applicable only to local l|locators, and
has no effect in set operations.

| c_addr
Contains the locator. |In the case of IPv4, the | ocator MJST be
formatted in the I Pv4-mapped | Pv6 address as defined in [ RFC4291].
The | ocator MJST be stored in network byte order

I c_flags
Each bit of the flags represents a specific characteristic of the
| ocator. The Hash-Based Address (HBA) is defined as 0x01. The
Cryptographically Generated Address (CGA) is defined as 0x02
This field has no effect in set operations.

1. Handling Locator behind NAT

Note that the locator information MAY contain a | ocator behind a

Net wor k Address Translator (NAT). Such a situation nmay arise when
the host is behind the NAT and uses a | ocal address as a source

| ocator to communicate with the peer. Note that a NAT traversal
mechanismfor H P is defined, which allows a H P host to tunne
control and data traffic over UDP [RFC5770]. Note also that the

| ocator behind a NAT is not necessarily an | Pv4 address and can be an
| Pv6 address. Below is an exanple where the application sets a UDP
encapsul ation interface as a source | ocator when sending | P packets.
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struct shiml ocator |ocator;
struct in6_addr ia6;

[* copy the private | Pv4 address to the ia6 as an | Pv4-mapped
| Pv6 address */

menset (& ocator, 0, sizeof(locator));

[* fill shimlocator data structure */
| ocator.lc_famly = AF_I NET;

| ocator.lc_proto = | PPROTO_UDP

| ocator.lc_port = 50500;
locator.lc_ifidx = O;

|l ocator.lc_flags = O;

| ocator.lc_prio = 0;

| ocator.lc_weight = 0;

mencpy(& ocator.lc_addr, & a6, sizeof(ia6));

set sockopt (fd, SOL_SH M SH M LOC LOCAL_SEND, &l ocat or,
si zeof (| ocator));

Figure 5: Handling Locator behind NAT

Pat h Expl oration Paraneter

As defined in Section 6, SH M PATHEXPLORE al |l ows an application to
set or read the parameters for path exploration and failure
detection. A new data structure called shi mpathexplore is defined
to store the necessary paraneters. Figure 6 illustrates the data
structure. The data structure can be passed to getsockopt() or

set sockopt () as an argumnent.

Komu,

struct shi m pat hexplore {

uintl6 t pe_probenum [* # of initial probes */
uintl6 t pe_keepaliveto; /* Keepalive Tinmeout */
uint16_t pe_keepaliveint; /* Keepalive Interval */
uintl6_t pe_initprobeto; [* Initial Probe Tineout */
uint32_t pe_reserved, /* reserved */

Figure 6: Path Explore Structure
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8.

3.

pe_probenum
I ndi cates the nunber of initial Probe nmessages to be sent. The
val ue MUST be set as per [RFC5534].

pe_keepal i veto
I ndicates the timeout value in seconds for detecting a failure
when the host does not receive any packets for a certain period of
time while there is outbound traffic. When the tiner expires, the
pat h expl oration procedure will be carried out by sending a REAP
Probe nmessage. The value MUST be set as per [RFC5534].

pe_keepal i vei nt
I ndicates the interval of REAP Keepalive nessages in seconds to be
sent by the host when there is no outbound traffic to the peer
host. The value MJST be set as per [ RFC5534].

pe_initprobeto
Indicates the retransmission timer of the REAP Probe nessage in
mlliseconds. Note that this timer is applied before exponentia
back-off is started. A REAP Probe nessage for the same | ocator
pair may be retransmitted. The value MJST be set as per
[ RFC5534] .

pe_reserved
A reserved field for future extension. By default, the field MJST
be initialized to zero

Feedback | nformation

As nentioned in Section 7.3, applications can informthe shim
sub-l ayer about the status of unicast reachability of the |ocator
pair currently in use. The feedback information can be handl ed by
using ancillary data called SH M FEEDBACK. A new data structure
naned shimfeedback is illustrated in Figure 7

struct shimfeedback {

ui nt 8_t fb_direction; /* direction of traffic */
uint8_t fb_indicator; [* indicator (1-3) */
uintlé_ t fb _reserved; /* reserved */

Fi gure 7: Feedback Information Structure
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10.

fb_direction
Indicates the direction of reachability between the |ocator pair
in question. A value of O indicates outbound direction, and a
value of 1 indicates inbound direction

fb_i ndi cat or
A val ue indicating the degree of satisfaction of a unidirectiona
reachability for a given locator pair.

* 0: Default value. Wenever this value is specified, the
f eedback i nformati on MUST NOT be processed by the shim
sub- | ayer.

* 1: Unable to connect. There is no unidirectional reachability
between the | ocator pair in question

* 2. Unsatisfactory. The application is not satisfied with the
unidirectional reachability between the locator pair in
quest i on.

* 3: Satisfactory. There is satisfactory unidirectiona
reachability between the |ocator pair in question

fb _reserved
Reserved field. MJST be ignored by the receiver

Syst em Requi renents

As addressed in Section 6, nost of the socket options and ancillary
data defined in this docunent are applicable to connected sockets.
It is assunmed that the kernel is capable of naintaining the
associ ati on between a connected socket and a shimcontext. This
requirenment is considered to be reasonabl e because a pair of source
and destination |P addresses is bound to a connected socket.

Rel ation to Existing Sockets APl Extensions

This section explains the relation between the sockets APl defined in
this docunment and the existing sockets APl extensions.

As nentioned in Section 6, the basic assunption is that the existing
sockets APl continues to work above the shim sub-layer. This neans
that the existing sockets APl deals with identifiers, and the sockets
APl defined in this docunent deals with | ocators.
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11.

11.

SHI M LOC _LOCAL_SEND and SHI M LOC_PEER SEND socket options are
semantically simlar to the 1 PV6_PKTI NFO sockets APl in the sense
that both provide a nmeans for an application to set the source IP
address of outbound I P packets.

SHI M LOC LOCAL_RECV and SH M LOC PEER RECV socket options are
semantically simlar to the | P_RECYDSTADDR and | PV6_PKTI NFO socket s
APls in the sense that both provide a nmeans for an application to get
the source and/or destination |IP address of inbound IP packets.

get socknane() and getpeernane() enable an application to get the
"nanme" of the comunication endpoints, which is represented by a pair
of I P addresses and port nunbers assigned to the socket.

get socknane() gives the I P address and port nunber assigned to the
socket on the |ocal side, and getpeernane() gives the IP address and
port nunber of the peer side.

Oper ational Considerations

Thi s section gives operational considerations of the sockets AP
defined in this docunent.

1. Conflict Resolution

There can be a conflicting situation when different applications
specify different preferences for the sane shimcontext. For

i nstance, suppose that applications A and B establish conmmuni cation
with the sane EID pair while both applications have different
preferences in their choice of local locator. The notion of context
forking in Shinb can resolve the conflicting situation

It is possible that socket options defined in Section 6 cause a
conflicting situation when the target context is shared by nultiple
applications. |In such a case, the socket handler should informthe
shi m sub-l ayer that context forking is required. In Shinb, when a
context is forked, a unique identifier called the Forked |nstance
Identifier (FIl) is assigned to the newy forked context. The forked
context is then exclusively associated with the socket through which
a non-default preference value was specified. The forked context is
mai nt ai ned by the shim sub-layer during the lifetinme of the
associ at ed socket instance. Wien the socket is closed, the shim
sub-l ayer SHOULD del ete the associ ated context.

VWhen the application specifies SHMLOC * SEND specifying a different
source or destination |ocator that does not have the highest priority
and wei ght specified by the SHHM LOC * PREF, the shimsub-Iayer
SHOULD supersede the request nade by SHIM LOC * SEND over the
preference specified by SHHMLOC * PREF.
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11.

12.

13.

14.

When the peer provides preferences of the |locators (e.g., a Shinb
peer sends a |l ocator with a Locator Preferences Option) that conflict
with preferences specified by the applications either by

SH M _LOC_PEER SEND or SHI M LOC _PEER PREF, the shim sub-layer SHOULD
supersede the preferences nade by the applications over the
preferences specified by the peer.

2. Inconpatibility between |IPv4 and | Pv6

The shim sub-layer perforns identifier/locator adaptation

Therefore, in sone cases, the whole | P header can be replaced with a
new | P header of a different address fanmily (e.g., conversion from
IPv4 to IPv6 or vice versa). Hence, there is an issue regardi ng how
to nake the conversion with mninmuminpact. Note that this issue is
common in other protocol conversion techni ques [ RFC2765] [ RFC6145].

As studied in the previous works on protocol conversion [ RFC2765],
[ RFC6145] sone of the features (I1Pv6 routing headers, hop-by-hop
ext ensi on headers, and destination headers) from|Pv6 are not

convertible to IPv4. In addition, the notion of source routing is
not exactly the same in IPv4 and I Pv6. This nmeans that an error may
occur during the conversion of the identifier and locator. It is

outside the scope of this docunent to describe how the shimsub-Iayer
shoul d behave in such erroneous cases.

| ANA Consi derati ons
There are no | ANA considerations for the socket options (SHIM*), the
ancillary data, and the socket level (SCL_SHIM that are defined in
this docunment. Al the nunbers concerned are not under the contro
of the IETF or 1 ANA, but they are platformspecific.

Prot ocol Const ant

This section defines a protocol constant.

SHI M_MAX_LOCATORS The naxi num nunber of |ocators to be included in a
|l ocator list. The value is set to 32

Security Considerations

This section gives security considerations of the APl defined in this
docunent .
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14.

14.

14.

1. Treatnent of Unknown Locat or

When sending | P packets, there is a possibility that an application
wi Il request the use of an unknown | ocator for the source and/or
destination locators. Note that the treatnent of an unknown | ocator
can be a subject of security considerations, because the use of an
invalid source and/or destination | ocator may cause a redirection

at t ack.

1.1. Treatment of Unknown Source Locat or

The shim sub-1ayer checks to determine if the requested locator is
avai l abl e on any local interface. |If not, the shimsub-layer MJST
reject the request and return an error message with the

El NVALI DLOCATOR code to the application. |If the locator is confirmed

to be available, the shimsub-layer SHOULD initiate the procedure to
update the locator list.

Use of the follow ng socket options and ancillary data requires
treatment of an unknown source | ocator:

0 SH M LOC LOCAL_SEND
0 SH M LOC LOCAL_PREF

0 SHI M LOCLI ST_LOCAL

1.2. Treatment of Unknown Destination Locator

If the shimsub-layer turns out to be ShinB, the Shinb | ayer MJST
reject the request for using an unknown destination | ocator

If the shimsub-layer turns out to be HP, the HP |layer MJST reject
the request for using an unknown destination |ocator. There is,
however, an exceptional case where the H P | ayer SHOULD accept the
request, provided that the H P association is in the UNASSOCH ATED
state. Details of locator handling in H P are described in

Section 4.6 of [RFC6317].

Use of the follow ng socket options and ancillary data requires
treatnment of an unknown destination |ocator

o SH M LOC PEER SEND
o SHI M LOC PEER PREF

0o SHI M LOCLI ST_PEER
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Appendi x A.  Context Forking

In this section, an issue concerning context forking and its relation
to the multi hom ng shim APl are di scussed.

Shi 6 supports the notion of context forking. A peer nay decide to
fork a context for a certain reason (e.g., an upper-|layer protoco
prefers to use a different locator pair than the one defined in an
avai l abl e context). The procedure of context forking is done
simlarly to the normal context establishnment, perform ng the 4-way
message exchange. A peer who has decided to fork a context initiates
the context establishnent. Hereafter, we call this peer the
"initiator". The peer of the initiator is called the "responder".

Once the forked context is established between the peers, on the
initiator side, it is possible to apply forked context to the packet
flow, since the system nmai ntains an associ ati on between the forked
context and the socket owned by the application that has requested
the context forking. How this association is maintained is an

i mpl ement ati on-specific issue. However, on the responder side, there
is a question of how the outbound packet can be multipl exed by the
shi m sub-| ayer, because there is nore than one Shinbé context that
mat ches with the ULID pair of the packet flow. There is a need to
differentiate packet flows not only by the ULID pairs but by sone
other information and associate a given packet flow with a specific
cont ext .

Figure 8 gives an exanple of a scenario where two conmuni cating peers
fork a context. Initially, there has been a single transaction

bet ween the peers, by the application 1 (Appl). Accordingly, another
transaction is started, by application 2 (App2). Both of the
transacti ons are made based on the sane ULID pair. The first context
pair (Ctx1l) is established for the transaction of Appl. Gven the
requests from App2, the shimsub-layer on Peer 1 decides to fork a
context. Accordingly, a forked context (Ctx2) is established between
the peers, which should be exclusively applied to the transaction of
App2. ldeally, multiplexing and denultiplexing of packet flows that
relate to Appl and App2 should be done as illustrated in Figure 8.
However, as nentioned earlier, the responder needs to multiplex

out bound fl ows of Appl and App2 sonehow. Note that if a context
forking occurs on the initiator side, a context forking needs to al so
occur on the responder side.
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Figure 8: Context Forking
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How to solve the issue described above is a topic for further study.
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